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1 NMacnopT ¢poHAAa OLEHOYHbIX CPeacTB
1.1 ObnacTtb NnpumeHeHUs1 HoHAA OLLEHOUYHbIX CPeacTB

®doHA OUEHOYHBbIX CpPeAcTB nNpefHasHavyeH ANS OUEHKU pesynbTaToB OCBOEHUS
ancumnnuuel OlMa.15 CETEBBLIE ONMEPALMNOHHBIE CUCTEMBI.
1.2 Pe3ynbTaTbl 0CBOEHUA AUCLUNIIUHbI

B pesynbTaTe KOHTPOMS M OLEHKM MO AUCUUMNIINHE OCYLLECTBNSAETCS KOMMSIeKCHas
npoBepKa YaCTUYHOIO OCBOEHUS CrieayroLmMx NpodecCcuoHarnbHbIX KOMNETEHLUMA COrnacHoO
y4yebHOMY nnaHy:

OK 01. Bbibupatb cnocobbl pelleHns 3agady npodheccnoHanbHON AeATeNbHOCTMH,
NPUMEHNTESBHO K pasfiIMYHbIM KOHTEKCTaM;

OK 02. Vcnonb3oBaTb COBpPEMEHHbIE CPeACTBa NMoucka, aHanumsa U uHTepnpeTaumnm
UHopMauun M MHPOPMALMOHHBIE  TEXHONMormMM  Ons BbINOSIHEHUS  3ajad
npodeccnoHanbHoOn AeAaTenbHOCTH.

MK 3.1. OcyLuecTBnATbL NPOEKTUPOBAHNE CETEBOM MH(PPACTPYKTYPHLI.

MK 3.3. OcywectBnATb 3aWwmTy UHOPMaUUN B CETU C UCMNOSIb30BaHMEM MNPOrpamMmMHoO-

annapaTHbIX cpeacTsB

2 MNepeyeHb OLEHO4YHbIX CPEACTB U KPUTEPUMN OLLleHMBaAHUSA

Kon MHamkaTopbl 4OCTUXKEHUA PesynbTaTt 06yyeHus
¢hopMmupyemMbIX | KOMNETEeHLUN
KOMMeTeHLun
CnocobeH: 3Hameb:
OcywecTBnaTb yaaneHHoe OcHoBHble TpeboBaHuUs Kk cpeacTBam n
agMUWHUCTPUpoBaHuE u BUOaM TECTUPOBAHUA Ong onpeaeneHns
[1K 3.1. BOCCTaHOBIIEHVE TEXHOMOTMYECcKoi 6e30MacHOCTY
paboToCnoCOBHOCTM CeTEBOM MHPOPMALMOHHBLIX CUCTEM.
NHMPAaCTPYKTYPHbI. Ymems:
MopaepxmBaTth nonb3oBaTenen
CeTn, HacTpauBaTb annapaTtHoe OnucbiBaTb COBPEMEHHLIE TEXHOMOMNN 1
N nporpammMmHoe obecneyeHne apxuTeKkTypbl 6&30MacHOCTW.
ceTeBOn MHPAaCTPYKTYpPbI.
1K 3.3 CniocobeH: 3Hameb:
YcTaHaBnuBaTb, HacTpamBaTb, 3 3.3.1 3agauv ynpaBnenuns: aHanma
aKcnnyaTtunpoBaTb U OGCJ‘Iy)KI/IBaTb npon3BoaAnNTESNIbHOCTU N HAOAEXHOCTH,
ceTeBble KOHGUrypauuu. ynpaBneHue 6e30nacHOCTLIO, ydeT Tpaduka,
yrnpasneHue KoHdurypaumnen.
3 3.3.2 lNpaBnna akcnnyaTauumnm TEXHNYECKNX
cpeacTB CeTEBOW MHPACTPYKTYPHLI.

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
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3 3.3.3 OcHOBHble NOHATUSA NHGOPMALMOHHBIX
CUCTEM, XXU3HEHHbIN LUK, Npobnembl
obecneyeHns TexHonorm4eckon 6esonacHoCTu
WHOPMALIMOHHBIX CUCTEM, TpeboBaHUA K
apxXUTEKType MHPOPMALMOHHBIX CUCTEM U UX
KOMMoHeHTaM ans obecneyeHns 6esonacHoCcTu
PYHKLMOHNPOBaHUSA, onepaTuBHbIE METOAbI
noBblweHns 6e30nacHOCTU PyHKLMOHMPOBAHNSA
nporpamMmHbIX cpeacTsB U 6a3 AaHHbIX.

3 3.3.4 Cpeacrtea MOHUTOPUHIa 1 aHanm3a
noKarnbHbIX CeTeMn.

3 3.3.5 OcHoBHble TpeboBaHus K cpeacTBam U
BMAaAM TECTUPOBAHUS ONsl ONpeaeneHuns
TexHonornyeckon 6e3onacHocTu
NHMOPMALMOHHBIX CUCTEM.

3 3.3.6 MNpuHumMnbl paboTbl ceT TpaaMLMOHHON
TenedoHun.

3 3.3.7 HasHayeHue ronocoBoro Lwni03a, ero
KOMMOHEHTbI U PYHKLUN.

3 3.3.8 OcHOBHbIE MPMHLMMBLI TEXHONOMMK
obecneyeHns QoS ans ronocosoro Tpaduka.

Ymems:

Y 3.3.1 OnucbiBaTb KOHLEMNLUM CETEBOWN
©e3onacHocTMW.

Y 3.3.2 OnucbiBaTb COBPEMEHHbIE TEXHOMOMMN
N apXuUTeKTypbl 6e3onacHocTu.

Y 3.3.3 OnucbiBaTb XapakTEPUCTUKA U
anemMeHTbl KoHUrypaumm atanos VolP 3BoHkKa.

2.1 K oleHOUYHbIM cpeacTBaM TEKYLLEero KOHTPOsA yCcrneBaeMoCT! OTHOCATCA:
- KOHTPOrnbHbIE 3a4aHNs K NPAKTUYECKUM 3aHATUSM.
2.2 K oueHOYHbIM cpeacTBaM ANsi NPOMEXYTOYHOM aTTecTauum OTHOCATCS:

- TeCToBble 3aaHUA OTKPbLITOINro 1 3aKpbITOro TUMNa;

- BuneTbl K anddepeHunansHOMy 3a4eTy.
2.3 Kputepum oLeHKU pe3ynbTaToB OCBOEHUSA AUCLUNIUHDbI

KpMTepMI/I oueHnBaHUA TeopeTn4eCKmnx 3HaHUN:

«Omnuy4HoO» - cTaBUTCS, ecnn obyyaroLmncs:

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
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a) TOYHO hopmMynuMpyeT OTBETbI HA NOCTaBMNEHHbIE B 3a4aHNN BOMPOCHI;

6) paeT npaBunbHble OPMYNUPOBKM MOHATUA WU TEPMUHOB MO WU3YYEHHOW
ANCLMNIINHE;

B) LEMOHCTPUPYET NOHUMaHWEe Matepuana, YTo BblpaxaeTcsa B yMeHun obocHoBaTb
CBOW OTBET,

r) ceoboagHo ob6obLiaeT n anddepeHunpyeT NPU3HaKM U NOHATUS;

[) NpaBUNbHO OTBEYAET Ha AOMNOSTHUTENbHbBIE BOMNPOCHI;

€) cBoOOAHO BnageeT peybto (AEMOHCTPUPYET CBA3AHHOCTL M NOCNeAoBaTeNIbHOCTb
B U3NOXEHUN) U T.M.

«Xopowo» - CTaBUTCSA, ecniv obyyaloLmnncs gaeT oTBET, YAOBNETBOPSIOLNN TEM Xe
TpeboBaHUAM, YTO M AN OTMETKM «OTIIMYHO», HO A0NYCKaeT eAVHUYHbIE OLUMOKK, KOTOpble
caMm e ucnpasnseT nocne samevaHus npenogasartens.

«YdosriemeopumersibHO» - CTaBUTCS, eCriv 00yYaroLLNNCA 0EMOHCTPUPYET 3HaHKE U
NMOHVMaHWE OCHOBHbIX MOMOXEHWU AaHHOW TEMbI, HO:

a) HETOYHO U HEeyBEPEHHO BOCMPOM3BOAUT OTBETblI Ha MOCTABfIEHHbIE B 3adaHuUn
BOMpPOCHI;

6) oaeT HeTOYHbIE (POPMYIIMPOBKM MOHATUA N TEPMUHOB;

B) 3aTpyaHsieTca obocHOBaTL CBOW OTBET;

r) 3aTpygHsieTca 0600WmTh nm guddepeHuUmnpoBaTh NPU3HAKK U MOHSATUS;

A) 3aTpyAHSIETCS Npu OTBETax Ha AOMNONHUTENbHbIE BOMPOCHI;

€) usnaraet maTepuan HegOCTaTOYHO CBSA3aHHO M MOCnefoBaTeflbHO C 4acTbiMu
3aMWHKaMu 1 nepepbiBaMmn n T.0.

«HeydosnemeopumenbHO» - CTaBUTCH, ecnu oOyyaloLlMNcs OeMOHCTpupyeT
He3HaHue U1 HernoHMMaHme Borbluen YacT COOTBETCTBYHOLLErO pasgena.

Kputepuu oueHMBaHUA NPaKTUYECKUX YMEHUN:

«OmnuyHo» cTaBuUTCS, ecnu oby4varoLnncs:

a) ymMeeT noaATBEPANTb Ha MpMMepax CBOE YMEHME MO BbINOMHEHUIO NOYYEHHOro
NpakTUYEeCKOro 3agaHus;

6) ymeeT aprymeHTMpoBaTb CBOM LEWCTBMS MNPU BbINOSIHEHUN MPAKTUYECKOro
3agaHus;

B) Uenecoobpa3HO WUCMONb3yeT TEOpPeTMYECKUA MaTtepuan Ans  BbINOSHEHWUS
3agaHus;

) NpaBUSIbHO NUCNOMb3yeT HEOOXoANMbIE NPUEMbI, METOAbI, MUHCTPYMEHTbLI U Apyrue
pecypchl;

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
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) LOEMOHCTpUpyeT YMeHWe [eWCcTBOBaTb B CTaHOAPTHbIX W HeCTaHOapTHbIX
npodeccrnoHarnbHbIX CUTyaLMsX;

€) rpaMoTHOE COCTaBfieHME [AOKYMEHTOB, OTHOCALUMXCS K NpodheccrMoHanbHOn
AEeATEeNbHOCTM U T.N.

«Xopowo» - CTaBUTCS, eCnn 00yYaloLLMIACS AEMOHCTPUPYET NPakTUYECKNE YMEHNS,
yOOBNeTBOPSAOLMNE TEM Xe TpeboBaHUSAM, YTO U ANt OTMETKU «OTIMYHO», HO JonycKkaeT
e0VHUYHble Herpybble owunbkM, KOTOpble CaM e WCNpaBnsieT Mocfne 3amMedaHus
npenogasarens.

«YdosnemeopumesnibHO» - CTaBUTCS, ecnu obyvawuwminca obHapyxuBaeT
NpakTUYecKne yMeHus, Ho:

a) 3aTpygHseTca  nNpuBECTW  MNpUMeEpbl, MNOATBEPXAAlWMe €ero  ymeHus,
NCNonb30BaHHbIE B MPOLIECCE BbIMOMHEHMS NPAKTUYECKOrO 3a4aHNS;

6) HenocnepoBaTenbHO aprymeHTUpyeT CBOM [LEWCTBUS, MPeanpuHATble UM B
npouecce BbINOSTHEHUSA NPAKTUYECKOro 3afiaHuns; apryMeHTbl, 00 bACHAOLLME ero AeNCTBUS,
npeanpuHSTbIE UM B NPOLIECCE BbINOSIHEHWSI NPAKTUYECKOro 3afaHus;

B) HeuenecoobpasHO MCMNOMb3yeT TeopeTU4ecKku matepuan Ons COCTaBfeHus
nnaHa BbINOSIHEHUSA NPaKTUYECKOro 3aaHus;

) uanaraeT maTepuan HeJOCTAaTOYHO CBS3aHO M C MocnegoBaTeflbHO C YacTbiMU
3aMUHKaMu 1 nepepbiBaMu;

A) NCNbITbIBAET 3aTPYAHEHMSA B AENCTBUAX NMPU HECTAHA4APTHLIX NPOEeCCMOHaNbHbIX
cuUTyaumax u T.n.

«HeydoenemeopumersnbHO» - CTaBUTCSA, ecnn oby4varowuinca gonyckaet rpybbie
HapyLlleHns anropuTtMa LEeWCTBMS uUnu owubku, Bnekywme 3a cobo BO3HUKHOBEHWUE
oTpuuaTenbHbIX NOCNeacTBMI AN 060pyaoBaHMs, OKpYKatoLLen cpeapbl 1 aknnaxa cyaHa,
unu (1) oTCyTCTBME YMEHUS AENCTBOBaTb B CTaHAAPTHbLIX NPOECCUOHANbHbLIX CUTYaLMSX,
nnu(n) 4EMOHCTPUPYET HE3HaHME UK HeNnoHMMaHne 6onbLUen YacTu COOTBETCTBYHOLLErO
pasgena.

Kputepumn oueHmBaHus no gucumnimHe B oopme TeCTUPOBAHUA:

«OTnn4yHo» - 81-100 % npaBunbHbLIX OTBETOB;

«Xopowo» - 61-80 % npaBuUnbHbIX OTBETOB;

«YposnetsopuTenbHo» - 41-60% npaBuIibHbIX OTBETOB;

«HeynosneTtBoputenbHo» - 0-40% npaBunbHbIX OTBETOB.

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
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3 OueHoOuYHbIe cpeacTBa TEKYLLEero KOHTPOA U MPOMEXYTOYHOWN aTTecTauum

KoHTponbHble 3aaaHUA K NPaKkTUYEeCKUM 3aHATUAM
NMPAKTUYECKUE 3AOAHUA

MpakTnyeckana pabota 1-2. OnepaunMoOHHble CUCTEMbl ANSi aBTOHOMHOro
KkoMmnbloTepa. Knaccudgukaumsa KOMnbIOTEPHbIX CeTen.
KoHTpOnbHbIE BOMNPOCHI:

1. OnepaunoHHble CUCTEMbI ANA aBTOHOMHOIO KOMMbOTEpA.

2. Knaccudumkauus KOMNbIOTEPHbIX CETEN.

MpakTuyeckan pabota 3-5. Noaaepxka QoS. MexaHusm Sockets OC Unix.
Oco6eHHocTU peanu3aumn RPC Ha npumepax cuctem SunRPC n DCERPC.
KOHTpOnbHblEe BONPOCHI:
1. MNoppepxka QoS.
2. MexaHusm Sockets OC Unix.
3. OcobeHHocTn peanmsauun RPC Ha npumepax cuctem SunRPC wu
DCERPC.

MNMpakTnyeckas pabota 6-8. Pennukauusa B ActiveDirectory. Kommepueckue
peanu3sauun OC UNIX. Hekommepueckue peanunsauyum OC Linux.
KOHTpOnbHbIE BONPOCHI:

1. Pennukauus B ActiveDirectory.

2. Kommepyeckue peanusaumm OC UNIX.

3. Hekommepuyeckue peanusaumm OC Linux.

MpakTnyeckans pa6ora 9-10. YcraHoBKa, 3anyck u Hactpouka OC Linux.
Pa6ouun cton nonb3oBatens. Ctpyktypa ¢pannosoun cuctembl OC Linux.
KoHTponbHbIe BONPOCHI:

1. YcrtaHoBka, 3anyck n Hactpownka OC Linux.

2. Pabouun cton nonb3oBaTtens.

3. Ctpyktypa darnnosomn cuctembl OC Linux.

MpakTuyeckasn pab6ota 11-13. YctaHoBka Windows Server 2003 R2. Windows
Server 2019. Windows Home Server 2011

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
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KOHTpOsbHbIE BOMPOCHI:
1. YcraHoska Windows Server 2003 R2.
2. Windows Server 2019.
3. Windows Home Server 2011

MpakTuyeckaa pabora 14-18. YcraHoBka Ubuntu server. YcrtaHoBka
AlmaLinux. YctaHoBka Rocky Linux. YcraHoBka openSUSE. YcrtaHoBKa
Debian
KOHTpOrnbHbIE BONPOCHI:

1. YcrtaHoska Ubuntu server.
YcTtaHoBka AlmaLinux.
YcraHoska Rocky Linux.

YcTtaHoBka openSUSE.

o &~ b

YcTtaHoBka Debian

MpakTuyeckaa pabota 19-23. YcraHoBka Fedora. YcraHoBka RHEL.
YcrtaHoBKa SLES. YcraHoBka Arch Linux. YctaHoBka Astra Linux CmoneHck.
Pa6oTta ¢ Astra Linux CmoneHck
KoHTponbHbIe BONPOCHI:
1. YcrtaHoBka Fedora.
YcraHoBka RHEL.
YctaHoBka SLES.
YcTtaHoBka Arch Linux.

YcTtaHoBka Astra Linux CMoneHck.

o o r W N

PaboTa ¢ Astra Linux CmoneHck

lNMpakTnyeckas paborta 24-27. YctaHoBKa Astra Linux CeBactononb. Pabota
¢ Astra Linux CeBactononb. BbisiBneHMe pasnuumm B Bepcusix
amctpubytnsoB Astra linux. CoeanHeHne cepBepoB Ha Astra linux B
JNIOKanbHYK CeTb
KoHTponbHbIe BONPOCHI:

1. YctaHoBka Astra Linux CeBacTtonorsb.

2. Pabora c Astra Linux CeBacTtonone.

3. BbisiBneHve pasnunuun B Bepcusax auctpmbytmnsos Astra linux.

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
[poeepb akmyanbHOCMb 8epcuu Mo opuauHary, xpaHsauwemycsi 8 1C: Konnedx
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4. CoepguHeHue cepBepoB Ha Astra linux B nlokanbHyo ceTb

3apaHuA OTKpbLITOro TMna

Knoum npaBUJIbHbIX OTBETOB BblAel1eHbl XXUPHbLIM LLIpVI(bTOM

MMAHNPYEMBbIE PE3YJIbTATbI: MK 3.1. YcTtaHaBnuBaTh, HacTpauBarTb,
aKcnnyaTupoBaTb M OOCNyXuBaTb TEXHUYECKME W MpOrpamMHoO-annapaTHble cpeacrea
KOMMbIOTEPHbIX CETEN

MK.3.3. YcraHaBnuBaTtb, HacTpamBaTb, JKCMNyaTMpoBaTb M OBCNyXunBaTb CETEBbIE
KOHourypaumu.

3agaHua OTKPbLITOro TMna

1.

Kakune cyHKunmM BbINONHAET ceTeBas onepaunoHHas cuctema? Oteet: CeTteBas
onepaumMoHHaa cucTeMa BbINOMAHAET (YHKUMW  yrpaBfieHna CceTeBbIMU
pecypcamu, obecrneyeHnss ©6e30MacHOCTU [aHHbIX, MNOLAEPXKKM CETEBOro
obopyaoBaHMs U NPOTOKOSOB, @ Takke opraHM3auumn goctyna Kk obwmum pecypcam
N aBTOMaTM3aLUUN CETEBbLIX Onepawuin.

Kakune Bngpbl ceTeBbIX onepaumoHHbIX cuctem cyulectByoT? OTBeT: CyLuecTByOT
pasnuyHble BUObl CEeTEBbIX OMEpPauUMOHHbIX CUCTEM, TakuMe Kak cepBepHble
(Windows Server, Linux), knuentckme (Windows 10, macOS), a Takxe
cneunanmanpoBaHHble, NMpeAHa3HaJYeHHble AN ONpedeneHHbIX TUMOB CceTen
(Hanpumep, Cisco I0S ana mapLpyTn3aTopos).

Kak ocyuiectBnsieTca ynpasneHne OOCTYNOM K CETEBbIM pecypcaM B CETEBOM
onepaumoHHon cucteme? OTBET: YnpaBreHne LOCTYNOM K CETEBLIM pecypcam
OCYLLECTBNAETCA Yepe3 CUCTEMY YYETHbIX 3anucen, naporien u npas 4OCTyna,
KOTOpble OnpeaenstoT, Kakne AencTBUS NoNb3oBaTeNlb MOXET BbINOSIHATL C TEMU
UIN MHBIMKU pecypcamu.

Kakne npoTOKOSbl CETEBOr0 YPOBHS MOAAEPXKMBAOTCA CETEBOM ONepalnoHHON
cuctemon?  OTBeT: PasnuyHble  ceTeBble  OMepauMOHHbleE  CUCTEMBI
noaaepX1BatkoT pasHble NPOTOKOSbI CETEBONO YPOBHS, Takune Kak IPv4, IPv6, ARP,
RARP, ICMP u gpyrue.

Ansa yero ucnoneayetcs npotokon ARP? Oteet: NpoTtokon ARP ncnonb3yetcs
ansa onpegenenns MAC-agpeca yCcTponCTBa, CBA3AaHHOMO C onpeaeneHHsim |P-
aflpecoM, Ha OCHOBE 4ero npoucXoguT OTnpaBka MNakeToB [AaHHbIX Ha 3TO

YCTPOWUCTBO.

HokymeHm ynpasnsemcs npogpammHbiMu cpedcmeamu 1C: Konnedx
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6.

Kakne cnyx0bbl obecneuvBaeT ceTeBas onepauMoHHas cuctema Ans
obecneyeHuss 6esonacHoctn cetn? OTBeT: [Insa obecneyeHnss 6e3onacHOCTU
ceTn ceTeBasl OnepauMoOHHas cuCTemMa NpefoCTaBnsieT pasnuyHble ChyXObl,
Takne Kak ayTeHTUduKauua nonb3oBaTenen, WndpoBaHUe AaHHbIX, KOHTPOSb
pocTyna K pecypcam, obHapyxeHue n npedoTBpalleHne BTOPXKEHUN, a Takke
MOHUTOPWHT N aHann3 ceTeBOW akTUBHOCTW.

Uto Ttakoe DHCP-cepBep 1 Kakyto dyHKUMIO OH BbinonHaeTt? Oteet: DHCP-
cepsep — 370 cnyxba, KoTopas aBToMaTuyeckn HasHavaet |IP-agpeca u gpyrue
ceTeBble NapameTpbl NOAKMNIYEHHBIM yCTporUcTBaM. Ero pyHKUMA 3akntoyaeTtcs
B YMPOLEHUN rnpouecca HaCTPOMKM CeTEBbIX MapameTpoB U obecneveHuu
rMBKOCTN NpY NOAKMOYEHNN HOBbLIX YCTPONCTB K CEeTH.

UTto Takoe DNS-cepsep u kakne yHkumm oH BbinonHaeT? OteeT: DNS-cepsep
oTBeYaeT 3a npeobpasoBaHne JOMEHHbIX UMEH CanTOB B COOTBETCTBYIOLLME UM
IP-agpeca, n HaobopoT. OH Takke obecneunmBaeT KaLUMPOBaHME OTBETOB AJIS
YCKOPEHUs JocTyna K MHGOpMauMM W npegocTtaBnsieT  OOMNOSTHUTESNbHbIE
dYHKUMK, TaKne Kak perncTpaumsa n 06HoBMNeHne JOMEHHbIX MMEH.

Urto Takoe NAT n anga 4ero oH ucnonbsyetca? OteeT: NAT (Network Address
Translation) — 3T0 MexaHu3M, KOTOPbI NO3BOSIIET HECKOMBbKUM KOMMbIOTEPAM B
foKanbHOW ceTu Ucnonb3oBaTh 0AMH obwenocTynHbn IP-agpec ana goctyna K
nHtepHety. NAT wucnonb3dyetcsa ans akoHomum IP-agpecoB n obecneveHus

6e3onacHoOCTM B ceTAX € 6OMbLINMM KONIMYECTBOM YCTPOMCTB.

10.4Y10 Takoe VLAN u gns 4yero oHM MCMONb3ykTCA B CETEBOM OnepaumoHHOMN

11.

cucteme? OTBeT: VLAN (Virtual Local Area Network) — 310 BUpTyarbHble ceTu,
KOTOpble MO3BOMSAIT JOrMYECKN rpynnupoBaTb YCTPOWUCTBA B OAHY CeTb
He3aBMCUMO OT UX pusmyeckoro pacnonoxeHns. OHW MUCNONb3YKTCA AN
ynpoLieHus ynpaesneHnss n obecrnedyeHns 6e30nacHOCTU CeTEBbIX PECYpCoB, a
Takke ONs ONTMMM3aUWW MCMONb30BaHUSI CETEBbLIX PECYPCOB W YNyuylLEeHUs
KayecTBa CETEeBOro NOAKMYEHNS.

Uto Takoe QOS M Ons 4ero OHO UCMNONb3yeTCs B CETEBOW OnepauyvoHHON
cucteme? OtBeT: QoS (Quality of Service) — aTo Habop MexaHM3MOB, KOTOpbIE
obecneunBaloT ynpasneHve TpadguKoM, rapaHTMpysi, YTO BaXKHble CeTeBble
cepsucbl, Takne kak VolP nnu BuaeokoHdepeHLmMn, nonyyaT npuoputeT Hag
MeHee BaXKHbIMU. OTO MNO3BOMSET YIyYLMTb Ka4eCTBO YCnyr, NpegocTaBnsieMblX

ceTblo, 1 06ecneynTb CTabUNbHY PaboTy KPUTUYHBIX MPUNOXKEHWIA.
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12.470 Takoe VPN 1 gnga 4ero oH cnonb3yeTcs B CETEBOW ONepaLnoHHON cucteme?
Oteet: VPN (Virtual Private Network) - ato TexHonormsa, kotopasi cosgaeTt
3aWmM@pPOBaHHbIA  TyHHErNb  MexXxay [ABYMS  TOYKaMu  CceTn, MNO3BOSISs
nosnib3oBaTensim 6e30nacHO NOAKMYATLCA K yAaneHHbIM CeTSM UM nosnyvatb
AO0CTYyN K pecypcam BHYTPU KOPNopaTMBHOM CETU Yepe3 UHTEPHET.

13.Kakue cpeactBa MOHUTOPUHIa U ayanTa npefocTaBnsieT ceTeBas onepawumMoHHas
cucTeMa gnst KOHTpona u ynpaerneHus ceTbio? OTeeT: CpeacTtBa MOHUTOPUHTA U
ayauTa npeaocTaBnsioT MHAPOPMaUMIO O COCTOSHUWN CETEBLIX YCTPOWCTB, UX
NPON3BOAMTENBHOCTU, TPaduKe, NCNONb30BaHUM PECYPCOB, a TakKe 0 COBbITUSX

N MHUMAOEHTaX, CBA3aHHbIX C 6e30MacHOCTbIO CETMU.

14.4Y710 Takoe SNMP un ana 4yero oH MCNonb3yeTcs B CEeTEBOW OnepauuoHHOM
cucteme? OtBeT: SNMP (Simple Network Management Protocol) - 3To npoTokon,
ncnonb3yemMbln AN MOHUTOPUHIa U ynpasreHus ceteBbiMu ycTporcTBamn. OH
nossonser cobupatb MHPOPMAaLMIO O COCTOSHUM YCTPOWMCTB, UX OlMnbKax u
NPOM3BOANTESNBHOCTM, @ TaKkKe BbINOSMHATb Pa3fMyHble onepauun, Takue Kak
oBGHOBNEHNE NporpaMmMHOro obecnevyeHmst UM N3MeHeHNe HacTpoeK.

15.Kak ceTeBasi onepaunoHHas cuctema nogaepxmeaet paboTty ¢ 6ecnpoBogHbIMM
cetamn n MobuneHbiMu yctporctBamn? OTBeT: lNMopaepxka 6ecnpoBOAHbIX
cete M MOOWMbHbLIX YCTPOMCTB obecneynmBaeTcss 3a CYET WHTerpauum c
COOTBETCTBYHOLLMMU NPOTOKONaMU U cTaHgapTamu, Takumm kak Wi-Fi, Bluetooth,
3G, 4G n gpyrumn. OTO NO3BOMSET MONb30BATENAM MOAKIKOYATLCA K CETU C
MOMOLLIbIO CBOMX YCTPOWCTB, UCMONb3YH pasnnyHblie MeTOAbl ayTeHTUdUKaLnm n
WwnpoBaHm4.

16.Kak ceTeBada onepauuoHHas cuctema ynpaBnsieT OOHOBMEHMAMUM U
obHOBMNEHNAMM nporpaMmHoro obecneveHnsa? OTBeT: BONbLUMHCTBO CETEBbLIX
OnepaunoHHbIX CUCTEM WMEIKOT BCTPOEHHbIE MeXaHW3Mbl ONs ynpaBreHus
oBGHoBNeHnAMn n obHoneHnsimmn 1O, KOTOpble aBTOMAaTUYECKM MNPOBEPSIOT
Hanuyne HOBbIX BEPCUI U MpeanaraT UX YCTaHOBKY. Takke BO3MOXHO py4YHOe
obGHoBNeHne Yyepes Be6G-MHTEPGENC NN KOMAHAHYIO CTPOKY.

17.Kakne pononHuTenbHble QYHKUMM nNpefocTaBriseT ceTeBad onepauyMoHHas
cuCcTeMa, Takme Kak yrnpasrieHne nutaHveM, noaaepkka npuHTEpoB U apyrue?
OteeT: CeTeBas onepauMoOHHaA cUMCTeMa BbINONHAET (PYHKLMK NPUKITALHON
nnaTgopmbl, npegocTaBnfAeT pasHoobpasHbie BMAbl CeTeBbIX CNyx06
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N nopgaepxuBaeT paboTy  NpUKNagHbIX  NPOLIECCOB,  BbIMOSHAEMbIX B
aboHeHTCcKkux cuctemax. CeteBble onepaumMoOHHbIe CUCTEMbI UCMONb3YIOT
KNUeHT-CcepBepPHYH0, MO0 OAHOPAHIOBYHO apXUTEKTYPY.

18.0Onuwmnte dyHkumio DHCP-cepBepa n ero ponb B CETEBOW OnepalyMOHHOM
cucteme. OteeT: DHCP-cepBep aBToOMaTnyeckn HasHavaeT |IP-agpeca n gpyrue
ceTeBble HAaCTPOMKM NOAKNYEHHbIM YCTPONCTBAM, YNpoLLasa NpoLecc HaCcTPOUKK
ceTeBbIX NapamMeTpoB.

19.Kakne yHKUMM BkNoYyaeT B ceba ynpaBneHne nuTaHMeM B CETEBOM
onepaumoHHon cucteme? OTBeT: YnpaBneHve nUTaHMEM B CETEBOW
onepaumoHHON cucTeMe BKYaeT (PyHKUUKM ANna aBTOMaTUYECKOro OTKNIYEHUs
Unu nepexopa B CrsWMMA PEXNUM HEAKTUBHbLIX YCTPOMCTB AJS151 SKOHOMUKN SHEPrnu,
a TaKkke ONnA MOHUTOPUHra W ynpasfieHUst 3HepronoTpebneHnem ceTeBbIX
YCTPOWUCTB.

20.Kakyto ponb urparT npoTOKOSbl MapLlpyTu3aumm B CETEBOM OnepaunoHHOWN
cucteme?
OteeT: [lpoTOKOMbI MapLpyTM3aUUM WUrparT KIKOYEBYKD pPOfib B CETEBOW
onepaunoHHOM CMCTEME, NOCKOSbKY OHW OTBEYaIOT 3a onpeaeneHne Hauny4ero
nyTW Ons nepefadv AaHHbIX MeXay pasnuyHbIMU CETEBLIMU YCTPONCTBaAMM.

21.Kak ocyulecTtBnseTcsa ynpasfieHMe OOHOBMEHWAMM B CETEBOM OrnepaunoHHON
cucteme?
OtBeT: YnpaBneHne oGHOBNEHNSIMU B CETEBOW OMNEPALMOHHON CUCTEME OObLIYHO
OCYLLEeCTBNAETCA aBTOMATU4YEeCKM, KOrda onepaumoHHasi cuctema nposepsieT
HanuMyme OOCTYMHbIX OOHOBMNEHUW W ycTaHaBnMBaeT MX Npu HeobXxoaMMOCTW.
OpgHako agMuHUCTpaTOpbl MOTYT Takke ynpaBfisaTb NPoOLEeccoOM OOHOBMEHUs,
yCTaHaBnuBasi pacnmcaHune gnsi aBToMaTuyecKoro npumMmeHeHns 06HOBNEHNIA UK
BPYYHYIO NPUMEHSAs onpeaeneHHble 06HOBNEHNS.

22.KakoBbl (OyHKLUN MOHUTOPUHIa U aHann3a B CeTeBOn onepaumoHHoOn cucteme?
OtBeT: MOHUTOPMHI N aHanM3 B CETEBOW OMNepaLMOHHON CUCTEME BKMHOYalT
YHKUMN ONA OTCMEXUBAHUA U aHanv3a pasnnyHbiX NnapamMmeTpoB CEeTU, TaKUX KaK
nponyckHasa cnocobHOCTb, NCNOSb30BaHME PecypcoB, NOTEPS NAKeTOB U T. 4.

23.Kak obecneumBaetcsa noggepxka 6OecnpoBOAHbIX CceTeln B  CETEeBOW
onepaumoHHon cucteme? OTBeT: Nogaepkka 6ecnpoBogHbIX CETEN B CETEBOW

onepaunoHHon cucteme obecneumBaeTcs 3a cHeT nogaepxkm craHgaptoB Wi-Fi
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N Opyrmx npoTokosioB Ansi 6ecnpoBofHbIX ceTen, a Takke QyHKuun gng
HaCTPOWNKM 1N ynpaBneHusi 6ecnpoBOHbIMU CETAMM.

24 Yto Takoe OanaHcupoBKa Harpyskm M Kak OHa peanu3oBaHa B CETEBOM
onepauunoHHon cucteme? OTBeT: banaHcupoBka Harpyskm - 37O npolecc
pacnpefeneHus ceTteBoro Tpaduka Mexay HECKONbKMMWU cepBepamMu Ans
NOBbILLEHUS OOCTYNMHOCTU W  MPOU3BOAUTESNIBHOCTU cucTeMbl. B ceTeBom
onepaunoHHon cucteme GanaHCUMpoBKa Harpys3km MOXeT ObiTb peanusoBaHa C
MOMOLLBIO  pasfnUYHbIX TEXHOSOMMKW, TakUX Kak BUpPTyalbHble CepBepbl,
pacnpegeneHue Harpysku no IP-agpecam n 1.4.

25.Kakne gononHutenbHble (PyHKUUKW Npeanaraet ceTeBas onepawlmoHHasi CMcTema,
Hanpumep, ynpasreHne nuTaHuMeMm, nogaepkka npuHtTepoB un apyrne? OTBeT:
CeTeBada onepaumoHHas cuctema npegnaraeT MHOXeCTBO AOMNOSMHUTENbHbIX
YHKUUIA, TaKMX Kak ynpaBneHne nutaHueM A5 SKOHOMUW SHepruun, nogaepxka
NPUHTEPOB ANdA nevyaTn AOKYMEHTOB, ynpasreHne nofnb3oBaTensamMm 1 rpynnamm
AN KOHTpONA OOCTyna K pecypcam, onTumusaumsa Tpaduka Ans nosblLeHUs
NPOU3BOAMTENBHOCTH, WN(pOoBaHNE N AelndpupoBaHne gaHHbIX ANA 3alnTbl

nHdopMauum n gpyrue.

TecTbl
Bonpochbl 3aKkpbITOro Tuna

1. Kakon KOMMOHEHT onepauuoHHOM CUCTEMbl OTBEYaeT 3a YynpasBrieHue
AOCTYMNOM K annapaTHbIM pecypcam komnbtotepa? a) dannosas cucrema b)
Appo c) [paneepbl yctponctB d) MeHeaxepbl NPOLLECCOB 1 MOTOKOB

2. Kak HasblBaeTca npouecc, npyM KOTOpoM ornepaumoHHas cuctema pasgenset
NpoLeccopHoe BpemMs Mexay HEeCKOMbKMMM npoueccamu UM notokamu? a)
MnaHnpoBaHue b) YnpaBneHune namatbio ¢) CnHxpoHmsaumsa d) Beoa-ebiBog

3. Kakom Tmn apxmtekTypbl onepaumoHHOM CUCTEMbI NpeanonaraeT pasgenexve
YHKUMA OnepauuoHHOW CUCTEMbl Ha HECKOSIbKO YPOBHEW, KaXabl w3
KOTOpbIX BbIMOMHAET CBOK 3agadvy? a) MoHonuTtHoe agpo b) Mukposapo c)
Qk3o04po d) M'mbpuaHoe aapo

4. Kakon anemMeHT OnepauMoHHOM CUCTEMbI 3aHumaeTcsa  obpaboTkomn
npepbiBaHUn OT YCTPOWCTB BBOAa-BbiBOAa? a) Agpo b) [AdpanBepbl

ycTtpoucTB c) Pannosas cuctema d) MeHeakepbl NpoLeccoB
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5. Kakag QyHKuUMa onepaumoHHON cuctembl obecneynmBaeT BO3MOXHOCTb
paboTbl KOMNbOTEPA B MHOrOMOSb30BaTENBCKOM pexnme? a) YnpasneHue
npoueccamu b) 3awmTa AaHHbIX C) YnpasneHne namaTeio d) BBog-BbiBog,

6. B KakoM KOMMOHEHTe OnepauMoOHHOM CUCTEMbI XPaHATCA [OaHHble O
pasmMeLleHnn gannoB Ha ancke n nx atpmbytax? a) B agpe b) B gpansepax
yctpoucTs c¢) B ¢pannoBon cucreme d) B meHegkepax npoueccos

7. Kakon yHKUMEN onepaumoHHON cucTeMbl obecneymBaeTcs BO3MOXHOCTb
BbINOSIHEHUSA HECKOMbKUX MPOLECCOB WU MOTOKOB OLHOBPEMEHHO? a)
MnaHnpoBaHuem b) YnpaBneHnem namatbto c€) CuHxpoHusauuen d)
BBoaom-BbIBOAOM

8. Kakon anemMeHT apXuUTeKTypbl OMepauuoHHOM CUCTEMbl MNO3BOSSET
OCYLLEeCTBNATbL B3aUMOAENCTBME Mexay npoueccamun u sapom? a) Agpo b)
[pansepbl ycTponcTts c) Pannosas cuctema d) MeHemxepbl npoLeccoB

9. Kakasa yacTb onepauuoHHON CUCTEMbI OTBEYaeT 3a 06paboTKy 3anpocoB Ha
BBOA-BbIBO4, M Mepedadvy AaHHbIX Mexay YCTPOMCTBaAMM M MpUKNagHbIMU
nporpammamn? a) Agpo b) ApanBepbl ycTponcTB c) Gannosasi cuctema d)
MeHexepbl npoLieccos

10.Kakon KOMMOHEHT apXUTEKTypbl OMepaunuoHHOW CUCTEMbl rapaHTupyeT
KOPPEKTHOE 3aBepLUeHMEe KaXKaoro rnpouecca M ocBObOXAeHWe pecypcos
nocrne ero BbINONHeHUA? a) Agpo b) Opansepsbl ycTponcts ¢) MeHeaxepbl
npoueccoB d) ®annosas cucrtema

11.B kakon 4actn onepaunmoHHON CUCTEMbI XpaHUTCA MHOPMaLMs O COCTOSIHUN
Kaxxgoro npouecca, ero noTpebHOCTSX B pecypcax 1 npasax goctyna K HAM?
a) B ¢annoson cucteme b) B aape c¢) B meHepxepax npoueccoB d) B
AparBepax yCTpoOUCTB

12.Kakon npuHUMN apXUTEKTYpbl ONepauMOHHbIX CUCTEM MO3BOMSAET CUCTEME
ajanTupoBaTbCsl K M3MEHEHMsIM B  KOHdwurypauum obopygoBaHust U
nporpaMmmHoro obecneveHns 6e3 npepbiBaHns paboTbl? a) MoaynbHOCTb b)
MHorosagayHocTb ¢) Macwtabupyemoctb d) MHOronoTo4YHOCTb

13.Kakas yactb OC oTBe4vaeT 3a pacnpegeneHne namaTyu Mexay pasnmyHbiMU
npoueccamm u o0cCBODOXAEHME ee Mnocre 3aBeplleHusi npouecca? a)
MeHepxepbl namaTtu b) Pannosasa cuctema c) Agpo d) IpariBepbl yCTPOUCTB

14.Kakas cocTtasnsowas onepaumoHHON CUCTEMbl KOHTpOnMpyeT AOCTyn K
obwum pecypcam n npegoTBpallaeT KOHGMMKTbI Mexay npoueccamm? a)
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Anpo b) MeHemxepbl pecypcoB c) [panBepbl yctponcts d) dannosas
cuctema

15.B  yem 3akn4aetTca MNpeMMyllecTBO  MWUKPOSIAEPHOW  apXUTEKTYpbl
onepaumoHHON CUCTEMbl Hag MOHONUTHoM? a) lMpocToTa mMogmdumkaumm u
AobaBreHns HOBbIX KOMMOHEHTOB b) YMeHbLUeHMe HaknagHbIX pacxogoB u
NoBbILLEHNE NpPOn3BOANTENBHOCTU c)  YnyyweHwne 3aWuThI n

oTkasoycTtonynsocTu d) Bece BbiwenepeyncrieHHoe

lNMepeyeHb BONPOCOB AN NOArOTOBKU K AndhepeHUMpOBaHHOMY 3a4eTy
Mopenb ceTeBoun (pansioBon CUCTEMBDI.

dannosble cepeepbl TUNa stateful n stateless.

Novell Directory Services NetWare.

Cpepncrtea ynpasrneHusi cepsepomM NetWare.

KoHTporb 1 ontuMmmnsauma npomssoautensHocTn cepsepa NetWare.
O6cnyxmBaHne cepeepa NetWare.

CuHxpoHusauusa spemenun cepsepa NetWare.

© N O g s~ WD =

Cnyx6a katanora Novell (Novell Directory Services, NDS).
9. O6bekTtol NDS NetWare.

10. besonacHocTb 06bekToB NDS NetWare.

11. Knaccbl o6bektoB NDS NetWare.

12. Pennuku u pasgensl NDS NetWare.

13. Peructpaums nonb3osatenen n rpynn NetWare.

14. Co3gaHue rpynn un BKoYeHNe nonb3oBartenen B coctas rpynn NetWare.
15. CueHapum nogkntodeHust k cetn NetWare.

16. KomaHgbl cueHapues nogknioyveHnsa NetWare.

17. MexaHunsmbl obecneyeHuns 6esonacHoctn NetWare.

18. [loBepuTenbHble npasa gannoson cuctemol NetWare.

19. ATpubyTbl channos u katanoros NetWare.

20. O6HapyxeHue Hapywutenen NetWare.

21. Toma NetWare.

22. MNnaHnpoBaHue annoBon CUCTEMbI.

23. BoccTraHoBrneHue yganeHHbIX gannos.

24. ®ann /etc/passwd .

25. ®aunn /etc/shadow .
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26. Tunbl mogynen PAM.

27. BupTyanbHble KOHCOonu.

28. lNMpocTenwmne komaHabl TepmuHana Linux.

29. OpraHusauusa annoson cuctemol Linux.

30. Pa3amelleHmne KOMNOHEHTOB cucTeMbl: ctaHgapT FHS Linux.
31. ®ann u ero nmeHa: ccobiiku Linux.

32. Jrtanbl 3arpy3ku Linux.

4 CBepeHMUA o0 (hoHAe OLLeHOYHbIX CPeACTB U ero corrnacoBaHue

doHA oUeHOYHbIX cpeacTB Ans atrectauum no gucuunnuHe Ola.15 CETEBbBIE
OMNEPALUNOHHBIE CUCTEMbI npegctaensieT  coboM  KOMMOHEHT  OCHOBHOW
obpasoBaTenbHOM nporpaMmbl  cpegHero  npodeccuoHanbHoro obpasoBaHus Mo
cneumansHoctn 09.02.06 CeTeBoe M CUCTEMHOE aAMUHUCTPUPOBAHNE.

®doHA OLEHOYHBIX CPEeACcTB pacCMOTPEH M 04obpeH Ha 3acedaHun MEeTOANYECKOWN
kommnceumn « MTHpopMaLMOHHBIX CUCTEM U MPOrpaMMUPOBaHUS»

MpoTokon Ne 9 oT «20» masa 2026 r

Mpeacenatenb METOAMYECKON KOMUCCUN /T.H. boratbipeBa/
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