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1 TMMacnopT choHAa OLEeHOUYHbIX CpeaCcTB
11 O6nactb npumMeHeHUs POHAA OLLIEHOYHbIX CPeACTB
®PoHO OUEHOYHbIX CPeACTB npefHas3HavyeH AN OUEHKUM pesynbTaToB OCBOEHUSA
nporpammHoro mogyna NM.03 Bkcnnyataums o6bEKTOB CeTEBON MHPPaCTPYKTYpbI
1.2 Pe3ynbTaTbl 0OCBOEHUS AUCLUNIUHDbI
B pesynbTate KOHTPOMS OLEHKM MO AMCUMUNINHE OCYLLECTBNAETCA KOMIMIEeKcHas
NpoBepKa OCBOEHUS crefyroLmx obLmx n npodeccnoHanbHbIX KOMNETEHLUWIA:
MK 3.1. OcyLuecTBnATbL NPOEKTUPOBAHNE CETEBOM MH(PPACTPYKTYPHLI.
MK 3.2. O6cnyxmBaTtb ceTeBble KOHGUrypaLmm nporpammMmHo-annapaTHbIX CPeACTB.
MK 3.3. OcywecTtBnatb 3awmty uHGOpMauMM B CETU C  MUCMNOSNb30BaAHUEM
nporpaMmmHo-annapaTHbIX CpeacTB.
MK 3.4. OcywecTBnaTb yCTpaHeHWe HEeTUNWYHbLIX HeucrnpasBHocTen B paboTe
ceTeBOU MHPPaCTPYKTYPHbI.
MK 3.5. MopepHusmpoBaTb  CeTeBble  YCTPOMCTBa WHJOPMaLNOHHO-
KOMMYHMKaLMOHHbIX CUCTEM

2 NepeyeHb OLEHOYHbIX CpeacTB

Buabl Koa v HanmeHoBaHue Moka3aTenu ocBOeHMSI KOMNETEeHUUHn
AeATenbHOCTU
KOMNeTeHLun

MK 3.1. OcywecTBnATh MpakTnyecknm onbIT:

NpoeKTupoBaHne ceTesoun

WHPaCTPYKTYpsl O6cnyxusatb ceTeBylo MHppacTpykTypy,
BOCCTaHaBnMBaTb paboTocnocobHOCTb ceTn nocne
cbos. OcyuectBnaTb yaaneHHoe
aAMWHUCTPUPOBaHNE " BOCCTaHOBMNeHne

paboToCnoCcOB6HOCTM  CEeTEBOW  UHMPPACTPYKTYpbI.
MopgoepxmBaTb nosib3oBaTenen ceTw, HacTpamBaTtb
annapartHoe 1 nporpammMmHoe obecrne4yeHne ceTeBow
uHdppacTpykTypbl. ObecneuvBaTtb 3aluUTy CETEBbLIX

B 3. Skcnnyartauus YCTPOWUCTB. BHenpatb MeXaHU3Mbl ceTeBon
06bEKTOB CETEBON Ge3onacHocTM Ha BTOpoM YypoBHe Mogenu OSI.
VHPa-CTPYKTYpbI BHeopAaTe MexaHu3ambl ceTeBoW 6e3onacHoCcTU ¢

MOMOLLBIO  MEXCETEBbIX  3KPaHOB. BHegpatb
TexHonorum VPN. HacTtpansaTth |IP-TenedoHsi.

YMeHus: TecTupoBaTtb kabenu n KOMMYHUKALMOHHbIE
ycTponctBa. OnucbiBaTb  KOHUeEMUMM  CeTeBOU

GesonacHocTu. OnucbiBatb COBpEMEHHbIE
TexHonornn n APXUTEKTYPbI ©e3onacHocTu.
OnucbiBaTb XapaKTepucTtukumn n AJIEMEHTbI

KoHdurypaumm atanos VolP 3BoHka.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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3HaHus: APXUTEKTYPY U PYHKLMN CUCTEM YNpaBrieHns
ceTaAMW, CTaHAapTbl CUCTEM YynpaerneHus. 3agauu
ynpaBneHus:  aHanui3  nNpou3BOAMTENbHOCTU U
HadeXHOCTK, ynpaeneHne 6e30nacHOCTb, Yy4eT
Tpachuka, ynpasneHue KoHdurypaumen. [lpasuna
akcnnyaTaumm  TeXHUYECKUX  CpeacTtB  ceTeBOW

WH(PaCTPYKTYpbl. MeToabl ycTpaHeHust
HencnpaBHOCTEN B TEXHWYECKMX CpeacTBax, CXeMbl
nocneasapumHoOro BOCCTaHOBMEHMS

paboToCNOCOBHOCTU CETU, TEXHUYECKYIO N MPOEKTHYHO
OOKYyMEHTaLMIo, Cnocobbl pe3epBHOrO KOMMPOBAaHWUS
OaHHbIX, MNPVHUUNBLI paboTbl XPaHWMULL, AaHHbIX.
OCHOBHblE  MOHATMA  MH(OPMALIMOHHBIX  CUCTEM,

XWU3HEHHbIN LMK, npobnemsl obecneyeHus
TexHosnornyeckon 6e3onacHoCcT WHEAOPMALMOHHBIX
cucTeMm, TpeboBaHus K apxXuTeKType

WH(OPMALMOHHBIX CUCTEM M UX KOMMOHEHTam Anis
obecneuveHna GesonacHOCTM  YHKLMOHUPOBAHWS,
onepatuBHble MeTOAbl MOBbIWEHNs 6Ge3onacHocTh
PYHKLMOHNPOBAHUSA MNPOrpaMMHbIX CpeacTB u 6a3
AaHHbix. CpeactBa  MOHWTOPMHIa W aHanusa
nokanbHbIx ceTen. OcHOBHble TpeboBaHMA K
cpencTeam 1 Buaam TeCTUpoBaHusa Ans onpeaeneHms
TexHonormyeckon 6esonacHoCT WHEHOPMALMOHHBIX
cucteMm. [lpuHUMNbl  paboTbl CeTM aHanoroBou
TenedoHun. HasHayeHvne ronocoBoOro LWM3a, ero
KOMMOHEeHTbl 1 PyHKUMU. OCHOBHbIE MPUHLUMMbI
TexHomnormn obecneveHns QoS aAns ronocoBoro
Tpacduka.

MK 3.2. O6cnyxuBaTb
ceTeBble  KOHMrypaumu
nporpamMmmMHo-annapaTHbIX
cpeacTs

MpakTnyeckun onbIT: MNogaepxmnsaTb Nonb3oBaTenemn
ceTW, HacTpavBaTb annapaTtHoe W nporpaMmMmHoe
obecneyeHve ceTeBON MHAPACTPYKTYpbl. BoinonHATb
npocdounakTuyeckme paboTbl Ha OOBEKTAX CETEBON
WMHpPaCTPyKTYpbl U paboumx crtaHumax. CoctaBnAaATb
nnaH-rpadvk NpodunnakTn4eckmx pabor.

YMenns: Habniopgate 3a TpaduKoM, BbINOMHATH
onepauun pe3epBHOro KONMpoBaHUA n
BOCCTaHOBEHUSA OaHHbIX. YcTaHaBnmBaTh,
TecTupoBaTb U 3KCNnyaTupoBaTb UHMOPMAaLMOHHbIE
CUCTEMBI, COMMAacHO TEeXHUYECKOW [AOKYMeHTauuu,
obecneynBaTb aHTUBMPYCHYIO 3alMTy. BbinonHATb
MOHWUTOPWHI U aHanu3 paboTbl foKanbHOW CeTu C
NMOMOLLIbIO nporpaMmHo-annapaTHbIX CpeacTs.
OcyLecTBNATb AMArHOCTUKY U MOUCK HEUCTNPABHOCTEN
BCEX KOMMOHEHTOB ceTW. BbINONHATL OencTBus Mo
YCTPaHEHMIO HENCNPAaBHOCTEMN.

3HaHus: 3agaun ynpasneHus: aHanus
NPOM3BOAMTENBHOCTN W HAAEXHOCTW, YynpaBreHue
GesonacHOCTbO, yyeT  Tpadwka, ynpasneHue
KoHdurypaumen. Knaccudukaumioo  pernameHTos,
nopsgoK  TEXHUYECKMX OCMOTPOB, [MPOBEPOK MU
npocunakTnyecknx paboT. PaclumpeHune CTPyKTypbl
KOMMbLIOTEPHBLIX ~ CEeTei, MeToAabl W  CcpeacTsa
AVarHoCTUKN HEeUCrpaBHOCTEN TEXHUYECKMX CPEeACTB

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx




MO-09 02 06-N1M.03.90C

KMPK BIrAP® ®I'60Y BO «KI'MY»

SKCNNYATALIMA OEBLEKTOB CETEBOW C.5/23
NHOPACTPYKTYPbI

M CeTeBOM CTPyKTypbl. MeTogbl  ycTpaHeHus
HencrnpaBHOCTEN B TEXHWYECKMX CpeacTBax, CXeMbl
nocrneaBapuiHOro BOCCTaHOBIEHUS
paboToCNOCOBHOCTU CETU, TEXHUYECKYIO N MPOEKTHYHO
OOKYMEHTaLMIo, Cnocobbl pe3epBHOr0 KOMMPOBaHWS
AaHHbIX, MNPUHUMNBI paboTbl XpaHWNWLL OaHHbIX.
OCHOBHblE NOHATMA  MHMOPMALMOHHBIX  CUCTEM,

XWU3HEHHbIN LMK, npobnemsl obecneyeHus
TexHonormyeckon 6Ge3onacHOCTN MHAOPMALMOHHBIX
CUCTEM, TpeboBaHus K apxuTekType

WMH(OPMALIMOHHBIX CUCTEM M UX KOMMOHEHTaM Ans
obecneveHnsa GesonacHOCTM  DYHKLMOHNPOBAHWS,
onepatuBHblE MEeTOAbl MOBbILWEHNS ©Ge30nNacHOCTM
OYHKLMOHMPOBaHWSA MpOrpamMmmHbIX cpeacts u 6as
AaHHbix. CpeactBa  MOHWTOpMHIa W aHanusa
nokanbHblx  ceten. OcHoOBHble TpeboBaHusa K
cpencTeam 1 Bugam TeCTMpoBaHusa AN onpeaenexHms
TexHonormyeckon 6e3onacHoCT WHEAOPMALMOHHBIX
cuctem. [lpyvHuunel  paboTbl  CceTu  aHarnorosom
TenedoHun. HasHayeHve ronocoBoro LWM3a, ero
KOMMOHEHTbl W pyHKuMN. OCHOBHbIE MPUHLUMMbI
TexHonornn obecnevyeHnss QOS anA  ronocoBoro
Tpaduka.

MK 3.3. OcyuwecTtBnaTtb
3alWmTy MHdopmauun B
CeTu C WCMonb3oBaHMeM
nporpamMmHo-annapaTHbIX
cpencTs

MpakTtnyeckmii onbIT: MNMogaepxmBatb Nonb3oBaTenen
ceTn, HacTpauBaTb annapaTtHoe W MporpaMMHoe
obecneyeHne CeTeBON NHAPACTPYKTYPbI.
ObGecneunBaTb  3alMTy  CETEBbIX  YCTPOWCTB.
BHeopate mexaHu3Mmbl ceTeBon 6He3onacHOCTM Ha
BTOpOM ypoBHe mogenu OS|. BHeapsaTb MexaHu3Mbl
ceTeBol 6e30MacHOCTU C MOMOLLBI MEXCEeTEBbIX
akpaHoB. BHegpatb TexHonormn VPN. HactpavsaTtb

IP-TenedoHbl. OkcnnyatuposaTtb TexXHnYeckne
cpefcTBa CeTeBOW WHpPacTpykTypbl. Micnons3osaTtb
CXeMbl nocrneasapumnHOro BOCCTaHOBIEHUS
paboTocnocobHOCTU ceTw.

YMeHus: OnucbiBaTb KoHLUenuum ceTeBoMn
GesonacHocTL. OnucbiBatb COBPEMEHHbIE
TEXHOormm " apXUTEKTYpbI H6e3onacHocTw.
OnwuceiBatb XapaKkTepucTuku " 3MNEMEHTbI
KoHdurypaumm atanos VolP 3BoHKa.

3HaHus: 3agaun ynpasneHus: aHanus

NPOnN3BOAUTENBHOCTU W HAAEXHOCTU, ynpasreHue
B6esonacHOCTbIO, yyeT  Tpadwvka, ynpasneHue
KoHdurypavmen. Mpasuna aKkcnnyarauuu
TEXHUYECKMX CPeAcTB CeTeBOW WHAPACTPYKTYPHbI.
OCHOBHble  MOHATMS  WMH(OPMALMOHHBIX  CUCTEM,

YKWU3HEHHbIN LMK, I'IpO6J'IeMbI obecneyeHns
TexHosornyeckon 6Ge3onacHOCTU I/IH(bOpMaLI,MOHHbIX
CUCTEM, Tp86OBaHMﬂ K APXUTEKTYpE

WMHMOPMALMOHHBIX CUCTEM M UX KOMMOHEHTaM Ans
obecneuveHna GesonacHOCTM  YHKLMOHUPOBAHWS,
onepaTuBHble MeTOAbl MOBbIEHWUA ©Ge3onacHOCTM
(PYHKLMOHNPOBAHUA MNpPOrpaMMHbIX cpeacTB v 6a3
AaHHbix. CpeactBa MOHMTOpMHIra W aHanusa
nokanbHblx ceten. OcHOBHble TpeboBaHusa K
cpencTeam 1 Bugam TeCTUpOoBaHWs Ans onpeaeneHns
TEXHONorM4yeckon 6e3onacHoCT! MHEPOPMALIMOHHBIX

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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cuctem. [MpuHumnbl paboTbl ceTn TpaaULMOHHOMN
TenedoHun. HasHayeHue rorocoBOro LW3a, €ero
KOMMOHEHTbI U yHKUMKM. OCHOBHbIE NPUHLUMbI
TexHonormn obecnedyeHnss QoS ans romnocoBoOro
Tpaduka.

MK 3.4. OcywecTtBnaTb
yCTpaHeHue HEeTUMUYHbIX
HeucnpasHocTel B paboTe
ceTeBoW MHPPACTPYKTYPbI

MpakTnyeckun OrbIT: OpraHusoBbiBaTb
GecnepebonHyto paboTy cucTtemMbl NO pPe3epBHOMY
KOMUPOBaHWKD W  BOCCTAHOBMEHUIO  WMHGOPMAaLMK.

O6cnyxuBaTtb ceTeBylo WHpPacCTpyKTypy,
BOCCTaHaBnueaTb paboTOCNOCOBGHOCTL CeTu nocne
cbos. OcyulecTBnsTb yoarneHHoe
agMUHUCTPUPOBaHNE n BOCCTaHOBIEHNe

paboTocnocobHOCTM  ceTeBOW  MHAPACTPYKTYpbI.
Moadepxusatb nonb3oBaTenen ceTn, HacTpavBaTb
annapaTHOe WM nporpaMMHoe obecneveHvne ceTeBon
nHdpacTpykTypbl. ObecneuvBaTtb 3alWMTy CeTEBbIX
YCTPOWCTB. BHegpatb MeXaHU3Mbl ceTeBon
6e3onacHocTM Ha BTOpoM YypoBHe mogenu OSI.
BHeopatb MexaHusmbl ceTeBon 6e3onacHOCTU C
NMOMOLLIbIO MEXCETEBbIX 3KPaHOB.

YMenns: Habniopgatb 3a TpadukoM, BbINOMHATL
onepaumu pes3epBHOro KONMpoBaHus n
BOCCTaHOBMEHWS OaHHbIX. YcTaHaBnueatb,
TecTupoBaTb W 3KCnyaTMpoBaTb MHAOPMaLMOHHbIE
CUCTEMbI, COMNAacHO TEeXHWYECKOW [AOKyMeHTauumu,
obecneunBaTb aHTUBMPYCHYIO 3awmTty. BbinonHaTb
AEeNCTBUS NO YCTPAHEHMIO HENCMPaBHOCTEW.

3HaHus: 3agaun ynpasneHus: aHanus
NPoOn3BOANTENBLHOCTU W HaAEXHOCTU, ynpasreHue
6es3onacHoCTblo, yyeT  Tpadwuka, ynpasreHue
KoHdurypauuen. Knaccudukaumio  pernameHTos,
nopsigoK  TEXHWYECKMX OCMOTPOB, MPOBEPOK MU
npocunnakTnyecknx pabot. PaclumpeHune CTPyKTypbl,
MeToAbl U cpeacTBa OUarHOCTUKM HeWcrnpaBHOCTEWN
TEXHUYECKUX CPEeACTB U ceTeBOWn CTPYKTYpbl. MeToabl
yCTPaHEeHUs1  HEeUCNpPaBHOCTEW B  TEXHUYECKUX
cpeacTsax, CXeMbl nocneasapumMHOro
BOCCTaHOBMEHUS paboTocnocobHoCcTH ceTu,
TEXHUYECKYIO U MPOEKTHYIO JOKYMEHTaLuM0, cnocobbl
pe3epBHOIO KOMMPOBAHWS AaHHbIX, MPUHUUMLI paboThl
XpaHnnuy, OaHHbIX. OcHoBHblE NOHATUSA
MHOPMALIMOHHBIX ~ CUCTEM,  XU3HEHHbLIN LMK,
npobnemsl obecneyeHus TEXHOMOrnyecKom
©e3onacHocTun WMHOPMALIMOHHBIX cuctem,
TpeboBaHNs K apxuTektype UHEPOPMALMOHHBLIX
CUCTEM U KX KOMMOHEeHTam And obecneyeHus
Ge3onacHoCTM  (DYHKLUMOHUPOBAHWS, OnepaTuBHbIE
MeToabl NOBbILLEHUS BesonacHocTn
(PYHKLMOHNPOBAHUSA MNPOrpaMMHbIX CPeacTB M 0a3
AaHHbiX. OcHOBHble TpeboBaHUS K cpeacTBam U
Buaam TeCTUpOBaHUS ans onpefeneHus
TexXHonornyeckon 6Ge3onacHoCcT WHEAOPMALMOHHBIX
CUCTEM.

MK 3.5. MogepHusunpoBaTtb

MpakTnyecknn onwIT: [pOBOAUTL MHBEHTapu3auuio

ceTeBble YCTPOWCTBA | TEXHUYECKUX CPEeACTB CeTeBOM WHAPPaACTPYKTYpbl.
WHopMaLNOHHO- [MpoBOoOUTL  KOHTPONb  KayecTBa  BbIMNOMHEHUSA
KOMMYHUWKaLMOHHbIX pemMoHTa. MposoauTb MOHUTOPWHT paboTbl

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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cucremMm 060pyD,OBaHVIﬂ nocrne peMoHTa

Ymenusa: [lpaBunbHO 0OPMASATb  TEXHUYECKYHO
AokymeHTaumio. OcyLLecTBNATb AMArHOCTUKY U MOUCK
HeucnpasHOCTEN BCEX KOMMOHEHTOB ceTu.

BbinonHaTb aencrteus no yCTpaHeHuo
HeucnpasHOCTEN
3HaHus: 3apauu ynpaeneHus: aHanus

NPON3BOANTENBHOCTU U HAAEXHOCTW, YynpaBreHue
GesonacHOCTblO, yyeT  Tpadwka, ynpasneHue
KOH(urypaumen. Knaccudmkauuio  perriameHToB,
NopsAOK TEXHMYEeCKMX OCMOTPOB, MPOBEPOK W
npocunaktnyecknx pabot. [NpaBuna akcnmyaTauun
TEXHWYECKNX CPeacTB CeTeBOW WHMPacTpyKTypbl.
PacwwupeHne CTpykTypbl, MeTodbl W CpeacTea
ANarHoCTUKN HEWCNPaBHOCTEN TEXHUYECKMX CPEeACTB
W CceTeBOM CTPyKTypbl. MeToabl  ycTpaHeHus
HEencnpaBHOCTEN B TEXHWYECKMX CpeacTBax, CXeMbl
nocrneasapumnHOro BOCCTaHOBIEHNS
paboToCNOCOBHOCTU CETU, TEXHUYECKYIO U MPOEKTHYIO
AOKYMeHTaLmMo, cnocobbl pe3epBHOro KOMUMPOBaHUSA
AaHHbIX, MNPUHUMNBl paboTbl XPaHWMMWLL, OaHHbIX.
OcCHOBHble  MOHATUA  MHAOPMALMOHHBIX  CUCTEM,

XKM3HEHHbIW  UMKM,  npobnembl  obecnevyeHus
TexHorornyeckon 6e3onacHOCTU MHGOPMAaLMOHHbLIX
cuctem, TpeGoBaHus K apxuTekType

I/IHCbOpMaLI,VIOHHbIX cnucteMm M nxX KOMNOHeHTaM And
obecneyeHnss 6e30nacHOCTM  (PYHKUMOHMPOBAHWS,
onepaTtuBHble MeTOAbl MNOBbILLEHUA ©e3onacHocTH
PYHKLMOHNPOBAHUA MNPOrpaMMHbIX CpeacTB u 6a3
OaHHbIX.

2.1 K oueHOYHbIM cpeacTBaM TEKYLLEro KOHTPOMA yCneBaeMoCT OTHOCATCS:
- KOHTPOJSIbHbIE BOMPOCHI K TEMaM MPaKTUYECKUX 3aHATUN.
2.2 K oueHOYHbIM cpeacTBam Ans NPOMEXYTOYHOM aTTecTauum OTHOCATCS:
- TECTOBbIE 3a4aHUS OTKPbITOrO 1 3aKpbITOro TUNa;
- BuneTbl Ans ak3ameHa.
2.3 Kputepumn oueHKU pe3yrnibTaToB OCBOEHUA AUCLUMNSIUHDbI
Kputepum oueHnBaHns TeopeTU4eCKNX 3HaHUN:
«Omuu4Ho» - cTaBUTCA, ecrnv obydaroLmnncs:
a) TOYHO hopMynMpyeT OTBEThI HA NMOCTaBMEHHbIE B 3a4aHNN BOMPOCHI;
0) paeT npaBunbHble (OPMYSIMPOBKA MOHATUM N TEPMUHOB MO  MU3YYEHHOWN
ANCUUMNINHE;
B) AEMOHCTPUPYET NOHUMAHWE Matepuana, YTo BblpaxaeTca B yMeHUn obocHOBaTb

CBOW OTBET;

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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r) ceoboaHo o6obuiaeT n anddepeHUMpyeT NPU3HAKN U NOHATUS;

[) NpaBUNbHO OTBEYaET Ha LOMNOSTHUTENbHbIE BOMNPOCHI;

e) cBo60AHO BrageeT peybto (4EMOHCTPUPYET CBA3AHHOCTb M NOCNEeA0BaTENbHOCTb
B U3MOXEHUN) 1 T.N.

«Xopowoy» - cTaBUTCA, ecnv oby4yarowmncs gaet oTBeT, yO0BNETBOPSIOLWNA TEM Xe
TpeboBaHUAM, YTO M AN OTMETKN KOT/IMYHO», HO AOMYyCKaeT eAMHUYHbIE OLUMOKK, KOTOpbIe
caMm Xe ncnpasngaeT nocre 3amevaHusa npenogasartens.

«YOosremgopumesnbHO» - CTaBUTCS, ecnun oby4aroLnincs AeMOHCTPUpyeT 3HaHNe U
NMOHMMaHWE OCHOBHbIX MOSTIOXXEHWU AaHHOW TeMbI, HO:

a) HETOYHO N HeyBEepeHHO BOCMPOU3BOAUT OTBETbl Ha MOCTaBMEHHble B 3adaHuu
BOMpPOCHI;

6) faeT HeTOYHblE (POPMYNMPOBKM MOHATUN N TEPMUHOB;

B) 3aTpyaHsieTca obocHOBaTb CBOW OTBET;

r) 3aTpyaHsieTca 0600WmTb nnn guddepeHumnpoBaTb NPU3HAKKA U NOHATUS;

A) 3aTpyAHSIeTCA Npu OTBETAX Ha AOMNONHUTENbHbIE BOMPOCH!;

€) nsnaraet maTepuan HegoCTaTOYMHO CBA3aHHO M MOCnefoBaTeflbHO C YacTbiMU
3aMVHKaMu 1 nepepbiBaMn 1 T.10.

«HeydosnemeopumernbHO» - CTaBUTCA, €ecnv obydaloWmnnca AOeMOHCTpUpyeT
He3HaHWe UM HernoHMMaHue 6onbluen YacTn COOTBETCTBYIOLLErO pa3aena.

Kputepuu oueHMBaHUA NPaKTU4ECKUX YMEHUN:

«Omnu4yHo» cTaBUTCS, ecnun ody4varoLLNncs:

a) ymeeT nNoATBEPAUTb Ha NpMMepax CBOE YyMEHME MO BbINOMIHEHNIO NOSTyYEHHOro
NPaKTUYEeCKOro 3agaHus;

6) ymeeT aprymeHTMpoBaTb CBOM AEWCTBMS MNPWU BbINOSIHEHUN MNPAKTUYECKOro
3agaHus;

B) uUenecoobpa3HO WCMONb3yeT TeOopeTMYECKUin Martepuan Aans  BbIMNOMAHEHMUS
3agaHus;

r) NpaBUIIbHO UCNONb3yeT HeobXoaNMbIE NPUEMbI, METOAbI, MHCTPYMEHTbI U Apyrue
pecypchl;

A) LOEMOHCTpUpYeT YMeHWe [AelCTBOBaTb B CTaHOAPTHbIX W HeCTaHOAPTHbIX

npodeccroHarnbHbIX CUTyauUusX;

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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€) rpaMOTHOE COCTaBfieHMe [OOKYMEHTOB, OTHOCALUMXCA K npodeccrmoHanbHOn
AeATEeNbHOCTM U T.N.

«Xopowo» - CTaBUTCS, €CN 0ByYaloLWNNCA 4EMOHCTPUPYET NPaKTUYECKNE YMEHMS,
yAOBMEeTBOPAOLINE TEM Xe TpeboBaHMUSAM, YTO U NSt OTMETKN «OTIMYHO», HO JonycKkaeT
€[MHWYHble Herpybble owWnbKM, KOTOpble caM >e WCMNpaBnseT Mocne 3amMeyvyaHus
npenogasaTens.

«YdosnemeopumersnibHO» - CTaBUTCHA, ecnu obyvatowuncs obHapyxuBaeT
NpakTU4YeCKNe yMeHUs, HO:

a) 3aTpygHsieTca  NpuMBECTU MNpUMepbl, MOATBEpXAawlwme ero  yMmeHus,
MCNONb30BaHHbIE B NpoLecce BbIMOSTHEHUS NPAKTUYECKOro 3a4aHus;

6) HenocnepoBaTenbHO aprymeHTUpyeT CBOM [LEWCTBUS, MPEeanpuHATbie UM B
npoLecce BbINOSTHEHUSA NPAKTUYECKOro 3afaHuns; apryMmeHTbl, 06bsACHSOLWLME ero 4eNCTBus,
npeanpyHATbLIE UM B NpoLiecce BbIMNOMHEHUS NPAKTUYECKOro 3a4aHns;

B) HeuenecoobpasHO MCMNONb3yeT TeopeTU4ecKun maTepuman [Ofis COCTaBreHus
nnaHa BbINOSIHEHNSA NPAKTUYECKOro 3a4aHuns;

r) uanaraeT maTtepuan HegOCTaTOYHO CBSI3aHO M C MOcnefoBaTeNlbHO C YacTbiMU
3aMVHKaMu1 1 nepepbiBaMu;

A) UCNbITbIBaET 3aTPYAHEHUS B 4ENCTBUAX NMPU HECTAHOAPTHbBIX NPOECCUOHANbHbIX
cuUTyaumax u T.m.

«HeydoenemeopumersnbHO» - CTaBUTCs, ecnn obyvarowminca gonyckaetr rpybble
HapylleHnss anroputMa LencTBuMS unu owubkuy, Bnekywme 3a cobon BO3HUKHOBEHUE
oTpuuaTernbHbIX NOCNeaCcTBMI Ang 06opyaoBaHNs, OKpYXKatoLen cpeabl 1 3Knnaxa cyaHa,
nnun (1) oTCyTCTBME YMEHMSA LENCTBOBATL B CTAHAAPTHbIX NPOdECCUOHANbHbLIX CUTyaLUsX,
nnnu(n) 4eMOHCTPUPYET HE3HAHUE UM HEMOHMMaHue BonbLUen YacTu COOTBETCTBYIOLLENO
pasgena.

Kputepuu oueHuBaHusa no aucumnnuHe B chopme TeCTUPOBAHUA:

«OT1nun4yHo» - 81-100 % npaBubHbIX OTBETOB;

«Xopowo» - 61-80 % npaBunbHbLIX OTBETOB;

«YpoBnetsopuTenbHo» - 41-60% npaBusibHbIX OTBETOB;

«HeynosnetBoputensHo» - 0-40% npaBurbHbIX OTBETOB.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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3 OueHoYHblIe cpeAcTBa TeKYLIEro KOHTPONA U NPOMEeXYTOYHOM aTTecTauum

KOHTpOﬂbeIe BOMPOCHI K NPaKTU4eCKUM 3aHATUAM

MpakTuyeckaa pabora 1-3. [lpotokon ynpaBneHunss SNMP. OcHoOBHble
xapakrepuctuku npotokona SNMP. Habop ycnyr (PDU) npotokona SNMP
KoHTpOsibHbIE BOMPOCHI:

1. lpoTtokon ynpasnenns SNMP.

2. OcHoBHble xapakTepuctuku npotokona SNMP.

3. Habop ycnyr (PDU) npotokona SNMP

MNMpakTnyeckas pabota 4-6. 3agayum ynpaBneHuUs: aHanus3 Nnpon3BoAUTENIbHOCTU CeTH.
3apaum ynpaBrieHUsi: aHanuM3 HaaeXHoOCTU ceTu. YnpaBrneHue 6e30nacHOCTbIO B
ceTu.
KoHTpOsibHbIE BOMPOCHI:

1. 3apgauv ynpaBreHusi: aHanua npon3BoauMTeNnibHOCTU CETH.

2. 3apayv ynpasrieHus: aHann3 HageXXHoCTu ceTu.

3. YnpasneHune 6e30nacHOCTbLIO B CETMW.

MpakTuyeckaa pabota 7-9. Yuetr Tpacdhmka B cetn. CpeacrBa MOHMUTOPMUHra
KOMMNbIOTEPHbIX ceTeln. CpeacrtBa aHanu3a ceTU C NMOMOLWbLIO KOMaHA ceTeBOM
onepauyuoHHON CUCTEMbI
KoHTpOsibHbIE BOMPOCHI:

1. Yuert Tpachuka B ceTu.

2. Cpefnctea MOHUTOPMHIA KOMMbIOTEPHbBIX CETEN.

3. Cpeacrtea aHanmsa ceTu C NOMOLLbIO KOMaH CeTeBOW onepaLoOHHON CUCTEMBI

MpakTuyeckaa pabora 10-12. dMHanbHaA KOMMNMEKCHasA NpakTu4yeckas pabora no
aKcnnyatauum o6bLEKTOB ceTeBOW MHpaAcTpyKTypbl. HacTponka annapaTHbix IP-
TenecdoHoB. HacTpomnka nporpammHbix IP-tenedoHoB, hakcoB

KoHTpOnbHbIE BONPOCHI:

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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duHanbHas KOMMNEeKcHasi npakTudeckas paboTa no akcnnyataumm O6beKToB
ceTeBOU NHPPACTPYKTYPbI.
HacTtponka annapaTHbix IP-TenedoHoB.

HacTtpownka nporpammHbix IP-TenedoHoB, dhakcos

MpakTnyeckasn pa6ora 13-14. PassepTbiBaHMe ceTu ¢ ncnonb3osaHmnem VLAN ans IP-

TenechoHun. Hactpomka wnro3a. YcTtaHOBKaA, NOAKIMOYEHUE U NepBOHauvalibHble

HaCTPOWMKM roylocCoOBOro MapLupyTmusarTopa

KoHTpOsibHbIE BOMPOCHI:

1.
2.
3.

PasBepTtbiBaHue ceTu ¢ ucnono3oBaHnem VLAN ans IP-tenedoHum.
HacTtponka wnto3a.
YcTaHOBKa, MOAKMOYEHWEe WM MepBoHavasibHble  HAaCTPOMKUM  rOSI0OCOBOrO

MapLupyTusaTopa

MNMpakTnyeckas pabora 15-17. Hactpouka Tabnuubl nonb3oBaTerie B royloCOBOM

MapwpyTusaTtope. Hactporka rpynn B ronocoBoMm MaplpyTtusatope. Hacrtpoiika

Tabnuubl MapwpyTUM3aLum BbI3OBOB B rOJIOCOBOM MapLipyTu3aTope

KoHTpOsibHbIE BOMPOCHI:

1.
2.
3.

HacTpoika Tabnuubl nonb3oBaTenei B roriocCoOBOM MapLUpyTM3aTope.
HacTpolika rpynn B ronocoBoM MapLupytusaTope.

HacTpolika Tabnumubl MapLipyTM3aLmmn BbI30BOB B rOSIOCOBOM MapLUpyTM3aTope

MNMpakTnyeckasn pab6ota 18-19. Hactpouka ronocoBbIiX COOOLEHN B MapLupyTU3aTope.

HacTtpouka nporpammHo-annapaTtHou IP-ATC. YcTtaHOBKa n HacTpoMKa nporpaMmMHoOmn

IP-ATC (Hanpumep, Asterisk)

KoHTpOsibHbIE BOMPOCHI:

1.
2.

HacTponika ronocoBbIXx COOBLEHNI B MapLUpyTU3aTope.

HacTtpownka nporpammHo-annapaTtHon IP-ATC.

3. YctaHoBka 1 HacTpovika nporpammHon IP-ATC (Hanpumep, Asterisk)

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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MpakTnyeckas pabora 20-22. TectupoBaHue koaekoB. MUccnepoBaHue napameTpoB
KayectBa ob6cnyxuBaHusA. MOHUTOPUHI M aHanuM3 CcoeAMHEHUNA MO PpPa3fInYHbIM
npotokonamMm. MOHUTOPUHI BLI3OBOB B NPOrpaMMHOM KOMMyTaTope
KOHTpOnbHbIE BONPOCHI:

1. TecTnpoBaHue KOLEKOB.

2. WccnepoBaHue napamMeTpoB KavyecTBa 0O6CNyXnBaHus.

3. MOHUTOPUHT N aHann3 coeAMHEHNN NO PasfMYHbIM MPOTOKOaM.

4

MOHVITOpI/IHF BbI3SOBOB B NporpaMmmMHOM KOMMYTaTope

MpakTnyeckas pabota 23-25. Co3pgaHue pe3epBHbIX KONUK 6a3 AaHHbIX. [luarHocTUKa
M ycTpaHeHMe HeucnpaBHocteM B cucrtemax IP-tenecoHnn. >PduHanbHan
KOMMNJMIeKCHaA npakTtuyeckas pabota no a3kcnnyataumum cucrtem IP-tenedoHun.
lNMpakTuyeckue npuMmepbl MNpPUMEHEeHUs1 CcTaHpapToB B conpoBoxaeHun MWUC.
dopmMupoBaHMe OTYETHON JOKYMEHTaLuM no pe3yrnibTataMm BbINOJIHEHUS paborT.
KoHTpOnbHbIE BOMPOCHI:

1. CosgaHue pesepBHbIX Konui 6a3 gaHHbIX.

2. [marHocTtuka u ycTpaHeHne HeucnpaBHOCTeN B cuctemax IP-tenegoHnn.

3. duHanbHas KOMMMEKCcHas npakTudeckas pabota no akcnnyataumm cuctem |IP-

TenedoHuu.
4. TpakTuyeckme npumepbl NPUMEHEHUs cTaH4apToB B conpoBoxaeHumn MC.

dopmupoBaHMe OTYETHON AOKYMEHTaALMN NO pe3dynbTaTtam BbINoSHEHUS paborT.

MpakTnyeckas pabota 26-27. BbinonHeHne pernamMeHTHbIX paboT N0 O6GHOBNEHUIO U
TexHu4yeckomy conposoxaeHuto UC. Moaucdukauuma u conposoxaeHue MO kopa
nporpamMmmHoOro obecneyeHus.
KoHTpOsibHbIE BOMPOCHI:
1. BbinonHeHne pernamMeHTHbiXx paboT nNo  OBHOBMEHUMIO U TEXHUYECKOMY
conpoBoxaeHuo NC.

2. Mogudukaums n conposoxaeHue NO koga nporpammHoro obecneyeHms.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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lNMpakTnyeckan paborta 28-29. Hactponmka UC noa KOHKpeTHOro nosnb3oBaTens

COrfacHO TeXHNYEeCKON AOKYMeHTaLuun. YCTaHOBKa cepBepHOM YacTu. Ynpasnsiowue

cepBepbl (ceTeBble onepauuoHHbIe cUcTeMbl), annoBblie cepBepbl.

KOHTpOJ'IbH bl€ BOMNpPOCHI.

1.

HacTtporika WC nog KOHKPETHOro nonb3oBaTenst COrfacHoO  TeXHU4ecKom
AOKYMeHTauunmn.

YcTaHOBKa cepBepHOM YacTu.

3. YnpaBnsioLwme cepBepbl (CETEBbIE ONEPaALNOHHbIE CUCTEMBI), (PalifoBble CEPBEPDI.

MK 03.02 BezonaCHOCTb KOMMbIOTEPHbLIX CeTEN

MNMpakTnyeckasn pabota 1-2. besaonacHocTb CeTeBbix ycTponcTB OSI. BesonacHbIn

OOCTyn K ycTpoucTBaM. HazHauyeHne agMUHUCTPaATUBHBLIX porieil. MOHUTOPUHT 1

ynpaBrnieHue yctponcteamu. Ucnonb3oBaHue pyHKUUA aBTOMAaTU3NPOBAHHOMN

HacTpPoOMKn 6e30nacHOCTM!.

KOHTpOJ’IbH bl€ BOMNPOCHI.

1.

A\

BesonacHocTb CeTeBbix ycTponcts OSI.
BesonacHbIM 4OCTYN K yCTPONUCTBaM.
HasHauyeHne agMUHUCTPaTUBHBIX POSIEN.
MOHUTOPWHT 1 yrpaBneHne ycTpoucTBamMu.

Mcnonb3oBaHue yHKUNA aBTOMaTM3MPOBaHHOM HACTPOMKM 6e30MacHOCTI.

MNMpakTnyeckas paborta 3-4. ABTopr3auusa, ayteHTucukauma u yvyet gocrtyna (AAA)

CsouctBa AAA. JlokanbHasa AAA ayteHTudpukaums. Server-based AAA

KOHTpOJ’IbH bl€ BOMNpPOCHI.

1.

2
3.
4

ABTOopusauus, ayteHTudumnkaumnsa n yuyet goctyna (AAA)
CeorictBa AAA.

JlokanbHasa AAA ayTeHTUdMKaLMS.

Server-based AAA

MpakTnyeckas paborta 5-6. Peannsauuna texHonorun 6paHgmayapa. ACL.

TexHonorus 6paHamayapa. KoHTeKkcTHbIM KOHTponb aoctyna (CBAC). NMonutuku

OpaHamayapa, OCHOBaHHbIe Ha 30Hax. IPS TexHonorun.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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KoHTpOsibHbIE BOMPOCHI:
1. Peanuszauusa TexHonornn dpaHgmayapa.
ACL.
TexHonorusa 6pangmayapa.
KoHTekcTHbI koHTponb aoctyna (CBAC).

Monutnkn 6paHamayapa, OCHOBaHHbIE HA 30HaX.

o 0 kM w N

IPS TexHonorun.

MpakTnyeckas pabota 7-9. IPS curHatypbl. Peanusauusa IPS. NMpoBepka n MOHUTOPUHT
IPS. Be3onacHocTb nokKanbHowm ceTwm. O6ecneyeHue 6e3onacHocTun
Nonb30BaTeNIbCKUX KOMNblOTEpPOB. CoobpaxeHMA No 6e30MacHOCTU BTOPOro YPOBHSA
(Layer-2).
KoHTpOsibHbIE BOMPOCHI:

1. IPS curHaTtypbl.
Peanunsauus IPS.
MpoBepka n MOHUTOPUHT IPS.
BesonacHOCTb fIoKanbLHOW CeTu.

O6ecneyeHne 6e30MacHOCTM NONb30BATENBCKUX KOMMbIOTEPOB.

o 0k w N

CoobpaxeHuns no 6eszonacHocTy BToporo yposHs (Layer-2).

Mpaktnyeckas pabota 10-11. KoHdurypaumsa O6e3onacHOCTU BTOPOro YpPOBHS.
Be3sonacHocTb GecnpoBogHbix ceten, VolP m SAN. CoumanbHas WHXeHepwuSA.
Hactponka nonutuku ©OGe3onacHocTn OpaHamayapoB. HacTtpouka cucrembl
npeaoTBpaLleHusi BTopxxeHuu (IPS). Hactponka 6e3onacHOCTM Ha BTOPOM YpPOBHE Ha
KommyTaTtopax. UccnepoBaHme metoaoB WM poBaHUA
KoHTpOsibHbIE BOMPOCHI:

1. KoHdwurypaumsa 6e3onacHOCTM BTOPOro YpPOBHS.
BesonacHocTb 6GecnpoBoaHbix ceten, VolP n SAN.
CouwnanbHas nHxeHepusi.
HacTporika nonutunkm 6e3onacHocTn 6paHamayapos.

HacTporika cuctembl npegoTepalleHuns sTopxkeHun (IPS).

o o kA w N

HacTporika 6e3onacHOCTM Ha BTOPOM YPOBHE Ha KOMMyTaTopax.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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7. WccneposaHne meTonoB LWMppoBaHUs

MNMpakTnyeckas paboTa 12-13. UccnepnoBaHue MeTOoA0B wudpoBaHUA.
KoHdmaeHumanbHocTb. Kpuntorpadus oTKpbITbIX KNHOYEn.
KoHTpOsibHblIE BOMPOCHI:

1. WccneposaHne meTooB WNdPOBaHUS.

2. KoHpunaeHumanbHOCTb.

3. Kpuntorpadus oTKpbITbIX KNHOYEN.

MpakTnyeckasn pad6orta 14-15. NMpuHUMNbI 6€30NacHOCTU ceTeBOro AM3anHa.
Be3onacHas apxuTekTypa. YnpaBneHue npoueccamm n 6e30nacHoOCTb.
TecTupoBaHue ceTu Ha ya3BuMocTU. HenpepbiBHOCTL Gu3Heca
KoHTpOsibHbIE BOMPOCHI:

1. MpuHUuMnbl 6€30NacHOCTM CETEBOMO AM3anHa.
BesonacHas apxutekTypa.
YnpasneHue npoueccamv n 6e30nacHoCTb.

TecTupoBaHue ceTu Ha ysi3BUMOCTW.

o &~ b

HenpepbiBHOCTb G13Heca

MpakTuyeckaa pabota 16-17. [lnaHMpoBaHMe BOCCTAaHOBJIEHUSA aBapPUMUHbIX
cutyauun. PaspaboTka pernameHTOB KOMMNaHUM 1 NonnTuk 6esonacHoctu. Cisco ASA
KoHTpOsibHbIE BOMPOCHI:

1. lnaHupoBaHMe BOCCTAHOBIEHNSA aBaPUNHBIX CUTYaLIUNA.

2. Pas3paboTtka pernameHToB KOMMNaHUM 1 NOANTUK BE30NacHOCTK.

3. Cisco ASA

MpakTnyeckasn pad6ota 18-20. MnaHnpoBaHue, co3gaHne U UI3BMEHEHNE YYEeTHbIX
3anucen nonb3oBatenen. CozgaHne n agMMHUCTPUpPOBaHUE FPYNM Nofb3oBaTeneun.
NMnaHnpoBaHue n yctaHoBKa paspeweHun NTFS gna dannos. Hactponka nonutukm
6e30nacHOCTM YYEeTHbIX 3an1cemn.
KoHTponbHble BOMPOCHI:

1. TnaHupoBaHwue, co3gaHne n N3MeHeHne y4eTHbIX 3anucen nNonb3oBaTenen.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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2. CosgaHue 1 agMUHUCTPUpPOBaHKWE rpynn Nonb3oBaTenen.

3. lNnaHunpoBaHue n yctaHoBka paspeweHunn NTFS gns dannos.

4. HacTtporika nonnTukmn 6€30nacHOCTH y4eTHbIX 3anncen.

3apaHus OTKPbLITOro Tuna

MAHWUPYEMBIE  PE3YIIbTATbBl: K 3.1, OCYLWECTBNATb
MPOEKTUPOBAHWME CETEBOW  WH®PACTPYKTYPbl MK 3.2,
OBCNYXMBATbL  CETEBbIE ~ KOH®UT'YPALIMK  TTPOIrPAMMHO-
AMNMAPATHBIX CPEAOCTB [IK 3.3. OCYWECTBJIATL 3AWNTY
NHOOPMALIMM B CETU C WCMNOJNb3OBAHMEM TMPOIrPAMMHO-
AMMAPATHbBIX CPEOCTB. MK 3.4 OCYWECTBNATbL YCTPAHEHUE
HETUMWYHBLIX ~ HEMCMNPABHOCTEW B PABOTE CETEBOWV
NWHOPACTPYKTYPBIL. TIK 3.5, MOAEPHU3NPOBATbL CETEBBbIE
YCTPOWCTBA MH®OPMALMOHHO-KOMMYHUKALMOHHbLIX CUCTEM

1.

Bonpoc: Kakne OCHOBHble (QYHKUMM BbIMNOMHAET NPOTOKOST  AUHAMUYECKON

KOHpurypaumm xocta (DHCP) B npouecce HaCTpOnKn ceTeBoro CoeauHeHns?

OtBeT: OcHOBHbIMU (hyHKUMAMK NpoTokona DHCP asnstoTcs:

2.

ABTOMaTMyeckoe Ha3Ha4yeHue IP-agpecoB yanam cetu. Npotokon DHCP
nossongdeT aBToMaTMYeCKN HasHa4vaTb IP-agpeca ceTeBbiM yCTpOMUCTBAM, YTO
ynpoLaeT HaCTPOMKY CeTeBbIX COeANHEHNN N n3baBnseT OT HeobBXxoaUMOCTH
PYYHOW HACTPOMKM Kaxaoro yana.

O6ecneyeHune BpeMmeHHon apeHabl IP-agpecos. [NpoTtokon DHCP Takke
npegocTtaBnseT BO3MOXHOCTb BpeMEHHOM apeHab! IP-agpecos, 4To no3sonseT
ANHaMn4eckn nameHsTb IP-agpeca yctponcts 6e3 He06xoaMMoCTK MX
nepeHacTPOnKu.

Mopaepxka Heckonbkux knaccoB agpecoB. DHCP moxeT paboTtaTth C pa3nmyHbiMu
knaccamu IP-agpecoB (Hanpumep, nokanbHbIMU U rnobanbHbIMK), NpeaocTaBNAs
BO3MOXHOCTb rMOKON HAaCTPOMKN CETEBbBIX COEOUHEHNIA.

Bonpoc: Kakue cyuwiectBytoT MeTOAbl KOHTPOSIS JOCTYNa K pecypcam CeTU U KakoBa

Nx pornb B obecneyeHnn 6e30nacHOCTU ceTeBbIX MHADPACTPYKTYP?

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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OTtBeT: MeToabl KOHTPONA AOCTYNa K CeTEBLIM pecypcaM BKIoYatoT B cebs
crieqytowme noaxoabi:

MpeHTndurkaumsa n ayteHTUrKaLuma nonb3oBaTernen: npouecc NnoATBepXaeH s
NNYHOCTM Nnorb3oBaTens v ero npaea Ha AOCTYN K ceTeBbIM pecypcam. JTOT MeTo/
obecneymBaeTt 3alUTy OT HECAHKLMOHNPOBAHHOIO JOCTYNa K KOHUAeHUnansHomn
NHdopMaLuN.

PasrpaHnyeHue goctyna: npouecc onpegeneHns npas AOCTyNa nonb3oBaTenen K
pasnn4YHbLIM pecypcam ceTu.

OTO NO3BOSIAET OrpaHNYNTL AOCTYM NONb3oBaTeNen TOMNbKO K TeM pecypcam,
KOTOpble UM AENCTBUTENbHO HYXHbI 4118 BbINOMHEHUSA CBOMX 3a4au.

LndpoBaHue gaHHbIX: npouecc npeobpas3oBaHnsa AaHHbIX B 3aIMGPOBaHHbLIN BUL,
KOTOPbIN MOXET ObITb paclumMdpoBaH TONbKO aBTOPU30BAHHLIMW MOMb30BaTENAMM.
JTOT MeTo NpefoTBpaLlaeT YTeHne KoHuaeHunanbHbIX AaHHbIX
HeaBTOPM30BaHHbLIMW NULLAMMW.

Mcnonb3oBaHne mexceTeBbix 3kpaHoB (firewall) n cuctem obHapyxeHuUs BTOpXeHU
(IDS): aTn cucTembl obecnevmBaloT 3alLUTy CETU OT BHELLUHUX Yrpo3, Takux Kak
XaKepcKkune ataku 1 BUPYChbl.

OTcnexmBaHWe U MOHUTOPUHT aKkTUBHOCTU MNofb3oBaTenen: 3ToT MeTo No3sonseT
BbISIBUTb NOSO3PUTENBLHYIO aKTUBHOCTbL NoNb3oBaTenen n npeaoTspaTuTb

BO3MOHbl€ YIrpo3bl ©e3onacHocTu.

10.Bce 3T MmeTOObl KOHTPONS AOCTYNA UrPaKT BaXKHYIO porib B obecneveHnn

11.

6e30nacHOCTM CETEBON MHAPACTPYKTYPbI, MOCKONbKY OHU NO3BOSAOT
npenoTBpaTUTb HECAHKLUMOHUPOBAHHbLIN SOCTYN K KOHuAeHUManLHON nHopmauum
N 3aWUTUTb CETb OT BHELUHUX U BHYTPEHHUX Yrpo3.

Kakon ocHoBHOM (pyHKumen obnagaet npotokon DHCP npu HacTpowke ceTeBoro
coeanHeHna?

Oteer. lNpotokon DHCP obnagaeT ocHOBHOM (DyHKLMEN aBTOMATUYECKOrO

Ha3Ha4yeHus |IP-agpecoB ceTeBbIM YCTPOMUCTBAM.

12.Kakue cywecTBYIOT MeTOAbl KOHTPOSIS AOCTYrNa K pecypcamM CeTU U KaKyto pOoslb OHU

urpatot B obecneyeHnn 6e3onacHOCTU ceTeBbIX MHPPaCTPYKTYp?
OTtBeT. CyLLeCTBYIOT TakMe MeToAbl KOHTPONSA AOCTyNa Kak naeHTudukauus n
ayTeHTUdMKaums nonb3oBaTtenen, pasrpaHnyeHne 4ocTyna, WmdpoBaHNe AaHHbIX,

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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NCNONb30BaHME MEXCETEBbIX 3KPAHOB U CUCTEM OBHapPY>XEHUS BTOPXEHUI, a Takxe
OTCNeXunBaHue U MOHUTOPUHI aKTUBHOCTU norb3oBatenen. Bce aTu metoabl urpatoT
BaXkHYy0 ponib B obecneyeHnn 6e3onacHOCTM CETMU.

13.Kakune ocHoBHble (byHKUMK BbINONHAET npoTokost DHCP? (ABToMaTnyeckoe
Ha3HadeHue IP-agpecoB y3nam cetn, ObecneyeHne BpeMeHHoOM apeHabl |P-
agpecos, [logaepka HeCKOSbKMX KnaccoB agpecos.)

14.470 Takoe “pasrpaHudeHune goctyna’? ([Mpouecc onpeneneHna npas goctyna
nonb3oBaTenien K pasnuyHbIM pecypcam.)

15.1ns yero ncnonbayeTca WwndpoBaHne AaHHbIX? ([na npegoTBpaLleHnst YTeHUS
KOH(MAeHUManbHbIX AaHHbIX.)

16.Kakyto posib urpatoT MexxceTeBble 3KpaHbl B ceTeBon MHGpacTpykType? (3awuwatoT
CeTb OT BHELUHWUX Yrpo3.)

17.C kakow Lenbio NPOBOAMTCHA OTCMEXMBAHNE U MOHUTOPUHT NMOfb30BaTENbCKOM
aKTMBHOCTU? (BbisiBNeHne Nogo3puTenibHOM akTUBHOCTW.)

18.4T0 NnogpasymeBaeTcs nog “6e3onacHOCTbLIO ceTeBbIX MHAPACTPYKTYp™? (3awmuTa
OT HECaHKLMOHNUPOBAHHOIO AOCTYNa, 3alMTa OT BHELLHUX U BHYTPEHHUX Yrpo3.)

19.B 4em 3akntovaeTca paboTta cneynanmcTa no aKkcnnyataumm o6 beKTOB CETEBOM
nHpacTpykTypbl? (HacTporika n obcnyxmsaHme ceTeBoro o6opyaoBaHus,
obecnedeHune JocTyna K pecypcam, nogaepxka nonb3osBaTtenen.)

20.Kakne Bugbl ceteBoro obopyaosaHust Bol 3Haete? (KommyTtaTtopebl,
MapLIpyTU3aTopbl, MOAEMbI, TOYKM JOCTYNa, CETEBbIE aganTepbl,
MeAnakoHBEPTEPHI.)

21.Kak ocyulecTBnsieTca HacTponka ceTeBoro obopygoBaHua?

22.(Yepes cneumanuanpoBaHHoe nporpammHoe obecrneyeHne nnu seb-nHTepdgenc.)

23.410 BXOANT B Npouecc obenyxuneanusa cetesoro obopyaosaHna? (MOHUTOPUHT
COCTOSIHMSA, OOHOBNEHMNE NPOLUNBKX, 3aMeHa BbILLEALLNX U3 CTPOSt KOMMNOHEHTOB.)

24.Kaknmu HaBblkaMn JOMKeH obnagaTb cneumanuct No ceTeBon MHAPacTpyKType?
(8HaHuWe ceTeBbIX TEXHONOMMM, HaBbIKWM paboTbl C 060pyaOBaHMEM, 3HAHWE OCHOB
6e3onacHocCTK ceTen.)

25.Kakune TexHonorum 6ecnpoBogHbix ceten Bbl 3HaeTe? (Wi-Fi, Bluetooth, ZigBee,
LTE, 5G.)

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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26.Kakne dyHKUMM BbINOSHAET cepBep B CETEBOM NHppacTpykType? (XpaHeHue u
obpaboTka gaHHbIX, NpegocTaBneHne 4ocTyna K pecypcam.)

27.470 BkntovaeT B cebsi paboTa ¢ kabenbHbiMKn cuctemamun? (Mpoknagka kabens,
KOMMYyTaumsi, AMarHoCTMKa HeMcnpaBHOCTEN. )

28.Kakne cnocobbl ayTeHTUMKauum nonb3osaTtenemn Bol 3Haete? ([Naponb,
BruomeTpus, AByXdaKkTOpHasa ayTeHTUMUKaLMS.)

29.Kakvne Bngbl atak Ha ceTeBble MH(PPACTPYKTYpbl Bbl 3HaeTe? (DoS-ataku, DDoS-
aTtakun, SQL-nHbeKummn, PULLIMHroBbIE aTaku.)

30.Kaknm obpaszom MOXHO NpeaoTBpaTuTh ceTeBble atakn? (Micnonb3oBaHne
aHTuBMpycHoro MO, npuMeHeHne MexceTeBbIX 3KpaHOB, 0byyeHne
nons3oBaTerien.)

31.4710 3HaunT “cbanaHcupoBaTb Harpy3ky Ha ceTeBoe obopyaoBaHue™?

(PaBHOMEpHOE pacnpenenenune Tpaguka Mexany ycTponcTesamun.)

TecToBbIe 3afaHNA 3aKPbITOro TUNAa:
1. Kakon Tun oONTOBOMOKOHHOIO Kabensa TpebyeTtcsa B COOTBETCTBUM CO
ctaHgaptom EIA/TIA-568B ans ropmsoHTanbHom kabenbHOM cuctemMbl?

a) 100-oMHbIV kabenb ¢ ABYMSI BUTbIMW Napamu;

0) ABYXBOJIOKOHHbLIW MHOroMoA0BbIN Kabenb 62.5/125 Mkm; *
B) 150-OMHbI Kabenb ¢ ABYMSA BUTBIMU Napamu;

) YEeTbIPEXBOSOKOHHbIN MHOrOMOLOBbIN Kaberb 62.5/125 Mkm.

2. O6opynoBaHune CKC value Bcero pasmeLlaroT:

a) 3a NoABECHbIM NOTOSIKOM B CneLmanbHbIX KOHCTPYKLUNAX;

0) B TeNNeKOMMYHMUKaLMOHHbIX LWKadpax u ctonkax;*

B) B KabernbHbIX CriaboToO4YHbIX CTOSIKaX;

A) Ha Yepdake nnv noaeane 34aHus 3a cneynanbHOW NeperopoaKkomn.

3. Kakve Homepa nopToB ncnonb3yTca npotokoriom SNMP?
a) 161,162; *
6) 20,21;

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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B) 53,54;

r) 441,443,

Kak cnepyet nepexBaTuTb MNOTOK Tpadwmka, 4TOObl Haunyywmm obpasom
NOHATb MoAernb Tpaduka B ceTn?

a) B Nepunoabl HU3KOro YPOBHS 3arpy>EHHOCTH;

0) B nepnoabl MakCUManbHOM 3arpyxeHHoCcTH;*

B) TONbKO KOrAa OH NPOXOANT OCHOBHOMW CErMEHT CeTu;
r) korga Tpaduk opMUpyHOT Nonb3oBaTenu.

5. YkaxuTte Hebe3onacHbIN NPOTOKON MNPUKIAagHOIro YPOBHS.
a) HTTPS;

6) Telnet;*
B) ICMP;

r) SSH.

K kakoMy HapyLleHWUo NPUBOAUT MoandUKaUns nepegaBaemblX 4aHHbIX?
a) K HapyLIeHNo KOHUOEHUMANBHOCTY;

0) K HapyLUeHUIO LeNTOCTHOCTHU; *
B) K HApPYLLUEHMIO OOCTYMHOCTMU;

r) K HAPYLUEHWIO ayTEHTUYHOCTM.

YKaxuTe Tun Kpuntorpaguyeckoro npeobpasoBaHusi, Hambonee LUMPOKO

ncnonb3dyemMoro And npoBepkKn UEeSIOCTHOCTU nepefdaBaeMblX OaHHbIX
NPOTOKOJTaMnN BUPTYalibHbIX YaCTHbIX ceTen.

a) Kkn4veBas x3w-pyHKUUA;*
0) 6eckntoveBas xaL-PYHKUMS;
B) CUMMETPUYHOE LINPOBaHME;
) aCCMMETPUYHOE LWndpoBaHme.

8. Anroputm NOCT P 34.12-2015 aBnsieTcs:

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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a) anropnuTMOM BbIYMCIEHUSA PYHKLNN XELLUMPOBAHNS;

©) 6110YHbLIM anropMTMOM aCUMMETPUYHOIO LUINPOBaHUS;

B) 6/10OMHbIM anNropuTMOM CUMMETPUYHOro wudpoBaHus; *
r) anropuTMoM hOPMUPOBAHUS SNIEKTPOHHON NOAMMUCH.

9. Ykaxute  npaBuibHbIn  NOPSOOK  pasMeLLeHns  npaBuil  MEeXCeTeBOro

9KpPaHWPOBaHWs NpY peanuaaumm NONTUKM SOCTyNa K CETEBbIM pecypcam?
a) OT 00LMX NpaBuIl K YacTHbIM NpaBunam;

0) OT YacTHbIX NpaBuN K O6LWKMM npaBunam; *

B) HE MMeeT 3HaYeHus1, NpaBua pasmMeLLarnTcs B NPOM3BONbHOM Nopsiake.

10.Kakon cnocob cuutaetca Haubonee 9PEKTUBHBIM AN MUHUMU3ALUN
nocrneacTeui aTakuBupyca-4epBa?

a) perynsipHasi CMeHa CUCTEMHbIX Naponew;
6) HacTpolKa B CeTu cepBrca ayTeHTUdUKaumnmM, aBTopmsaunm m yveTa;

B) 3arpy3ka O6GHOBMNeHurM cuctembl 6e30nacHOCTU OnepaunoHHOM CUCTEMbI
ncnpasneHneBcex ya3BMMbIX cuctem; *

r) wndpoBaHME AaHHbIX.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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O6pasey 6GuneToB AnsA 3K3ameHa

depepanbHOe areHTCTBO No pbibONOBCTBY
OreoyY BO «KI'TY» Br'AP®
KannHnHrpagckum mopckomn pbioonpoMbILLSIEHHbIN KOnnemx
3K3AMEHALMOHHbIW BUNET Ne_1

MM 03. SkcnnyaTtaumsa o6 beKTOB CeTEBOV MHAPPACTPYKTYPHI

(HaVIMeHOBaHVIe ONCUUNITUHBI N aAncumMniinH - Npyu nposegeHnn KOMniekCHoro 3|<3a|v|eHa)

1. O6HapyXeHue OOCTYMNHbIX CETEBbIX CNYX0. BbiBreHne ysa3BnumbIx MecT
aTakyemoun cuctembl
2. O6bAacHuTe anroput™m HacTpourku VPN

3. OnuwmMTe NpoLEeCcC HACTPOMKM MapLipyTu3aTopa

lNpenogaBaTtenb

noanncb WHuumnanel, dpamunus

Mpeacenarens MK BoratbipeBa T.H.

nognncb WHnunansi, pamunms

depnepanbHOe areHTCTBO MO pPbIGONOBCTBY
®reQyY BO «KI'TY» BIrAP®
KannHmnHrpagckum mopckon pbioonpoMbILLTIEHHbIN KOnnemx
3K3AMEHALMOHHbLIW BUNET Ne_2

MM 03. kcnnyaTaums 06bEKTOB CETEBOM MHAPACTPYKTYpPbI

(HaVIMEHOBaHVIe ONCUUNINHBI N ancumnniinH - npu nposeaeHmMm KOMnieKkCHoro 3K3aMEHa)

1. OnuwwuTe npouecc HacTporkn 6ecnpoBogHOM CETH.

2. TlepeyncnuTe TUMbl pe3epBHOrO KONMPOBaHUS

3 Knaccudmumnpynte yrposel b no coctaBy 1 nocneacransm

Mpenogaeartens

nognncb WHnunansl, pamunus

Mpencenarens MK Boratbipesa T.H.

nognucb Wununansl, pamunus

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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4 CBepgeHusA o ¢hoHAe OLLeHOYHbIX CPeacTB U ero corrilacoBaHue

doHA OUEeHOYHBIX cpedcTB Anga artrectaumm no gucuunnuHe NM.03 SkcnnyaTaums
00BHEKTOB CeTeBOW MHAPACTPYKTYpbl npeactaBnser cobon KOMMOHEHT OCHOBHOM
obpasoBaTtenbHON nporpaMmmbl CpeaHero npodpeccnoHanbHoro obpasoBaHna Mo
cneumanbHoctn 09.02.06. CeTeBON U CUCTEMHBIN agMUHUCTPATOP.

doHAO OLEHOYHLIX CPEACTB PaccMOTPEH M oaobpeH Ha 3acedaHun MeToauyeckomn
komunceumn « MTHpopMaLMOHHbBIX CUCTEM U NPOrpaMMUPOBaHUS»

MpoTtokon Ne 9 ot «20» mas 2026 r

MpencenaTtenb METOANYECKOM KOMUCCUN /T.H.BoratbipeBa/

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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