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1 MacnopT ¢poHAa OLEHOUYHbIX CPEeACTB
1.1 ObnacTtb npuMmeHeHus1 HPOoHAA OLLEHOYHbIX CPeacTB

®doHO OUEHOYHbIX CPeACTB MnpedHasHadyeH AN OLEHKU pe3ynbTaTOB OCBOEHUS
Aancumnnuuel OlMa.15 CETEBBLIE ONEPALUNOHHBIE CUCTEMBI.
1.2 Pe3ynbTaTbl OCBOEHUA AUCLUUNIINHbI

B pesynbTaTe KOHTPOMS M OLEHKM NO AUCUMUNIIMHE OCYLLECTBISETCS KOMMMeKCHas
npoBepka YaCTUYHOIo OCBOEHUS CriefyoLmMX NpodeccnoHarbHbIX KOMNETEHLNA COrfacHo
y4yebHOMY nnaHy:

OK 01. Bbibupatb cnocobbl peleHus 3agady npogeccnoHaribHON AeATerbHOCTY,

NPUMEHUTESBHO K Pa3SIMYHbIM KOHTEKCTaM;

OK 02. OcyLiecTBnsTb NOUCK, aHaNM3 1 MHTepnpeTaunto MHpopmMaunmn, HeobxoanmMom

ANs BbINONHEHNs 3aaay npodeccnoHanbHom AeaTENbHOCTH.

MK 3.1.

YcTtaHaBnuBaTh,

HacCTpanBaTb,

KCnnyaTnpoBatb MU

TEXHUNYECKME U rNnporpamMmmMmHo-arnnapaTHbie cpeactBa KOMMNbOTEPHbIX ceTen.

MK 3.3. OcyLecTBnaTb 3aMTy MHpOpMaLnn B CETU C UCMONb30BaHMEM NPOrpaMMHO-

annapaTHbIX cpeacTB

2 MNepeyeHb OLLEHOYHbIX CPEACTB U KpUTEpPUU OLleHUBAHUA

Kop NHaukaTopbl AOCTUXKEHUSA PesynbTaTt 06yyeHus
¢hopMmupyeMbIX | KOMNETEHL NN
KOMMNeTeHLnMn
CniocobeH: 3Hamb:
OcywecTBnaTb yaaneHHoe OcHoBHble TpeboBaHus K cpeacTBam U
agMUHNCTPUpPOBAHKNE N BMAaM TECTUPOBaHUSA Onda onpegeneHns
[1K 3.1. BOCCTaHOBIEHVE TEeXHOMornyeckoit 6e30nacHoOCTy
paboTocnocobHOCTU ceTeBOM NHOPMAaLIMOHHbBIX CUCTEM.
NHMPaCTPYKTYpPHI. Ymems:
MooaoepxmBaTth norb3oBaTenen
ceTu, HacTpaueaTb annapaTHoe OnucbiBaTthb COBpPEMEHHbIE TEXHOIIOTUN U
n nporpammMmHoe obecnedeHne apxutekTypbl 6e3onacHoCTL.
ceTeBOn MHPAaCTPYKTYpPbI.
MK 3.3 CniocobeH: 3Hamb:
YcTaHaBnuBaTb, HacTpamBaTb, 3 3.3.1 3apauu ynpaBneHus: aHanus
3KCnnyaTupoBaTb U 06CNyXMBaTb MPOU3BOANTENBHOCTU U HAAEXHOCTH,
ceTeBble KOHQUrypaumu. yrnpaBneHne 6e30nacHoOCTbI0, y4eT Tpaduka,
yrnpaBneHue KoHdurypaumuen.

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx

obcnyxusaTb
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3 3.3.2 MNpaBuna akcnnyaTaumm TEXHUYECKUX
CcpencTB CeTeBOW MHPaCTPYKTYpbI.

3 3.3.3 OCHOBHble MOHATUSE MHPOPMALMOHHBIX
CUCTEM, XU3HEHHBIN UMK, Npobremsl
obecneyeHus TexHonornyeckon 6esonacHoCcTn
MHOPMALIMOHHBIX CUCTEM, TpeboBaHUSA K
apxuTekType MHPOPMaLIMOHHbIX CUCTEM U UX
KOMMoHeHTaM ans obecneyeHns 6esonacHoCTU
YHKUNOHNPOBaHUSA, onepaTnBHbIE METObI
noBbILLeHns 6e3onacHOCT PYHKLUNOHNPOBAHUSA
nporpaMmmMHbIX cpeacTs 1 6a3 AaHHbIX.

3 3.3.4 CpeactBa MOHMTOPUWHIA U aHanmaa
noKkasnbHbIX CeTe.

3 3.3.5 OcHoBHble TpeboBaHus K CpeacTBam u
BMOAM TECTMPOBAHUS AN onpeaeneHus
TexHonorn4yeckon 6e3onacHoOCcTu
WHOPMALIMOHHBIX CUCTEM.

3 3.3.6 MNpuHuunbl paboTbl ceTM TPaAULMOHHON
TenegoHuun.

3 3.3.7 HasHayeHune ronocoBoro Lumno3a, ero
KOMMOHEHTbI U DYHKLMN.

3 3.3.8 OcHOBHblE MPUHLMMBLI TEXHONOMM
obecneueHna QoS ans ronocosoro Tpaduka.

Ymems:

Y 3.3.1 OnucbiBaTb KOHLUENLUUN CETEBOM
©e3onacHocTu.

Y 3.3.2 OnucbiBaTb COBPEMEHHbIE TEXHOMOMMN
N apxuTekTypbl 6esonacHocTu.

Y 3.3.3 OnucbiBaTb XapakTepUCTUKM 1
anemeHTbl KoHUrypaumm atanos VolP 3BoHkKa.

2.1 K oeHOYHbIM cpeAcTBaM TeKyLwlero KOHTponsa ycneBaeMoCTU OTHOCATCA:

- KOHTPOIJ1bHbIE 3aaHUA K NMPAKTUHECKUM 3aHATUAM.

2.2 K oueHO4YHbIM cpeacTBaM ANs NPOMEXYTOYHOM aTTecTauum OTHOCATCS:

- TECTOBbIE€ 3aJaHNA OTKPbITOIoO 1N 3aKpbITOro TMna;

- BuneTbl K AnddepeHunanbLHOMY 3a4eTy.

2.3 Kputepum oueHKkn pe3ynbTaToB OCBOEHUS AUCLUMIINHDI

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx
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KpMTepVIVI oleHnBaHUA TeopeTn4YeCKux 3HaHUMN:

«OmnuyHo» - cTaBUTCA, ecnn obyyaroLmincs:

a) TOYHO hopmMynmMpyeT OTBETbI HA NOCTaBMEHHbIE B 3a4aHNN BOMPOCHI;

6) paet npaBunbHble (OPMYNUPOBKA MOHATUMA W TEPMWUHOB MO M3YYEHHOWN
ANCLMNIINHE;

B) AEMOHCTPUPYET NOHNMaHNE Matepuana, YTo BblpaxaeTca B yMeHUn o6ocHOBaTb
CBOW OTBET;

r) ceobogHO 06o6LwaeT n anddepeHUMpyeT NPU3HAKN U NOHATUS;

[) NpaBWUNbHO OTBEYAET Ha AOMNOSTHUTENbHbBIE BOMNPOCHI;

€) cBoOOAHO BnageeT peybto (AeMOHCTPUPYET CBA3AHHOCTbL M NOCreaoBaTesibHOCTb
B U3NOXEHUN) U T.M.

«Xopowo» - CTaBUTCSA, ecnv obyyaroLmnnca gaeT oTBET, YAOBNETBOPSIOLMNA TEM Xe
TpeboBaHUAM, YTO 1 ANA OTMETKM KOTSIMYHO», HO AOMYCKAET €AMHUYHbIE OLUMOKK, KOTOpbIe
caMm Xe ucnpasnseT nocne samevaHusi npenogasarens

«YdosriemeopumesibHO» - CTaBUTCS, eCriv 00yYaloLWNnCs 4eMOHCTPUPYET 3HaHKE U
NOHMMaHNEe OCHOBHbIX MOMOXEHWU AAaHHOW TeMbI, HO

a) HETOYHO U HEeyBEPEHHO BOCMPOM3BOAUT OTBETblI HA MOCTABfIEHHbIE B 3aJaHun
BOMpPOCHI;

6) AaeT HETOYHblE (DOPMYITMPOBKM MOHATUIN N TEPMUHOB;

B) 3aTpyaHsieTcss 060CcHOBaTL CBOW OTBET;

r) 3aTpygHsieTca 0600WwmTe nn guddepeHunMpoBaThb NPU3HAKK U MOHATUS;

A) 3aTpyAHsieTCst Npu OTBETax Ha AOMNONHUTENbHbIE BOMPOCHI;

€) usnaraet maTepuan HegOCTaTOYMHO CBSA3aHHO M MOCNegoBaTeflbHO C YacTbiMK
3aMVHKaMu1 1 nepepbiBaMn U T.1.

«HeydosnemeopumersnbHO» - CTaBUTCH, ecnn oOByvaloLwmMnca OeMOHCTpUpyeT
He3HaHue U1 HenoHMMaHme Gornbluen YacT COOTBETCTBYHOLLEro pasaena.

Kputepuu oueHMBaHUsA NPakTU4ECKUX YMEHUN:

«Omnu4yHo» cTaBuTCS, ecnm oby4varoLmincs:

a) ymeeT noaTBEPANTb Ha MpMMepax CBOE YyMEHMWE MO BbINOSIHEHWUIO MOSTYYEHHOrO
NpaKTUYEeCKoro 3agaHus;

6) ymeeT aprymeHTMpoBaTb CBOM [LEWCTBMS MNPU BbINOSTHEHUN MNPAKTUYECKOro
3agaHus;

B) uUenecoobpa3HO WUCMONb3yeT TeOpeTMYECKUn Martepuan Ans  BbINOSHEHUS

3ajaHus;

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx
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r) NnpaBUNbHO NCNONb3yeT HEOOXOAMMbIE NMPUEMbI, METOAbI, MIHCTPYMEHTbI N Apyrve
pecypchbl;

[O) LEMOHCTpUpyeT YyMeHWe [elCcTBOBaTb B CTaHOAPTHbIX W HeCTaHOapTHbIX
npogeccuoHanbHbIX CUTYaUUsX;

€) rpamMoTHOe COCTaBfieHMe [OOKYMEHTOB, OTHOCSALMXCA K npodeccuoHansHoOm
AEeATeNbHOCTM U T.N.

«Xopowo» - CTaBUTCS, ecnmn obyyatoLLMNCa 4EMOHCTPUPYET NPAKTUYECKNE YMEHWS,
yOOBMNETBOPAOLINE TEM Xe TpeboBaHUSAM, YTO U ONs1 OTMETKN «OTIMYHO», HO JOnycKkaeT
edVHNYHble Herpybble oOWwKnOKK, KOTOpble CaM Xe ucnpasBnsieT Mnocre 3amMeyaHus
npenogasartens.

«Y0osniemeopumesnbHo» - CTaBUTCS, ecnu obyvawwmunca obHapyxusaeT
npakTuyeckne yMeHusl, Ho:

a) 3aTpygHseTca npuBecTM NpuMepbl, NoATBepXxaawwue ero  ymeHus,
NCMonb30BaHHbIE B NpoLecce BbIMOMHEHNA NPaKTUYECKOro 3a4aHuns;

6) HenocnegoBaTenbHO aprymeHTUpyeT CBOM [LEWCTBUS, MpeanpuHATble UM B
npouecce BbIMOSTHEHUS NPAKTUYECKOro 3aaHuns; apryMeHTbl, 00 bACHAOLLME ero AeNCTBUS,
npeanpuHATbIE UM B Npouecce BbINONTHEHUS NPAKTUYECKOro 3agaHuns;

B) HeuenecoobpasHo MCnosnb3yeT TeopeTUHecKUn matepuan ans coCTaBrieHus
nnaHa BbINOSIHEHUSA NPAKTUYECKOrO 3a4aHus;

) uanaraeT maTepuan HeJOCTAaTOYHO CBS3aHO M C MocnefoBaTeNlbHO C YacTbiMU
3aMUHKaMu 1 NepepbiBaMy;

[) UCnbITbiBaeT 3aTpyaHEHNS B AENCTBUAX NPU HECTaHAAPTHLIX NPOeCCMOHanbHbIX
cuUTyaumsax n T.n.

«HeydoenemeopumersibHO» - CTaBUTCS, ecnn oby4valomnncsa gonyckaet rpyoble
HapylleHus anroputMa OencTBust Unu owmnbkn, Bnekywme 3a cobon BO3HUMKHOBEHWE
oTpuuaTenbHbIX NOCNeACTBU Anst 060pyAOBaHNSA, OKpYXKatoLLen cpeabl 1 akMnaxa cygHa,
unu (1) OTCyTCTBUE YMEHUS AEACTBOBaTb B CTaHAAPTHbIX NPOGECCUOHANbHbIX CUTyaUusX,
nnu(n) 4EMOHCTPUPYET HE3HAHME UK HENOHMMaHWe BonbLUen YacTn COOTBETCTBYIOLLEIO
pasgena.

Kputepum oueHnBaHus no gucumnnvHe B hopmMme TeCTUPOBAHUA:

«OTnmyHO» - 81-100 % npaBunbHbLIX OTBETOB;

«Xopowo» - 61-80 % npaBunbHbLIX OTBETOB;

«YpoBneTBopuUTenbHO» - 41-60% npaBunbHbIX OTBETOB;

«HeyposneTtBopuTtesibHO» - 0-40% npaBUbHbIX OTBETOB.

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx
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3 OueHo4HbIe cpeACcTBa TeKYLIEero KOHTPONA U NPOMEXYTOYHOM aTTecTauum

KoHTponbHble 3a4aHnA K NPakTU4eCKUM 3aHATUAM
NMPAKTUMECKUE 3AOAHUA

MpakTnyeckaa pabota 1-2. OnepaunoHHble cUCTEMbI AN aBTOHOMHOrO
KkoMmnbloTepa. Knaccudgukaumsa KOMNbHOTEPHbIX CeTen.
KOHTpOrnbHbIE BONPOCHI:

1. OnepauunoHHble CUCTEMBI AS11 aBTOHOMHOIO KOMMbIoTepa.

2. Knaccudgukaumsi KOMnblOTEPHbIX CETEN.

MNMpakTnyeckaa pa6ota 3-5. Nogaepxkka QoS. MexaHusm Sockets OC Unix.
Ocob6eHHocTU peanusaumn RPC Ha npumepax cuctem SUnRPC n DCERPC.
KoHTponbHbIe BONPOCHI:
1. Topaepxka QoS.
2. MexaHuam Sockets OC Unix.
3. OcobeHHocTM peanmsauunm RPC Ha npumepax cuctem SunRPC wu
DCERPC.

MpakTnyeckaa paborta 6-8. Pennukauua B ActiveDirectory. Kommep4eckue
peanusauun OC UNIX. Hekommepueckue peanusauum OC Linux.
KoHTponbHbIe BONpOCHI:

1. Pennukauus B ActiveDirectory.

2. Kommepueckue peanmsauun OC UNIX.

3. Hekommepyeckme peanusaumm OC Linux.

MpakTnyeckaa pabora 9-10. YcraHoBKa, 3anyck M Hactpouka OC Linux.
Pa6bounn cton nonb3oBartens. CTtpykrypa ¢pannosoun cucrtemnl OC Linux.
KoHTponbHble BONPOCHI:

1. YcrtaHoBka, 3anyck n Hactponka OC Linux.

2. Pabounn cton nonb3oBaTtens.

3. Crtpykrypa channoson cuctembl OC Linux.

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx
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MpakTnyeckasa pabota 11-13. YcTtaHoBKa Windows Server 2003 R2. Windows
Server 2019. Windows Home Server 2011
KOHTpOrnbHbIE BONPOCHI:

1. YcrtaHoBka Windows Server 2003 R2.

2. Windows Server 2019.

3. Windows Home Server 2011

MpakTnyeckaa pabora 14-18. YcraHoBka Ubuntu server. YcTaHoBKa
AlmaLinux. YcraHoBka Rocky Linux. YcraHoBka openSUSE. YcrtaHoBKa
Debian
KOHTpOnbHblEe BONPOCHI:

1. YcraHoBka Ubuntu server.
YcTtaHoBka AlmaLinux.
YctaHoBka Rocky Linux.

YcraHoBka openSUSE.

a bk~ 0N

YcTtaHoBka Debian

MpakTuyeckas pabota 19-23. YcraHoBka Fedora. YcraHoBka RHEL.
YcTtaHoBKka SLES. YctaHoBka Arch Linux. YctaHoBka Astra Linux CMosneHcK.
Pa6oTta ¢ Astra Linux CmoneHck
KoHTponbHbIe BONPOCHI:
1. YcrtaHoBka Fedora.
YcraHoBka RHEL.
YcTtaHoBka SLES.
YcTtaHoBka Arch Linux.

YcTtaHoBka Astra Linux CMoneHck.

o oA W N

PaboTa c Astra Linux CmoneHck

MpakTnyeckasa paborta 24-27. YctaHoBKa Astra Linux CeBactononb. Pabota
¢ Astra Linux CeBactononb. BbisBneHme pasnnuimm B Bepcusx
amctpubytmBoB Astra linux. CoeauHeHne cepBepoB Ha Astra linux B
JNoKarnbHyI0 ceTb
KOHTpOsbHbIE BOMPOCHI:

1. YcraHoBka Astra Linux CesacTtonorb.

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx
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2. Pabora c Astra Linux CeBacTtononb.
3. BbisiBneHue pasnuuui B Bepcuax ouctpudytmneos Astra linux.

4. CoeguHeHune cepBepoB Ha Astra linux B nokasnbHYyHo ceTb

3apaHuAa OTKPbLITOro Tuna

Knroum npaBUJIbHbIX OTBETOB BblAeJ1eHbl XXUPHbIM I.IJpI/Id.')TOM

MMAHNPYEMBIE PE3YJIbTATbI: MK 3.1. YcTtaHaBnuBaTh, HacTpauBarTb,
aKcnnyaTupoBaTb M 0OCNyXuBaTb TEXHWYECKME W MpPOrpamMHoO-annapaTHble cpencTBa
KOMMbIOTEPHbIX CETEN

MK.3.3. YcraHaBnmBaTtb, HacTpavBaTb, 3KCMnyaTMpoBaTb U OOCNYyXuBaTb CETEBbIE
KOHourypaumm.

3agaHus OTKPbLITOro Tuna

1.

Kakune cyHKUMKM BbINONHAET ceTeBas onepaunoHHas cuctema? Oteet: CeTteBas
onepaunoHHass cuctemMa BbINOMNHAET (OYHKUMM  YNpaBieHUs CETEBbIMM
pecypcamu, obecrneyeHnss ©6e30MacHOCTU [aHHbIX, NOAAEPXKKM CETEBOro
obopynoBaHMs 1 NPOTOKOSOB, a Takke opraHM3aunmn goctyna Kk obLmm pecypcam
N aBTOMaTM3aLUUn CETEBbIX Onepawuin.

Kakue Bnapbl ceTeBbIX onepaumoHHbIX cuctem cyiectsytoT? OTeeT: CyLiecTBytoT
pasnuyHble BUObl CETEBbIX OMNEPauUMOHHbIX CUCTEM, Takue Kak cepBepHble
(Windows Server, Linux), knuenTtckme (Windows 10, macOS), a Takxe
cneunanm3npoBaHHble, MpeaHa3HadYeHHble AN OnpedeneHHbIX TUMOB CETEWN
(Hanpumep, Cisco I0S ana mapLpyTn3aTopos).

Kak ocyuiecTtBnsercsa ynpasneHue OOCTYNOM K CETEBbIM pecypcaM B CETEBOM
onepauunoHHon cucteme? OTBET: YnpaBneHne SOCTYNOM K CeTeBbIM pecypcam
OCYLLECTBMNAETCA Yepe3 CUCTEMY YYEeTHbIX 3anucen, naponen v npas JOCTyna,
KOTOpble OnpeaensioT, Kakne AencTBUs NoSib3oBaTeslb MOXET BbIMNOSHATL C TEMMU
UM UHBIMKU pecypcamu.

Kakue npoToKomnbl CETEBOro ypoBHA NOAAEPXKMBAKOTCA CETEBOM OnepalyoOHHOMN
cuctemon?  OTBeT: PasnuyHble  ceTeBble  OMepauMOHHbleE  CUCTEMBI
noaaepX1BatoT pasHble NPOTOKOSbI CETEBONO YPOBHS, Takue Kak IPv4, IPv6, ARP,
RARP, ICMP u gpyrue.

Ansa vero ucrnoneadyetcs npotokon ARP? Oteet: NpoTtokon ARP ucnonb3yeTcs

ansa onpepeneHns MAC-agpeca ycTpoMCTBa, CBA3AaHHOIO € onpeaeneHHbiM IP-

LokymeHm ynpasnsemcs npozpaMmmHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuuU o opuauHany, xpaHauwemycs 8 1C: Konnedx
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alpecoM, Ha OCHOBEe 4ero npoucxoguT OTnpaBka MakeToB [AaHHbIX Ha 3TO
YCTPOWNCTBO.

Kakne cnyx0bl obecneuvBaeT ceTeBas oOnepauMoHHas cuctema Ans
obecneyeHuss 6esonacHoctn cetn? OTBeT: [nsa obecneyeHnss H6e3onacHOCTU
ceTun ceTeBas OMepauMoOHHas cucTemMa NpefoCTaBnsieT pasnuyHble CryxXobl,
Takne Kak ayTeHTUduKaumsa nonb3oBaTenen, WndpoBaHne AaHHbIX, KOHTPOISlb
AocTyna K pecypcam, obHapyXeHne n npedoTBpalleHne BTOPXKEHUMN, a Takke
MOHUTOPWHT N aHann3 ceTeBOW akTUBHOCTW.

Uto Takoe DHCP-cepBep u Kakyto yHKUMIO OH BbinonHseT? OtBeT: DHCP-
cepsep — 370 cnyxba, KoTopasi aBToMaTnyeckn HasHavaeT |IP-agpeca v gpyrve
ceTeBble NapameTpbl NOAKMNIYEHHBIM yCTporUcTBaM. Ero pyHKkUmMA 3akntoyaeTtcs
B YNPOLLEeHUN npouecca HacTPOMKU CeTeBbIX MapamMeTpoB W obecneyeHun
rMBKOCTN NpY NOAKMOYEHNN HOBbIX YCTPONCTB K CEeTH.

Uto Takoe DNS-cepsep 1 kakne yHkuumn oH BbinonHaeT? OteeT: DNS-cepsep
oTBeYaeT 3a npeobpasoBaHne JOMEHHbIX UMEH CaUTOB B COOTBETCTBYIOLLME UM
IP-agpeca, n HaobopoT. OH Takke obecrneunmBaeT KaLIMPOBaHME OTBETOB AJIS
YyCKOpeHMst JocTyna K uHGopMauMm W NpeaocTaBnsieT  [OMNOSNHUTENbHbIE
dyHKUMK, TaKne Kak permcrTpaumsa n 06HoOBMeHne JOMEHHbIX MMEH.

Urto takoe NAT n gna 4ero oH ucnonbsyetca? OteeT: NAT (Network Address
Translation) — 3T0 MexaHu3M, KOTOPbI NO3BOSIAET HECKOMBbKUM KOMMbIOTEPAM B
foKanbHOM ceTn Ucnonb3oBaTh 0AMH obWenocTynHblM IP-agpec ang goctyna K
nHTepHeTy. NAT wucnonbdyetca gna akoHomun |IP-agpecoB u obecnedeHus

©e3onacHoOCTM B ceTaAX ¢ BONbLUINMM KONMMYECTBOM YCTPOWCTB.

10.Y71o Takoe VLAN u Ons 4ero OHW MCNOSb3YHOTCA B CETEBOW oOnepalyOHHOMN

cucteme? OTBeT: VLAN (Virtual Local Area Network) — 310 BUpTyarnbHble ceTu,
KOTOpble MO3BONAT NOMMYECcKM rpynnMpoBaTb YCTPOWCTBA B OAHY CETb
He3aBMCUMO OT UX puandeckoro pacnonoxeHus. OHW MCMNOMb3yTCA ANS
ynpolleHus ynpasneHns n obecnedyeHns 6e30nacHOCTN CeTeBbIX Pecypcos, a
TaKke On8 oNTUMU3auuM WUCMNONb30BaHUSA CeTeBbIX PECYpPCOB WU YNyudLIEHUS

KayecTtBa CeTeBOro nogkmn4eHn4.

11.Y10 Takoe QOS wn Ona 4ero OHO WUCMOMb3yeTcss B CETEBOM OMnepauyoOHHOWN

cucteme? OtBeT: QoS (Quality of Service) — aTo Habop MexaHM3MOB, KOTOpbIE
obecneuynBaloT ynpaeBrneHve TpadguKoM, rapaHTMpysi, YTO BaXHble CeTeBble

cepsucbl, Takne kak VolP nnu BnoeokoHgepeHumm, nonyyarT npuoputeT Hag
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MeHee BaXXHbIMU. OTO NO3BOMSET YIy4YLlNUTb KA4eCTBO YCIyr, NpeocTaBseMblX
ceTblo, N obecneynTb CTabunbHyo paboTy KPUTUYHBLIX MPUNOXKEHUIA.

12.Yt0 Takoe VPN un A4ns 4yero oH UCNonb3yeTcHa B CETEBOW ONepaLmoHHON cucteme?
Oteet: VPN (Virtual Private Network) - 910 TexHonorus, kotopasi cosgaeTt
3aWmMdpPoOBaHHbIA  TyHHENb  Mexay ABYMS  TOYKaMu  ceTu, Mo3BOndas
nosnib3oBaTensiM 6e30nacHO NOAKMYATLCA K yAaneHHbIM CeTAM Unu nonyyaTb
AOCTYyN K pecypcamM BHYTPU KOPNopaTUBHOM CETU Yepe3 UHTEPHET.

13.Kakue cpeactsa MOHUTOPUHIa 1 ayauTa NnpefocraBndeT ceTeBas onepaunoHHas
cucTema gnst KOHTpona un ynpasneHns ceTbio? OTeeT: CpeacTBa MOHUTOPUHTA U
ayauTa npeaocTaBnsioT MHAPOPMaUMIO O COCTOSHUN CETEBLIX YCTPOWCTB, UX
NPON3BOAUTENBHOCTU, TPadUKe, NCMOMb30BaHMM PECYPCOB, a TakkKe 0 COObITUAX

N MHUMOEHTaX, cBA3aHHbIX C 6€30MacHOCTbIO CETMU.

14.Y1t0 Takoe SNMP u gns 4ero OH UCMONb3yeTcs B CeTeBOW OnepaunoHHOM
cucteme? OtBeT: SNMP (Simple Network Management Protocol) - 3To npoTokon,
NCNonb3yemMbid ANl MOHUTOPUWHIa 1 ynpasreHnst ceTeBbiMu ycTporctBamu. OH
nosponsietr cobupartb MHGPOPMALMIO O COCTOSIHUM YCTPOWMCTB, MX OLIMBKax wu
NPON3BOAMTENBHOCTU, @ Takke BbIMOMHATL pasnuyHbie onepauun, Takme Kak
0OHOBIEHNE NPOrPaMMHOro o6ecneyYeHns Unu N3MeHeHne HacTpoek.

15.Kak ceTeBas onepaumoHHasi cuctema nogaepxmsaet paboTy ¢ 6ecnpoBogHbIMK
cetamu 1M MobuneHbiMu ycTponrctBamn? OTBeT: lNMopaepxka 6ecnpoBOAHbIX
ceten N MOOWMbHbLIX YCTPOMCTB obecneymBaeTcs 3a CYET WHTerpauuMm c
COOTBETCTBYHOLLMMU NPOTOKONaMU U cTaHgaptamu, Takumm kak Wi-Fi, Bluetooth,
3G, 4G n gpyrumn. OTO NO3BOMSIET MONb30BATENAM MOAKIKOYATLCA K CETU C
NOMOLLIbKO CBOUX YCTPOWCTB, UCMONb3ys pa3nnyHbie MEeTOAbl ayTeHTUdUKaLMK 1
WndppoBaHus.

16.Kak ceTeBas onepauMoHHasi cucTema ynpaenseT OOHOBNEHUsSMU  U”
obHoBMNEHNAMM nporpaMmmHoro obecneveHnsa? OTBeT: BONbLUMHCTBO CETEBbLIX
ONepaumoHHbIX CUCTEM MMEKT BCTPOEHHblIE MEXaHuM3Mbl AN yrnpaBrieHus
obHoBneHnAMM 1 obHoBneHusimn MO, koTopble aBTOMATUYECKU MNPOBEPSIOT
Hanuyne HOBbIX BEPCUI U NpeanaratT UX YCTaHOBKY. Takke BO3MOXHO py4YHoe
obGHoBNeHne Yyepes BeG-MHTEPGENC NN KOMAHOHYIO CTPOKY.

17.Kakne pononHutenbHble QYHKUMM NpeaocTaBnseT ceTeBas onepauuoHHas
cucTeMa, Takue Kak yrnpasneHue nutaHuem, nogaepkka npuHTepoB v apyrme?
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OteeT: CeTeBas onepauvoHHasa cucTemMa BbiNOSHAET PYHKLUUU MPUKIagHON
nnaTgopmel, npeaocTaBnfaeT pasHoobpasHble BMAbl ceTeBbIX Cry>0
1 nopaepXxuBaeT paboTy  NpuUKNagHbIX  MPOLECCOB,  BbINOMIHAEMbIX B
aboHeHTCcKkux cuctemax. CeteBble onepauMoOHHbIe CUCTEMbI UCMONb3YIOT
KNUeHT-cepBepPHYI0, NMMB0 O4HOPAHIOBYIO apXUTEKTYPY.

18.0nnwute dyHkumo DHCP-cepBepa u ero ponb B CeTEBOM OMNepaLmOHHON
cucteme. OtBeT: DHCP-cepBep aBTomaTtuyeckn HasHavaet IP-agpeca u gpyrue
ceTeBble HAaCTPOMKM NOAKNIYEHHbIM YCTPOMCTBAM, yrpoLLasi Npouecc HaCTPONKK
ceTeBbIX NapamMeTpoB.

19.Kakne dyHKUMM BKNOYaeT B cebsa ynpaBneHMe nuTaHMeEM B CETEBOW
onepaumoHHon cucteme? OTBeT: YnpaBneHve nUTaHNEM B CETEBOW
onepaunoHHOM cucTeMe BKIKoYaeT (PyHKUMM NS aBTOMaTUYECKOro OTKIOYEHUS
Unu nepexoga B CrsWmUmM peXnM HeakTUBHbLIX YCTPOWCTB AS1S1 SKOHOMUKN SHEPIUN,
a TaKkke ONnA MOHUTOPUHra W ynpasfieHUst 3HepronoTpebneHnem ceTeBbIX
YCTPOWNCTB.

20.Kakyto posib urpatoT nNpOTOKOSbl MapLlipyTmMsaumMnm B CETEBOM OnepaunoHHOWN
cucteme?
OteeT: [lpoTOKOMbI MapLpyTM3aUUM WUrParT KIIKOYEBYKD pPOflb B CETEBOW
onepaunoHHOM CMCTEME, MOCKOSIbKY OHM OTBEYaIOT 3a onpefeneHne Hamnyyllero
nyTn 4na nepegadv AaHHbIX MexXay pasnuyHbiIMU CETEBLIMU YCTPONCTBaAMM.

21.Kak ocyuiecTtBnsieTcsl ynpasrneHne OOHOBMEHWAMM B CETEBOM OrnepaumoHHON
cucteme?
OtBeT: YnpaBneHne oGHOBNEHNSIMU B CETEBOW OMNEPALMOHHON CUCTEME OObLIYHO
OCYLLIECTBMNSAETCA aBTOMATU4YECKM, KOrda onepaumoHHasi cuctema nposepsieT
HanuMyme LOCTYMNHbIX OOHOBMEHUW W yCTaHaBnMBaeT MX Mpu HeobXxo4uMOCTW.
OpgHako agMuHUCTpaTOpPbl MOMYT Takke YNpaBnsTb MPoOLEeccoM OOHOBMEHUS,
yCTaHaBnmMBas pacnmcaHue gnsi aBToMaTuyeckoro npumMmeHeHnsa 06HOBNEHNIA UK
BPYYHYIO NPUMEHSS onpefeneHHble 06HOBNEHNS.

22.KakoBbl oyHKLMN MOHUTOPUHIA U aHanmsa B CeTeBOW onepaumoHHOn cucteme?
OtBeT: MOHUTOPMHI N aHanM3 B CETEBOW OMNepalMOHHOW CUCTEME BKOYalOT
YHKUMN ONA OTCIEXUBAHUA U aHanv3a pasnnyHbiX NnapamMmeTpoB CEeTU, TaKUX KaK
nponyckHas CnocoBHOCTb, NCNOSb30BaHME PecypcoB, NOTEPS NAKeTOB U T. 4.

23.Kak obecneumBaetca nogaepxka ©GecnpoBooHbIX CEeTEM B CETEeBOM

onepaumoHHon cucteme? OTBeT: Nogaepxka 6ecnpoBoaHbIX CETEN B CETEBOW
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onepaunoHHon cucteme obecneymBaeTcs 3a cHeT nogaepxkm craHgaptoB Wi-Fi
N Opyrmx npoTokosioB Ansi 6ecnpoBofHbIX ceTel, a Takke QyHKuun gng
HaCTPOWKM 1 ynpaerneHns 6ecnpoBOAHbIMU CETSMMN.

24.Y10 Takoe OanaHCMpOBKa Harpy3km M Kak OHa peanu3oBaHa B CETEBOW
onepaumoHHon cucteme? OtBeT: banaHcupoBka Harpysksm - 3TO npoLecc
pacnpeneneHns ceTteBoro Tpaduka Mexgy HECKOSbKMMW cepBepaMn aAns
NOBbILLEHNST OOCTYNHOCTUM W MPOU3BOAUTENBHOCTM cucTeMbl. B ceTeBomn
onepaunoHHon cucteme GanaHCUMpoBKa Harpys3kM MOXeT ObiTb peannsoBaHa C
NMOMOLLBI  Pa3fUYHbIX TEeXHOMOrMM, TakuX Kak BupTyanbHble CepBepsbl,
pacnpegerneHue Harpysku no IP-agpecam n 1.4.

25.Kakne gononHutenbHble YHKUMN NpeanaraeT ceTeBasi onepaunoHHas cuctema,
Hanpumep, ynpasreHne nNuUTaHuMeMm, noadepxkka npuHTepoB n gpyrne? OTBET:
CeTeBad onepaumoHHas cuctema npegnaraeT MHOXeCTBO AOMNOSTHUTENbHbIX
YHKUMIA, TaKUX KaK ynpasrieHMe nuTaHnem 45158 3KOHOMUN SHEPInn, NogaepiKKa
NPUHTEPOB ANs neyaTn AOKYMEHTOB, yrpaBreHne nonb3oBaTensammn 1 rpynnamm
ANs KOHTpONSA [OCTyna K pecypcam, onTumMusaumsa Tpaduka Ans noBblLEHUS
NPOn3BOAMTENBHOCTH, WN(pOBaHNE N aelndpupoBaHne gaHHbIX ANS 3alnTbl

NHGOpMaLMKN 1 apyrue.

TecTbl
Bonpochbl 3aKkpbITOro Tuna

1. Kakon KOMMNOHEHT OnepaumoHHOM CUCTEMbI OTBEYaeT 3a ynpaBneHue
AOCTYMNOM K annapaTHbIM pecypcam komnbtoTepa? a) dannosas cuctema b)
Appo c) Opansepbl yctponcts d) MeHegxepbl NpoLEeCcCcoB U NOTOKOB

2. Kak HasblBaeTcsa npouecc, npu KOTOPOM onepaumoHHasl cuctema pasgenser
NpOLIECCOpPHOE BpeMs MexXay HEeCKONbKMMM npoueccaMmy Unmn notokamm? a)
MnanmnpoBaHue b) YnpasneHue namsatbio ¢) CuHxpoHnsauma d) Beog-BbiBog

3. Kakown Tvn apxuTeKkTypbl onepalyMoHHON CUCTEMBI NpeanonaraeT pasgeneHve
PYHKUMA OnepaLmMoOHHON CUCTEMbl Ha HECKOSNbKO YPOBHEW, Kaxabln U3
KOTOPbIX BbINOSTHAET CBO 3agady? a) MoHonutHoe sgpo b) Mukposiapo c)

Qk3o04apo d) M'mbpuaHoe aapo
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4. Kakon anemMeHT OnepauuoHHOW CUCTEMbl 3aHMMaeTca obpaboTkon
npepbiBaHUn OT YCTPOWCTB BBOAA-BbiBOAA? a) HAapo b) [dpanBepsbl
ycTtpouncTB c) Pannosas cuctema d) MeHegkepbl NpoLeccoB

5. Kakaa @yHKUMA onepaunoHHOW CUCTEMbl obecneynBaeT BO3MOXHOCTb
paboTbl KOMNbOTEPA B MHOrOMOSb30BaTENBCKOM pexnme? a) YnpasneHue
npoueccamn b) 3awmTa aaHHbIX c) YnpasneHue namatoto d) BBoa-BbiBOA

6. B KakoM KOMMOHEHTe OnepaumoHHOW CUCTEMbl XPaHATCA [JaHHble O
pasmeLlleHnn annos Ha gucke n nx atpnbyTtax? a) B agpe b) B gpansepax
ycTpouncTB c¢) B cpannoBon cucreme d) B meHegkepax npoueccos

7. Kakon dpyHKUMEen onepaumoHHOM cucTteMbl obecrneymBaeTcsi BO3MOXXHOCTb
BbINOSIHEHUSA HECKOMbKUX MPOLLECCOB WU MOTOKOB OAHOBPEMEHHO? a)
MnaHnpoBaHuem b) VYnpaBnenHnem namatbto c¢) CuHxpoHumsauuwen d)
BBoaom-BbIBOAOM

8. Kakom anemMeHT apxXuTeKTypbl ONEepaumMoOHHOW CUCTEMbI  MNO3BOMSET
OCYLLECTBNATb B3aMMOAENCTBME MeEXAY npoueccamun u sapom? a) Agpo b)
[pansepbl ycTponcts c) Pannosas cuctema d) MeHemxepbl npoLeccoB

9. Kakaga 4acTb onepauuoHHOM CUCTEMbl OTBeYaeT 3a 0b6paboTKy 3anpocoB Ha
BBOA-BbIBO4, M Mepedadvy AaHHbIX Mexay YCTPOMCTBaAMW M MpUKNagHbIMU
nporpammamn? a) Agpo b) ApanBepbl ycTponcTB c) Gannosas cucrema d)
MeHexepbl npoLeccos

10.Kako KOMMOHEHT apXMTEKTypbl OMNEepauuoHHOW CUCTEMbI rapaHTupyeT
KOPPEKTHOE 3aBepLUeHne Kaxaoro npouecca u ocBoboxaeHne pecypcos
nocne ero BbiNonHeHua? a) Agpo b) Opaneepsbl yctponcts ¢) MeHeaxepbl
npoueccoB d) ®annosas cucrtema

11.B kakoi 4yactn onepaumoHHON CUCTEMbI XPaHUTCS MHGPOPMaLIMSt O COCTOSTHUM
Kakgoro npouecca, ero noTpebHOCTSX B pecypcax U npaBax 4OCTyna K HUM?
a) B gannoson cucteme b) B aape c¢) B meHepxepax npoueccoB d) B
ApanBepax yCTPOUCTB

12.Kakon npuHUMN apXUTEKTYpbl ONepauMOHHbLIX CUCTEM MO3BONSIET cCUCTEME
ajanTupoBaTbCsl K M3MEHEeHMsIM B KOHdwurypauum obopyaoBaHust U
nporpammHoro obecneveHms 6e3 npepbiBaHna paboTtel? a) MoaynbHOCTb b)

MHorosagayHocTb ¢) Macwtabupyemoctb d) MHOronoTo4HOCTb
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13.Kakaga yacte OC oTBeyvaeT 3a pacnpegeneHne namatn Mexay pasnuyHbIMm
npoueccamm u OCBODOXAEHME ee nocne 3aBeplleHus npouecca? a)
MeHepxepbl namaTu b) Pannosasa cuctema c) Agpo d) [ipariBepbl yCTPOUCTB

14.Kakaa cocTtaBnswowasa onepaumoHHOW CUCTEMbl KOHTPONUPYET AOCTyn K
obwum pecypcam n npegoTBpallaeT KOHGMMKTbI Mexay npoueccamm? a)
Anpo b) MeHemxepbl pecypcoB c) [dpansepbl ycTponcts d) dannosas
cucTema

15.B 4yem 3aknyaeTca NPeMMyLLEeCTBO  MUKPOSIAEPHON  apXUTEKTYpbl
onepaumoHHON cucTtembl Hag MOHONMUTHoM? a) lMpocToTa Mogudukaumn u
nob6aBneHns HOBbIX KOMMOHEHTOB b) YMeHbLUeHne HaknagHblIX pacxodoB U
NOBbILEHWE  MPOM3BOOUTENbBHOCTM  C)  YnyylleHue  3aluThl n

oTkasoycTtonunsoctu d) Bece BbilwenepevncrneHHoe

ﬂepequb BONpPOCOB ANA NOAroToBKU K AVI(t)(bepeHuMpOBaHHOMy 3aveTty
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Mopenb ceTeBou (hannoBon CUCTEMBDI.

dannosble cepeepbl TUNa stateful n stateless.

Novell Directory Services NetWare.

Cpepncrtea ynpasrneHusi cepsepomMm NetWare.

KoHTponb 1 ontumnsaumsa npomssogntenbHocTy cepsepa NetWare.
O6cnyxumBaHue cepsepa NetWare.

CwuHxpoHusaunsa spemenmn cepsepa NetWare.

Cnyx6a kaTtanora Novell (Novell Directory Services, NDS).
O6bektbl NDS NetWare.

. besonacHocTb 06bekToB NDS NetWare.

. Knaccel o6bektoB NDS NetWare.

. Pennuku n pasgensl NDS NetWare.

. Pernctpauusa nonssosatenen n rpynn NetWare.

. Co3gaHue rpynn n BkAoveHne nonb3oartenen B coctas rpynn NetWare.
. CueHapuu nogkntodenns k cetn NetWare.

. KomaHgb! cueHapues nogkntodeHmna NetWare.

. MexaHu3mbl obecneyveHunst 6esonacHocTn NetWare.

. JoBeputensHble npasa annoson cuctemol NetWare.

. ATpnbyTbl (barinos n katanoros NetWare.

. ObHapyxeHune HapywuTenen NetWare.
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21. Toma NetWare.

22. NnaHnpoBaHue (pannoBon CUCTEMBI.

23. BoccraHoBrneHune yganeHHbIx gpannos.
24. ®ann /etc/passwd .

25. ®awnn /etc/shadow .

26. Tvnbl mogynen PAM.

27. BupTyanbHble KOHCOMMW.

28. MNpocTenwmne komaHabl TepmuHana Linux.
29. OpraHusauus gannoBomn cuctemMol Linux.
30. Pa3smelleHmne KOMNOHEHTOB cucTeMbl: ctaHgapT FHS Linux.
31. ®ann u ero meHa: ccbinku Linux.

32. OTanbl 3arpy3ku Linux.

4 CepeHusi o hoHAE OLEHOYHbIX CPeACTB U ero corrnacoBaHue

doHA oueHOYHbIX cpeacTB ans atrectauum no gucuunnuHe OlMag.15 CETEBbBIE
ONMeEPALUNOHHBIE CUCTEMbI  npencraBnsieT  cobo  KOMMOHEHT  OCHOBHOM
obGpasoBaTenbHOM nporpamMbl  CpedHero  npodgeccumoHanbHoro obpasoBaHus MO
cneunanbHocTn 09.02.06 CeTeBoe U CUCTEMHOE aiMUHUCTPUPOBAHNKE.

®oHL OUEHOYHBbIX CPEeACTB pacCMOTpeH M ogobpeH Ha 3acefaHun MeToauvecKom
komuccun «MHMOpMaUmnOHHbBIX CUCTEM WM NporpammMmupoBaHnsd, CeTeBOoro m CUCTEMHOrO
agMUHNCTPUPOBAHMUS»

MpoTtokon Ne 9 ot «14 » mas 2024 r

lNpencepatens MeToAMYECKON KOMUCCUMN /T.H. boraTtbipeBa/
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