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Bepcus 1

1 PE3YJIbTATBI OCBOEHUA JUCHUITJINHBI

Tabmuna 1 — IlmaHupyemble pe3ynabTaThl OOYYCHHsS] MO AWCIUILIMHE, COOTHECEHHBIC C

YCTAaHOBJICHHBIMH WHAHUKATOpaMU JOCTHUXKCHUA KOMIICTCHITUH

PesynbraTel 00yuenus (BiajaeHus,

Kon n WNHpukaTopsl
YMEHHUSI U 3HaHUSI), COOTHECEHHBIE C
HaVMEHOBAHUE JOCTH>KECHUS Hucuunnuna
KOMITETeHIMSIMUA/MHAUKATOPAMH
KOMIIETEHIIUH KOMIIETEHIIUU
JIOCTH>KEHUS] KOMITETEHIIUH
3uams: Buapl yrpo3 MC u meronasl
oOecrnieueHus MH(pOPMaLIOHHON
0€e30MacHOCTH, OCHOBHBIE IIOHATHUS H
ompejeNieHUuss B 00JacTH  3alIUThI
UHPOPMALIMU; KOHLENIMH W METOMIBI
3alIUThl HH(OPMAIIHH;
- UCTOYHUKHU, PUCKU U (POPMBI aTak Ha
uH(popmanuio;
OIIK-3: OIIK-3.1: (bopmaruro;
CriocoGen Vcrionbsyer - CcTpaterud  ayTeHTUPUKAUUU U
pemmath IIPHHLIHIIBL, aBTOPU3aLIUY;
CTaHJapTHBIE MCTOJBI U CPCACTBA - KOHICIIIHU CCTEBOI'O ayaAnuTa,
3aa4u pemcHus - TEXHOJIOTHH OoOHapyX eHUs
npodeccuoHanbH CTaHJIapTHBIX BTOPKCHHS;
Ol JCATENBHOCTH | 33/aT - CTpATeruy TMOJUTUK OE30ITaCHOCTH;
Ha OCHOBE HpO(bGCCI/IOHaHI)HO o
. - IPUHLIUIIBI CETEBOI 0OOPOHBHI.
I/IHq)OpMaHI/IOHHO n JCATCIBbHOCTH Ha )
i 4 | ocHOBe Yuemy: BBISIBIIATD yIpo3bl
N Nudopmanmo o 6
6H6nnorpa(1)1/mec I/IH(I)OpMaI_II/IOHHOI/I HHas I/IH(I)OpMaI_II/IOHHOI/I €30I1aCHOCTH,
i " 00OCHOBBIBATh OpraHU3alMOHHO-
KOM ~ KyJIbTypel € 0€30MacHOCTb p H
[IPUMEHEHUEM bubnnorpapuyeck TEXHUYECKUE MEPOINPUATUS IO 3aLLUTE
MH(OPMAIMOHHO- | O KYIBTYpBl  C unpopmanmu B WC, aHanm3upoBath
IIPUMEHEHUEM
KOMMYHHKALHOH p yrpo3sl U (aKTOphl, BIHAIOIIME Ha
HBIX TEXHONOTHI | MHOOPMALHOHO- 0€30MacHOCTb uHbOopMaIuu B
M ¢ yderoM | KOMMYHHKaI[HOHH pMall
OCHOBHEIX BIX TEXHOIIOTHIL H C KOMIIBIOTEPE, KOMIIBIOTEPHON CHCTEME
TpeboBaHuit Y4ETOM OCHOBHBIX U CETH;
UH(OPMALIOHHO TpeOOBaHMH - C03/1aBaTh IJ1aH 3alUThI
11 6€30MaCHOCTH. MH(bOPMAIHOHHOH UHQOPMAIIMOHHBIX O0BEKTOB U HX
0€301MacHOCTH.

MH(POPMAIIMOHHOTO B3aMMO/ICHCTBHS;
- BBIOMpATH " MPUMCHSTh
000CHOBAaHHOE CPEJICTBO 3AIUTHI;

- OOHOBIIATH CHUCTEMY O€30IaCHOCTH C
HCIIOJIb30BaHUEM CIIy’)XO OOHOBJIEHMS,
IUTAHUPOBATh TMOJUTUKY O€30MacHOCTH
00beKTa HHPOPMATU3ALIUH.
Bnademp:

METOAAMH  YIIPABIICHUS
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Kon n
HanMEHOBaHHE
KOMIIETEHIINU

Nuaukaropel
JOCTHIKEHUS
KOMIIETEHIINU

JucuumniamHa

PesynbraTel 00ydeHus (BlaaeHus,
YMEHHUSI U 3HAHUSI), COOTHECEHHBIE C
KOMIIETEHIUSIMU/MHIUKATOPaMU
JOCTH>KEHUS] KOMIIETCHIIUU

MPOEKTaMHU nuc u 3alIUThI
uH(pOpMaIHH, KOH(HUTypHUpOBaHHEM
apaMeTpoB 0e3omacHoOCTH
HOJKJIFOUEHUs CUCTeMbI K MIHTepHeT;

- MHCIOJIb30BAaHMEM CPEICTB 3alUThI
(haiisioB mmQppoOBaHUEM;

- KOH(QUIypHpOBAaHHEM IApaMeTpPOB
ayTeHTU()UKALUU U aBTOPHU3AIINN;

- aIMUHHCTPUPOBAaHHUEM  CPEICTB
3alIUThl HH()OPMAIIHH;

- IUIAHUPOBAHUEM 3aIUTBI
KOMITBIOTEPHOU CETH.

2 HEPEYEHb

O EHOYHbIX

CPEICTB JJIA ITO9TAIIHOI'O

®OPMHUPOBAHHMS PE3YJIBTATOB OCBOEHMSI JUCHUILIMHBI (TEKYIIUN
KOHTPO.Ib) U TIPOMEXYTOYHOM ATTECTAIIUA

2.1 I[J'ISI OLCHKU PE3YJIbTATOB OCBOCHUWA AUCHHUIIJIMHBI UCITOJIB3YIOTCA:

- OICHOYHBIC CPCACTBA TCKYLICTO KOHTPOJIA YCIIECBACMOCTHU;

- OICHOYHBIC CPEACTBA JIAA aTTECTAllUU 110 AUCHUILIINHE.

2.2 K 011eHOYHBIM CpEeCTBAM JIJIsl TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH OTHOCSTCS:

- 33/1aHUS U KOHTPOJIbHBIE BOIIPOCHI I10 JIAOOpaTOPHBIM padoTam;

- TCCTOBBIC 3aJaHHA.

23 K OLCHOYHBIM CPEACTBAM JJIA HpOMe)I(YTOqHOﬁ arTeCTallui 10 JUCHUIIINHEC,

HpOBO,Z[HMOfI B (I)OpMC OK3aMCHa, OTHOCATCA:

- 3aJ]JaHM€ Ha KOHTPOJIbHYIO PaboTy Ul CTYAEHTOB 3a09HOM (OpMBI 00yueHUs

- BOIIPOCHI JI 5K3aMCHaA.

3 OHEHOYHBIE CPEJICTBA TEKYIIEI'O KOHTPOJIA YCIIEBAEMOCTH

3.1 3amaHusi W KOHTPOJbHBIE BOMPOCH MO JaboparopHbIM pabotaMm. [lucruruivHa

Nudopmarnmonnas 6€30macHOCTh U3ydaeTcsi 1 ceMecTp M COCTOUT U3 5 pa3zelioB.

3.1.1 3apanus no pasaeny: «OCHOBHbIE MOHATUS HHPOPMALIMOHHON O€30MaCHOCTHY:

- Uudopmanmst kak 00BEKT 3alIUTHI. 3aKOHOIATEIbHBIE OCHOBBI IO 3aIIUTE HHPOPMAITUH;
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- Ilonstme wuHdopmammu. OcHOBHBIE KadecTBa WHPOPMAIMM C TOYKH 3pEHUS
uHpopManoHHOM 6e3onacHoCcTH. [loHsATHE HH(OPMAIIMOHHON CUCTEMBI

- Yrpo3bl HHPOPMAIIMOHHOM cUCTEMBI (CllydaliHble, TpeIHaMEPEHHbBIE BO3ACHCTBUS).

3.1.2 3aganus mo pazzaeny: «3amuTa J0cTyna K HHQOPMaIMOHHBIM pecypcamy»:

- CTanapTHbIE U ClielMalbHbIE MpaBa A0CTYIIA;

- YpaBieHue npaBaMu JOCTYIIA MOJIb30BATENICH/TPYI K HHPOPMAITMOHHBIM pecypcam;

- ba3oBas crpaTerus ucnosip30BaHus rpynn. MaTpuna gocryna.

3.1.3 3aganus no pazgeny: «OcoO0eHHOCTH 3alUThl UH(GOPMALIUU B KOMIBIOTEPHBIX CETAX»:

- UudopmanrionHbie KOMITBIOTEPHBIE CETH. Y AalIEHHBIEC aTaKu;

- O030p mozenu MexcereBoro B3aumozeiicTBust OSI. YpoBHM ceTeBbIX aTak COIJIacHO
moxenu OSI;

3.1.4 KonrtponbHble BoOmpochkl Mo pasfaeny «OCHOBBI KpUNTOrpaduyecKol 3aliuThl
JTAHHBIX»:

- BiiouHbIe ¥ TOTOKOBBIE KPUTITOCUCTEMBI;

- Kpunrocuctemsl ¢ OTKPBITBIM KITFOUOM;

- Metonpl W cpeacTBa XpaHEHUs M pacrpedeneHus kimoued. OmnpeneneHus U
KJ1acCU(pUKaIUs KPUITOMIPOTOKOIIOB.

3.1.5 KouTponpHble BOmpochl M0 pazneny «be3omacHOCTh ynaneHHOTO JOCTyNa H
MEXCETEBOT'0 B3aUMOACHCTBUSI»:

- Yrpo3bl ceTeBbIM KOMIIOHEHTaM Ha YpoBHIX Moaenu OSI;

- CiocoObI 3auTh HHPOPMAIHH B ceTAX. [IpOTOKOMIBI 31U TH HHPOPMAITUH B CETSX;

- Knaccudukarnus ceteBbix arak. MexxceTeBble YKpaHbI.

3.2 Kputepuu orieHKH 1a00paTopHOil pabOTHI:

- OLIEHKA «3a4YTE€HO» BBICTABIISETCS 00yUaloIeMycs, €CIIM OH JEMOHCTPUPYET CIIOCOOHOCTH
K TIOJTHOW CaMOCTOSTEIbHOCTH  (IOMYCKAIOTCS KOHCYIbTAallMd C MpernojaBaTelieM  I10
COIYTCTBYIOIIMM BOIMpOcaM) B BbIOOpe croco0a peleHus HEU3BECTHBIX WM HECTaHAAPTHBIX
3alaHM B paMKax y4eOHOW JTUCIUIUIMHBI C WCIOJIb30BAaHWEM 3HAHWN, YMEHUH W HaBBIKOB,
MOJTyYEHHBIX KaK B X0JI€ OCBOSHUS TaHHOHM Y4eOHOW TUCIUTUIMHBI, TAaK U CMEKHBIX JUCIHUILINH;

- OIICHKA «HE3a4YTCHO» BBICTABIIACTCS, €CIU BBIABIAETCS HECIOCOOHOCTh 00yd4aeMoro
CaMOCTOSITENIbHO NMPOJIEMOHCTPUPOBATh HAJIMYKME 3HAHUN MPU PELIEHUHU 3aJaHUN, KOTOpble ObUIN
IIpeJICTaBJICHbI IIPEToAaBaTesieM BMeCTe ¢ 00pa3lioM UX PEelIeHHs], OTCYTCTBUE CAMOCTOSTEIbHOCTH

B TNPUMCHCHHU YMCHHA K MCIIOJIb30BAHUIKO MCTOJOB OCBOCHHA y‘IGGHOfI JUCHUIIIIMHBI H
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HECITOCOOHOCTh CAMOCTOSITEILHO IPOSBUTH HABBIK TOBTOPEHHUS PEILICHUS MOCTABICHHON 3a]a4H 10
CTaHJIapTHOMY 00pa3ily, 4TO CBHJIETEIBCTBYET 00 OTCYTCTBUU CHOPMUPOBAHHON KOMIICTCHIIUH.
3.3. TumoBsbi€ TECTOBBIEC 33/IaHUS 110 AUCUUIUIUHE NpuBeaeHbI B [Ipunoxenun Nel.
3.4 Kputepuu olileHUBaHUS TECTOBBIX 3aJJaHU:
«3auteHo» - 75-100% BepHBIX OTBETOB;

«He3auTeHo» - 0-74% BEpHBIX OTBETOB.

4 OLIEHOYHBIE CPEJICTBA JJISI MMPOMEXYTOUYHOM ATTECTAIIMA IO
JUCIHUIIVIMHE

4.1 TlpomexyTouyHas aTTecTalus IO AWCHUILUIMHE NPOBOAMTCS B (opMe 3K3aMeHa WU
KOHTPOJIbHOM pabOThI JUIsl CTY/IEHTOB 3a04HOM (POpMBI 00yUEHUS.

4.2 Bornpocsl K 3K3aMeHY:

1. Ponb nHpopmanuy B COBpeMEHHOM MHpe

2. 3HaueHue 3aIIMUThI

3. AcnexTsl 3alUThl. AHAJINU3 CXEM 3aIUThI

4. CoBpeMeHHas cUCTEMa yJOCTOBEPSIIOLINX JOKYMEHTOB U €€ HEIOCTaTK!

5. becnepcnexkTuBHOCTH 3amuTel HocutTene. [IpakThka BBISIBIEHHMS IOJJEIBHBIX
JIOKYMEHTOB

6. Opranuzanus 3aliuThl HHQOpMANMK B BbeMUCIUTENbHOM LeHTpe (BLl) kpymHoro
npennpusaTus. Buemnee okpysxenue BL]

7. CriocoObl KOHTPOJIS 10CTYNA K HH(OPMAIIHH.

8. IIpumennMocTs Mep 3amuThl. HanesxxHocTs U BoccTaHoBieHne OBM

9. OxoHomuueckue npodiems! 3.

10. MepsI MpOTUBOAEUCTBUS U 3aTPaThl HA UX OPraHU3ALAI0

11. Ilouarus, otHocsumecs k 3amure BC. LlenmocTHOCTh pecypcoB, 3aliuTa pecypcos,
IIPAaBO BJIA/ICHUs, HA/IEKHOCTb.

12. 3amura BeruncauTenbHol cetu. Knaccudukanus BTOp>KeHUH.

13. Konnennus 3amumennon BC.

14. 3amuTa 06vexToB BC.

15. 3amura aMHUIA CBSI3U.

16. 3amura 6a3 TaHHBIX.

17. 3amura noacucremsl yrpasieaus BC.

18. Knaccuduxanus c6oeB 1 HapyleHHus MpaB J0CTyMa K MHGOpMaIum.
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19. ®usnyeckas 3anmra KabeIbHON CUCTEMBI.

20. ®usnyeckas 3aluTa CUCTEM IIEKTPOCHAOKEHUSL. .

21. Cucremsbl apXMBUPOBAHUSA U TyOJIMPOBAaHUS UH(POPMALIH .

22. 3ammuTa HHGOPMALIMH B ONIEPAIMOHHBIX CUCTEMAaX.

23. 3ammra nuapopmanuu B npukiaaaom I10.

24. Cioco0bl HACHTH(PHUKAIINN TOIH30BATEICH.

25. OCHOBHBIE MEXAHU3MbI IPOBEPKH MOAJIMHHOCTH IApOJISL.

26. MexaHu3M NpOBEPKHU MOJJIMHHOCTH "pyKonoxxarue".

27. Ilpo6Giiema 3a1uThl THPOPMALIMU B pacTIpe/IeIeHHBIX CETX .

28. bpanamayepbl. OCHOBHBIE OHSTHS.

29. MexcereBoii 3kpaH. Kitaccuduranus MexxceTeBbIX SKPaHOB.

30. Knaccuduxanms KOMIbIOTEPHBIX BUPYCOB

31. Crpykrypa (QaiaoBbIX, pe3UJEHTHBIX BUPYCOB U BUPYCOB-UEpBEil

32. )Ku3HEeHHBIN [IUKI KOMIIBIOTEPHBIX BUPYCOB

33. CnocoObl M CUMIITOMBI 3apakKeHUs BUPYCaMU

34. O6mas knaccupuKanus CpeCTB 3alUTH OT BUPYCOB

35. Crangapt mmdpoBanus aAanHeIx DES

36. AcummMmerpuueckue (OTKPbITbIE) KPUIITOCUCTEMBbI

37. IlpumeHeHue Kpunrorpapuu.

38. OCHOBHBIE HaIIPaBJIEHNUsI KOMIIBIOTEPHBIX NPECTYIIIICHUM

4.3 Kputepuu oLleHUBaHUS IPU IPOMEKYTOUHOM aTTECTAlNN:

OnenHka “oTJIM4YHO” BBICTABISETCS CTYACHTY, KOTOPBIIL:

o JlaJI TIOJIHBIM OTBET Ha JiBa BOIIPOCA.

o IIPY OTBETE HA JOTIOJIHUTENBHBIE BOIIPOCHI MIOKA3aJl 3HAHUE BCEX Pa3JIENoB Kypca.

OneHka “Xopo1o” BBICTABISAECTCA CTYACHTY, KOTOPBIN:

. Jan OTBET Ha JBa BOMpOCa, 3a HCKIOYEHHWEM Hambosee TpyaHbIX. JlomyckaeT
HE3HAaYUTeNbHbIE HETOYHOCTHU B JOKA3aTeNIbCTBAX.

o IIPY OTBETE HA JOTIOJIHUTENBHBIE BOIIPOCHI MIOKA3aJl 3HAHUE BCEX Pa3JIENoB Kypca.

OneHka “y/10BJ1€TBOPUTEIBHO” BBICTABIISIETCS CTYJAEHTY, KOTOPBIN:

. Jlall OTBET Ha JiBa Bompoca. J[omyckaeT HETOYHOCTH M MpoOessl B (OpMYIHpPOBKaX,
HE HapylIarolue o0Iel JOrUKN pacCyKIeHUH.

J IIPY OTBETE HAa JOIOJIHUTEIIBHBIE BOIPOCHI MOKa3ajl 3HAHWE OCHOBHBIX MOHATUH U

HauboJsee BaKHBIX 3aKOHOB MPOTPaMMBbl Kypca.
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OneHka “Hey10BJIeTBOPUTEIbHO” BBICTABIISIETCS CTYEHTY, KOTOPBIN:

J IIPU OTBETE Ha BOIPOCHI JOMYCKAET rpyOble OLIUOKH.
J OTBeuasi Ha JIOMOJHUTENbHBIE BOMPOCHI, JEMOHCTPUPYET CYIIECTBEHHBIE IPOOEIBI B
3HAHUSX.

4.4. 3amaHusi U KPUTEPUM OLIEHUBAHMUA KOHTPOJHHOM pabOTHI (I CTYACHTOB 3a0YHOMN

dopmbl 00ydeHNs)
BapuaHT 3a1aHHs1 Ha KOHTPOJIBHYIO PaboTy:

Tema pabotsr: Pabora ¢ peectpom

Lenb paboTHI: HAYYUTHCS BBISIBJISITH 6DE0OHOCHbLE npocPamMmul C IIOMOILBIO
peectpa Microsoft Windows.

Buumanue! [lannas nabopatopHast paboTa NpeaHasHaueHa JJIs ONBITHBIX IOJb30BaTeseH,
UMEIOIMX HaBBIKM PabOTHl B peecTpe. B ciydae ommbOo4HON NMpaBKU KIIHOYEH peecTpa MOXKHO
CephEe3HO MOBPEANTh CHCTEMY. PeKOMEHIyeTCs BBINNOJHATH NAHHYIO JIAOOpAaTOpHYIO padoTy Ha
BUPTYaJIbHON MamuHe noj ynpasienuem Windows XP/7/10.

Peectp onepannonnoii cuctembr WIiNndows - 3T0 MepapXu4yecKd MOCTPOCHHAs 6a3a JaHHbIX,
rie XpaHurcss MH(popManus o KOH(UIrypaluu CUCTeMbl. JTOW MHGopMalnued MONb3YITCS Kak
orepanronHas cucremMa Windows, Tak u Jpyrue nmporpaMmmbl. B HEKOTOPBIX clIydasix BOCCTAHOBUTH
paboTOCTIOCOOHOCTh CUCTEMBI TOCE CO0S MOYKHO, 3arpy3uB pabOTOCIIOCOOHYIO BEPCHIO peecTpa,
HO JJIs1 3TOT0, €CTECTBEHHO, HEOOXOMMO UMETh KOIUIO PeecTpa.

Peectp ¢dopmupyercs u3 pa3nuyHbIX JaHHBIX. YTOOBI MOJYYMJIOCH TO, YTO BHIUT
MI0JIb30BATENb, PEIAKTHPYS PEECTP, POUCXOIUT CIEIYIONICE.

Buauane, B mpouiecce yctaHoBKH U HacTpoiiku Windows, Ha fqucke ¢popMupyrores (aiiisl, B
KOTOPBIX XPAaHUTCS YaCTh JAHHBIX OTHOCUTENIFHO KOH(PUTypalluy CUCTEMBI.

3arem, B mpolecce KaKIAOH 3arpy3Kd CHUCTEMBI, a TakKe B IpOLEcce KaKIOro BXoja U
BBIXOJIa Ka)XKJIOTO W3 IOJIb30BaTelNel, popMupyeTcs Hekas BUPTyallbHas CYIIHOCTH, Ha3bIBaeMas
"peectpom" — o0bekT REGISTRY\. [lanubie s popmupoBanus "peectpa’ 4acTHUHO OepyTcs w3
Tex caMmbix (ainoB (Software, System ...), gactmuno u3 mHpopmaiu, coopanHor ntdetect mpu
3arpy3ke (HKLM\Hardware\Description).

OCHOBHBIM CPEJICTBOM JUIsI IPOCMOTpAa W PENAaKTUPOBAHUS 3alUCel peecTpa CIYKUT
crienaiu3upoBaHHas yrunurta "Pemgaktop peectpa'.

Jlnst Toro 49toOBl OTKPBITH penakTop peectpa oTkpoute Ilyck->Bremonnuts. B oxHe

BBeauTe regedit.
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B neBoii WacTM OKHa HAXOAWUTCS JEPEBO KIIOYEH peecTpa, KIOYH HM300paKEHBI B BUJIC
nanok. B mpaBoil "yacTu OKHa OTOOpaKalOTCs 3aMUCH, OTHOCSINUECS K BbIOpaHHOMY Kiouy. B
KJIFOY€ MOTYT HaXOJIUTbCA W 3alUCH — MapaMeTpbl HACTPOMKH, U APYTHE KIHYU — TPYIIIbI
apaMeTpOB HACTPOMKH.

Bpeoornocnvie npoecpammei, Kak u A100bIe IPOTpaMMBbl, 17151 pabOThl HYK/IAIOTCS B 3aITyCKe.
IlooaToM OHM YacTO MCIOIB3YIOT PEECTP, B YACTHOCTH, €ro pasfeibl, OTBEYAIOIIHE 3a
ABTOMATUYECKUH 3aIyCK MTPOTPAMM IIPH 3arpy3Ke ONEPaMOHHON CUCTEMBI.

1. Otkpoiite Penakrop peectpa.

2. B Betsu HKEY _LOCAL_MACHINE Bei6epute Software\
Microsoft\WindowsNT\CurrentVersion\Winlogon.

3. B npaBoii monoBrHE OKHA MOSBUTCSA CIIMCOK KJIKOYEH U1l JaHHOM BeTBU. Haiinure

kirou Userinit u mpoBepbTe ero copepkumoe (pUcyHok 1).

»loix
@afin [paera Baa Mebpasnoe  Cnpaeea
- Perflb =] [ Thin e |
+-_] Perbwld=orage ] AR st art Shll REG_CAMORD 00000001 (1)
J Ports (3] Esackground REG_ST ooo
S efetcher (3B cachedogonscount  REG_SZ 10
# - Print (] Debugservercom... REG_SI no
= P'“"?:“ i [E]0cfautDomaintla... REG_SZ 2818
) j ’;‘a:';dt"’e“ [B]0efaitisertiame  REG_SZ AsmacTparop
H-C 5ec
i [#]ferceuniockiogan REG_CWORD 000000000 (0}
500 sverst [BfHbemationfren...  REG_DWORD 000000001 (1)
3 03 Systemiestore 3] LegaliotiosCaption  REG_ST
-0 Terminal Server 3B LegaiicicsText REG_5T
-5 Time zores [#]LogariTyne REG_CWORD 000000001 (1)
+-_] Tracing i passwordapiryw... REG_DWORD 00000008 (14}
5] Type 1 Instaler 3B Powerdownafter,,  REG_SZ i
I Userinstalable. divars [ ReportBoat Ok REG_SZ 1
23 windows [B]scremoveoption  REG_SZ 0
59 Wikigon (RE]SFCDtsable REG_CWORD 000000000 ()
2 Credentisls (B3] Sfotuata REG_CAORE: OWFFFFSF (4254967295)
&1 GPExtansions (3] shell REG_SZ Explarer exe
=) Metify (%] showLogonOptions  REG_DAWORD 000000000 (7)
=1 Spacialhccounts [aB]shutdowniéithau, . REG 52 0
- wow (8] sychem REG_SZ
] m ;d—‘ “:”‘E"e;‘; aB]UlHaz: REG_EXPAND_SZ logori.exe
7] Windows Scrpt Ho: REG ST CAWINDOWS!syshem32|ussrinit.e;
=1 Wandows Scripting Host " a N
= 53 wzcsic _._]Wmo:lst REG ST rundll2 shel32, Control_FunDLL s
5 (3 Mrabiis = k] winsStationsDisab... REG_SZ a =i
! oL | of
Mo romneraTep|HKEY_LOCAL_MACHINE|SORTWARE|Microsaft|Windows NT\Currentersion| Winlogon y
Pucynok 1 — OkHo penakropa peectpa
HOpMaHI)HBIM 3HAYCHHUCM JAHHOT'O KJIFO4Ya SABJISICTCS

sanrck C:\WINDOWS\system32\userinit.exe . Hamuunme B KiIroYe JOpyrux 3amdceid  MOXeT
CBHICTEIILCTBOBATh O HATMYMU HAa KOMITBIOTEPE BPEIOHOCHBIX Mporpamm. Jiis yaaaeHus u3 Kiroda
HOMIO3PUTENIPHOM 3alMCH  IMICJIKHATE Ha HEM JBa pa3a JIeBOW KHOMKOW Mbimud. Ilocie

penaxtupoBanus Haxxmure OK (pucyHok 2).
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M3MEHEHWE CTPOKOEOrD NapaMeTpa d

[ apareTp:

ILlserinit

JHaYEHHE:
IE: MW DOWS S apsterm 32 userninit, exe, SR ETEY I

k. I OTrEHA

Pucynok 2 — U3menenue napamerpa

Jlanee nepeiauTe B ManKky, IAe HAXOJUTCS MOJ03PUTENLHBIN (ailsl U yAaIuTe ero Bpy4IHYIO.
ITocne aroro nepesarpysute cucremy. Ecim nocine nepe3arpy3ku B KIIO4€ yIAUICHHOE 3HAUEHUE HE
IIOSABUJIOCH CHOBA — CUCTEMA BbIJIICUCHA.
B peecTpe aBTO3arpys3Ka IpeacTaBjicHa B HECKOJIBKUX MECTaX:
oHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run -
IIPOrpaMMbl, KOTOPBIE 3aITyCKAKOTCSA IPU BXOAE B cHcTeMy. J[aHHBIA pa3zen OTBEYaeT 3a 3aIlyCK
[IporpamMmm Jisd BCEX M0JIb30BaTeNIEH CUCTEMBI.
oHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
- IporpaMmal, KOTOPLIC 3aITyCKAIOTCS TOJBKO OAWH pa3 IMPU BXOAC MOJIb30BATECIA B CUCTEMY. ITocne
ATOTO KIIFOYM MPOTPaMM aBTOMATUUYECKHU YAAISIOTCS U3 JAaHHOTO paszzena peectpa. JaHHblil paznen
OTBCYACT 34 3aIlyCK IIpOoTrpaMMm IJId BCEX OJIL30BaTEIe CUCTEMBI.
oHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
EX - mporpammsl, KOTOpbIE 3allyCKalOTCs TOJBKO OJIMH pa3, KOrja 3arpy’kaercss cucrema. ITOT
pa3zmen MCHONB3YeTCS MPU HHCTAUIAIWK MpOorpaMM, HaIpuUMep AId 3alyCcka HaCTPOCYHBIX
MO,Z[YJ'ICI‘/’I. Ilocie aToro xiarouu nporpamMm aBTOMATHYCCKHU YAAJIAIOTCA U3 JaHHOT'O pa3zeiia peecTpa.
I[aHHBIfI pasacii OTBCUACT 34 3allyCK IMporpamMmm IJjisd BCEX MOJIL30BaTEIeH CUCTEMBL.
oHKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run -
IMporpaMMmal, KOTOPBIC 3AITYCKAIOTCA IIPU BXOAC TCKYIICTO ITOJIb30BaTCIIA B CUCTEMY
oHKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce -
nporpaMmbl, KOTOPBIC 3allyCKAKOTCA TOJIBKO OJHWH pPa3 IMpU BXOAC TCKYHICTO IIOJIB30BaTCIIsI B
CUCTEMY. Ilocie aToro xiarouu nporpamMm aBTOMAaTHYCCKU YAAIAIOTCA U3 JAaHHOTO pa3aciia peecCcTpa.
oHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServi
ces - nporpamMmsbl, KOTOPBIC 3arpyarOTCid HIpU CTAapTC CUCTCMbI OO BXOJad IOJB30BATCIA B

Windows.
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oHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServi
cesONce - mporpaMMbl OTCIOJIA 3aTrPYKAIOTCS TOIBKO OJIMH pa3, KOT/Ia 3arpyXKaeTcs CHcTeMa.

1. Otkpotite PenakTop peectpa

2. Otkpoiite (o (1 4% {0)1107051 pazzaen
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

3. B npaBoii yacTu OKHa BBI30BUTE MPABOM KHOIKOW MBIIIA KOHTEKCTHOE MEHIO U BEIOEpUTE
Coznate->CTpOKOBBII MapaMeTp.

4. 3apaiiTe uMs AJIs CO3/1aBa€MOr0 TapaMeTpa.

5. OTkpoiiTe BHOBb CO3JaHHBIA MapaMeTp M 3ajaiiTe eMy 3HadeHHe B BUAC IMYTH K

ucnonusiemomy ¢aity Paint - C:\WINDOWS\System32\mspaint.exe (pucyHok 3).

WM3MeHEHWe CTPOKOBOr O NapaMerpa ed B

[aparerp:
IF'aint

JHaMEHME:
I"E:HWINDEIWS WS ystem32hmapaint. ere’

F. I OTrieHa

Pucynok 3 — MI3MeHeHue CTpOKOBOro napamerpa

6. Haxxmure OK u nmepesarpysute kommbtotep. Paint 3arpy3urcs aBToMaTH4ECKH MOCTE
3arpy3Kd OMEpPaMOHHON CUCTEMBI.

ITomumo regedit peectp MOKHO MPABUTh C MOMOIIBIO CIIEIHATBHBIX MPOTPaMM CTOPOHHHX
npousBoguTeneid. OaHa u3 Hambonee pacmpocTpaHeHHBIX Iporpamm HasbiBaeTcst CCleaner. Ona
OecriaTHasT W WMeEET JOCTaTOYHO TpocTod wuHTepdeiic. CkauaTh €€ MOXKHO 3]1eCh

. http://www.piriform.com/ccleaner min 3mece http://www.ccleaner.org.ua/download. Ckauaiite u

YCTaHOBUTE MPOTrpamMMy Ha BUPTYaJIIbHON MallliHE.

Otkpoiite mnporpammy CCleaner. B 1neBom MeHio BbiOepute CepBUC U OTKpoOiiTe
BKJIAZIKy ABTO3arpyska.

311ech MOKa3aHbl MPOTPaMMBbl, KOTOPBIE 3aITyCKAIOTCS WM 3amycKanuck BMecte ¢ Windows.
B cron6ue "BxirodeHo" otoOpaskeH cTaTyc mporpamMMbl Ha JaHHBIH MomeHT. Eciu Bwl xotute

YAQIATH MPOTPAMMY U3 aBTO3arpy3KH, BHIOEPUTE €€ U HAKMHUTE Ha KHOTIKY Y IaTUTh.


http://www.piriform.com/ccleaner
http://www.ccleaner.org.ua/download
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3/1ech TaKKe MOXKHO BKJIIOUUTh U BBIKIKOYMTH IIPOIPAMMBbI C IIOMOILBIO COOTBETCTBYIOIIUX
KHOTOK Ha mpaBoil maHenu. [lompoOyiiTe camocrosTenbHO 100aBUTH mporpammy "bBiokHoT" B

aBTO3arpy3Ky (IIOMECTHB SIPJIBIK B Manky ABT03arpy3ku) u yaaiuth ee ¢ nomoinsio CCLeaner.

Kputepun onieHKH KOHTPOJIBHOM pabOTHI:

- OIICHKA «3aYTEHO» BBICTABISIETCS 00yYarOIIEeMYyCsl, €CITH OH JIEMOHCTPUPYET CIIOCOOHOCTH K
IIOJIHOM CaMOCTOSATENBHOCTH (JI0IIyCKAOTCSI KOHCYJIBTALMU € IIPENOJABATENIEM 10 COITYTCTBYIOLIUM
BOIIPOCaM) B BBIOOpE cIoco0a pelieHusi HEU3BECTHBIX WIIM HECTAaHJAPTHHIX 3aJaHWi B paMKax
yueOHOM MUCHUIUIMHBI C UCIOJIb30BAaHUEM 3HAHUN, YMEHUU M HABBIKOB, MOJTYYEHHBIX KaK B XOJ€
OCBOCHUS JaHHOW Y4eOHOW JUCIUTIIIMHBI, TAK U CMEKHBIX TUCIUILIINH;

- OIICHKA «HE3a4YTCHO» BBICTABIIACTCS, €CIU BBIABISCTCS HECIIOCOOHOCTH 00y4aeMoro
CaMOCTOSITENILHO MPOJIEMOHCTPUPOBATh HAMYKME 3HAHUW MPU PELICHUH 3a/laHui, KOTOpble OBbLIN
MPEJICTaBJICHBI IIPErnoaBaTesieM BMecTe ¢ 00pa3lioM UX PelIeHHs], OTCYTCTBUE CAMOCTOSITEIbHOCTH
B TNPUMEHEHUUM YMEHHUS K MCIOJb30BAHUIO METOJIOB OCBOCHHS Y4Y€OHOW JUCHMIUIMHBI H
HECITOCOOHOCTh CAMOCTOSITEILHO MIPOSBUTH HABBIK TOBTOPEHHUS PEIICHUS MOCTABIICHHON 3a7a4d 10

CTaHAApTHOMY O6p&3].[y, 4YTO CBUACTCIBLCTBYCT 00 OTCYTCTBHUU C(i)OpMPIpOBaHHOI\/'I KOMIICTCHIINH.
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5 CBEAEHUSA O ®OHJAE OHEHOYHbIX CPEJACTB U EI'O COI'JIACOBAHUU

@DOoHI OIEHOYHBIX CPEICTB JJs arrecTanuu 1o aucnuimHe «HpopmarmonHas
0€30IaCHOCTBY MPEICTABISIET COOOH KOMIIOHEHT OCHOBHOM MpO(eCcCHOHAILHOW 00pa30BaTeIbHOM
nporpammbl 1o HampasieHuto moarotoBku 09.03.03 Ilpuknagnas wHdopmaTuka, mpoduIb
nporpammsl «lIpukinannas nHGOpMAaTHKA B SKOHOMHUKE.

@DOoH/ OLIEHOYHBIX CPEJICTB PACCMOTPEH U 0JI00peH Ha 3aceqaHuu Kadeapbl HHPOPMAITMOHHOMI

6e3onacHocTH (mpotokoi Ne 7 ot 20.04.2022 1.)

é/g H.A.Benukure
3aBenyromias kadeapoii

@oH/ OLEHOYHBIX CPEACTB PAacCMOTpeH M OnOoOpeH Ha 3aceqaHud Kadeapbsl CHUCTEM

yIpaBICHUS U BBIYUCIUTENbHON TeXHUKU 25.04.2022 . (mpoTokon Ne 5).

3aBenyromuii kadeapoit B.A.Ilerpukun
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ITpunoxxenne Nel
TECTOBBIE BOITPOCHI U 3ATAHUSA 11O JUCIHUIIVIMHE

Bapuanm 1

Bormpoc 1: UadopmanmonHas 6€301acHOCTBIO 3TO:

1) 3amuineHHOCTh HH(DOPMALIMK U TIOACPKUBAIOIICH HHDPACTPYKTYPHI OT CIyYalHBIX HIIN
pelHaMEPEeHHBIX BO3/ICHCTBUI €CTECTBEHHOTO UJIH CIy4alfHOTO XapaKTepa, KOTOPbIE MOT'YT
HAHECTH HeMpHEeMJIEMbIi yiepb cyObekTaM HH(POPMAITMOHHBIX OTHOIICHHA B TOM YHUCIIC
BJIa/IeJIbIIAM U T10JIB30BATENSIM MH(GOPMAIIUU U MOAIEPKUBAOIIEH HHPPACTPYKTYpE.

2) nporpaMMHBIN TPOYKT U 0a3bl IaHHBIX JIOJDKHBI OBITH 3aIIUIIEHBI 0 HECKOJIbKUM
HAIpPAaBIEHUSM OT BO3JCHCTBUS

3) oTCyTCTBHE PUCKOB B MH(GOPMAITMOHHON CHCTEME

Bomnpoc 2: 3amuTa napopmaim — 3To:

1) KOMITJIEKC MEpPONPUSATHH, HAIPABJICHHBIX Ha o0ecriedeHrne HH(PpOpMamoHHONW 6€30MaCHOCTH.

2) mporecc pa3paboTKU CTPYKTYpbI 0a3bl TaHHBIX B COOTBETCTBUU C TPEOOBaHUSIMU MOJIb30BATENICH
3) Hebouiblas mporpamMma Jisi BBIMOJTHEHUS OMPEICTICHHOM 3a1a4n

Bomnpoc 3: UnpopmannonHas 6e301macHOCTb 3aBUCUT OT:
1) xomnbpIOTEPOB

2) noasepkuBatoiieil THPpPacTpyKTypsl

3) unpopmanumn

Bomnpoc 4: O6nanarens nHpopmanuu 31o:

1) nuI0, CaMOCTOSITEIBHO CO3/IaBIlee HH(HOPMAITHIO;

2) nM10, MONYYMBILEe HA OCHOBAaHHM 3aKOHA WJIM JOTOBOpA MPABO pa3peliaTh WM OrPAaHUYUBATH
JOCTYH K MH(pOpMAaIUH;

3) nMI0, CAMOCTOSATEIBHO CO3/1aBilee HHMOPMAIIHIO THOO MOTYYUBIICEe HA OCHOBAaHHU 3aKOHA MU
JIOTOBOpA TPABO pa3peliaTh WM OrPaHUYMBATH JOCTYH K MH(OpPMAINH, ONPENeIsieMOi M0 KaKhM-
a100 MpU3HAKAM;

4) muIo, caMOCTOSITEIBHO cO3/aBiiee HMHOOPMALHUIO JMOO TONYUYHBIIEE MPABO pa3peliaTh HIIH
OTPaHUYMBATH JIOCTYI K HH(OpPMAIIMHU, ONIPEeIseMOi M0 KaKUM-JINO0 pU3HAKaM.

Bomnpoc 5: Unpopmanus 3to:

1) COBOKYITHOCTB COJICpKaIIMXCsl B 0a3ax JaHHBIX CBEICHUIA,

2) COBOKYITHOCTB COJEpIKaluXcsi B 0a3aX JaHHBIX CBEICHHH, 3a()MKCHPOBAHHBIX Ha MAlIMHHBIX
HOCHUTEJISIX;

3) cBeneHus (COOOIIEHHS, TaHHBIE) BOCIIPOU3BOIUMBIC PAa3IHYHBIMUA CHCTEMaMH;

4) cBeienus (CoOOOIEHHMS, TAHHBIC) HE3aBUCHMO OT ()OPMBI UX TIPE/ICTABICHHUS.

Bonpoc 6: HecaHKIIMOHUpOBaHHBIN JOCTYI K MHPOPMAIIUHU 3TO JOCTYI:

1) peanu3yronii  BO3MOXXHOCTH  COBOKYITHOCTH  (DU3MYECKOW  Cpelbl  paclmpOCTpaHCHHUS
UH(POPMATUBHOTO CUTHANIA M CPEJICTB, KOTOPBIMU J10OBIBAETCS 3aluInaeMas HHpopMaus;

2) k nH(OpMANUH WU JIeHCTBUS ¢ HHDOPMAILIMEH, HApyIIAOIIKe MPABUIa Pa3rPaHUuCHHS JOCTYIa
C MCIOJIb30BAaHUEM LLITATHBIX CPEACTB;

3) ¢ UCMONB30BAHUEM COBOKYITHOCTH CPEICTB TEXHHYECKOH pa3BeIKH U TMPOYHX CPEICTB,
KOTOPBIMH JOOBIBAaETCS 3aluIaeMas HHPOpMaIns;

4) x uHDOpMALIUH, PEATU3yEeMbIi MyTEM YHUUYTOXCHHUS TEXHHYECKUX CPEACTB MH(OpMAIMOHHON
CUCTEMBI.

Bormpoc 7: OcHOBHBIE cocTaBIsioNTE HHOOPMAITMOHHOM 0€30T11aCHOCTH:
1) HeIOCTHOCTS;
2) TOCTOBEPHOCTH;
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3) KOH(pUACHINATBHOCTb.

Bormpoc 8: CoObITHS, MPOU30IIEIIIIE BO BpeMs CYIIIECTBOBAHUS OKHA OMACHOCTH:
1) AOMKHO CTaTh U3BECTHO O CPEICTBAX UCIIOJIB30BAHUS MTPOOEIIOB B 3alIUTE,

2) TOJDKHBI OBITH BBINTYIIEHBI COOTBETCTBYIOIIHE 3aILIaThI;

3) 3amiathl JOHKHBI OBITH YCTaHOBJICHBI B 3amuiaemon 1.C.

Bonpoc 9: Yrpo3sl MOXHO KJIaCCUPHUIIMPOBATH MO HECKOJIBKUM KPUTEPHSIM:
1) no cnextpy 1.B.;

2) 1o crnoco0y OCYIIECTBIICHHS;

3) no komnonentam M1.C.

Bomnpoc 10: CpencrsaMu 3amuthl HHGOpPMALKK, TOATIEKAIIUMU CePTU(GUKALINY, SIBIISIOTCS:

1) cTpouTenbHBIC MaTEPHAIIbI, UCTIOIb3yEMbIC [UIs OTACIKH MOMEIICHHI B KOTOPBIX Pa3MEIarTCs
otaenbHbIe saeMenTsl UCIIIH;

2) netanu MHTephepa, ucrolib3yeMsbie i pasmerienus UCITIH;

3) cpeactBa KOHTPOIIS 3()(HEKTUBHOCTH TPUMEHEHUSI CPEJICTB 3aIUThI HH(OPMALINY;

4) cpencrBa KOHTPOJISI 3P (HEKTUBHOCTH MPOYHOCTH OTPAXKIACHHUM;

5) cpeactBa 3amuThl HHGOpMALMK (TEXHHYECKUE, POrPAMMHBIC, POrPAMMHO-TEXHUYECKHE) OT
HC/1, 6;10KkupoBKHM T0CTYNA U HAPYIICHUS [IEIIOCTHOCTH.

Bonpoc 11: Yrposa 6e3onacHocTu 310:

1) moTeHIManbHAsT BO3MOXXHOCTH OINPEACICHHBIM 00pa3oM HAPYMIUTh WH(OPMAIUOHHYIO
0€e30I1aCHOCTE;

2) cucreMa TPOTPAaMMHBIX  SI3BIKOBBIX ~ OPraHU3allMOHHBIX W TEXHUYECKHX  CPEICTB,
MpeIHa3HAYCHHBIX JIJIsl HAKOIIJICHHUS U KOJUIEKTUBHOTO MCIOJIb30BaHMUs JAHHBIX;

3) mpoliecc ompeneneHUs OTBEYAeT Ha TEKYIIee COCTOSHHE pa3palOTKU TPeOOBAHHSAM JTaHHOTO
JTamna.

Bompoc 12: YcnoBuem 1opaboTku GyHKIIMOHUPYIOIUX HH()OPMALIMOHHBIX CUCTEM SIBIISIETCS:
1) cMeHa pyKOBOJICTBa OpraHU3AIUH;

2) cMeHa aIMHHUCTPATOPa, OTBETCTBEHHOTO 3a 3aIUTy HH(OPMAIIUH;

3) u3MeHeHue Kiacca UM ypOBHS 3aIUIICHHOCTH HH(POPMAIHOHHON CHCTEMBIL;

4) W3MEHEHHE MOTOTHBIX YCIOBHIA.

Bompoc 13:  ®opmupoBanue TpeboBaHMl K 3ammre UWHOOpPMAIUMHU, COIEpXKalehcs B
UHPOPMALIMOHHOM cuctemMe, coriacHo 17 mpukaza @CTIK, ocymiecTasercs:

1) obmagarenem HHGOPMAIMHK (3aKa3UUKOM);

2) BhanenbiieM uH(GopMaIuy;

3) opraHmzarueil, IMEIONICH JTUIIEH3HUIO0 Ha TEXHHUYECKYIO 3alUTy HH)OPMAIIHH;

4) opraHu3aipeil, UMEIOIICH JIMICH3HUI0 Ha KPUNTOrpaguyIecKyro 3aluTy HH(opMaIuu;

Bonpoc 14: K pexomeHnyemMbIM MeTOaM U crioco0aM 3aiuThl HHGOpMaluu B HHGOPMaMOHHBIX
cUCTeMaxX OTHOCSTCS METO/IbI U CIIOCOOBI:

1) 3ammTel HHGOPMALIUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

2) cOKpbITUS MH(OPMAIIK OT BHYTPEHHUX HapyILIUTEINEH;

3) ycTpaHeHHsI KOHKYPEHTOB;

4) 3amyThl ”HPOPMAIMU OT YTEUYKH M0 TEXHHYECKUM KaHaJIaM.

Bonpoc 15: OcHoBHbIE TpeOOBaHUS K COJIEPKAHUIO CUCTEMBI 3allIUThl IEPCOHANBHBIX JTaHHBIX, IPH
aBTOMATH3UPOBAHHOM 00pabOTKe, ONpeNeNoT CIEAYIONINE JOKYMEHTHI:

1) @3 152;

2) [IITPD 1119;

3) TIITPD 687;

4) TIpuxa3z ®CTOK Ne21;

5) Ilpukaz ®CTOK Ne31;

6) ©3 149.
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Bormpoc 16: Ataka Ha nHpOPMAITMOHHYIO CUCTEMY 3TO:

1) nonbITKa peanu3anuu yrpo3bl;

2) mnoTeHIMalbHAs BO3MOXHOCTh ONPEICICHHBIM 00pa3oM HapymUTh HUH(POPMALMOHHYIO
0€30I1aCHOCTE;

3) mporpamMmbl, IpeJHa3HaYeHHbIE 7151 TOUCKAa HeOOXOIMMBIX TPOrpaMM.

Bompoc 17: «CnenuanbHble HCCIEI0BAaHUSA» ITO:

1) BBIsSIBIICHHE C TIOMOIIBIO KOHTPOJILHO-U3MEPHUTEIILHOM alapaTypbl BO3MOXKHBIX KaHAJIOB yTCUKH
UH(POpPMALIUK OTPAaHUYEHHOTO JI0CTYIa, 00padaThIBaeMOI TEXHUYECKHUMHU CPEACTBAMHU;

2) ompejeNeHre COOTBETCTBUS YCIIOBUII 3KCIUTyaTaliu 00bEeKTOB WH(OpPMATH3ALUH TPEOOBAHHUIM
aTTEeCTaTOB COOTBETCTBUS, M JIPYTHX PYKOBOASIIUX JOKYMEHTOB IO CHEI3aIiuTe 0e3 MprUMeHEHHS
KOHTPOJIbHO-U3MEPUTENBHON annaparypsl;

3) MpoBepKH TEXHUYECKUX CPEJACTB WHOCTPAHHOTO M COBMECTHOTO IPOW3BOJCTBA HA HAIUYUC
BO3MOYKHO BHEJIPEHHBIX 3JICKTPOHHBIX YCTPOMCTB NepexBaTa HHPOpPMAaLIUU.

Bompoc 18: «KonTponaupyemas 30Ha» 310:

1) mpocTpaHCTBO (TEPPUTOPHSI, 3MaHHE, YacTh 3JaHHs, IOMEIICHHE), B KOTOPOM HCKIIIOYECHO
HEKOHTPOJIUpYyeMOe IpeObIBaHNE MOCTOPOHHUX JIUII, a TAKXKE TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX
MaTepuaibHBIX CPEICTB;

2) 4acTh 3[aHUS, B KOTOPOM HCKJIFOYCHO HEKOHTPOJIMPYeMOE MpeObIBaHHE MMOCTOPOHHMX JIUI,
TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIBHBIX CPEJICTB;

3) mpocTpaHCTBO (TEPPUTOPHS, 3/1aHHE, YACTh 3aHUs, TOMEIICHUE), B KOTOPOM JICHCTBYET 0COOBII
PEXUM HAOIIO/ICHUS 32 BCEMU COTPYJHUKAMU OpraHU3aIINH;

4) momenieHue, B KOTOPOM TIOCTOSIHHO, HE3aBHCHUMO OT OKPYXKAIOHIUX (AKTOPOB BeAETCs
CUCTEMATHUYECKUN KOHTPOJIb U HA/30p 32 AECHCTBUSIMH IOJIb30BATENEH.

Bompoc 19: AkTuBHBIME crioco0aMU 3aIMTH HHPOPMAIIUH SIBIISIOTCS:

1) ocnabneHre TPOHUKHOBEHHS HH()OPMAIIMOHHBIX CUTHAIIOB B LIEMH YJICKTPOIUTAHUS allapaTHBIX
cpenctB UCII/IH, BeIxoas1IME 3a IPEeAEbl KOHTPOIUPYEMOM 30HbI;

2) co3aHUe MACKUPYIOUIMX OJIEKTPOMATHUTHBIX IMOMEX B TIOCTOPOHHHUX MPOBOJHHKAX U
COETMHUTENIbHBIX JTUHUSIX TEXHUYECKUX CPEJNICTB;

3) ociabnenue IIOMU;

4) npaBuJIbHAs pa3pabOTKa OpPraHU3alUOHHO-PACTIOPSAUTEIFHON JOKYMEHTAIUH U1l 00eCTIeYCHUS
MH(POPMALMOHHOM 0€30MacCHOCTH.

Bompoc 20: KoHTpoab cocTosiHUS 3a1UuThl HH()OpMaLUK OTPACcIeBbIMU U (heepaabHbIMU OpraHaMu
3aKJIF0YAETCs B OLEHKE COOI0ACHUS TPeOOBAHMIA:

1) HOpMATHUBHO-METOANYECKUX JOKYMEHTOB IO 3aIIUTEe HHPOPMAIIHH;

2) OTpacieBbIX CTaH/IAPTOB;

3) paboTOCIIOCOOHOCTH TPHUMEHSIEMBIX CpPEACTB 3allMThl MHOOPMAIMK B COOTBETCTBUU C HX
AKCILTYaTal[MOHHOMN TOKyMEHTALUEN;

4) TpymoBoro kojekca P®D;

5) 3HaHW1 ¥ BBHIOJHEHUS MEPCOHAIOM CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B YaCTH 3alUTHI
nH(pOpMaIINH.

Bompoc 21: Biusror nu yrpo3sl HEAEKJIAPUPOBAHHBIX BO3MOXKHOCTEN HAa YPOBEHb 3alllULICHHOCTH
NCITdH:

1) Her;

2) Jla, Tonbko st crierpanbHoro I10;

3) Ha, nns cucremuoro u npukiagaoro [10;

4) Jla, TonpKO Ut crienuanbHbIX Kateropuit [1/1H.

Bomnpoc 22: K cpeactBam KoHTpoIIst 3anuieHHocTd nHpopmanuu ot HCJI otHOCATCS:
1) MexceTeBbIe SKPAHBI,
2) cpenctBa  (OpMHpOBaHHMSI M KOHTPOJII  MOJHOMOYMH  JOCTynma B  HMH(OPMAIMOHHBIX
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(aBTOMaTU3UPOBAHHBIX ) CHCTEMAX;
3) aHTHBHPYCHBIC CPE/ICTBA,
4) cxaHepsl O€30MACHOCTH.

Bormpoc 23: [l KOHTpOJIS 3aUIIICHHOCTH HH(POPMAIIMK TPUMEHSFOTCS CPEICTBA:

1) pexomenaoBanusie DCTOK Poccun;

2) pexomennoBanubsie ®CB Poccuu;

3) pexoMmenroBaHHBIC POCKOMHAI30pOM;

4) mpoIeane B yCTAaHOBJICHHOM 3aKOHOM IMOPSKE MPOIEAYPY OLICHKH COOTBETCTBHSL.

Bompoc 24: Cepruduxanmonnsie ucnbitanus C3U npoBoauT:
1) ®CTIK Poccuu;

2) WCIBITaTeNIbHAS 1Ta00paTOpHS;

3) opras 1o cepTuduKanuy,

4) 3asiBUTENIb CAMOCTOSATEIBHO.

Bonpoc 25: Tlpukaz ®CTOK Poccum, 3amaromuii TpeOoBaHUS K 0OecneueHHIo Oe30MaCcHOCTH
HEepPCOHAIbHBIX TAaHHBIX:

1)21;

2)17,

3)31;

4)378.

Bompoc 26: KonnuecTtBo ypoBHe# 3amuieHHocTy onucannbix B ITIT 1119:
13;
2)4;
3)5;
4)6.

Bonpoc 27: ®opmupoBaHue TpeOoBaHMI K 3ammre HHPOpPMAlMH, CcoAepxKalieiics B
nH(pOpMallMOHHOM cucTteMe, corsiacHo 17 npukaza @CTIK, ocyuiecTBisiercs:

1) obnanarenem uHMOpPMAIHHU (3aKA3UUKOM);

2) BiajenbiieM HHGOPMAIIHH;

3) opraHmzarmeil, IMEIONIEH JTUIIEH3HUI0 Ha TEXHHUYECKYIO 3alUTy HH)OPMAIIHH;

4) opraHu3aIpei, UMEIOIIEH JIMIICH3MI0 Ha KPUNTOrpahuyIeCKy0 3aluTy HH(OopMaIuy;

Bomnpoc 28: KonduaenunanbHOCTb — 3TO:

1) 3ammTa OT HECAaHKIIMOHUPOBAHHOTO J1OCTyNa K MHPOpMAIUH;

2) mporpaMM M MpOrpaMMHBIX KOMIUIEKCOB, 00€CTIEUHBAIOIINX TEXHOJIOTUIO pa3paboTKH, OTIaAKU U
BHEJ[PEHUS CO3aBa€MbIX IPOTPAMMHBIX MTPOIYKTOB;

3) onncaHue Npoueayp.

Bompoc 29: OxHoO onacHOCTH — 3T0:

1) mpoMexXyTOK BpEMEHH OT MOMEHTA, KOTJ[a MOSIBUTCSI BO3MOXXHOCTH C1a00T0 MecTa U 10 MOMEHTA,
KOTJ1a Mpo0Oes JINKBUIUPYETCS;

2) KOMITJIEKC B3aMMOCBSI3aHHBIX ITPOTPaMM JUTSI PEIICHHUS 3a71ad OMPeeSIEHHOTO KiTacca KOHKPETHON
MpeAMETHON 00J1acTH;

3) ¢popmanr30BaHHBIN A3BIK IS OMMCAHUS 3a/1a4 aITOPUTMA PELICHUs 3aauyl 10JIb30BaTelNs Ha
KOMIBIOTEPE.

Bormpoc 30: OTkiroueHHs 2IEKTPONUTAHUS OTHOCATCS K yrpo3am:
1) ecTeCcTBEHHBIM;

2) WCKYCTBEHHBIM;

3) XalaTHOCTh IEePCOHANA;

4) mpegHaAMEpEHHBIE HCKYCCTBEHHBIE YTPO3BI.

Bapuanm 2
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Bomnpoc 1: Bupyc — sto:

1) xox oGsagarouii CIoCOOHOCTBHIO K PACIIPOCTPAHEHUIO ITyTEM BHEAPEHUS B IPYTHe IPOTPaMMBlI;
2) cnocoOHOCTh 00BEKTA PearnpoBaTh Ha 3aIPOC COOOPA3HO CBOEMY THILY, IIPH 3TOM OJHO U TO XK€
UM METOJIa MOXKET MCIIOJIb30BAThCS VISl PA3IMYHBIX KJIACCOB OOBEKTOB;

3) HeboupIIas MporpaMMa JUIsl BBIIIOJTHEHUS! ONPEICICHHOM 3a1a4H.

Bompoc 2: OcHoBHbIE TPEOOBAHUS K COJEPKAHUIO CUCTEMBI 3AIUTHI IEPCOHAIBHBIX TaHHBIX, IIPH
ABTOMATU3UPOBAHHON 00pabOTKeE, OMPEACIIAIOT CICAYIOIINE TOKYMEHTHI:

1) ®3152;

2) TIITP® 1119;

3) TITIPD 687;

4) TIpukaz ®CTOK Ne21;

5) Ilpukaz ®CTOK Ne31;

6) @3 149.

Bomnpoc 3: «Texuuueckuii kanan yreuku nHGpopmaum» B coorserctBun ¢ HITA B ®CTOK - st0:

1) COBOKYMHOCTh 00BEKTa TEXHHYECKOW pa3BeAKH, (GHU3MYECKONH Cpelbl PaclpoCTPaHCHUsI
MH(POPMATHBHOTO CUTHAJIA M CPEJICTB, KOTOPHIMU JTOOBIBAETCS 3aInuIaeMast HH(popMaus;

2) COBOKYITHOCTb CpEICTB JOCTylma K HH(pOpMALUK, HAPYIIAIOUIMX [paBHiIa pa3rpaHUYCHUS
JIOCTYyIIa C UCIOJIb30BAHUEM ILITATHBIX CPEJICTB;

3) COBOKYMHOCTh (PU3HYECKOIl cpeibl pacnpocTpaHeHHss MH()OPMATHBHOIO CUTHAlIA U CPEICTB,
KOTOPBIMH JOOBIBACTCS 3alUIaeMast HHPOPMAIIHS;

4) COBOKYITHOCTh OOBEKTA TEXHUUECKOW Pa3BEAKH U CPEICTB, KOTOPHIMU JOOBIBACTCSI 3allHIIIaeMast
uHpOpMaIHsL.

Bomnpoc 4: Ceptuduxannonnsie ucnsitanus C3U1 npoBoaut:
1) ®CTIK Poccumn;

2) ucrmbITatelbHas 1abopaTopus;

3) opras 1o cepruduKanuy,

4) 3asBUTENIb CAMOCTOSITEIIBHO.

Bompoc 5: Yposens 3anmmennoctu [1n qist UC, ecniu B Hell oOpabaTbiBatoTcs OMOMETpUUYECKHE
[T[{H 1 akTyaiabHBI yrpo3bl BTOPOTO THUIA, 00pabaThIBAOTCS MEPCOHATIBHBIE JaHHBIE COTPYAHHUKOB
paBeH:

1) V31,

2) ¥32;

3) ¥33;

4) V3 4;

5) V3 5;

6) Y3 6.

Bompoc 6: [IpucBoeHne 4y»oro rnpaBa OTHOCUTCS K CIEAYIOLIEMY BUY YIPO3:
1) HapyuieHue mpaBa COOCTBEHHOCTH;

2) HapylIEHHUE COJIEPIKaHNUS;

3) BHEWIHSISI cpefa.

Bonpoc 7: AKTUBHBIMH crIOCOOAMH 3alIUTHl HH()OPMAIUH SBISIOTCS:

1) ocnabiieHre MPOHUKHOBEHUS] HH)OPMAITMOHHBIX CUTHAJIOB B IIETH AJIEKTPOIIUTAHHUS allapaTHBIX
cpencts UCII/IH, BeIxOs1IME 3a IPEAETBI KOHTPOIMPYEMOM 30HBI;

2) co3/aHie MACKHPYIOIIMX DJICKTPOMArHUTHBIX TOMEX B MOCTOPOHHHUX TPOBOJHHUKAX |
COEIMHUTENIBHBIX JTUHUSIX TEXHUYECKUX CPENICTB;

3) ociabnenune [IOMU;

4) npaBuiIbHAs pa3pabdOTKa OPraHU3alUOHHO-PACTIOPSAUTEILHON JOKYMEHTAUK 11l 00eCTIeYeHUS
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.
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Bompoc 8: Cooii — 3t0:

1) Takoe HapymieHHEe pabOTOCHOCOOHOCTH KaKOro-IM0O0 3JIE€MEHTa CHCTEMBbl B CIEICTBHHM YETrO
(YHKIMY BBIIOJIHSAIOTCS HEMPABUIIBHO B 33 1aHHBII MOMEHT;

2) HepaBWJILHOE BBIMOJIHEHHUE JIEMEHTOM OJHOM MM HECKOJIBKUX (DYHKIIMIA IPOUCXO/ISINEE B
CII/ICTBHE CIIEU(PHUIECKOTO COCTOSHHS;

3) 00BEKT-METO/I.

Bomnpoc 9: K gyenoseueckomy komnoneHty C3U oTHOCHUTCS:
1) cucremMHbIe IOPTHI;

2) aTMUHUCTpAIIUS,

3) mporpammHOe obecneueHue.

Bonpoc 10: IIpaBoBoe obecnieuenne 6e3onacHoCTH HHGOPMAITUU — ITO:

1) COBOKYIIHOCTb 3aKOHOAATEIbHBIX aKTOB, HOPMAaTUBHO-TIPABOBBIX JOKYMEHTOB, PYKOBOJICTB,
TpeOoBaHUil, KOTOpPbIE 00s3aTENIBHBI B CHCTEME 3alllUThl HHPOPMAIUH;

2) CUCTEMAa MMporpaMMHBIX A3BIKOBBIX OpraHn3alMOHHBIX u TEXHUYCCKUX CpeacTsB,
MpeIHa3HAYEHHBIX ISl HAKOIUJICHUSI U KOJUIEKTUBHOTO UCIIOJIb30BaHUs JAHHBIX;

3) opranu3alMoOHHbIE MEPhI 0€30MACHOCTH.

Bonpoc 11: «Texunueckuii kanan yreuku nuHpopmanumn» B coorBetcTBrn ¢ HITA 8 ®CTOIK - 370:
1) COBOKYITHOCTh OOBEKTa TEXHMYECCKOW pa3BeiKH, (U3NYECKOW Cpeabl pacipoCTPAHCHHUS
MH(OPMATUBHOTO CUTHANA U CPEJCTB, KOTOPBHIMU J100BIBAaETCS 3aluiaeMas nHpOpMaIus;

2) COBOKYITHOCTh CPEICTB JOCTyHna K HH(OpMALWHU, HApyLIIAONIMX IpaBHja pa3rpaHuYCHHS
JOCTYTIa C UCIIOJIb30BAaHUEM IITATHBIX CPEJICTB;

3) COBOKYMHOCTh (DU3UUECKON Cpe/ibl paclpoCcTpaHeHHss MHPOPMATHBHOTO CUTHAJA U CPEJCTB,
KOTOPBIMH JJOOBIBAaeTCs 3aluiaeMas HHpopMaIus;

4) COBOKYIHOCTh 00BhEKTa TEXHHMYECCKON Pa3BE/IKU U CPEACTB, KOTOPHIMH JIO0BIBACTCS 3allHII[aeMast
uHpopManus.

Bompoc 12: Madopmaruio ¢ orpaHiYeHHBIM JOCTYIIOM JIETAT Ha:
1) rocypapcTBeHHYIO TaliHY;

2) KoHpUAEHIIMATBHYIO HH(OPMAITHIO;

3) 1ocTOBEpHYIO HH(OPMALIHIO.

Bompoc 13: JlIokyMeHTOM, ONpeAesIoUM JINLIEH3UPYEMbIE BU/IbI 1€ATEIbHOCTH, SIBISIETCS:

1) IMocranoBnenne mnpaButenbcTBa PO ot 26 sHBaps 2006 1. Ne 45 «O6 opraHuzanuu
JUIEH3UPOBAHUS OTJIEIbHBIX BUJIOB AEATEIbHOCTIY;

2) Iocranosnenue IlpaButenbctBa PD or 15 aBrycra 2006 1. Ne 504 «O nuneH3upoBaHUU
JeSITEIbBHOCTH 110 TEXHUYECKOMN 3aluTe KOH(PHUIEHIMAIbHON HHPOPMAIUI;

3) IMocranonenue IlpaBurensctBa P®D ot 31 aBrycra 2006 r. Ne 532 «O nuueH3upoBaHUU
JEATeTLHOCTH TI0 pa3paboTke W (WU) TPOU3BOJICTBY CPEICTB 3aIIUTHhl KOH(PUACHITHATHHOU
UHpOpPMALIUN;

4) denepanbubiii 3akoH oT 4 mas 2011 1. Ne 99-03 «O MUICH3UPOBAHUH OTIACIBHBIX BHJIOB
JESTEIILHOCTHY;

5) ®enepanbubiii 3akoH oT 27 nexadpst 2002 r. Ne 184-D3 «O TeXHUYECKOM PEryJINPOBAHUNY.

Bompoc 14: BpenonocHas mporpaMmMa - 3T0:

1) mporpamma, crnenuagbHO pa3zpaboTaHHAsl JUIsl HAPYLIEHUS HOPMAIBHOTO (YHKIIMOHUPOBAHMUS
CHUCTEM;

2) ynopsiioueHrne abcTpakiuid, pacroyioKeHUe UX M0 YPOBHSM;

3) npotiecc pa3aenaeHus HIEMEHTOB a0CTPaKIIMU, KOTOPbIE 00pa3yloT €€ CTPYKTYpY U MOBEACHUE.

Bonpoc 15: K opranuzaiuionHo - aAIMUHUCTPaTUBHOMY 0OecTieueHI0 HHPOPMAIIUU OTHOCUTCS:
1) B3aUMOOTHOILIIEHUS UCTIOTHUTEIICH;

2) moabop mepcoHania;

3) pernaMeHTalus NPOU3BOACTBEHHON AESITEIbHOCTH.
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Bomnpoc 16: IIporpamMmmubie cpeacTBa — 3TO:

1) cienmanbHbIe TPOTPaMMBI U CHCTEMBI 3aIIUTHI HHPOPMALUU B HHYOPMAIIMOHHBIX CUCTEMaX
pa3IMYHOTO Ha3HAUCHUS;

2) CTpyKTypa, OIpeleisiolasl IOCIeA0BATEIbHOCTh BBIIIOJHEHUS WU B3aUMOCBSI3U IIPOLIECCOB,
NENCTBUI U 3a[a4 Ha IPOTSHKEHUH BCETO KU3HEHHOTO 1IMKIIA;

3) monenb 3HaHWH B Qopme rpada B OCHOBE TAKMX MOJEIEH JICKUT HIES O TOM, 4YTO JIt0OOe
BBIpQXXCHHE M3 3HAYCHHH MOXHO IPEICTaBUTh B BUJIE COBOKYIMHOCTH OOBEKTOB U CBA3H MEXIY
HUMU.

Bormpoc 17: Pucku uHbOpManimOHHON 0€301MaCHOCTH KIaCCH(PHUITUPYIOTCS Ha!
1) onepanuOHHBIC PUCKH;
2) TOTEHIMATbHbBIC PUCKH;
3) CHCTEeMHBIC PUCKH;
4) TeppOPUCTUYECKHE PUCKH.

Bompoc 18: Texnuvecknmu KaHajJaMH YTeUKH WHGOPMAIWU, MPUBOMSIIUMU K BO3SHHKHOBCHHIO
yrpo3 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX, SBIISIOTCS:

1) KpaXku TEXHUYECKUX CPEICTB HH(OOPMAI[HOHHON CUCTEMBI;

2) yTEYKH aKyCTHUECKOH (pedyeBoit) nHpopMaiuy;,

3) yreuku uHbOpMaIIMH, peai3yeMble Yyepe3 00IIeI0CTYTHbIC HHPOPMAIIMOHHBIC CETH;

4) yTeuKku BUI0BOW UH(OpMAIINH;

5) yreuku uHGOpPMAIIUH 110 KaHajaM MOOOYHBIX 3JICKTPOMArHUTHBIX H3JTy4CHHIA,

6) yreuku HHGOPMAIMH, peal3yeMbIe Yepe3 HHTEPHET.

Bonpoc 19: Buapl HeraTUBHBIX BO3ACHCTBHI Ha MH()OPMAIIMOHHBIE aKTHBBI, 3aIIUTY OT KOTOPBIX
npeznonaraeT HHPOpMalnoHHas 6€30MaCHOCTb:

1) HapymeHue KOHQUACHIMAILHOCTH HHPOPMAIIHH;

2) HEIOCTYIHOCTh HH()OPMAIIMOHHBIX PECYPCOB

3) paspyuienue (yrepsi, HeoOpaTuMoe U3MeHeHue ) HHopMaIuy;

4) mnepeuncieHHbIe B 1. 1-3

Bompoc  20: OcHoBHOM 3ajgauell OpraHu3allMOHHOW paboTbl B cdepe HHPOPMAIMOHHOMN
0€30M1aCHOCTH SBIISETCS:
1) oOecricueHHE KOMIUICKCHOCTH BCEX pEICHHH, peaju3yeMbIX B Tpoliecce 00eCreYeHUs
UH(POPMALIMOHHOM 0€30MacHOCTH;
2) obecrieueHre HEMPEPHIBHOCTH U IICIOCTHOCTH MPOIECCOB HHPOPMAITMOHHOM O€30MaCHOCTH;
3) ympaBieHHE UENOBEYECKHMMH pecypcamMH M TOBEJCHHEM [epCOHala C  yd4eToM
HEOOXOAMMOCTH pelnieHus 3a1a4 HHGOPMAIITMOHHON O€30MTaCHOCTH;
4) mepeuncieHHbIE B 1. 1-3.

Bonpoc 21: OcHoBHBIEe 3afaud M (QYHKIMH TOCYJapCTBEHHbIX opraHoB P® B cdepe
UH(POPMALIMOHHOM 6€30MaCHOCTH CBS3aHBI C:

1) 3ammroit nHGOPMALIMN, UMEIOIIEH TOCYAapCTBEHHYIO BaKHOCTH;

2) OXpaHOW OOIECTBEHHBIX HHTEPECOB;

3) mpemoTBpaleHUEM TPOTUBONPABHON JEATEIHLHOCTH;

4) mepeYucIeHHBIMU B 1I. 1-3.

Bormpoc 22: PacundpoBbeiBaHrEe 3I0yMBIIUICHHUKOM COOOIIEHHS, TTOCIIE €r0 MepexBaTra OTHOCIT K
yrpose:

1) 3aBucseii ot aktuBHOCTH VIC;

2) He 3aBucsIel ot akTuBHOCTH VIC;

3) MCKYCCTBEHHOI;
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Bompoc 23: OcHoBo#i coBpeMenHOW monutuku P® B cdepe mHpopManmoHHON Oe30MacHOCTH
SIBJISICTCSI:

1) AjaMuHUCTpaTHBHBIN KOJEeKC PD;

2) Jloxrpuna nHGOpMaMOoHHOH Oe3omacHocTy PO;

3) Koucrurynus PO;

4) VronoBHbIi KojaeKe PO.

Bormpoc 24: Kpunrorpaduueckue cpeacTsa — 3T0:

1) cpencTBa crienuaibHbIe MATEMAaTHUECKUE U AITOPUTMUYECKHE CPEACTBA 3allIUTHl HH(POPMAIINH,
nepeiaBaeMble 10 CETSIM CBSA3H, XpaHUMOM 1 00pabaThiBa€MOi Ha KOMIIBIOTEPAX C UCIOJIb30BaHUEM
METO/0B MHU(POBAHUS;

2) crienuanbHbIe TPOTPAMMBI U CHCTEMBI 3alIUTHI HH(POpMAU B HH)OPMAIIMOHHBIX CUCTEMaX
Pa3InYHOIO Ha3HAYCHUS;

3) MexaHu3M, MMO3BOJISIIOIINI TOJyYUTh HOBBIM KJ1acC Ha OCHOBE CYIIECTBYIOILETO.

Bompoc 25: Cpeactsa 3aumutsel o HC/] xakoro kiacca nmo P/l CBT MuHUManbHO HOCTATOYHBI IS
o0ecrieyeHus JTF000TO YPOBHS 3aIUIIICHHOCTH ITEPCOHATBHBIX JAHHBIX:

1) 3;

2) 4,

3) 5;

4) 6.

Bormpoc 26: 3amuTa uapOpMayn:

1)3TO KOMITJIEKC MEPONPUSATHI, HAIIPABJICHHBIX HA oOecreueHrne HHPpOpMaMOHHON 0€301aCHOCTH;
2) 3TO OpraHU3aMOHHO-TEXHUYECKHE MEPOIIPUATHS;

3) orpanuueHue AONycKa K HHpOpMalUy;

4) cokpallieHrue 9uciia Jull K “HQOopMaIuu.

Bomnpoc 27: DnekrponHas uudpoas HOIMHUCh 3TO:

1) noxymeHT, B KOTOpOM MH(OpMaIIHs PeACTaBIeHa B 3JEKTPOHHO-IIMPPOBOM (hopme;

2) 5TO MOANKUCH B BUE UPP;

3) PEeKBU3HUT 3JEKTPOHHOTO JOKYMEHTa, MpeJHa3HAYEHHbIN Ui 3aIIUThl JAHHOTO 3JIEKTPOHHOIO
JOKYMEHTa OT IMOJJENKH, IOJIyYeHHBI B pe3ysbTaTe KpHUNTOrpaduyeckoro mnpeoOpa3oBaHUs
MH(pOpMallMM C UCIOJIb30BAaHUEM 3aKpBITOTO KJIOYa JJIEKTPOHHOW HHU(PPOBOM MOANUCH H
NO3BOJISIOIINN HICHTU(UIIMPOBATh BIIAJEIbla CEpTHU(HUKATA KITI0Ya MOJMUCH, a TAK)KE YCTaHOBHUTH
OTCYTCTBHE UCKa)KE€HUSI MH(OPMALIUU B JIEKTPOHHOM JIOKYMEHTE;

4) sto kpunrTorpapuyeckoe npeodpazoBaHus HHPOPMALIUU C UCTIOIB30BAHUEM

3aKpBITOTrO KJIF0YA 3JIEKTPOHHOMN IM(PpOBOI MOANHUCH.

Bomnpoc 28: O0s13aTenbHOM aTTecTaluy MoAIeKaT HHHOPMAIIMOHHBIE CUCTEMBI CIICTYIOIIUX THUIIOB:
)K1uK?2;

2) V31uV¥Y32;

3)K1,K2uK3;

4) K2uK3;

5) Tomnbko V3 1;

6) Tosbko K 2;

7) Tonbko K 3;

8) TUC.

Bonpoc 29: Aynut unndopmanuu — 3t1o:

1) aynuTopckas mpoBepka.

2) HaKoIuIeHne HH(POpPMaIIUH, a 3aTeM €€ aHaJIU3;

3) neiicTBuUs HalpaBJeHHbIE Ha MPOBEPKY MH(POPMALIUU €€ LIEHHOCTh, JOCTYIHOCTh U MPHUTOIHOCTh
K IPUMEHEHHUIO.
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4) 3TO aHanMU3 HAKOIUICHHOW MH(pOpMAIH, IPOBOAUMBIN ONEPaTUBHO, B PEAILHOM BPEMEHU WIIU
nepuoanuecku. OmnepaTUBHBIA ayJuT C aBTOMAaTUYECKHUM pEarupoBaHUEM Ha BbISBIICHHbBIC
HEIITATHbIE CUTYallUH HA3bIBACTCS] AKTHBHBIM.

Bonpoc 30: KonTposs cocTostHUS 3aIUThl HH(POPMAIMK OTPACIIeBBIMU U (heiepalbHBIMUA OpraHaMu
3aKJIF0YAETCs B OLICHKE!

1) coGuoaeHus TpeOOBaHUI HOPMATUBHO-METOIUYECKHIX JIOKYMEHTOB 10 3aIuTe HHQOopMauy;

2) cobumoaeHus TpeOOBaHHI OTPACICBBIX CTAHIaPTOB;

3) paboTOCIIOCOOHOCTH TMPHUMEHSIEMBIX CpPEACTB 3alIUThl MH(GOPMAIMH B COOTBETCTBUU C UX
9KCIUTYyaTallMOHHON TOKYMEHTALIUEeH;

4) cobnronenus TpedboBanuit TpynoBoro konekca PO;

5) 3HaHMI W BBIOJHEHUS [IEPCOHATIOM CBOMX (DYHKIIMOHAIBHBIX OOSM3aHHOCTEH B YaCTH 3alUThI
uHpOpMaLnu.

Bapuanm 3

Bompoc 1: buomerpus 3to:

1) mpezacraBiser co0OH COBOKYIMHOCTh aBTOMATH3MPOBAHHBIX METOIOB HACHTH(DUKAIMHA H/HIH
ayTeHTU(UKALINY JIFOJei HAa OCHOBE MX (PHU3UOJOTHYECKUX U MOBEICHYECKUX XapaKTEPUCTHK;

2) Bce TO, UTO UMEET MPU3HAK OTINYUS B aHTPOIIOMETPHH;

3) GuomeTpuUeCKHil m1adIoH;

4) HOBO€ HalpaBJieHHuEe B KpUOTOrpaduu.

Bompoc 2: ensio Mmeponpusitrii B 06J1acTi HHOOPMAIIMOHHONW OE30TTACHOCTH SIBJISTFOTCSL:
1) MeporpusTUs 1O 3amuTe HHPOpMaIuy;

2) 3ammuTa HHTEPECHl CYyOBEKTOB HH(POPMAITMOHHBIX OTHOIICHHI;

3) opranusanus IpoTUBOACHCTBUS MepexBaTa HUH(OPMALIHH;

4) HaKOIUIEHHE ONbITa MPOTUBOJACHCTBHUS B MHPOPMAIIMOHHOM Oopboe.

Bomnpoc 3: KonpunennmansHas napopmarys 37o:

1) koTOpyIO HENB34 MepeiaBaTh APYTUM JIUIIAM;

2) NOKyMEHTHpOBaHHas MH(OpMAaIMs, AOCTYN K KOTOPOH OTrpaHUYMBAETCS B COOTBETCTBUHU C
3aKkoHoAarenbCcTBOM Poccniickoit denepanuu;

3) orpaHnuyeHHe K HCTOYHUKY MH(OpMaI;

4) MOKYMEHT OTpaHUYCHHOTO MOJb30BaAHUSI.

Bonpoc 4: ®opmupoBaHue TpeOoBaHMI K 3ammre HMHQOpPMALUHU, CcoJepKalleiics B
nH(pOpMallMOHHOM cucTeMe, corsacHo 17 npukaza @CTIK, ocymiecTBisiercs:

1) o6nanarenem uHGOpMaIUK (3aKa3UUKOM);

2) BhanenbiieM HH(popMaIuy;

3) opraHu3zanmei, UMEIIeH JIMIECH3MI0 Ha TEXHUYECKYIO 3alIuTy HH(opManuy;

4) opraHu3zaie, IMEIOICH JUIIEH3UI0 Ha KpUITOrpahHUECKyO 3alUTy HH()OPMAIUH.

Bompoc 5: Cpencrsa, ucronb3yemMble HA HHKEHEPHBIX U TEXHUYECKUX MEPOIIPUATHUSAX B 3aINATE
uH(popMauu:

1) annapatHsle;

2) kpunTorpaduueckue;

3) dbusnueckue.

Bomnpoc 6: K rocynapcTBeHHoM TaliHe OTHOCSIT:

1) cBenmeHwMsI, 3anUIIaeMble TOCYIApCTBOM B 00J1aCTH BOGHHOW, SKOHOMUYECKOH ... IeITeITHbHOCTH;
2) DIOKyMEHTUpOBaHHAasi HHPOpMAITHS;

3) cBeneHus, moxyvdaeMble B IIporiecce mpoecCHOHATBHON AESTETLHOCTH U CITY)KOBI.
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Bomnpoc 7: I[IpaBoBoe oOecnieueHue 6€301acHOCTH HH(OPMALMK ASTUTCA Ha:
1) Mexx1yHapOIHO-TIPAaBOBbIE HOPMBI;

2) HaIMOHAJILHO-TIPABOBBIE HOPMBI;

3) rocyaapCcTBEHHbIE HOPMBI.

Bonpoc 8: K yenoseueckomy komnoHeHty C3M oTHOCAT:
1) cucremMHbIE TOPTHI;

2) aTMUHUCTpAIIUS,

3) mporpammHOe obecneueHue.

Bormpoc 9: K cpenctam korTposs 3anuierHoctd napopmanuu ot HC/I otHOCATCS:

1) MexceTeBbIe KpaHBbI;

2) cpenctBa  (OPMHPOBAaHUSI M KOHTPOJIA IOJHOMOYMH  JOCTyma B  HH()OPMAIMOHHBIX
(aBTOMaTU3MPOBAHHBIX) CUCTEMAX;

3) aHTHBHMPYCHBIE CPE/ICTBA,

4) ckaHepsl O€30MACHOCTH.

Bonpoc 10: C3U (cuctema 3amuthl UHGOpMAILIMK) ASTUTCS Ha:
1) pecypchl aBTOMaTU3UPOBAHHBIX CUCTEM;

2) OpraHu3aIlMOHHO-TIPABOBOE 00CCIICUCHHE;

3) yenoBeUeCKNil KOMITOHEHT.

Bormpoc 11: ITo6o4yHOE BIUSIHHE — ATO:

1) HeraTuBHOE BO3/ICHCTBHUE HA CUCTEMY B 11€JIOM HJIA OT/ACIIbHBIC DJIIEMEHTHI;

2) napyuieHue paboToCIOCOOHOCTH KaKOro-1100 3JIEMEHTa CUCTEMBI B CIIEICTBUU Yero (pyHKIUU
BBITIOJIHSIFOTCSL HETIPABUIILHO B 33JIaHHBI MOMEHT;

3) HapymieHue pabOTOCTIOCOOHOCTH DJEMEHTa CHUCTEMbI, UYTO TMPUBOJUT K HEBO3MOKHOCTH
BBITIOJIHEHHS] UM CBOMX (DYHKITHIA.

Bonpoc 12: Otka3z - ato:

1) HapymeHue pabOTOCIOCOOHOCTH 3JEMEHTa CHUCTEMBI, UYTO MPUBOJUT K HEBO3MOKHOCTH
BBITOJIHEHUS] UM CBOUX (DYHKIIHIA;

2) HeKoTopas MNOCIEeA0BATEIbHOCTh JEUCTBUN, HEOOXOIMMBIX JJISi BBIITOJHEHUS KOHKPETHOTO
3aJJaHMs;

3) cTpyKTypa, ONpeaesnsomas MocaeJ0BaTeIbHOCTh BHIIOTHEHHS M B3aHMOCBSI3U IIPOIIECCOB.

Bomnpoc 13: Ilpeanocbulky MOsIBIEHUS YTPO3:
1) 0ObEKTUBHEIE,

2) cyObEKTUBHBIE;

3) npegHaMEpEHHBIE.

Bompoc 14: Uepsu — at0:

1) Ko crIOCOOHBIN CaMOCTOSITENILHO, TO €CTh 0€3 BHEAPEHUs B APYrue MpOrpaMMbl BHI3HIBATh
pacnpocTpaHenus cBoux komnuil mo M.C. 1 X BBINOTHEHHUS;

2) Koz, 0bNaAaroIINii CIOCOOHOCTHIO K PACIPOCTPAHEHUIO ITyTEM BHEAPEHUS B JPYTHUe MPOTPaMMBI;
3) mporpamma AeMCTBUN HaJ OOBEKTOM WJTH €r0 CBOHCTBAMH.

Bompoc 15: OcHOBHBIMU UCTOYHMKAMU BHYTPEHHHUX OTKAa30B SIBIISIFOTCS:
1) omnOkxu npu KOHGUTYPUPOBAHUH CHCTEMBI;

2) 0TKa3bl MPOrPaMMHOT0 HJIU aliapaTHOro 00eCIIeYeHHUS;

3) BBIXOJ1 CUCTEMBI U3 HITATHOTO PEXNMa IKCILTyaTalllu.

Bompoc 16: «CnenuanbHble IPOBEPKHU» (CIIELITPOBEPKHU) 3TO:

1) BBISIBJICHHE C TIOMOIIBIO KOHTPOJIBHO-U3MEPUTEIILHOM amnmapaTypbl BO3MOKHBIX KaHATIOB YTEUKH
UH(OPMAIIUK OTPAaHUYEHHOT'0 JI0CTYIa, 00padaThIBaeMOil TEXHUYECKHUMHU CPEACTBAMH;

2) ompeaeneHrHe COOTBETCTBHS YCIOBUIM SKCIUTyaTalldd 00BEKTOB MH(OpMATH3AIMKU TPEOOBAHHUSIM
aTTEeCTaTOB COOTBETCTBUS, M JPYTHX PYKOBOISIIUX TOKYMEHTOB IO CHEI3aIuTe 0e3 MpHUMEHEHHS
KOHTPOJIbHO-M3MEPUTEIBHON aNnaparypsl;
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3) mpoBepKH TEXHHYECKHX CPEICTB WHOCTPAHHOTO W COBMECTHOIO IPOM3BOJCTBA HA HAIMYHE
BO3MOYKHO BHEJIPEHHBIX JICKTPOHHBIX YCTPOMCTB NepexBaTa HHPOPMaIUH.

Bompoc 17: OcHoBHBIE TpeOOBaHUS K COAEPKAHUIO CUCTEMBI 3alIUTHI TocynapcTBeHHbIXx MC, npu
ABTOMATU3UPOBAHHON 00pabOTKeE, ONPEACIAIOT CICAYIOINE JOKYMEHTHI:

1) ®3 152;

2) I[P 1119;

3) IIPD 687;

4) TIpukaz ®CTOK Nel7;

5) Ilpukaz ®CTOK Ne31;

6) ©3 149.

Bompoc 18: UcTtounuk yrpo3sl — 3T0:
1) noTeHUMaNbHBIN 3710YMBIIUICHHUK;
2) 3JI0yMBIIIJIEHHUK;

3) nmpupoHas cpena.

Bompoc 19: [lenocTHOCTh MOXHO MOApa3IeiIUTh Ha:
1) ctatnueckyo;
2) TMHAMHUYHYIO;

3) CTPYKTYpHYIO.

Bonpoc 20: Ilox opraHn3alimoHHO-YIIPAaBIEHUYECKOH NESATEIHHOCTRIO B chepe MHPOPMAMOHHOM
0€301MacHOCTH OHNUMAETCS:

1) opranmu3arionHoe obecredeHne nHHOPMAIIMOHHON OE30ITaCHOCTH;

2) nporpaMMHoe o0ecreyeHre HHPOPMALMOHHOW O€30ITaCHOCTH;

3) TexHuueckoe obecrneycHre HHPOPMAITMOHHOM OE30MTaCHOCTH;

4) TexHoJOrMUECKOe o0ecrieyeHre HHPOPMALIMOHHOM 6€30MaCHOCTH.

Bompoc 21: OcHoBabIMEU QyHKIMsIME DenepanbHON C1yX Obl IO TEXHUYECKOMY U

HKCIOPTHOMY KOHTPOJIIO SIBJISIOTCSA:

1) OpraHM3aiysi U KOHTPOJIb 3a IMPOBEAECHHEM padoT Mo 3amuTe HMHGOPMalMU B OpraHax
rOCyJapCTBEHHOT'O YIIpaBJIeHUs, 00beAMHEHUX, KOHIIEPHAX, HA MPEIIPUATHIX, B OPraHU3aLusgX U
YUPEXKJEHUSAX OT YTEUKH MO TEXHUUYECKUM KaHajaM, OT HECAHKI[MOHMPOBAHHOIO JOCTyNa K
uHpopMannu, o0pabaTeiBaeéMOl TEXHUYECKUMHU CPEACTBAMH, U OT CIIEHUAIbHBIX BO3JACHCTBUI Ha
MH(OPMALIKIO C 1IEJIbI0 €€ YHUUYTOXKEHUS U UCKa)KEHUS;

2) MOAJEPKAHUE CUCTEMBI JIMIEH3UPOBAHUS JEATEIBHOCTH NPEANPUATHN, OpraHU3aluuil U
YUPEKICHUN IO OCYIIECTBICHUIO MEPONPUATHA M (WJIM) OKAa3aHWIO YCIAyr B OOJACTH 3aIluThl
uHpOpMaLUU U cepTU(UKALUKN CPEACTB 3aIUThl HH(OPMAIMK MPOBEICHUE €IUHON TEXHUYECKOM
MOJIMTUKY U KOOPAMHALIKS paldoT M0 3amuTe nHpOpMaIuu;

3) nepevyrcIeHHble B 1. 1-3.

Bompoc 22: Tlonmtuka wunH(OpManuonHoi Oe3omacHocTH (Security Policy) B opranuzanuun
OTIpeNeNsieT MOAX0/1 OPTaHU3AINH K YIIPABJICHUIO:

1) uH(bOpMaMOHHOI 0€30MacCHOCTHIO;

2) TEXHUYECKOW 0e30MacHOCThIO;

3) TeXHOJIOTHYECKOW 0e30MacCHOCThIO;

4) mepeuuncneHHoe B 1I.1-3.

Bomnpoc 23: Cpeactsa 3auutsel ot HC/] xakoro knacca no PJI CBT MuHUManbHO AOCTATOYHBI AJIs
obecrmieueHus 1000T0 YPOBHS 3AIUIIIEHHOCTH TTEPCOHABHBIX IAHHBIX

1) 3;

2) 4,

3) 5;

4) 6.
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Bonpoc 24: Opranuzanus pexuMa CEKPETHOCTH B YUPSXKACHUAX M Ha OpeAnpusitusx B PO
OCHOBBIBAETCS Ha:
1) T'pakmanckom kojaekce PD;
2) Koucruryuuu PO;
3) TpeboBaHuAX (BenepatbHOr0 3aKOHOIATEIbCTBA, KACAIOIIETOCs BOIPOCOB rOCYAapCTBEHHOM
TalHbI, 1 COOTBETCTBYIOIIUX 0/I3aKOHHBIX aKTOB;
4) VYronosHom kKojgekce PO.

Bonpoc 25: Yposens 3ammmennoctu [11a st C, ecnu B Helr 00pabaThIBalOTCsl OMOMETpHUYECKUE
[1J11 1 akTyambHBI YTPO3bI BTOPOTO THIIA, 00padaThIBAlOTCS IEPCOHAIBHBIC JAHHBIE COTPYAHUKOB:
1) V3 1;

2) ¥32;

3) V33;

4) V34,

5) V35;

6) Y3 6.

Bormpoc 26: Cucrema 3amuThl HHPOPMAIUH JISTATCS Ha!
1) pecypchl aBTOMaTU3UPOBAHHBIX CUCTEM;

2) OpraHu3alMOHHO-TIPABOBOE 00CCIICUCHHE;

3) yenoBeYeCKHil KOMITOHEHT.

Bonpoc 27: Uadopmanus B ”HPOPMALMOHHONW CUCTEME 3TO:

1) COBOKYIMHOCTB COZIepIKAIIUXCsI B 0a3ax TaHHBIX CBEICHHH;

2) COBOKYITHOCTBH COJIEpalIuXxcs B 0a3ax JaHHBIX CBEACHHM, 3aQMKCHPOBAHHBIX HAa MAIIMHHBIX
HOCHTEIISX;

3) cBeneHus (COOOIEHHS, TaHHBIC), BOCITPOM3BOIMMbIC PA3IMIHBIMUA CHUCTEMAaMH;

4) cBenenus (COOOIICHNsI, TAaHHBIC) HE3aBUCUMO OT ()OPMBI HX MPE/ICTABICHHSI.

Bomnpoc 28: Brnagenen nadopmanuu 310:

1) auI110, CAMOCTOATENBHO CO3/1aBIlIee HHPOPMAIIHIO;

2) U0, MOJYYHBIIEe HA OCHOBAHWU 3aKOHA WJIM JIOTOBOpA MPaBO pa3pelliaTh WA OTPaHUYMBATH
JIOCTYN K HH(POpMAIUH;

3) U1, CaMOCTOSTENLHO CO3/aBiiee HHHOPMALIUIO OO TOTYYUBIIEe HA OCHOBAHUM 3aKOHA HJIH
JIOTOBOpA MPaBO paspeliath WK OTPaHUYMBATH JOCTYN K MH(OpPMAIMH, ONPEAETIeMON M0 KaKuM-
00 MPU3HAKAM;

4) MU0, CaMOCTOSITEIBHO cO3/aBiiee MH(OOPMANHUIO JUOO TMONYUYHBIIEE MPAaBO pasperiaTh HIIH
OTPAaHWYUBATH JOCTYI K MH()OpPMAIIHH, OTIPEACIIIEMON 10 KAaKUM-JTHOO0 MPU3HAKAM.

Bonpoc 29: Otka3z, ommbku, c60it — 370!
1) ciydaiinbie yrpo3sl;

2) mpeaHaMEpPEHHBIE YTPO3bI;

3) npupoHbIC YIPO3kI.

Bomnpoc 30: Omubxka — 3710:

1) HeTIPaBIIILHOE BBHIITOJHEHHUE DIIEMEHTOM OJTHOM MIJIH HECKOJBKUX (DYHKIMI TIPOUCXO/ISINEE B
CJIEZICTBUU CTIEUU(UIECKOTO COCTOSHHUS,

2) HapyuieHue pabOTOCIOCOOHOCTH 3JEMEHTa CHUCTEMbI, YTO TPUBOJUT K HEBO3MOKHOCTH
BBITIOJIHEHMS,

UM CBOMX (YHKIUI;

3) HeraTMBHOE BO3/ICHCTBUE HA IPOTPAMMY.
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