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1 MacnopT choHAa OLEeHOYHbIX CPeaAcTB
1.1 O6nacTb npumMeHeHUA (POoHAA OLLeHOYHbIX CPeACTB
®oHO OUEHOYHbIX CPeACTB npefHasHavyeH AN OUEHKM pesynbTaToB OCBOEHUS
nporpammHoro moayna NM.03 SkcnnyaTtaunsa o6 beKTOB CETEBOM MHPACTPYKTYpPbI
1.2 Pe3ynbTaTbl OCBOEHUSA ANCLUUNIIUHbI
B pesynbTate KOHTPOSS OUEHKM MO AUCUUMNIINHE OCYLLECTBIISETCA KOMMeKcHas
npoBepKa OCBOEHUS cnegyoLwmx obLwmx n npoeccrnoHasnbHbIX KOMMETEHLMI:
MK 3.1. OcyLiecTBnaTb NPOEKTUPOBAHNE CETEBOM MHPPACTPYKTYPLI.
MK 3.2. O6cnyxumBaTh ceTeBble KOHGUrypauum nporpaMmmMmHo-annapaTHbIX CPeacTB.
MK 3.3. OcywecTtsnatb 3awmty uHGoOpMauMmM B CeTUM C  UCMNOSb30BaHUEM
nporpaMmHo-annapaTHbIX CpeacTB.
MK 3.4. OcywecTtBnaTb YCTPaHEHME HETUNU4YHbIX HeucnpaBHoCTEW B paboTe
ceTeBOM NHPPACTPYKTYpbI.
MK  3.5. MogepHusMpoBatb  ceTeBble  YCTpPOMWCTBA MHOPMaLMOHHO-
KOMMYHMWKALMOHHbIX CUCTEM

2 Nepe4yeHb OLEHOYHbIX CpeacTB

Buabi Kopn n HaumeHoBaHue Moka3aTenn ocBoeHWUs1 KOMMNETEHLMN
AeATEeNnbLHOCTU
KOMNeTeHUumn

MK 3.1. OcywecTBnAThb MpakTnyecknmn onbIT:

NpoeKTupoBaHne ceTesoun

WHMPaCTPYKTYpPbI O6cnyxuneatb ceTeBylo NHAPACTPYKTYPY,
BOCCTaHaBnuBaTb paboTOCNOCOOHOCTL ceTu nocrne
cbos. OcywecTtBnaTb yAaneHHoe
agMUHUCTPUPOBaHMWE 7z BOCCTaHOBIEHNe

paboTocnocobHOCTU  ceTeBOM  MHAPACTPYKTYpPHI.
MoppepxuBaTb Monb3oBaTenen CeTu, HacTpavBaTb
annapatHoe W nporpaMmmHoe obecneyeHve ceTeBon
MHppacTpykTypbl. ObecneumBaTb 3aluUTy CETEBbLIX

B[ 3. SkcnnyaTtaums YCTPOWCTB. BHegpatb MeXaHU3Mbl ceTeBon
061bEeKTOB ceTeBow Ge3onacHocTM Ha BTOpoM ypoBHe mogenu OSI.
VHCPa-CTPYKTYpbI BHeopaTe MexaHusmbl ceTeBov 6e3onacHocTn ¢

MOMOLLBIO  MEXCETEBbLIX  3KPAHOB. BHenpsatb
TexHonormm VPN. HacTtpausaTtb IP-TenedoHsl.

YMeHusti: TectupoBaTtb kabenu n KOMMYHUKaLMOHHbIE
ycTponctBa. OnucbiBaTb  KOHUENUMM  CEeTeBOM

6esonacHocTu. OnuceiBaTb COBpEeMEHHbIe
TEXHOMOIMM M apxuTekTypbl  6He3onacHocTw.
OnuceiBaThb XapaKTepucTuku n SMEeMEeHTbI

KOHurypaumm atanos VolP 3BoOHKa.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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3HaHuA: ApXUTEKTYPY U PYHKLMN CUCTEM ynpaBreHus
ceTsiMW, CTaHAapTbl cucTeM ynpasneHus. 3agayuun
ynpaBfeHnsi:  aHanu3  MpoOU3BOAUTENBHOCTU U
HagexHoCTW, ynpasBneHne 6e30nNacHOCTbIO, yyeT
Tpadmka, ynpaesneHue KoHdurypauuen. [lpasBuna
aKcnnyaTaumMm  TEXHUYECKUX  CpPEeACTB  CETEBON

MHPaCTPYKTYPBI. MeTogbl yCTpaHeHus!
HEeUCNpPaBHOCTEN B TEXHWYECKMX CPEeACTBax, CXeMbl
nocrieaBapuitHoro BOCCTaHOBEHMSI

paboTOCNOCOGHOCTM CETU, TEXHUYECKYHO U MPOEKTHYHO
JAOKYMEHTaLMIo, crnocobbl pe3epBHOr0 KOMUPOBAHUS
AaHHbIX, MPUHUMNLI  PaBoTbl XPaHWUMNULL OaHHbIX.
OCHOBHble  MOHATUA  MHMOPMALMOHHBIX  CUCTEM,

XXWU3HEHHbIV LMK, npobnembl  obecneveHuns
TexHornorm4yeckon 6e3onacHOCTM WMHMOPMALMOHHBLIX
cucTem, TpeboBaHus K apxuTekType

MHMOPMALMOHHBIX CUCTEM WM MX KOMMOHEHTaM Ans
obecneyeHnss 6e30nNacHOCTM  PYHKLMOHMPOBAHWS,
onepaTMBHblE METOAbl NOBbIWEHNS 6e30nacHOCTK
OYHKLUMOHMPOBAHMSA MporpamMmmHbIX cpeacts u 6as
AaHHbix. CpegctBa  MOHUMTOpMHIra W aHanusa
nokanbHblx  ceten. OcHoBHble TpeboBaHusa K
cpeacTBaM v BUaam TeCTUpoBaHWs Ansa onpeaeneHns
TEXHOMNorn4eckon 6e3onacHoCTM WHEOPMAaLMOHHBIX
cucteM. [llpuHuunbl  paboTbl CceTu  aHanoroson
TenedoHnn. HasHayeHne ronocoBOro Ln3a, ero
KOMMOHEHTbl W pyHKUMN. OCHOBHbIE MPUHLUMMbI
TexHonormn obecneveHns QoS aAns ronocosoro
Tpaduka.

MK 3.2. O6cnyxusBaTb
ceTeBble  KOHMrypaumu
nporpamMmmHo-annapaTHbIX
cpeacTs

MpakTnyeckun onbIT: MNogaepxmnsaTb Nonb3oBaTenemn
ceTW, HacTpaumBaTb annapaTtHoe MW nporpaMmMmHoe
obecneyeHne ceTeBoOn MHAPACTPYKTYpbl. BoinonHATb
npodunakTnyeckme paboTel Ha OOGBEKTAX CETEBON
MH(pacTpyKTypbl U paboumx cTtaHumsx. CoctaBnaTb
nnaH-rpadvk npodunakTnyeckmx pabor.

YMeHns: Habniogatbe 3a TpaduKoM, BbINOMHATH
onepauun pe3epBHOro KonnpoBaHus n
BOCCTaHOBMEHUSA OaHHbIX. YcTaHaBnuBaTb,
TecTMpoBaTb M 3KCMnyaTuposaTb MHPOPMALMOHHbIE
CUCTEMBI, COMMAacHO TEeXHUYECKOW [OKYMEeHTaLuu,
obecneynmBaTb aHTUBMPYCHYH 3aliMTy. BbinonHATb
MOHWUTOPWHI 1 aHanu3 paboTbl flokanbHOW CeTn ¢
NMOMOLLIbIO nporpaMmHo-annapaTHbIX CpeacTB.
OcyLecTBNATb AMArHOCTUKY U MOUCK HEUCNPABHOCTEN
BCEX KOMMOHEHTOB CeTW. BbINOMHATL AeNCcTBuS Mo
YCTPaHEHMWIO HENCNPAaBHOCTEN.

3HaHus: 3agaun yrnpasneHus: aHanus
NpOu3BOAUTENBHOCTM M HaAAEXHOCTW, yhnpaBreHue
GesonacHOCTbO, y4eT  Tpadwuka, ynpasreHue
KoHdurypaumen. Knaccudukaumoo  pernameHTos,
nopsaoKk  TEXHUYECKUX OCMOTPOB, MNPOBEPOK W
npodunakTmyecknx paboT. PaclumpeHune CTPyKTypbl
KOMMbLIOTEPHBIX ~ CEeTel, MeToAabl W  cpeacTsa
ONarHoCTUKN HEWCNpPaBHOCTEN TEXHUYECKMX CPEeACTB

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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N CeTeBOM CTPyKTypbl. MeTogbl  ycTpaHeHus
HencnpaBHOCTEN B TEXHUWYECKUX CPeAcTBax, CXembl
nocrneaBapunHOro BOCCTaHOBIEHUS
paboToCNOCOBHOCTUN CETU, TEXHUYECKYIO U MPOEKTHYIO
OOKYMEHTaLUMIo, Cnocobbl pe3epBHOrO KOMMPOBAaHWS
AaHHbIX, NPUHUMNBI paboTbl XPaHWNMWLL OaHHbIX.
OCHOBHble NOHATMA  MHMOPMALMOHHBIX  CUCTEM,

XXU3HEHHbIN LMK, npobnemsl obecneyeHus
TexHonormyeckor 6e3onacHOCT WHAOPMALMOHHBIX
CUCTEM, TpeboBaHus K apxuTekType

WMHMOPMALMOHHBIX CUCTEM U UX KOMMOHEeHTaM Afs
obecneveHnss 6Ge3onacHOCTM  (DYHKLMOHUPOBaHWS,
onepatuBHble MeTOAbl MOBbILEHWUS ©Ge30nacHOCTM
OYHKUMOHMPOBaHMSA MporpamMmmHbIX cpeacts u 6a3
AaHHbix. CpeactBa  MOHWTOpMHIa W aHanusa
nokanbHblx ceten. OcHoOBHble TpeboBaHua K
cpeacTeaMm 1 BMaam TeCTUPOBaHWS AN onpeaeneHns
TexHornorm4yeckon 6e3onacHOCTM WMHMPOPMALMOHHBLIX
cucteM.  [lpuHuunbl  paboTbl CceTu  aHanoroson
TenedgoHnn. HasHadeHne ronocoBoro LWn3a, ero
KOMMOHEHTbl W pyHKuMN. OCHOBHbIE MPUHLUMMbI
TexHonormn obecnevenns QoS AnNs  ronocosoro
Tpaduka.

MK 3.3. OcyuwecTtBnatb
3alWmnTy MHpopMaumMu B
CeTu C WCMonb3oBaHMeM
nporpamMmHo-annapaTHbIX
cpencTs

MpakTnyeckmii onbIT: MNMogaepxmnBatb Nonb3oBaTesnien
ceTW, HacTpavmBaTb annapaTtHoe W nporpaMmMmHoe
obecneyeHve ceTeBoW WMHPaCTPyKTypbl.
ObGecneunBaTb  3aliMTy  CETEBbIX  YCTPOWCTB.
BHegpate mexaHu3mbl ceTeBor 6e30nacHOCTM Ha
BTOpoM ypoBHe mogenu OSIl. BHegpaTe MexaHu3mbl
ceTeBol 6e30MacHOCTU C MOMOLLBI MEXCEeTEBbIX
akpaHoB. BHegpsaTb TexHonormn VPN. HactpausaTtb

IP-TenedoHbl. OkcnnyatuposaTtb TexHn4eckue
cpefcTBa CeTeBOW WHMpPacCTPyKTypbl. Mcnons3osaTb
CXeMmbl nocneasapumHoOro BOCCTaHOBIEHNS
paboTocnocobHOCTU ceTw.

YMeHus: OnucbiBaTb KoHUenuum ceTeBoMn
GesonacHocTu. OnucbiBatb COBPEMEHHbIE
TeXHoOMnormm " apXUTEKTYpbI H6e3onacHocTw.
OnuceiBatb XapaKkTepucTUKu " 3NEMEHTbI
KoHdurypaumm atanos VolP 3BoHka.

3HaHus: 3agaun yrnpasneHus: aHanus

NPOM3BOAUTENBHOCTU W HALEXHOCTW, YyrpaBreHune
GesonacHOCTbO, yy4eT  Tpadwuka, ynpasreHue
KoHdurypavmen. Mpasuna aKkcnnyarauum
TEXHUYECKNX CPeacTB CeTeBOM UHAPaACTPYKTYpbl.
OCHOBHblE  MOHATMS  MH(OPMALMOHHBIX  CUCTEM,

XU3HEHHbIN LMK, npobnemsi obecneyeHus
TEXHOmnormyeckon 6e3onacHoCcTM WHMOPMALMOHHBIX
cucTem, TpeboBaHus K apxuTekType

VMHOPMALIMOHHBIX CUCTEM M UX KOMMOHEHTaM AJis
obecneyeHns 6e30nacHOCTM  (PYHKLUOHMPOBAHWS,
onepaTMBHbIE MeTOAbl MNOBbIWEHNS 6e30nacHOCTK
(PYHKLMOHNPOBAHUSA MNpPOrpaMMHbIX cpeacTs v 6a3
AaHHbix. CpegctBa MOHMTOpMHIra W aHanusa
nokaneHblx ceten. OcHOBHble TpeboBaHusa K
cpencTeaMm 1 Bugam TeCTUPOBaHWS AN onpeaeneHns
TEXHONorn4eckor 6e30MacHOCTU MHGOPMALMOHHBIX

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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cuctem. [lMpuHUMnbl paboTbl ceTn TpaaULMOHHOMN
TenegoHnn. HasHayeHne ronocoBOro Ls3a, €ero
KOMMOHEHTbI U yHKUMKM. OCHOBHbIE MNPUHLUMbI
TexHonormn obecnevyeHna QoS Aans  rornocoBoro
Tpadomka.

MK 3.4. OcywecTtBnaTb
yCTpaHeHue HEeTUMUYHbIX
HeucnpasHocTel B paboTe
ceTeBoW MHPPACTPYKTYPbI

MpakTnyeckun OfbIT: OpraHusoBbiBaTb
GecnepebonHylo paboTy cucTeMbl MO pe3epBHOMY
KOMUPOBaHWKD W BOCCTAHOBMEHUIO WMHGOPMAaLMK.

O6cnyxumBaTtb ceTeBylo WHPPaCTPYKTYypY,
BOCCTaHaBnMBaTb paboToCnoCoBHOCTL ceTu mnocrne
cbos. OcyLecTBNSATL yaaneHHoe
agMUHUCTPUPOBaHNE n BOCCTaHOBINEHNEe

paboTtocnocobHOCTM  ceTeBOW  MHAPACTPYKTYpbI.
MopdepxuBatb Mnonb3oBaTenen ceTu, HacTpavBaTb
annapaTHoe W nporpaMMHoe obecneveHvne ceTeBou
nHdpacTpykTypbl. ObecneunBaTtb 3alMTy CeETEBbIX
YCTPOWCTB. BHegpatb MeXaHU3Mbl ceTeBon
6esonacHocTM Ha BTOpoM ypoBHe mogenu OSI.
BHeopaTte MexaHusmbl ceTeBon 6e3onacHOCTU C
MOMOLLIbIO MEXCETEBbIX 9KPaHOB.

YMenns: Habniopgatbe 3a TpaduKoM, BbINOMHATL
onepaumu pes3epBHOro KONMpoBaHus n
BOCCTaHOBIEHMNSA OaHHbIX. YcTaHaBnueatb,
TEeCcTMpoBaTb M 3KCnnyaTupoBaTb MHAPOPMALMOHHbIE
CUCTEMbI, COMNAacHO TEeXHWYECKOW [AOKyMeHTaumu,
obecrneunBaTb aHTUBUPYCHYIO 3awuTty. BbinonHaTb
AEeNCTBUS NO YCTPaHEHMI0 HENCMNPABHOCTEW.

3HaHus: 3agauv yrnpaBreHus: aHanus
NPOn3BOAUTENBLHOCTU U HaAEXHOCTW, YyrpaBreHue
G6e3onacHoCcTblo, yyeT  Tpadwuka, ynpasreHue
KoHdurypaumen. Knaccudukaumioo  pernameHTos,
nopsdoK TEXHUWYECKMX OCMOTPOB, MNPOBEPOK W
npodmnakTnyeckmx pabot. PacwmpeHne CTpyKTypsbl,
MeToAbl W CpeAcTBa AMarHoCTUKM HeucrnpaBHOCTEN
TEXHUYECKNX CPedCTB U ceTeBOW CTPYKTYypbl. MeToabl
yCTpaHEeHUs1  HeucnpaBHOCTEN B TEXHUYECKUX
cpencTsax, CXeMbl rnocrneasapunHOro
BOCCTaHOBIIEHNS paboTocnocobHocTH cetu,
TEXHUYECKYI0 U MPOEKTHYI0 OOKYMEHTauuMIo, crnocobbl
pe3epBHOro KONMpPOBaHWA AaHHbIX, MPUHLUMMBI paboThbl
XpaHunuLy, OaHHbIX. OcHOBHbIE NOHATNSA
WH(POPMALMOHHBLIX ~ CUCTEM,  XWU3HEHHbIN LMK,
npobnemsl obecneyenns TEXHOSOrMYeCcKom
©e3onacHocTn NMHOPMALIMOHHBIX cuctem,
TpeboBaHMs K apxuTektype MHEPOPMALMOHHBIX
CUCTEM U WX KOMMOHeHTaM pAns obecneveHus
Ge3onacHOCTM  (PYHKLUMOHMPOBAHUS, oOnepaTuBHbIE
MeToabl NoBbILWEHUS H6esonacHocTn
OYHKLUMOHMPOBaHMSA MporpamMmmHbIX cpeacts u 6a3
AaHHbiXx. OcHoBHble TpeboBaHWsi K cpeacTBaMm U
BMAaMm TEeCcTUpOBaHNS ans onpeaerneHns
TEXHonorm4yeckon 6e3onacHoCTM MHEOPMAaLMOHHBIX
cucTem.

MK 3.5. MogepHusunpoBaTtb

MpakTnyeckun onwIT: [NpoBOAMTL WHBEHTapU3aLMio

ceTeBble YCTPOWCTBA | TEXHUYECKMX CPEeACTB CEeTeBON WHMPaCTPYKTyphbI.
WHMPOPMALIMOHHO- [MpoBOAMTL  KOHTPOmMb  KayecTBa  BbIMOSIHEHMSA
KOMMYHWKALIMOHHbIX pemoHTa. [MpoBoanTL MOHWUTOPWHT paboThbl

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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KMPK BIFAP® ®I'BOY BO «KI'TY»

SKCMNNYATALWA OEBEKTOB CETEBOW C.7/23
NHOPACTPYKTYPbI

MO-09 02 06-[1M.03.90C

cucremMm 060pyﬂ,0BaHMﬂ nocrne peMoHTa

Ymenus: [lpaBunbHO 0COPMASATb  TEXHUYECKYHO
AokymeHTaumo. OcyLLecTBASATb AMArHOCTUKY U MOUCK
HeuncnpaBHoOCTEN BCEX KOMMOHEHTOB ceTu.

BbinonHaTb aencreus no yCTpaHeHuo
HencnpasBHoOCTEN
3HaHus: 3agaum yrnpaBneHns: aHanus

NPOU3BOAUTENBHOCTM W HAAEXHOCTW, ynpaBreHue
Ge3onacHocTblo, yy4eT  Tpadwuka, yhnpaereHue
KOH(urypaumen. Knaccudukauuio  perriaMmeHToB,
NopsioK  TEXHWYECKMX OCMOTPOB, MNPOBEPOK W
npodmnakTnyeckmx pabdoT. lNMpaBuna akcnnyatauum
TEXHUYECKNX CPEACTB CEeTeBOW WHAPACTPYKTYPHI.
PacwwupeHne cTpykTypbl, MeTodbl M CpeacTea
ANarHoCTUKN HEUCNPaBHOCTEN TEXHWYECKMX CPeACTB
N CceTeBOWM CTPyKTypbl. MeToabl  ycTpaHeHus
HencnpaBHOCTEN B TEXHUYECKUX CPeacTBax, CXembl
nocrneaBapunHOro BOCCTaHOBMEHNS
paboToCNOCOBHOCTU CETU, TEXHNYECKYHO U MPOEKTHYHO
OOKYMEHTaLMIo, Cnocodbl pe3epBHOrO KOMUPOBAHWUS
OaHHbIX, NPUYHUUNBLI  paboTbl XpaHWMUL, AaHHbIX.
OCHOBHble  MOHATMA  MH(OPMALMOHHBIX  CUCTEM,

XKM3HEHHbIA  UMKM,  npobnembl  obecrneyeHusi
TeXHomnornyeckoin 6e3onacHOCTM WHGOPMAaLMOHHbIX
cuctem, TpeGoBaHus K apxuTeKType

I/IHCbOpMaLI,VIOHHbIX CcucteMm " X KOMNOHeHTaM And
obecneyeHnss 6e30nNacHOCTM  (PYHKLMOHMPOBAHWS,
onepatuBHble MeTOAbl MNOBbILLEHUA ©e3onacHocTH
(PYHKLMOHNPOBAHUSA MNPOrpaMMHbIX CpeacTtB u 6a3
OaHHbIX.

2.1 K oueHOYHbIM cpeacTBaM TEKyLLEero KOHTPOJSIA yCrneBaeMoCTM OTHOCATCS:
- KOHTPOJIbHbIE BOMPOCHI K TEMaM NPaKTUYECKUX 3aHATUN.
2.2 K oueHOYHbIM cpeacTBaM Ans NPOMEXYTOYHOW aTTecTaumm OTHOCATCS:
- TECTOBbIE 3aaHNS OTKPLITOrO 1 3aKpbITOro TUNa;
- BuneTbl ANA aK3ameHa.
2.3 Kputepumn oueHKH pe3ynbTaToB OCBOEHUA AUCLUMNIIUHDI
Kputepun oueHnBaHUA TeopeTUHECKUX 3HAHUN:
«Omsu4yHo» - CTaBUTCSA, ecriv obyyaroLnncs:
a) TOYHO (hopMyNUPYeT OTBETHI HA NOCTaBIIEHHbIE B 3a4aHNN BOMPOCHI;
06) paer npasunbHble QOPMYNIMPOBKM MOHATUA U TEPMUHOB MO  WU3YYEHHOW
ANCUNNINHE;
B) AEMOHCTPUPYET NOHMMaHWe MaTepuarna, YTo BblpaXxaeTca B yMeHun obocHoBaTb

CBOW OTBET,;

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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r) ceoboagHo ob6obLaeT n anddepeHumpyeT NPU3HaKU U NOHATUS;

A) NpaBuUNbHO OTBEYaAET Ha AOMNOSTHUTENbHbIE BONPOCHI;

e) cBob6OAHO BnageeT peybto (AEMOHCTPUPYET CBA3AHHOCTb M NOCNeA0BaTeNIbHOCTb
B U3NOXEHUN) U T.1.

«Xopowoy» - cTaBuTCA, ecnv oby4yarowmncs gaet oTBeT, yOOBNETBOPSOLWMNN TEM Xe
TpeboBaHUAM, YTO M AN OTMETKN KOTIIMYHO», HO AOMYyCKaeT eAMHUYHbIE OLUMOKK, KOTOpbIe
caMm Xe ucnpasngaeT rnocrne 3amevyaHusa npenogasartens.

«Y0osremeopumersibHO» - CTaBUTCS, eCnin obyyaroLmnincs 4eMOHCTPUPYeT 3HaHue u
NMOHMMaHME OCHOBHbIX MONTIOXXEHWUI AaHHOW TeMbI, HO:

a) HETOYHO N HeyBEPEHHO BOCMPOU3BOAUT OTBETbl Ha MOCTaBMEHHblE B 3adaHuu
BOMpPOCHI;

0) faeT HeTOYHble (POPMYIIMPOBKM MOHATUN N TEPMUHOB;

B) 3aTpyaHsieTca obocHOBaTb CBOW OTBET;

r) 3aTpygHsieTca 0600WwmTe unn guddepeHunpoBaTb NPU3HAKN N NOHATUS;

[) 3aTpyAHSIETCS NpU OTBETax Ha AOMNOSNHUTESNbHbIE BOMPOCH!;

e) nsnaraet maTepuan HeJOCTaTOYHO CBA3aHHO M MocnefoBaTenlbHO C YacTbiMU
3aMMHKaMu1 1 nepepbiBaMn u T.10.

«HeydosnemeopumernibHO» - CTaBUTCA, €cnu oOy4valolnncs OEeMOHCTpUpyeT
He3HaHue Unn HernoHMMaHue BonbLuen YacT COOTBETCTBYIOLLErO pa3aena.

Kputepuun oueHMBaHUA NPaKTU4ECKUX YMEHUN:

«Omnu4yHo» cTaBUTCS, ecnu oby4varoLLnncs:

a) yMeeT noATBEPAUTb Ha NMpMMepax CBOE YMEHMWE MO BbINOMHEHUIO NOTyYEHHOro
NPaKTUYeCKOoro 3agaHus;

6) ymeeT aprymeHTMpoBaTb CBOVM AEWUCTBUS MNPWU BbINOSIHEHUN MPAKTUYECKOrO
3agaHus;

B) uUenecoobpasHO WCMONb3yeT TEOpPeTMYECKUA MaTtepuan ans  BbIMNOMHEHMUS
3agaHus;

r) NpaBUIIbHO NUCNOSb3yeT HEOOXOoANMbIE NPUEMbI, METOAbI, MHCTPYMEHTbI 1 Apyrve
pecypcsbl;

A) LOEMOHCTpUpyeT YyMeHWe [encTBoBaTb B CTaHAAPTHbIX M HecTaHAapTHbIX

NpodeccrMoHanbHbIX CUTYaLUSIX;

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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€) rpaMOTHOE COCTaBfeHME [OOKYMEHTOB, OTHOCALUMXCA K NpodheccMoHanbHOn
AEeATENbHOCTM U T.N.

«Xopowo» - CTaBUTCS, €CN 0ByYaloLNNCA OEMOHCTPUPYET NPaKTUYECKNE YMEHWS,
yAOBMeTBOpSoLWME TeM xe TpeboBaHNAM, YTO M AN OTMETKM «OTSIMYHO», HO AonyckaeT
€OVHWYHble Herpybble owunbku, KOTOpble CaM >Xe WCMpaBnsieT Mocne 3amevaHus
npenogaeaTens.

«YdosnemeopumesnibHO» - CTaBUTCHA, ecnu obyyarowunca obHapyxuBaeT
NpakTU4YecKne yMeHus, Ho:

a) 3aTpygHsieTca  NpuMBECTU  MNpUMEpPbl, MOATBEPXAalwme €ero  yMmeHus,
MCNONb30BaHHbIE B NPOLECCe BbIMOSTHEHUS NPAKTUYECKOrO 3a4aHus;

6) HenocnepoBaTenbHO aprymeHTUpyeT CBOM [LEWCTBUS, MPeanpuHATble UM B
npoLiecce BbINOSTHEHUSA NPAKTUYECKOro 3afaHuns; apryMeHTbl, 06bSACHSOLWLME ero 4encTBus,
NpeanpuHSTbIE UM B NPOLIECCE BbINOSIHEHUSI NPAKTUYECKOro 3afaHus;

B) HeuenecoobpasHO MCMNONb3yeT TeopeTU4eckun maTepuman nnis COCTaBfeHUs
nnaHa BbINOSIHEHNSA NPaKTUYECKOro 3ajaHus;

r) uanaraeT maTepuan HeJOCTAaTOYHO CBS3aHO M C NocnefoBaTeflbHO C YacTbiMU
3aMMHKaMu1 1 NepepbiBaMu;

A) NCNbITbIBaeT 3aTPYAHEHWS B 4ENCTBUSAX NPU HECTAHOAPTHBIX NPOdECCMOHANbHbIX
CcUTyaumsix n T.n.

«HeydoenemeopumeribHO» - CTaBUTCs, ecnn obyvalowmnca gonyckaet rpybble
HapylleHnst anropuTMa LEeWCTBMS unu owmnbku, Bnekywme 3a cobon BO3HUMKHOBEHMWE
oTpuuaTenbHbIX NOCNeACTBMI Ansa 060pyaoBaHNS, OKpyKatoLLen cpeapbl 1 akunaxa cyaHa,
nnun (1) oTCyTCTBME YMEHUS OENCTBOBATb B CTAHAAPTHbIX NPO(ECCMOHANbHbBIX CUTYaUUsIX,
nnNn(n) SEMOHCTPUPYET HE3HaHME UM HeNoHMMaHne Gonbllen YacTu COOTBETCTBYHOLLENO
pasgena.

Kputepuu oueHuBaHus no gucumnnumHe B hopme TeCTUPOBAHUA:

«OTnn4yHo» - 81-100 % npaBuribHbIX OTBETOB,

«Xopowo» - 61-80 % npaBunbHbIX OTBETOB;

«YpnoBneTBopuUTeEnNbHOY - 41-60% npaBunbHbIX OTBETOB;

«HeynosneTtBopuTenbHO» - 0-40% npaBuiibHbIX OTBETOB.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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3 OueHoYHbIe cpeacTBa TeKyLIEero KOHTPONA U NPOMEXYTOYHOM aTTecTauum

KoHTponbHble BONPOCbI K NPakTU4YEeCKUM 3aHATUAM

Mpaktnyeckaa pabota 1-3. [lpotokon ynpaBneHusa SNMP. OcHoBHble
xapaktepuctuku npotokona SNMP. Ha6bop ycnyr (PDU) npotokona SNMP
KOHTpOnbHbIE BOMPOCHI:

1. TNpotokon ynpasneHnss SNMP.

2. OcHoBHble xapakTepucTtukm npotokona SNMP.

3. Habop ycnyr (PDU) npotokona SNMP

MpakTuyeckas pa6ota 4-6. 3agaum ynpaBreHUs: aHanu3 NPou3BoAUTENLHOCTU CeTM.
3apaumn ynpaBreHusi: aHanuM3 HageXHOCTU ceTu. YnpaBneHue 6e30nacHOCTbLIO B
ceTun.
KoHTponbHblE BOMPOCHI:

1. 3apgauv ynpaBneHusi: aHanms3 npovM3BoaUTENbHOCTU CETU.

2. 3agauv ynpaBneHus: aHanus HageXXHoCTU CeTu.

3. YnpaBneHue 6e30nacHOCTbIO B CETU.

Mpaktnyeckaa pabota 7-9. Yuer Tpachmka B cetun. CpeacrBa MOHUTOPMHra
KOMNbLIOTEPHbIX ceTen. CpeacrtBa aHanmu3a CeTU C MOMOLWLIO KOMaHA ceTeBOM
onepauyuoHHON CUCTEMbI
KoHTponbHblE BOMPOCHI:

1. Yyet Tpaduka B ceTu.

2. CpenctBa MOHMTOPUHIA KOMMBIOTEPHbIX CETEN.

3. CpepnctBa aHanu3a ceTu ¢ NOMOLLbIO KOMaH CeTeBOW onepaumMOHHON CUCTEMBI

MpakTnyeckaa pa6orta 10-12. ®dMHanNbLHaA KOMMIIEKCHasi NpakTu4yeckasa pabora no
aKcnnyatauMm o6bEKTOB ceTeBOM MHpacTpykTypbl. Hactponka annapaTHbix IP-
TenedoHoB. HacTpouka nporpammHbix IP-tenecoHoB, ¢hakcoB

KOHTpOﬂbH bl€ BOMNpPOCHI.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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®duHanbHas KoOMMEeKCHas npakTudeckas paboTta no akcnnyataumm OOBLEKTOB
ceTeBOM NHPPACTPYKTYpbI.
HacTtponka annapaTHbix IP-TenedoHoB.

HacTtponka nporpammHbix IP-TenedgoHoB, dakcos

MpakTnyeckasa pabota 13-14. PasBepTbiBaHMe ceTu ¢ ucnonb3osaHmem VLAN ans IP-

TenedoHun. Hactponka wnro3a. YcrtaHOBKa, NOAKIIOYEHUE M MNepBOHa4vanbHble

HaCTPOMKM roflocoBOro MapLupyTmusaTopa

KOHTpOJ’IbH bl€ BOMNPOCHI.

1.
2.
3.

PasBepTbiBaHWe cetn ¢ ucnons3osaHnem VLAN gnsa IP-tenedoHuw.
HacTtponka wnto3sa.
YcTtaHoBKa, NOAKNiYeHWe U1 nepBOHayasnbHble  HACTPOWKM  FOfl0COBOrO

mMapLupyTu3aTopa

Mpaktnyeckaa pabora 15-17. Hactpouka Tabnuubl nonb3oBaTerien B ronocoBoOM

MapLlpyTusatope. HacTpoika rpynn B ronocoBom MaplupyTtusatope. Hactpoiika

Tabnuubl MapWpyTUM3aLUumM BbIZOBOB B rOJIOCOBOM MapLupyTuM3aTope

KOHTpOJ’IbH bl€ BOMNpPOCHI.

1.
2.
3.

HacTpoiika Tabnuubl nonb3oBaTenen B roniocOBOM MapLupyTusaTope.
HacTponka rpynn B ronocoBOM MapLUpyTu3aTope.

HacTpolika Tabnuubl MapLpyTM3aumm BbI30BOB B rOSIOCOBOM MapLUpyTM3aTope

MpakTnyeckasa paborta 18-19. HacTpowka ronocoBbIX COOOLWEHN B MapLUpyTU3aTope.

Hactpownka nporpammHo-annapaTtHoun IP-ATC. YcTaHOBKa U HACTpoMKa NporpaMmMHoOMN

IP-ATC (Hanpumep, Asterisk)

KOHTpOﬂbH bl€ BOMNPOCHI.

1.
2.

HacTtpovika ronocoBbix coobLLeHMI B MapLipyTu3aTope.

HacTpoiika nporpammHo-annapaTtHon IP-ATC.

3. YcTtaHoBKa n HacTpovika nporpammHon IP-ATC (Hanpumep, Asterisk)

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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MpakTnyeckaa pabora 20-22. TectupoBaHue KoaekoB. MccnepoBaHme napameTpoB
KayecTtBa obcnyxuBaHuA. MOHMTOPUHIr M aHanM3 COoeAUHEHUW MO Pas3fIMYHbIM
npotokonam. MOHUTOPUHI BLI3OBOB B NPOrpaMMHOM KOMMyTaTope
KoHTpOsibHbIE BOMPOCHI:

1. TecTupoBaHue KOOEKOB.

2. VlccnepoBaHve napaMeTpoB KayecTBa 06CnyKMBaHWUS.

3. MOHUTOPWHI 1 aHann3 CoeaNHEHN MO Pa3fMYHbIM NPOTOKOMaM.

4

MOHWUTOPUHT BLI3OBOB B NPOrpaMMHOM KOMMYyTaTope

MpakTu4yeckas pabota 23-25. CozgaHue pe3epBHbIX Konun 6a3 AaHHbIX. [lnarHoCTUKa
M yCTpaHeHuMe HeucnpaBHocten B cucremax IP-tenecpoHnn. >PuHanbHasA
KOMMNNEeKCHasaA npakTtuyeckasi pabota no akcnnyataumum cucrtem |P-tenedoHum.
lMpakTnyeckue npumepbl NPUMEHEHUA CcTaHAapToB B conpoBoxaeHun WC.
PdopmMupoBaHMEe OTYETHOU AOKYMEHTaLUN MO pe3yribTaTaM BbIMOSIHEHUs1 paborT.
KoHTpOsIbHbIE BOMPOCHI:

1. CospgaHue pe3epBHbIX KONun 6a3 AaHHbIX.

2. [narHocTuka u ycTpaHeHne HeucrnpasHocTen B cuctemax IP-tenedcoHmn.

3. ®uHanbHas KoMMfeKkcHas npaktudeckass pabota no akcnnyatauum cuctem |IP-

TeneoHuu.
4. TlpakTnyeckue npumepbl NPUMEHEHNS CTaHAApPTOB B conpoBoxaeHun VC.

(DOpMMpOBaHI/Ie OTYETHON OOKyMeHTauun no pe3yribtataM BbINMOJIHEHUA p860T.

MpakTnyeckasa paborta 26-27. BbinonHeHne pernamMeHTHbIX paboT No OOHOBNEHUIO U
TexHu4yeckomy conpoBoxaeHuro UC. Moaudukauma n conpoBoxaeHune MO kopa
nporpamMmHoro o6ecnevyeHums.
KoHTponbHble BOMPOCHI:
1. BbinonHeHne pernamMeHTHbIX paboTr no OGHOBMAEHUIDO U TEXHUYECKOMY
conpoBoxaeHuto NC.

2. Moandukauma n conposoxaeHue NO koga nporpammMmHoro obecneveHums.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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MpakTnyeckaa pabota 28-29. Hactpomka MUC noa KOHKpeTHOro nonb3oBaTens
COrflacHoO TeEXHMYECKOWN AOKYMEHTaLuun. YcTaHOBKa cepBepHOM YacTu. Ynpasnsiouwime
cepBepbl (ceTeBble onepauuoHHble CUCTEMbI), pannoBbie cepBepbl.
KoHTpOsibHbIE BOMPOCHI:
1. Hactponika WC noa KOHKPETHOro nonb3oBaTesili  CornacHo  TEXHUYECKOM
AOKyMeHTauuu.
2. YcTaHoBKa cepBepHOM YacTu.

3. YnpasnswLime cepBepbl (CeTeBbIE ONEPaUMOHHbIE CUCTEMbI), hansioBblE CEPBEPDI.

MIOK 03.02 Be3aonacHOCTb KOMNbLIOTEPHbLIX ceTen

MNMpakTnyeckasa paborta 1-2. BesonacHocTb CeteBbix ycTponcTB OSIl. BesonacHbIn
[OCTyn K ycTponcTtBaM. HasHayeHne agMUHUCTPaTUBHbIX poneri. MOHUTOPUHT K
ynpaBrneHue yctponctBamu. Mcnonb3oBaHue (pyHKUMA aBTOMaTU3MPOBaHHOM
HaCTPOMKN 6e30NacHOCTMU.
KoHTpOsIbHbIE BOMPOCHI:

1. BbesonacHocTb CeTeBbix ycTponcts OSI.
BesonacHbIM 4OCTYN K yCTPOMUCTBAM.
HasHayeHne agMUHUCTPATUBHBLIX PONEN.

MoOHUTOPUHTI 1 yrnipaBneHne yCTponCcTBaMu.

o bk~ 0N

Mcnonb3oBaHue yHKUNA aBTOMaTM3MPOBaHHOM HACTPOKKM 6e30MacHOCTH.

MNMpakTnyeckan pabota 3-4. ABTopusauumsa, ayteHTucdurkauma m yyet goctyna (AAA)
CeounctBa AAA. JlokanbHasa AAA ayteHTucukauusa. Server-based AAA
KOHTpOnbHbIE BONPOCHI:

1. AsTopusauus, ayTeHTUduKauma n ydet goctyna (AAA)

2. CeouictBa AAA.

3. JlokanbHas AAA ayTeHTudukauus.

4. Server-based AAA

MNMpakTnyeckasa pabota 5-6. Peannsauua texHonorun 6paHamayapa. ACL.
TexHonorus 6paHamayapa. KoHTeKCTHbIM KOHTponb goctyna (CBAC). NMonutukm
O6paHgmayapa, ocHOBaHHble Ha 30Hax. IPS TexHonorun.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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KoHTponbHbIE BOMPOCH!:
1. Peanusaumsa TexHonornn 6paHgmayapa.
ACL.
TexHonorusa 6paHamayapa.
KoHTekcTHbIN KoHTponb goctyna (CBAC).

Monntunku 6paHﬂmay3pa, OCHOBaHHbIE Ha 30Hax.

o oA W N

IPS TexHonoruu.

MNMpakTnyeckas pabota 7-9. IPS curHatypsbl. Peanusauus IPS. NpoBepka u MOHUTOPUHT
IPS. Be3onacHocTb JloKarnbHOW ceTu. Ob6ecneyeHue 6e3onacHocTn
Nnonb30BaTeNbCKMX KOMNbIOTEpPOB. CoobpaxeHns no 6e30nacHOCTU BTOPOro YpOBHA
(Layer-2).
KoHTponbHbIE BOMPOCHI:

1. IPS curHaTtypsbl.
Peanuszauus IPS.
MpoBepka n MoHUTOPWHT IPS.
Be3onacHoCTb NokanbHOM ceTu.

Ob6ecne4veHne 6e30nacHOCTU NONb30BaTENbCKMUX KOMMbIOTEPOB.

o oA W N

CoobpaxeHunsa no 6e3onacHOCTM BTOPOro ypoBHs (Layer-2).

Mpaktnyeckas pab6ota 10-11. KoHdurypaumsa O6e3onacHOCTU BTOPOro YpPOBHS.
Be3onacHocTb OecnpoBogHbix ceten, VolP m SAN. CoumanbHas WHXeHepus.
Hactponka nonutukm ©OGe3sonacHocTn OpaHgmayapoB. HacTtpowka cuctembl
npepoTBpaweHus BTopxeHun (IPS). HacTtponka 6e3onacHOCTM Ha BTOPOM ypOBHE Ha
koMmMmyTaTopax. UccnegoBaHue meToaoB WncpoBaHUs
KoHTponbHble BOMPOCHI:

1. KoHdurypauusa 6e3o0nacHOCTU BTOPOrO YPOBHS.
BesonacHocTb 6ecnpoBoaHbix ceten, VolP n SAN.
CoumanbHas nHxeHepusi.
HacTtpovika nonuTtukmn 6e3onacHocTn 6paHgmayapoB.

HacTtpovika cuctembl NnpeaoTBpaLleHns BTopxkeHun (IPS).

o 0 A w N

HacTtpovika 6e30nacHOCTM Ha BTOPOM YPOBHE Ha KOMMYyTaTopax.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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7. WccnepoBaHue MeTodoB LWMAPOBaAHUSA

MpakTuyeckas paboTta 12-13. UccnepoBaHue MeToA0B wudpoBaHUA.
KoHdumaeHumanbHocTb. Kpuntorpadums oTKpbITbIX KNOYEn.
KOHTpOnbHbIE BONPOCHI:

1. WccnepoBaHne MeTodoB WMPpOBaHNS.

2. KoHtungeHumnansHOCTb.

3. Kpuntorpadua oTKpbITbIX KNHOYEN.

MNMpakTnyeckasa pabota 14-15. NMpuHUMNbI 6e3onacHOCTU CeTeBOro AM3anHa.
Be3onacHas apxuTekTypa. YnpaBneHue npoueccaMmu n 6e30nacHoCTb.
TecTnpoBaHue ceTu Ha ya3BuMMocTU. HenpepbIBHOCTL Gu3Heca
KOHTpOnbHbIE BONPOCHI:

1. lMpuHumMnbl 6e30nNacHOCTM CETEBOro AM3anHa.

2. besonacHas apxutekTtypa.

3. YnpaBneHue npoueccamu n 6e30nacHOCTb.
4. TecTupoBaHWe CETU Ha YSA3BUMOCTM.
5

HenpepbiBHOCTL OM3Heca

Mpaktnyeckaa pabora 16-17. [naHMpoBaHWe BOCCTAaHOBNEHUSA aBapUMUHbIX
cutyauun. PazpaboTtka pernameHTOB KOMNaHUU U NoNUTUK 6e3onacHocTu. Cisco ASA
KOHTpOnbHbIE BONPOCHI:

1. TnaHMpoBaHMe BOCCTAHOBEHUS aBapUNHbIX CUTYaLIUMA.

2. PaspaboTka pernameHToB KOMMaHUM K NONMTMK 6e30MacHOCTH.

3. Cisco ASA

MpakTnyeckasa paborta 18-20. MnaHnpoBaHue, co3gaHne U UI3BMEHEHNE YYEeTHbIX
3anuceun nonb3oBaTtenen. CosaaHue U agMMHUCTPUPOBaHME Fpynn Nofb3oBaTenen.
MnaHnpoBaHue n yctaHoBKa pa3speweHun NTFS gna cphannos. Hactpoinka nonuTukum
6e30nacHOCTU YYeTHbIX 3anucemn.
KoHTpOnbHbIE BONPOCHI:

1. lNnaHnpoBaHue, co3gaHve U U3SMEHEHWE YYETHbIX 3anncen nonb3osaTenen.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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2. CosgaHue n aaMUHUCTpUpOBaHME rpymnn nosfib3oBaTesnien.

3. lNnaHunpoBaHue n yctaHoBka paspeweHunn NTFS gns dannos.

4. HacTporka nonutnkm 6e30nacHOCTU YY4ETHbIX 3anmcen.

3apaHusa OTKPbITOro TMna

MIAHAPYEMBIE  PE3YJIBTATbHlI: MK 3.1, OCYLWECTBIIATb
MPOEKTUPOBAHVME CETEBOM UHOPACTPYKTYPbI MK 3.2,
OBCIIYXMBATb  CETEBbIE = KOHOUTYPALUKM  TMPOIPAMMHO-
AMMAPATHBIX CPEACTB TIK 3.3. OCYWECTBIATL SAWNTY
NHOOPMALMM B CETU C WCIMNOJNBb3OBAHMEM TMPOIMPAMMHO-
AMNMAPATHBIX CPEOCTB. MK 3.4 OCYWECTBJIATbL YCTPAHEHUE
HETUMWYHLIX ~ HEWCMPABHOCTEW B PABOTE CETEBOW
NWHOPACTPYKTYPbLI. TIK 3.5. MOOEPHU3NPOBATb CETEBbIE
YCTPONCTBA MH®OPMALIMOHHO-KOMMYHUKALIMOHHBLIX CUCTEM

1.

BOI'IpOCZ Kakne OCHOBHblE C*)yHKLI,I/II/I BbINOJTHAET MPOTOKOIJI AVHaMMYECKOW

KOH(purypaumm xocta (DHCP) B npouecce HaCTpOnKn ceTeBoro CoeauHeHus?

OtBeT: OcHOBHbLIMU (hyHKUMAMK npoTokona DHCP aenstoTcs:

2.

ABTOMaTMyeckoe HasHayeHue IP-agpecos y3nam cetu. Npotokon DHCP
no3BonsieT aBToMaTnyeckn HasHavaTtb |IP-agpeca ceTeBbIM YCTPOMUCTBAM, YTO
ynpoLLaeT HaCTPOMKY CETEBLIX COeANHEHNIN N n30aBnseT OT He06Xo0aNMOCTH
PYYHOWN HACTPOMKM KaXK4oro ysna.

O6ecneyeHune BpeMmeHHon apeHabl IP-agpecos. [Npotokon DHCP Takke
npegocTaBnseT BO3MOXHOCTb BpeMeHHOM apeHabl IP-agpecos, 4To no3sonser
ANHaMn4yeckn nameHsTb IP-agpeca yctponcts 6e3 HeobxoauMocTn nx
nepeHacTpoOnKu.

Mopaepxka Heckonbkux knaccos agpecoB. DHCP moxeT pabotaTth C pas3nmyHbiMu
knaccamu IP-agpecoB (Hanpumep, fiokanbHbIMU U rnobanbHbIMK), NpegocTaBnas
BO3MOXHOCTb F'MOKOIM HAaCTPOMKN CETEBbLIX COEAUHEHUN.

Bonpoc: Kakue cywectByoT MeToabl KOHTPONSA LOCTyNa K pecypcam ceTu U KakoBa

nx ponb B obecnevyeHmn 6e30nacHOCTM CETEBbIX MHAPPACTPYKTYP?

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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SKCMNNYATALWA OEBEKTOB CETEBOW C.17/23
NHOPACTPYKTYPbI

3. OtBeT: MeToabl KOHTPONA JOCTYNa K CETEBbIM pecypcam BKto4vatoT B cebs
cnegyowme nogxoabl:

4. VpeHTudukaumsa n ayteHTudukauma nonb3oBatenen: npouecc noaTrBepxaeHms
NMYHOCTM Nonb3oBaTens v ero npasa Ha AOCTYN K ceTeBbIM pecypcam. ITOT MeTo.
obecneynBaeT 3aWMTy OT HECAHKLMOHNUPOBAHHOIO AOCTYNa K KOHpAEHUnanbHom
MHopMauuu.

5. PasrpaHudeHue goctyna: npouecc onpegerneHuns npas 4oCTyna nonb3oBaTenen K
pasnuYHbIM pecypcam ceTu.

6. OTO No3BoONsET OrpaHNYUTbL AOCTYN NOMNb30BaTeNen TONbKO K TeM pecypcam,
KOTOpblE UM AENCTBUTENBbHO HY>KHbI 1151 BbINOSHEHMSI CBOMX 3a4ad.

7. LlwndpoBaHme gaHHbIX: Npouecc npeobpasoBaHns AaHHbIX B 3alUM(POBaHHbIN BU,
KOTOPbIN MOXET OblTb paclumMdpoBaH TOSNIbKO aBTOPM30BaHHBIMW NOfb30BaTENAMM.
OTOT MeTo npefoTBpaLlaeT YTeHme KoHMAeHUNanbHbIX AaHHbIX
HeaBTOPU3OBaHHbLIMU NNLAMN.

8. WNcnonb3oBaHne mexceTeBbix 3kpaHoB (firewall) n cuctem obHapyXeHUs1 BTOPXXEHUI
(IDS): aTn cnctembl obecneunBaroT 3aLUTY CETU OT BHELLHMX Yrpo3, TakMX Kak
XaKepckue ataku 1 BUPYChbI.

9. OTcnexuBaHue U MOHUTOPUHI aKTUBHOCTU NONb30BaTeNen: 3T0T MeTo No3BosisieT
BbISIBUTb NOSO3PUTESNbHYIO aKTUBHOCTb NOMb30BaTeNen n NpeaoTBpaTuTb
BO3MOXHbl€ Yrpo3bl 6€30NacHOCTMU.

10.Bce 9T MmeToabl KOHTPOMA JOCTYNa UrpatoT BaXXHY posb B obecneyeHmm
6e30nacHOCTM CeTEBOW MHAPACTPYKTYPbI, MOCKOSbKY OHU NO3BOSISOT
npefoTBpaTUTb HECAHKLNMOHMPOBAHHbIM JOCTYN K KOH(pUAEHUMaNbHON NHopMaLumm
N 3alLUMTUTb CETb OT BHELUHUX N BHYTPEHHMUX Yrpo3.

11.Kakon ocHoBHOWN doyHKUMen obnagaeT npotokon DHCP npu HacTporike ceTeBoro
coeanHeHna?

OtBer. NMpotokon DHCP obnagaet ocHOBHOM (OyHKUMEN aBTOMATUYECKOTO
Ha3HadeHus IP-agpecoB ceTeBbiM YCTPOMCTBAM.

12.Kakue cyecTByOT MeTOAbl KOHTPOMS AOCTYMNa K pecypcaM CETU U KaKyto poJSib OHU
urpatoT B obecneveHnn 6e30nacHOCTU CeTEBbLIX UHAPPACTPYKTYP?

OTtBeT. CyLLeCTBYIOT Takme MeToAbl KOHTPONA AOCTYNa Kak naeHTudukaumnsa n
ayTeHTUdunKauusa nonb3oBaTenemn, pasrpaHuyeHne JocTyna, WnudpoBaHMe AaHHbIX,

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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MCNONb30BaHME MEXCETEBbIX 3KPAHOB U CUCTEM OBHapPY>XEHUSA BTOPXXEHWI, @ Takke
OTCNneXuBaHue U MOHUTOPUHI akTMBHOCTM Nonb3oBaTtenen. Bce atn metoapl urpatot
BaXKHYIO posnb B obecneyeHnn 6e3o0nacHOCTU CETW.

13.Kakne ocHoBHble pyHKLMM BbinonHseT npotokon DHCP? (ABTomaTuyeckoe
Ha3HayeHue IP-agpecos y3nam cetn, ObecneyeHne BpeMeHHon apeHabl IP-
agpecos, [ogaepkka HECKONbKMX KNaccoB agpecos.)

14.Yto Takoe “pasrpaHnyeHue goctyna’? (MNpouecc onpegeneHus npae gocTyna
nonb3oBaTesien K pasnuyHbIM pecypcam.)

15.[1nqa 4ero ncnone3yeTtcs WndposaHue gaHHbIx? (Ona npegoTBpalleHnsa YTeHust
KOH(pmnaeHumanbHbIX JaHHbIX. )

16.Kakyto ponb UrparoT MexceTeBble aKpaHbl B CETEBOWN MHApaCTPyKType? (3awmatoT
CETb OT BHELUHUX Yrpoa3.)

17.C kakon uernbio NpOBOAMTCS OTCNEXUBAHNE U MOHUTOPUHI NOSIb30BaTENbCKON
aKkTMBHOCTU? (BbisiBNieHne Nogo3puUTeribHOM akTUBHOCTW. )

18.4YT10 nogpasymeBaeTcs noa “6e3onacHOCTbO ceTeBbIX MHGPACTPYKTyp”? (3awmTa
OT HECaHKLUMOHUPOBAHHOIO AOCTYNa, 3aliMTa OT BHELLUHUX U BHYTPEHHUX Yrpo3.)

19.B 4em 3akntovaeTcs paboTa cneumanmcTa no aKcnnyaTaumm o6bLEKTOB CETEBOW
NHpacTpykTypbl? (HacTporka n obcnyxmBaHme ceTeBoro obopyaoBaHus,
obecneyveHne gocTyna Kk pecypcam, Nnoaaepxka nonb3oBaTenen.)

20.Kakune Bngpbl ceteBoro ob6opyaoBaHus Bbl 3HaeTe? (KommyTaTopbl,
MapLIpyTU3aTopbl, MOAEMbI, TOYKM JOCTYNa, CETEBbIE aganTepbl,
MeaMaKoHBEPTEPDI.)

21.Kak ocyliecTBnsieTcst HacTporka ceTeBoro obopyaosaHna?

22.(Yepes cneunanuanpoBaHHoe nporpammMmHoe obecneyeHne nnu seb-mHTepgenc.)

23.Y10 BXOOMT B npouecc obcnyxmsaHusa cetesoro ob6opygosaHuns? (MoHUTOPUHT
COCTOSIHMS, OGHOBMNEHME NPOLUNBKM, 3aMeHa BbILLEALNX U3 CTPOSi KOMMNOHEHTOB.)

24.Kakumun HaBblkaMy 0SmKeH obrnagaTth cneumanuct No CeTEBON HAPACTPYKType?
(BHaHMe ceTeBbIX TEXHOMNOMMI, HaBblkn paboTbl ¢ 060pyaoBaHNEM, 3HAHNE OCHOB
BGesonacHocTu ceTen.)

25.Kakne TexHonornm 6ecnpoBoHbIx ceTen Bbl 3HaeTe? (Wi-Fi, Bluetooth, ZigBee,
LTE, 5G.)

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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26.Kakne pyHKUMM BLINOSTHAET cepBep B CeTeBOW MHppacTpykType? (XpaHeHue u

27.4710 BkntovaeT B cebsi paboTta ¢ kabenbHbiMn cuctemamun? (Mpoknagka kabens,

obpaboTka AaHHbIX, NPegoCcTaBneHNe AOCTyMNa K pecypcam.)

KOMMYyTauusi, AuarHocTnka HemcnpaBHOCTEN. )

28.Kakune cnocobbl ayTeHTUdunKaumm nonb3osartenemn Bol 3HaeTe? (MMapone,

29.Kakne Buabl atak Ha ceTeBble MHGPacTPyKTypbl Bbl 3HaeTe? (DoS-ataku, DDoS-

BuomeTpusa, AByxdakTopHaa ayTeHTUdmKaums.)

ataku, SQL-UHbeKUUKN, OULLNHIOBLIE aTaku.)

30.Kaknm obpaszom MOXHO NpedoTBpaTuTh ceTeBble atakn? (Micnonb3oBaHne

AHTUBUPYCHOIO Mo, NnpPUMEHEHNE MeXXceTeBbIX 3KPaHOB, o6yqu|/|e

nonb3oBaTenen.)

31.4Y710 3HaunT “cbanaHcupoBaTb Harpy3ky Ha ceTeBoe obopyaoBaHune”?

(PaBHOMeEpHOE pacnpeneneHune Tpaguka Mexay ycTponcTesamu.)

TecToBble 3agaHUA 3aKpbITOro Tuna.

1. Kakon Tun oONTOBOMOKOHHOro kabens TpebyeTcsi B COOTBETCTBUM CO

3.

ctaHgapTom EIA/TIA-568B ons ropnsoHTanbHOW KabenbHOM CUCTEMBI?

a) 100-oMHbIM kKabenb ¢ ABYMS BUTLIMU Napamu;

0) ABYXBOJIOKOHHbLIX MHOrOoMOA0BbIN Kabenb 62.5/125 Mkm; *
B) 150-0MHbIN kKabenb ¢ ABYyMS BUTbIMW Napamu;

) YETbIPEXBONOKOHHbIN MHOrOMOLOBLIN Kabernb 62.5/125 Mkm.

O6opynoBaHne CKC vale Bcero pasmeLuaor:

a) 3a NOABECHbIM MOTOSIKOM B crieLmanbHbIX KOHCTPYKUUSAX;

0) B TeNeKOMMYHMKaALMNOHHbIX WKadax nu cTonkax;*

B) B kabenbHbIX cnaboToYHbIX CTOSKAX;

A) Ha Yepdake nnu noaeane 34aHus 3a cneunanbHOM Neperopoakomn.

Kakne Homepa nopToB ucnonb3ytoTcs npotokoniom SNMP?
a) 161,162; *
0) 20,21;

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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B) 53,54;
r) 441,443.

4. Kak cnepyeT nepexBaTuTb MOTOK Tpaduka, 4ToObl Haunyywmm obpasom
NOHATbL MoAenb Tpaduka B ceTn?

a) B nepuonbl HU3KOro YPOBHSA 3arpy>KeHHOCTH;

0) B nepuoabl MakCUMaribHOW 3arpy>€eHHOCTH;*

B) TOMbKO KOrga OH NpOXoAuT OCHOBHOW CErMEHT CeTw;
r) korga Tpaduk PopMMpyrT NoNb3oBaTENN.

5. YkaxuTe Hebe3onacHbIN NPOTOKOS MPUKNaOHOIo YPOBHS.
a) HTTPS;

0) Telnet;*
B) ICMP;
r) SSH.

6. K kakomy HapyLleHuto npuBoant moaudukaums nepegaBaemMblx 4aHHbIX?

a) K HapyLUeHUo KOHUOEHUNANBHOCTY;

0) K HApYLIEeHUIO LeNTIOCTHOCTH; *
B) K HApYLLUEHWNIO LOCTYMHOCTY;
r) K HAPYLLUEHMWIO ayTEHTUYHOCTH.

7. Ykaxute Tun Kpuntorpadumyeckoro npeobpasoBaHus, Haubornee LIMPOKO
MCNonb3yemMoro Ans MNpoBEPKM LENOCTHOCTU nepedaBaemblX  AaHHbIX
NPOTOKONaMu BUPTYarbHbIX YaCTHbLIX CETEW.

a) KnyveBas xaw-gyHKuus;*

6) 6ecknioyeBas XaL-PYHKUUS;
B) CUMMETpPUYHOE LWN(POBAHUE;
r) accMMeTpu4Hoe LM pOoBaHueE.

8. Anroputm OCT P 34.12-2015 aBnseTcs:

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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a) anropMTMOM BbIYUCIIEHUS (DYHKLIMN XELLMPOBaHUS;

6) 61104YHBIM anropnuTMOM aCUMMETPUYHOIO LUINGPOBaHMS;

B) 6M10YHbIM aNnropuTMOM CUMMETPUYHOro wudpoBaHus; *
r) anroputTMom ooOpMUPOBaHUS SNEKTPOHHOW MNOAMNCH.

9. Ykaxute npanmbeM nopAaaok pa3mMeLlleHnA npaBun MeXceTeBoro
3KpaHMpoBaHUA npu peanndaunm noJfinTukn OOoCTyna K CeTeBbIM pecypcaM?

a) oT o0LMX NpaBus1 K YacTHbIM Npasunam;
0) OoT YacTHbIX NpaBUN K OOLWKM NpaBunam; *
B) HE MMeeT 3Ha4eHud, NpaBuna pasMeLLalnTcs B NPOU3BOSTIbHOM MOPSiAKe.

10.Kakon cnocob cumntaeTtcs Hambonee 3PPEKTUBHBIM AN MUHUMU3ALMU
nocrnencTeui aTakmBmpyca-yepBa?

a) perynsipHasi CMeHa CMCTEMHbIX Naponew;
6) HacTpoKKa B CeTu cepBuca ayTeHTUdUKaunmM, aBTopmsaLnm 1 y4eTa;

B) 3arpy3ka OOHOBNEHUNM cuctembl 6e30nacHOCTU OMNEpPaLMOHHOM CUCTEMbI U

ncnpasrieHneBcex yA3BUMbIX CUCTEM, *

r) wWudposaHMe AaHHbIX.

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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O6pa3sey 6uneToB AnsA 3K3ameHa

depepanbHoOe areHTCTBO Mo pbIGONIOBCTRY
®reQyY BO «KI'TY» BIrAP®
KannHuHrpagckum mopckon pbioonpoMbILLNIEHHbIA KOnnemaK
3K3AMEHALMOHHBLIWA BUNET Ne_1

MM 03. QkcnnyaTauus 06bEKTOB CeTEBON MHAPACTPYKTYPbI

(HaVIMeHOBaHVIe ONCUUNITUHBI N AncumMniinH - Npyu nposegeHnn KOMnieKkCHoro 3|<3a|v|eHa)

1. OGHapyxeHune OOCTYMNHbIX ceTeBbIX CNyX6. BoiaBneHne ysi3BUMbIX MeCT
aTakyemoun cuctemMbl
2. Ob6bsicHuTe anroputm Hactponkn VPN

3. OnuwwmTe npouecc HacTPOMKM MapLupyTM3aTopa

MNpenogaesaTtenb

nognucb WHuumnanel, dpamunus

Mpeacepatens MK BoratbipeBa T.H.

nognucb WHnunans!, pamunms

depnepanbHOe areHTCTBO MO PbibONOBCTBY
dreo0y BO «KI'TY» BrAP®
KannHmHrpagckum Mopckon pbioonpoMbILLIEHHbIN KOnnemkK
3K3AMEHALMOHHBLIW BUNET Ne_2

MM 03. SkcnnyaTauus 06bEKTOB ceTEBON MHAIPACTPYKTYPHI

(HaVIMEHOBaHVIe ONCUUNINHBI N ancumnniinH - npu nposeaeHmMm KOMnieKkCHoro 3K3aMEHa)

1. OnuwwuTe npouecc HacTporkm 6ecnpoBOgHON CETH.

2. TepeuyncnuTe TUNbl Ppe3epPBHOIrO KONMMPOBaHUS

3 Knaccudgmuupynte yrpossl Ib no coctaBy 1 nocnencrsuam

Mpenogasartenb

nognucb WHnunansl, pamunus

Mpeacepatens MK BoraTbipesa T.H.

noanucb WHuumnanel, dpamunus

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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4 CBepaeHus o hoHAe OLeHOYHbIX CPeACTB U ero cornacoBaHue

®oHA oueHOYHbIX cpeacTB Ansa atrectaumm no aucumnnuHe MNMM.03 SkcnnyaTtauus
0ObekToB ceTeBOM WHAGPACTPYKTYpbl npeactaBnsieT coborM KOMMOHEHT OCHOBHOWM
obpasoBaTenbHOM nporpaMmbl  cpegHero npodeccMoHanbHoOro obpasoBaHus Mo
crneunanbHocTn 09.02.06. CeTeBON U CUCTEMHBIN agMUHUCTPATOP.

®doHO OLEHOYHbIX CPeACcTB paccMOTpeH U oaobpeH Ha 3acefaHUU MeTOAMYECKOW

koMmuccumn «MHOPMaUMOHHBIX CUCTEM U NporpamMmmunpoBaHusl, CeTeBoro M CUCTEMHOMO

aAMUHUCTPUPOBAHUSA»
MpoTtokon Ne 9 ot «14» masa 2024 r

Mpencenatens METOANYECKOM KOMUCCUN /T.H.BoratbipeBa/

LokymeHnm ynpaensemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepb akmyanbHOCMb 8epcuu o opuauHasny, xpaHsuemycs e 1C: Konnedx
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