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®OHJI OIITEHOYHBIX CPEJICTB

1 PE3VYJIbTATBI OCBOEHUSA JUCIHUIIJIMHBI, IEPEYEHb OHEHOYHBIX

CPEJICTB U KPUTEPUU OLIEHUBAHMUSI
1.1 Pe3ynbTaThl OCBOCHUS JUCIUTIINHBI

Tabmuma 1 — Ilmanupyemble pe3yabTaThl OOYYEHHS IO AWCIMILTUHE, COOTHECEHHBIE C

YCTAaHOBJICHHBIMH KOMIICTCHIUAMU

Kon n HaumeHoBaHuE KOMIIE-
Hucuunnnna
TEHILIUU

Pe3ynbrarel 0o0ydeHus (BJIaIcHUS, yMe-
HUS ¥ 3HAHUS ), COOTHECCHHBIE C KOMIIE-
TEHIUSIMU

YK-4: Cnocoben ocyiiecTs-
JISATh J1€JIOBYE0 KOMMYHHUKALIUIO
B YCTHOM W MHUCBMEHHOU (op-
Max Ha TOCYAapCTBEHHOM
s3pike Pocceuiickon denepanun
1 UHOCTpaHHOM(BIX) fA3bIKE(aX)

HNuoctpaHHBIN S3bIK

3namy:

WHOCTPAHHBIN S3bIK B 00BEME, HEOOX 011~
MOM Il TIOJIy4eHHs] MHPOpPMALMH 00-
HIEKYJIbTYPHOTO COJAEpKAHUS W3 3apy-
OEKHBIX UCTOYHHKOB.

Ymemy:

HAYMHATH/BECTU/TIOAJICPKUBATh U 3aKaH-
YUBaTh JUAJIOr-PACcCHpoC 00 YBUICHHOM,
IPOYUTAHHOM, IUAJIOT - 0OMEH MHEHUSIMU
U TUAJIOT - UHTEPBbIO/cOoOEceI0BaHuE MTPU
npueMe Ha paboTy, coOIt01asi HOPMBI pe-
YEeBOT'0 3TUKETA, IPH HEOOXOAUMOCTH HC-
MOJIBb3YS CTPATETUU BOCCTAHOBIICHUS cOO0sI
B Tpollecce KOMMYHHKAIMK (Tiepecnpoc,
nepedpasupoBaHue U Jp.); BbICKa3bIBaTh
CBOC MHEHHE, NpOChOy; OTBeUaTh Ha
npeioxkeHue cobeceqHruka (MPUHSATHE
MPEJIOKEHUsT WM OTKa3); JellaTh co00-
IICHWSI U BBICTPAUBAThH MOHOJIOT-OTIHCA-
HUE, MOHOJIOT-IIOBECTBOBAHHE WM MOHO-
JIOT-pacCcykAeHHE.

Braoemy:

rpaMMaTHYeCKUMHU HaBBIKAMH, HE00XO0-
JUMBIMA IS KOMMYHHKAITUM Ha WHO-
CTpaHHOM SfI3bIKE 0€3 MCKa)KeHUs CMbICTa
B MUCBMEHHOU U YCTHOU (hopme.

12.K OLICHOYHLIM CpCACTBAM TCKYIICTO KOHTPOJIA YCIICBAEMOCTH OTHOCATCA:

- TCCTOBELIC 3a/IaHUA OTKPBITOTO U 3aKPBITOI'O THUITIOB.

[IpomexyrouHas artectanus B (QopMmMe 3adeTa/sK3aMeHa, B 3aBUCUMOCTH OT CEMecTpa

O6y‘{eHI/I$I, npoxoauT IO pe3yjibTaTaM MPOXOXKIACHHUA BCCX BHJAOB TCKYHICTO KOHTPOJIA

yCIICBaCMOCTHU. B oraenpHbBIX clrygadax (HpI/I HC MPOXOXKIACHUHN BCCX BUJAOB TCKYIICTO KOHTpOJ'ISI)

3a4eT MOXKET OBITh IMPOBECACH B BUJIC TCCTUPOBAHUA.

1.3 Kpurepuu onieHKH pe3yabTaTOB OCBOCHUS JUCIIUILTAHBI
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VYHuBepcanpHasi CHUCT€Ma OLIEHWBAHUS PE3yJIbTaTOB OOyUEHHUs BKIIOYAET B CeOsl CHCTEMBI

OLICHOK: 1) «OTJIIMYHOY, «XOPOLIO», «YAOBIETBOPUTEIILHO», HEYOBIETBOPUTEIBHOY; 2) «3aUTEHOY,

«He 3aureHo»; 3) 100 — OaIbHYIO/MPOLIEHTHYIO CHUCTEMY M TIPaBHJIO IEpPEeBOJa OIICHOK B

nATHOAUTbHYIO cucTeMy (Tabir. 2).

Tabnuma 2 — Cuctema OIeHOK ¥ KPUTEPUH BBICTABIICHUS OIEHKH

Cu- 2 3 4 5

cTeMa 0-40% 41-60% 61-80 % 81-100 %

ore- «HeYI0BJIETBOPH- «Y10BJIETBO-

«XOPOIIIO» «OTJINYHO»
HOK TEJIHHO» PHUTEIHHO»
«HE 3aYTEHO» «324TEHO»

Kpurepuit
1 Cucrem- Ob6magaer yactuu- | O6magaer mu- | O6Gmamaer Habopom | ObGnamaeT MOIHO-

MMEIOLINUXCA Yy HEro
CBeICHUN

KaeT B HUCCJEN0Ba-
HUE HOBBIE peJie-
BaHTHBIE  3ajaye
JTaHHBIE

HOCTb M NOJI- | HBIMA M Pa3pO3HEH- | HUMAJIbHBIM 3HAaHWW, JOCTaTO4- | TOW 3HAHUMN U CH-
HOTA 3HAHWW | HBIMU 3HAHUSMH, KO- | HAOOPOM 3Ha- | HBIM JUIl CHCTEM- | CTEMHBIM
B OTHOLIEHHM | TOpbIE HE MOXET | HUH, HE00X0- | HOro B3MIAAa Ha | B3UIAJOM Ha H3y-
H3y4aeMbIX HAy4yHO- KOPPEKTHO | JUMBIM AJIS CU- | U3ydaeMblil OOBEKT | 4aeMblil OObEKT
00beKTOB CBSI3bIBATb  MEX]Y | CTEMHOI'O
co0o¥ (TOJIBKO HEKO- | B3INIsIIA Ha
TOpblE W3 KOTOPBIX | U3y4aeMbIil
MOXET  CBA3BIBaTb | OOBEKT
MEXJTy CO00I)
2 PabGora c He B cocrosHum | Moxer Hautu | MoxeTr HaliTH, WH- | MOXeT HallTH, CH-
nHgopma- HaXOJIUTh HEOOXOAM- | HEOOXOOUMYIO | TEPIPETUPOBAaTh U | CTEMaTU3UPOBAThH
nuen Myl HH(popManuio, | ”HGOPMALIUIO | CUCTEMATH3UPO- HEOOX0IUMYIO
au00 B COCTOSIHMM | B paMKax IIO- | BaTb HEOOXOAMMYIO | MHPOpMaluoo, a
HAaXOJIUTh OT/AEIbHBIC | CTABICHHON UH(pOPMALIUIO B | TAKKE€  BBIIBUTH
¢bparmenTsl uHOOpP- | 3a7a4U pamMKax MOCTaBJI€H- | HOBbIE, JIONOJHU-
Maluyu B paMKax Io- HOW 3a1aun TEIbHBIE  HCTOY-
CTaBJICHHOM 3a7a4u HUKU HH(pOpMa-
LIMU B paMKax I0-
CTaBJICHHOM  3a-
Jauu
3 HayuHoe He w™oxer pnenmars | B cocrosHunm | B cocrosaum ocy- | B cocrossHuu ocy-
OCMBbICJIEHHE | HAyYHO KOPPEKTHBIX | OCYIIECTBIATH | IIECTBISITh CHUCTE- | IIECTBIATH CUCTE-
U3y4aemMoro BBIBOJIOB M3 HMEIO- | HAYYHO  KOp- | MaTUYEeCKUM U | MaTUYeCKUM u
SIBJICHUS, LIUXCS Y HETO CBENlE- | PEKTHBIM aHa- | HAYyYHO  KOPPEKT- | HAyYHO-KOPPEKT-
npouecca, HHAW, B COCTOSIHUM | JIU3 MIPENO- | HbIM aHAIU3 MPEAo- | HbIN aHam3
o0beKkTa MIPOAaHAIN3UPOBaTh | CTABICHHOMN CTaBICHHOM  WH- | IPEAOCTaBICHHON
TOJIKO HEKOTOpBIE U3 | UHpopMauuu | opManuu, BOBJE- | HHPOPMALIUU, BO-

BJICKAaeT B HCCJIE-
JIOBAaHHE  HOBEIE
peneBaHTHBIE T10-
CTaBIEHHON  3a-
Jlayue JIaHHBIC,
mpeiaraetT  Ho-
BBIE€ PAKypCHI TO-
CTaBIICHHON  3a-
Jadu
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Cu- 2 3 4 5
cTsMa 0-40% 41-60% 61-80 % 81-100 %
one- «HEeY/10BJIETBOPH- «y10BJIETBO-
«XOPOIIO» «OTJIMYHO»
HOK TEJbHO» PUTETBHO»
«He 3aYTeHO» «324TEHO»
Kpurepuit
4 OcBoenmne B cocrosinum pemiats | B cocrosiHum | B cocrossnun pe- | He Tonbko Bia-
CTAaHJAPTHBIX | TOJIBKO (parMeHTsl | pemarb [O- | IIaTh  ITOCTAaBJEH- | JEET aJrOPUTMOM
aJITOPUTMOB IIOCTaBJICHHON  3a- | CTaBJICHHbIE HBIE 33J1a44 B COOT- | © TIOHMMAeT €ro
penieHust Jlaud B COOTBETCTBHUHM | 3a/1a4M B COOT- | BETCTBUU C 33JaH- | OCHOBb, HO U
npodeccuo- C 3aJJaHHbIM aJro- | BETCTBUM C 3a- | HBIM aJTOPUTMOM, | MpPEJIaraeT  Ho-
HAJIbHBIX 32- | pUTMOM, HE OCBOWJI | JAHHBIM aJro- | IOHUMAET OCHOBBI | BbIE PELICHUS B
na4 MPEJIOKEHHBIA ~ all- | PUTMOM MIPEIIIOKEHHOTO paMKax TIOCTaB-
TOPUTM, JIOIyCKAaeT anropuTMa JIEHHOM 3a7a4un
OIHUOKHU

2 OILEHOYHBIE CPEICTBA IS TEKYIIEM W TPOMEXYTOYHOM
ATTECTAIIMA

Komnereniuss YK-4: crocobeH ocCylecTBIATh J€IOBYI0 KOMMYHUKALMIO B YCTHOH U
NUCHbMEHHOW (opMax Ha rocylapcTBeHHOM s3bike Poccuiickoit @enepanui 1 MHOCTPAHHOM(BIX)
A3bIKe(ax)

AHraniickuii a3bik (1 Kypce)

3aaHus 3aKpPBITOr0 THIIA

1. Read the text about friendships in the twenty-first century. Choose the correct answers

from the words in italics.

Friendship in the twenty-first century
In a world driven by technology that seems to have no limits, what * was happening / is happening /
had happened to true friendship? Is it dying out or is social media such as Facebook, Twitter and
LinkedIn simply changing our modern-day idea of friendship? And if so, what ? does this mean / did
that mean / has this meant for us?
As | 2am writing / have written / had written in this blog many times, the influence of social media
allows us to become more technologically connected. Yet, we 4 feel / want / seem to be losing other
more important relationships. I’d even say that we’re actually losing our friends.
According to recent research, the average American has only two close friends with whom they feel
they
5 make friends / trust someone / have a lot in common, and around 25% 6 admit / tell / inform that
they don’t have any friends at all. At the same time, we ” had become / were becoming / have become
a society with a huge number of so-called ‘friends’ that we’ve been promised through Facebook and
other sites.
Aristotle, the famous Greek philosopher, once asked the people of Athens, ‘Who & had to / could /
must live without friends, even if they had every other thing?” Importantly, he ° believed / had
believed / has believed that good friends were far better than any material possessions a person might
have. Stop and think, then, for a moment about the quality of relationships with people we only ever
meet online, and compare this with the friends we see face-to-face regularly. Which of these types of
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friends do you have a deeper
0achievement / connection / happiness with? Which ones are really important in your life?
OTBeTBI

1 is happening 2 does this mean 3 have written 4 seem 5 have a lot in common 6 admit 7 have
become 8 could 9 believed 10 connection

2. Read the text about storytelling. Match the paragraphs A-E to the descriptions 1-5.
The art of storytelling
A There are many reasons why people have always told, and still tell, stories. They can be used to
explain difficult ideas or common messages and bring communities together. Things that people
have found scary, annoying or desirable have all been turned into stories by people who wanted to
be sure that others felt the same. Stories have also long been used to explain how the world works
and how we should behave. Many of them also explain what will happen if we do not behave
appropriately; the terrible things that happen to some characters are usually caused by their own bad
behaviour.
B Long before the invention of TV and radio, or computers and iPods, people entertained
themselves by telling each other stories. And storytelling is not unique to any one culture. Most
people enjoy a good story and storytellers from all around the world have answered this need for
thousands of years. Many of us have a favourite story from childhood and very often these can be
frightening and fascinating. And there are many different kinds of stories, including myths and
legends, but how are they different from each other?
C A legend is a partly true story which has been handed on from person to person, and which has an
important meaning for the culture which it comes from. A legend usually contains some truth, or is
based around historic facts, but with extra qualities added. They often include the particular beliefs
of the culture which they belong to. Legends can involve great heroes like King Arthur, unlikely
creatures such as the Loch Ness Monster, or fantastic places like the lost island of Atlantis or the
imaginary city of El Dorado.
D A myth, on the other hand, is a story that has a meaning deeper than the story itself. Myths
usually ‘explain a truth’, rather than necessarily recording a true event, and so they are often used to
explain how certain things have come about. For example, they may explain how the elephant got
its trunk, why it rains, or why the sun rises every day and so on. The power of the meaning behind
the stories, rather than the stories themselves, is the reason why certain myths continue to exist,
sometimes for thousands of years.
E So how much truth is there in a myth or legend? Imagine a line that begins with accurate
historical facts at one end and myths or legends at the other. As you move along the line towards
the myths and legends, the facts become less important, and the meaning behind the story becomes
more important. So by the time you reach the far end of the line, the story has often got a life of its
own and the original facts have disappeared, or can no longer be recognized.
Which paragraph ...
1 mentions an animal that probably doesn’t exist?
2 explains why the truth behind a story often gets lost?
3 gives a general explanation for storytelling?
4 explains why some stories have been told for a very long time?
5 says that people from all times and places tell and listen to stories?
OrBete1 1C 2E 3A 4D 5B
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3. Read the text again and complete the notes. Use one word from the text for each an-
swer.
e In some stories, the characters’ ! causes bad things to happen to them.
e Storytelling can be found in every 2 .
e There are many different types of stories, including myths and legends.
e Atlantis and El Dorado are examples of imaginary 3 from legends.
e Myths often explain why things happen and aren’t about a real *
e Some stories survive for thousands of years. In myths and legends, the facts are less
important than the story’s

Otsetnl 1 behaviour 2 culture 3 places 4 event 5 meaning

4. Here are four people talking about eating out. After you read, answer each question
with a paragraph number (1-4).

1.The last time | went to a restaurant was about 2 months ago. My wife and | wanted to celebrate
our wedding anniversary with a good meal so we went to an expensive Italian restaurant in
downtown Lisbon. We both had pasta to start and for the main course my wife ordered a steak and |
chose fish. For dessert we both ate chocolate cake topped with fresh cream. Delicious!

2. | went to a restaurant yesterday evening with my sister's children. It wasn't very expensive and
the menu was very limited. We all had a burger and French fries, and drank cola. It wasn't very
good.

3. My boyfriend loves spicy food so this restaurant was perfect. The waiters were all really friendly
and polite, and they played traditional sitar music which was very relaxing. The menu offered
vegetarian dishes as well as meat dishes served with rice and a sauce - it depended on how hot you
wanted it! I chose a mild beef curry but my boyfriend had a lamb 'vindaloo' - he also drank 2 liters
of water!!

4. My class at the university went there last weekend. It's a very popular type of restaurant in my
country. It generally offers one type of food (a kind of bread with cheese and tomato sauce) which
you then choose what ingredients to add on top of it. | asked for olives and mushrooms on mine and
my classmates each had something different so we could taste a piece of each person's meal.

In which text did the person go there for a special occasion?

In which text did the person visit an Indian restaurant?

In which text did the person eat pizza?

In which text did the person eat fast food?

In which text did someone eat seafood?

In which text did the person talk about the atmosphere of the restaurant?
Which restaurant was cheap?

In which text didn't the person enjoy their meal?

In which text did someone eat a very hot dish?

10 In which text did the person have a vegetarian meal?

©oOoNOORLDdDE

5. Match the phrasal verbs with their meanings:
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A. Look up 1. To search for information
B. Come across 2. To find unexpectedly
C. Turn down 3. To reject an offer or proposal

OtBernl: A-1,B-2,C-3
6. Choose the correct word to complete the sentence:
The movie was ___ that we couldn't finish watching it.
a) so boring
b) such boring
C) so bored
d) such bored
Otgert: a) S0 boring
7. Choose the correct options that complete the sentence:
She was _ tired _ she fell asleep on the couch.
a) too, that
b) so, that
c) enough, so
d) very, so
Ortger: b) so, that
8. Select the words that are adjectives:
a) quickly
b) happy
c) slowly
d) beautifully
Otget: b) happy, d) beautifully
9. Arrange the following steps in the correct order to install a mobile app:
a) Search for the app you want to install.
b) Wait for the app to download and install on your device.
c) Once installed, tap the app icon to open it.
d) Open the app store on your device.
e) Tap the "Install" button next to the app.
OrBer: DAEBC
10. Arrange the following steps in the correct order to uninstall a mobile app:
a) Select "Uninstall" or "Delete" from the options that appear.
b) Tap and hold the app's icon on your home screen.
c) The app will be removed from your device.
d) Confirm the action when prompted.
OtBer: BADC
11. Arrange the following steps in the correct order to update an app on your device:
a) Wait for the app to download and install the update.
b) Go to the "Updates" section, usually found in the bottom menu.
¢) Tap the "Update" button next to the app.
d) Find the app you want to update in the list of available updates.
e) Open the app store on your device.
OrBeT: EBDCA
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12. Circle the incorrect response.

Tony Holiday cancelled. Not happy!

Kristine Bad Iuck! / I’'m so jealous! / Sorry to hear that.
Marta Just arrived to the airport. Barbados here we come!
Sarah You lucky thing! / Have a fab time! / Get well soon.
Mary Great news — won my tennis match!

John Congratulations! / Thinking of you. / Well done!

OrBernl: 1. I’'m so jealous! 2. Get well soon. 3. Thinking of you.

3azlamm OTKPLITOI'O THUIIA
13. You recently had an unusual or exciting experience. Write a diary entry or online blog
about it. Write 120-150 words.
You should:
e say what happened
e use time expressions to show the order of events
e use comment adverbs to say how you felt about it.
14. For tasks 13- 18 complete the following sentences with the appropriate words:
She __ to the store when she realized she forgot her wallet.
Ortset: headed
15. The concert was so ____that everyone had a great time.
Otgert: exciting
16. He to answer the question because he wasn't sure of the right response.
Ortser: hesitated
17. The children were ____to go to the amusement park for the first time. OTBer: excited
18. Despite feeling unwell, she on attending the important meeting. OrBer: insisted
19. The team their victory with a party at their captain's house.
Otsert: celebrated

20. Write a paragraph about your free time, answering the following questions.

- What is your favourite free-time activity?

- How often do you use your computer?

- What do you use the computer for?

- How often do you watch TV?

- Do you think you spend your free time well? Why/Why not
21. For tasks 21-32 complete the sentences with one word only.

She usually goes clubbing with some friends __ love dancing.
Otser: who

22. 1 do exercise or twice a week.

OTtBer: ONnce

23. What of car do you drive?
Oreert: kind

24. He’s driving  the moment so he can’t talk on the phone.
OTtBer: at

25. My parents go on a trip month.
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26.

27.

28.

29.

30.

31.

32.

33.

34.

35.
36.

37.

38.

39.

40.

41.

OTtBet: every

How do you have a family meal?

Ortsert: often

There were very people at the party when we arrived but half an hour later, it was
crowded.

OrtBet: few

How was | to know that she would have an allergic reaction the nuts in the
cake? She should have said something!

OTtBer: t0
You were driving at over fifty miles hour and the limit here is only forty.

Otsert: per/ an.
I to go to school now, otherwise | will be late.
Orteer: have / ought / need.

I can eat almost type of fish or seafood except for octopus which I can't stand.
Otser: any

The city is pretty safe although you may have some problems if you go into certain neigh-
borhoods night.

OTtsert: at

Give an appropriate response

Eldon: Driving test tomorrow...

You:

Oreer: Good luck / Best of luck! / Fingers crossed!
Think of an appropriate reaction:

Jill: Bad back — can’t move!

Stuart:

Otset: Get well soon / Hope you feel better soon.

You should listen to the advice you feel it will benefit you. OTBer: if.

The door to the secret room was hidden a large bookcase.

Ortset: behind.

The performance was good that they decided to see it again the following
night.

OTBerT: SO.

Sarah wanted to try the new recipe she found in a magazine. OrBer: out.
On her holiday, she across a beautiful hidden beach.

Otser: came.

The new policy isn't fair all employees, so it needs to be revised.
Orser: for / on/ to.

The students were divided four different teams.

Ortsert: into.

AHrJMiCKHUil A3bIK (2 Kypc)
JK3aMeHAIMOHHLIE ONJIEThI:

3amanusa 1- 10

HpO‘-IHTElfITG, MNEPCBCAUTE U U3JIOKUTC YCTHO OCHOBHOC COACPIKAaHUC TPOIUTAHHOTO.

1
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Information security (sometimes referred to as InfoSec) covers the tools and processes that
organizations use to protect information. This includes policy settings that prevent unauthorized
people from accessing business or personal information. InfoSec is a growing and evolving field that
covers a wide range of fields, from network and infrastructure security to testing and auditing.
Information security protects sensitive information from unauthorized activities, including
inspection, modification, recording, and any disruption or destruction. The goal is to ensure the safety
and privacy of critical data such as customer account details, financial data or intellectual property.
The consequences of security incidents include theft of private information, data tampering, and data
deletion. Attacks can disrupt work processes and damage a company’s reputation, and also have a
tangible cost.

Organizations must allocate funds for security and ensure that they are ready to detect, respond to,
and proactively prevent, attacks such as phishing, malware, viruses, malicious insiders, and
ransomware.

The basic tenets of information security are confidentiality, integrity and availability. Every element
of the information security program must be designed to implement one or more of these principles.
Together they are called the CIA Triad.

Confidentiality measures are designed to prevent unauthorized disclosure of information. The
purpose of the confidentiality principle is to keep personal information private and to ensure that it is
visible and accessible only to those individuals who own it or need it to perform their organizational
functions.

Integrity

Consistency includes protection against unauthorized changes (additions, deletions, alterations, etc.)
to data. The principle of integrity ensures that data is accurate and reliable and is not modified
incorrectly, whether accidentally or maliciously.

Availability

Availability is the protection of a system’s ability to make software systems and data fully available
when a user needs it (or at a specified time). The purpose of availability is to make the technology
infrastructure, the applications and the data available when they are needed for an organizational
process or for an organization’s customers.

2

Information Security vs Cybersecurity

Information security differs from cybersecurity in both scope and purpose. The two terms are often
used interchangeably, but more accurately, cybersecurity is a subcategory of information security.
Information security is a broad field that covers many areas such as physical security, endpoint
security, data encryption, and network security. It is also closely related to information assurance,
which protects information from threats such as natural disasters and server failures.

Cybersecurity primarily addresses technology-related threats, with practices and tools that can
prevent or mitigate them. Another related category is data security, which focuses on protecting an
organization’s data from accidental or malicious exposure to unauthorized parties.

An Information Security Policy (ISP) is a set of rules that guide individuals when using IT assets.
Companies can create information security policies to ensure that employees and other users follow
security protocols and procedures. Security policies are intended to ensure that only authorized users
can access sensitive systems and information.

Creating an effective security policy and taking steps to ensure compliance is an important step
towards preventing and mitigating security threats. To make your policy truly effective, update it
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frequently based on company changes, new threats, conclusions drawn from previous breaches, and
changes to security systems and tools.

Make your information security strategy practical and reasonable. To meet the needs and urgency of
different departments within the organization, it is necessary to deploy a system of exceptions, with
an approval process, enabling departments or individuals to deviate from the rules in specific
circumstances.

Top Information Security Threats

There are hundreds of categories of information security threats and millions of known threat vectors.
Below we cover some of the key threats that are a priority for security teams at modern enterprises.
The speed and technological development often leads to compromises in security measures. In other
cases, systems are developed without security in mind, and remain in operation at an organization as
legacy systems. Organizations must identify these poorly secured systems, and mitigate the threat by
securing or patching them, decommissioning them, or isolating them.

3

Many people have social media accounts, where they often unintentionally share a lot of information
about themselves. Attackers can launch attacks directly via social media, for example by spreading
malware via social media messages, or indirectly, by using information obtained from these sites to
analyze user and organizational vulnerabilities, and use them to design an attack.

Social engineering involves attackers sending emails and messages that trick users into performing
actions that may compromise their security or divulge private information. Attackers manipulate
users using psychological triggers like curiosity, urgency or fear. Because the source of a social
engineering message appears to be trusted, people are more likely to comply, for example by clicking
a link that installs malware on their device, or by providing personal information, credentials, or
financial details.

Organizations can mitigate social engineering by making users aware of its dangers and training them
to identify and avoid suspected social engineering messages. In addition, technological systems can
be used to block social engineering at its source, or prevent users from performing dangerous actions
such as clicking on unknown links or downloading unknown attachments.

Malware on Endpoints: Organizational users work with a large variety of endpoint devices, including
desktop computers, laptops, tablets, and mobile phones, many of which are privately owned and not
under the organization’s control, and all of which connect regularly to the Internet.

A primary threat on all these endpoints is malware, which can be transmitted by a variety of means,
can result in compromise of the endpoint itself, and can also lead to privilege escalation to other
organizational systems.

Traditional antivirus software is insufficient to block all modern forms of malware, and more
advanced approaches are developing to securing endpoints, such as endpoint detection and response
(EDR).

Encryption processes encode data so that it can only be decoded by users with secret keys. It is very
effective in preventing data loss or corruption in case of equipment loss or theft, or in case
organizational systems are compromised by attackers.

Unfortunately, this measure is often overlooked due to its complexity and lack of legal obligations
associated with proper implementation. Organizations are increasingly adopting encryption, by
purchasing storage devices or using cloud services that support encryption, or using dedicated
security tools.

4
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Modern organizations use a huge number of technological platforms and tools, in particular web
applications, databases, and Software as a Service (SaaS) applications, or Infrastructure as a Service
(laaS) from providers like Amazon Web Services.

Enterprise grade platforms and cloud services have security features, but these must be configured by
the organization. Security misconfiguration due to negligence or human error can result in a security
breach. Another problem is “configuration drift”, where correct security configuration can quickly
become out of date and make a system vulnerable, unbeknownst to IT or security staff.
Organizations can mitigate security misconfiguration using technological platforms that continuously
monitor systems, identify configuration gaps, and alert or even automatically remediate configuration
issues that make systems vulnerable.

Information security is intended to protect organizations against malicious attacks. There are two
primary types of attacks: active and passive. Active attacks are considered more difficult to prevent,
and the focus is on detecting, mitigating and recovering from them. Passive attacks are easier to
prevent with strong security measures.

An active attack involves intercepting a communication or message and altering it for malicious
effect. There are three common variants of an active attacks:

» Interruption—the attacker interrupts the original communication and creates new, malicious
messages, pretending to be one of the communicating parties.

«  Modification—the attacker uses existing communications, and either replays them to fool one of
the communicating parties, or modifies them to gain an advantage.

» Fabrication—creates fake, or synthetic, communications, typically with the aim of achieving
denial of service (DoS). This prevents users from accessing systems or performing normal operations.
In a passive attack, an attacker monitors, monitors a system and illicitly copies information without
altering it. They then use this information to disrupt networks or compromise target systems.

The attackers do not make any change to the communication or the target systems. This makes it
more difficult to detect. However, encryption can help prevent passive attacks because it obfuscates
the data, making it more difficult for attackers to make use of it.

5

Information security, sometimes shortened to InfoSec, is the practice of protecting information by
mitigating information risks. It is part of information risk management. It typically involves
preventing or reducing the probability of unauthorized/inappropriate access to data, or the unlawful
use, disclosure, disruption, deletion, corruption, modification, inspection, recording, or devaluation
of information. It also involves actions intended to reduce the adverse impacts of such incidents.
Protected information may take any form, e.g. electronic or physical, tangible (e.g. paperwork) or
intangible (e.g. knowledge). Information security's primary focus is the balanced protection of the
confidentiality, integrity, and availability of data (also known as the CIA triad) while maintaining a
focus on efficient policy implementation, all without hampering organization productivity. This is
largely achieved through a structured risk management process that involves:

« identifying information and related assets, plus potential threats, vulnerabilities, and impacts;

« evaluating the risks

» deciding how to address or treat the risks i.e. to avoid, mitigate, share or accept them

« where risk mitigation is required, selecting or designing appropriate security controls and
implementing them

« monitoring the activities, making adjustments as necessary to address any issues, changes and
improvement opportunities.
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To standardize this discipline, academics and professionals collaborate to offer guidance, policies,
and industry standards on password, antivirus software, firewall, encryption software, legal liability,
security awareness and training, and so forth. This standardization may be further driven by a wide
variety of laws and regulations that affect how data is accessed, processed, stored, transferred and
destroyed. However, the implementation of any standards and guidance within an entity may have
limited effect if a culture of continual improvement isn't adopted.

Various definitions of information security are suggested. For example:

"Information Security is a multidisciplinary area of study and professional activity which is concerned
with the development and implementation of security mechanisms of all available types (technical,
organizational, human-oriented and legal) in order to keep information in all its locations (within and
outside the organization's perimeter) and, consequently, information systems, where information is
created, processed, stored, transmitted and destroyed, free from threats.

6

At the core of information security is information assurance, the act of maintaining the confidentiality,
integrity, and availability (CIA) of information, ensuring that information is not compromised in any
way when critical issues arise. These issues include but are not limited to natural disasters,
computer/server malfunction, and physical theft. While paper-based business operations are still
prevalent, requiring their own set of information security practices, enterprise digital initiatives are
increasingly being emphasized, with information assurance now typically being dealt with by
information technology (IT) security specialists. These specialists apply information security to
technology (most often some form of computer system). It is worthwhile to note that a computer does
not necessarily mean a home desktop. A computer is any device with a processor and some memory.
Such devices can range from non-networked standalone devices as simple as calculators, to
networked mobile computing devices such as smartphones and tablet computers. IT security
specialists are almost always found in any major enterprise/establishment due to the nature and value
of the data within larger businesses. They are responsible for keeping all of the technology within the
company secure from malicious cyber attacks that often attempt to acquire critical private information
or gain control of the internal systems.

The field of information security has grown and evolved significantly in recent years. It offers many
areas for specialization, including securing networks and allied infrastructure, securing applications
and databases, security testing, information systems auditing, business continuity planning, electronic
record discovery, and digital forensics. Information security professionals are very stable in their
employment. As of 2013 more than 80 percent of professionals had no change in employer or
employment over a period of a year, and the number of professionals is projected to continuously
grow more than 11 percent annually from 2014 to 2019.

Threats

Information security threats come in many different forms. Some of the most common threats today
are software attacks, theft of intellectual property, theft of identity, theft of equipment or information,
sabotage, and information extortion. Viruses, worms, phishing attacks, and Trojan horses are a few
common examples of software attacks. The theft of intellectual property has also been an extensive
issue for many businesses in the information technology (IT) field.

7

Threats

Information security threats come in many different forms. Some of the most common threats today
are software attacks, theft of intellectual property, theft of identity, theft of equipment or information,
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sabotage, and information extortion. Viruses,[39] worms, phishing attacks, and Trojan horses are a
few common examples of software attacks. The theft of intellectual property has also been an
extensive issue for many businesses in the information technology (IT) field.

Identity theft is the attempt to act as someone else usually to obtain that person's personal information
or to take advantage of their access to vital information through social engineering. Theft of
equipment or information is becoming more prevalent today due to the fact that most devices today
are mobile, are prone to theft and have also become far more desirable as the amount of data capacity
increases. Sabotage usually consists of the destruction of an organization's website in an attempt to
cause loss of confidence on the part of its customers. Information extortion consists of theft of a
company's property or information as an attempt to receive a payment in exchange for returning the
information or property back to its owner, as with ransomware. There are many ways to help protect
yourself from some of these attacks but one of the most functional precautions is conduct periodical
user awareness. The number one threat to any organisation are users or internal employees, they are
also called insider threats.

Governments, military, corporations, financial institutions, hospitals, non-profit organisations, and
private businesses amass a great deal of confidential information about their employees, customers,
products, research, and financial status. Should confidential information about a business's customers
or finances or new product line fall into the hands of a competitor or a black hat hacker, a business
and its customers could suffer widespread, irreparable financial loss, as well as damage to the
company's reputation. From a business perspective, information security must be balanced against
cost; the Gordon-Loeb Model provides a mathematical economic approach for addressing this
concern.

For the individual, information security has a significant effect on privacy, which is viewed very
differently in various cultures.

8
History
Since the early days of communication, diplomats and military commanders understood that it was
necessary to provide some mechanism to protect the confidentiality of correspondence and to have
some means of detecting tampering. Julius Caesar is credited with the invention of the Caesar cipher
c. 50 B.C., which was created in order to prevent his secret messages from being read should a
message fall into the wrong hands. However, for the most part protection was achieved through the
application of procedural handling controls. Sensitive information was marked up to indicate that it
should be protected and transported by trusted persons, guarded and stored in a secure environment
or strong box. As postal services expanded, governments created official organizations to intercept,
decipher, read, and reseal letters (e.g., the U.K.'s Secret Office, founded in 1653.

In the mid-nineteenth century more complex classification systems were developed to allow
governments to manage their information according to the degree of sensitivity. For example, the
British Government codified this, to some extent, with the publication of the Official Secrets Act in
1889. Section 1 of the law concerned espionage and unlawful disclosures of information, while
Section 2 dealt with breaches of official trust. A public interest defense was soon added to defend
disclosures in the interest of the state. A similar law was passed in India in 1889, The Indian Official
Secrets Act, which was associated with the British colonial era and used to crack down on newspapers
that opposed the Raj's policies. A newer version was passed in 1923 that extended to all matters of
confidential or secret information for governance. By the time of the First World War, multi-tier
classification systems were used to communicate information to and from various fronts, which
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encouraged greater use of code making and breaking sections in diplomatic and military headquarters.
Encoding became more sophisticated between the wars as machines were employed to scramble and
unscramble information.

The establishment of computer security inaugurated the history of information security. The need for
such appeared during World War I1. The volume of information shared by the Allied countries during
the Second World War necessitated formal alignment of classification systems and procedural
controls. An arcane range of markings evolved to indicate who could handle documents (usually
officers rather than enlisted troops) and where they should be stored as increasingly complex safes
and storage facilities were developed. The Enigma Machine, which was employed by the Germans
to encrypt the data of warfare and was successfully decrypted by Alan Turing, can be regarded as a
striking example of creating and using secured information. Procedures evolved to ensure documents
were destroyed properly, and it was the failure to follow these procedures which led to some of the
greatest intelligence coups of the war.

9

History

Various Mainframe computers were connected online during the Cold War to complete more
sophisticated tasks, in a communication process easier than mailing magnetic tapes back and forth by
computer centers. As such, the Advanced Research Projects Agency (ARPA), of the United States
Department of Defense, started researching the feasibility of a networked system of communication
to trade information within the United States Armed Forces. In 1968, the ARPANET project was
formulated by Dr. Larry Roberts, which would later evolve into what is known as the internet.

In 1973, important elements of ARPANET security were found by internet pioneer Robert Metcalfe
to have many flaws such as the: "vulnerability of password structure and formats; lack of safety
procedures for dial-up connections; and nonexistent user identification and authorizations", aside
from the lack of controls and safeguards to keep data safe from unauthorized access. Hackers had
effortless access to ARPANET, as phone numbers were known by the public. Due to these problems,
coupled with the constant violation of computer security, as well as the exponential increase in the
number of hosts and users of the system, "network security" was often alluded to as "network
insecurity”.

The end of the twentieth century and the early years of the twenty-first century saw rapid
advancements in telecommunications, computing hardware and software, and data encryption. The
availability of smaller, more powerful, and less expensive computing equipment made electronic data
processing within the reach of small business and home users. The establishment of Transfer Control
Protocol/Internetwork Protocol (TCP/IP) in the early 1980s enabled different types of computers to
communicate. These computers quickly became interconnected through the internet.

The rapid growth and widespread use of electronic data processing and electronic business conducted
through the internet, along with numerous occurrences of international terrorism, fueled the need for
better methods of protecting the computers and the information they store, process, and transmit. The
academic disciplines of computer security and information assurance emerged along with numerous
professional organizations, all sharing the common goals of ensuring the security and reliability of
information systems.

10

Confidentiality

In information security, confidentiality "is the property, that information is not made available or
disclosed to unauthorized individuals, entities, or processes.” While similar to "privacy,” the two
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words are not interchangeable. Rather, confidentiality is a component of privacy that implements to
protect our data from unauthorized viewers. Examples of confidentiality of electronic data being
compromised include laptop theft, password theft, or sensitive emails being sent to the incorrect
individuals.

Integrity

In IT security, data integrity means maintaining and assuring the accuracy and completeness of data
over its entire lifecycle. This means that data cannot be modified in an unauthorized or undetected
manner. This is not the same thing as referential integrity in databases, although it can be viewed as
a special case of consistency as understood in the classic ACID model of transaction processing.
Information security systems typically incorporate controls to ensure their own integrity, in particular
protecting the kernel or core functions against both deliberate and accidental threats. Multi-purpose
and multi-user computer systems aim to compartmentalize the data and processing such that no user
or process can adversely impact another: the controls may not succeed however, as we see in incidents
such as malware infections, hacks, data theft, fraud, and privacy breaches.

More broadly, integrity is an information security principle that involves human/social, process, and
commercial integrity, as well as data integrity. As such it touches on aspects such as credibility,
consistency, truthfulness, completeness, accuracy, timeliness, and assurance.

Availability

For any information system to serve its purpose, the information must be available when it is needed.
This means the computing systems used to store and process the information, the security controls
used to protect it, and the communication channels used to access it must be functioning correctly.
High availability systems aim to remain available at all times, preventing service disruptions due to
power outages, hardware failures, and system upgrades. Ensuring availability also involves
preventing denial-of-service attacks, such as a flood of incoming messages to the target system,
essentially forcing it to shut down.

3aaHus 3aKpPBITOr0 THIA
3aganusa 11-20
Bri6epuTe npaBUIbHBINA BapHaHT:
11. What is a firewall in computer security?
a. A type of virus
b. A software program
c. A hardware device
d. A computer network security system
12. What is the main purpose of an antivirus program?
a. To protect a computer from viruses and other malicious software
b. To backup data on a computer
c. To manage passwords
d. To monitor network traffic
13. What is a strong password?
a. A password containing only numbers
b. A password that is easily guessed
c. A password containing letters, numbers and symbols
d. A password containing only uppercase letters
14. What is a phishing attack?
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An attack that targets vulnerabilities in a computer’s hardware

A type of malware

An attempt to steal sensitive information by pretending to be a trustworthy source
d. A type of cyberattack that targets software vulnerabilities

15. What is the purpose of encryption?

a. Toscramble data so it can only be read by the intended recipient

b. To speed up data transfer

c. To protect data during transit

d. To make data more organized

16. What is two-factor authentication?

a. A security measure that requires two forms of i5dentification before accessing a system

b. A type of encryption

c. A backup procedure

d. A password manager

17. What is the purpose of a disaster recovery plan?

a. To minimize the impact of a security breach

b. To ensure that an organization can respond to a disaster or other emergency that affects
information systems - and minimize the effect on business operations.

c. To manage passwords

d. To monitor network traffic

18. What is the difference between confidentiality, integrity and availability in information
security?

a. Confidentiality means keeping information private, integrity means making sure
information is accurate and trustworthy, and availability means making sure
information is accessible when needed.

b. Confidentiality means making sure information is accessible when needed, integrity
means keeping information private, and availability means making sure information is
accurate and trustworthy.

c. Confidentiality means making sure information is accurate and trustworthy, integrity
means keeping information private, and availability means making sure information is
accessible when needed.

d. Confidentiality means making sure information is accessible when needed, integrity
means making sure information is accurate and trustworthy, and availability means
keeping information private.

19. What is a man-in-the-middle attack?

a. An attack where an attacker intercepts and potentially alters communication between two
parties

b. An attack where an attacker gains unauthorized access to a system by exploiting software
vulnerabilities

c. An attack where an attacker steals sensitive information by pretending to be a trustworthy
source

d. An attack where an attacker gains access to a system by guessing a password

20. What is social engineering in the context of information security?

a. A technique used to trick individuals into revealing information

b. A type of software program

o T
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21.
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.

c. A security measure that requires two forms of identification before accessing a system

d. A hardware device used to protect a network from unauthorized access

OTBeTHI:
11 —-d
12 —a
13 —c
14 -c
15 -a
16 —a
17 —b
18 —a
19 -a
20 -a

3a1aHus OTKPBLITOrO TUIIA
3aganus 21 - 33
OTBeTbTE HA BONPOCHI:
Speak about the challenges you can face dealing with Cloud Computing.
What is information?
Comment on the opening statement : “We live in a golden age of information”
What are the main sources of information?
What is the purpose of encryption and how does it work?
Explain what protection of sensitive information involves.
Dwell upon the role of a custodian in safeguarding information.

Explain the difference between information protection and information insurance.

What are the basic principles of information protection and information security?
Speak about an organization as a complex information processing system.

What forms does business information come in?

What does the value of information depend on?

What makes timeliness of information one of the critical factors?

OTBeThI:
21. The problem with cloud computing is that the user cannot view where their data is being
processed or stored. And if it is not handled correctly during cloud management or
implementation, risks can happen such as data theft, leaks, breaches, compromised credentials,
hacked APLs, authentication breaches, account hijacking, etc.
22. Information is a fact, thought or data conveyed or described through various types of
communication.
23. Information is power, it’s money and, given how much of our life is lied online, defines part
of our reality.

24. There are basically two types of information sources:

Primary information sources
Secondary information sources
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The primary information sources are those that contain the primary information that is the first
hand information. Secondary information sources are those sources which are the analysis or are
based on the primary information.

25. The fundamental purpose of encryption is to protect sensitive information being seen by
those with unauthorized access. Encrypting communications helps you maintain data
confidentiality during transmissions and storage.

26. It involves the protection of information systems and the information processed, stored and
transmitted by these systems from unauthorized access, use, disclosure, disruption, modification
or destruction.

27. Custodians hold stocks, bonds, and other securities on behalf of investors, preventing theft
or loss. They facilitate the settlement of transactions, ensuring that ownership changes are
accurately recorded and executed.

28. Information protection is just what it sounds like — protecting information through the use of
Encryption, Security software and other methods designed to keep it safe. Information Assurance
- on the other hand deals more with keeping the data reliable — RAID configurations, backups,
non-repudiation techniques, etc.

29. The core principles of information security — confidentiality, integrity, and availability —help
to protect and preserve your company’s content.

30. Any organization is a complex information processing system in which actions and decisions
are underpinned by an array of oral and written instructions, reports, regulations, information,
and advice. Accordingly, many managers seldom look beyond the organization’s boundaries in
their search for information.

31. Business information comes in general surveys, data, articles, books, references, search-
engines, and internal records that a business can use to guide its planning, operations, and the
evaluation of its activities. Such information also comes from friends, customers, associates, and
vendors.

32. It depends on it being: Up-to-date; Complete; Fit for intended use (relevant); Accurate; From
a reliable source; Comprehensible Potential use of the information is an important factor in its
value. The more potential uses information has the more valuable it will be.

33. Timeliness of data is one the most important aspects of database management. This refers to
the availability and accessibility of data in making business decisions. Clean, well organized data
dries smart decisions and makes for a better understanding of what to expect in the future.
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4 CBEJEHHUSA O ®OHJAE OINEHOYHBIX CPEJACTB U EI'O COI'VIACOBAHUU

@DOHJ OILIEHOYHBIX CPEICTB JUIsl aTTeCTAlluM MO JucHHIUIuHE «VHOCTpAHHBINA S3BIK»
MpeACTaBIsIET COO00H KOMIOHEHT OCHOBHOM NPO(EeCCHOHAIbHON 00pa3oBaTEIbHOW MPOTrpaMMBbI
crenpanuteta no cnenuaibHocTH 10.05.03 MudopmanronHas 6€301MacHOCTh aBTOMaTH3UPOBAHHBIX
CHCTEM

[IpenogaBarenu-paspadorunku — ['yceBa W.I'., x.¢.H, nouent; Kpusko WN.IL., k.¢b.H. goteHT,
[Tnusa E.I1., k.¢d.H. nouent, [Taxamok B.I'., cT. npenoxaBatens, Pam3a H.U., cT. npenogaBaTens.

®DOoH/T OIEHOYHBIX CPEJCTB PACCMOTPEH W OJIOOpEH 3aBeAyroliei Kadeapoil HMHOCTPaHHBIX

SI3BIKOB.
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UPOBBIX TexHOIOTHH (poToKoI Ne5 ot 29 aBrycra 2024 1).
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