denepanbHOE rOCYIapPCTBEHHOE OIOKETHOE 00Pa30BATENBHOE YUPEKICHUE
BBICIIET0 00Opa30oBaHuUs
«KAJIMHUHI PAJICKHI TOCYJJAPCTBEHHBIN TEXHUYECKNI YHUBEPCUTET»

H. 5. Beaukure

HHEPEJAYA JAHHBIX U CETEBBIE TEXHOJIOI'MHA

Y4ebHO-MeToAMYeCKOe MOCOOUE MO0 U3YYEHHIO UCIUIIUHBI
JUJISl CTY/ICHTOB HaIlPaBJICHUS TTOJATOTOBKH
09.03.02 MadopMarimoHHbIE CUCTEMBI M TEXHOJIOTHH,
npoduis «IIpoekTupoBaHre KOPIOPATUBHBIX HHPOPMAITMOHHBIX CHCTEM

Kamununarpag
UznareasctBo PI'BOY BO «KI'TY»
2025



VIIK 004.7(076)

Peniensent
KaHJU/aT TEXHUYECKUX HayK, TOLUEHT Kadeapbl TEOPUN MAIIUH U MEXaHU3MOB
u aetaineid MammH @I'BOY BO «KanuHuHrpaackuil rocy1apCTBEHHbBIN TEXHUYECKHIMA
yauBepcute™ O. C. Butpenko

Bemukure, H. 4.

[lepenaua MaHHBIX W CETEBBIC TEXHOJIOTHH: y4€OHO-METOJIUYECKOE IMOCOoOue
U1 cTyaeHToB HampasiieHuss moarotoBku 09.03.02 MudopMalioHHBIE CHUCTEMBI U
TexHojoruu, npopuns «lIpoexkTupoBaHHe KOPIOPATUBHBIX WH()POPMAIIMOHHBIX CH-
crem» / H. f. Benukure. — Kamuaunrpan: M3a-so ®I'bOY BO «KI'TVY», 2025. —
53 c.

Y4eOHO-METOANYECKOE TOCOOHE SABISAETCS PYKOBOACTBOM K M3YUEHHIO JUCLHU-
winHbl «llepenaya gaHHBIX M CETEBBIE TEXHOJIOTMU» JUIS CTYIECHTOB HAIPAaBIICHUS
noarotoBku 09.03.02 MudopmManmoHHbIe CUCTEMBI U TEXHOJIOTUU. B HeM mpencras-
JIEH TEMAaTHUYECKUU IUJIaH W3YYEHUs TUCLMIUIMHBI, COACP/KAHUE THUCLUIUIMHBI 110 €€
paszenaM M TemaM, TEMbl NPAKTUYECKUX 3aHATUM, YKa3aHHUsS K U3YHYCHHMIO Ka)KIOU
TEMbl, PEKOMEH/IALIMHU T10 BBIIIOJHEHUIO MpaKkTU4YecKuX 3aaanuid. Coaeprkarcst Tpedo-
BaHMS K TEKYIIEH U IIPOMEXKYTOUYHON aTTECTALUU, ONIPEACIIEHB] YCIOBUS MOIYYEHHUs
MTOJIOKUTEIIBHON OLIEHKHU.

Tabn. 3, cnucok ymT. — 11 HamMeHoBaHUH

YuebHo-MeToanuecKkoe nocodre Mo U3y4EeHUIO TUCHUIUIMHBI PEKOMEHI0BAHO
K HCIIOJB30BAaHUIO B Y4E€OHOM IIPOIIECCE B KayeCTBE JIOKAIBHOTO 3JICKTPOHHOTO
METOAMYECKOr0 Marepuajia METOJAMYECKOH KOMHUCCHEH WHCTUTYyTa MU(POBBIX
TexHosorui 29 anpens 2025 r., npotokon Ne 3

VIIK 004.7(076)

© DenepanbHOE rOCyIapCTBEHHOE OI0KETHOE
00pa3oBaTebHOE YUPEXKIEHUE BHICILIETO
oOpa3zoBanus «KanmuHUHTPaACKUI rocyAapCTBEHHBIN
TEXHUYECKUN yHUBEpcUTET», 2025 T.

© Bemukute H. 5., 2025 1.



OI'JIABJIEHUE

CBBEIICHIIC . . . oot 4

. TEMATHUCCKIM THIAH. . .. vt tteeeeeetntteee et eeeee e e erirteeneeeaeeeeee et eennnnaens 6

. ConeprxkaHne TUCHUTIITUHBL U YKA3AHUS K U3YUCHHUIO ... uuveneeeeneeenneenneneennn, 10
. [TPAKTHYCCKIE BAHITHIS TTO. . \veeenrteeenseeennneeennsaureeseeeneserenaeeennseeenneeeanns 26
. MeTonnueckre peKOMEHIalliU MO0 CAaMOCTOSTEIbHOM MOATOTOBKE ............... 42
. KOHTPOITD M TTECTAITHS. ...\ttt ettt et et e e e e et et e e e ere e e e 48
05007 (001 Q1 17 NS 0 -1 1) o) 3 (S 51



1. BBEJIEHHUE

B nanHOM y4eOHO-METOJIMUECKOM MOCOOMH U3JI0KEHBI OCHOBBI TEOPHUH Tepe-
JIa4¥ JTAHHBIX U CETEBBIX TEXHOJIOTUH.

Ilenpro ocBOeHUsT AUCHUIUIMHBL «llepenaya JaHHBIX U CETEBBIE TEXHOJIOTHUMN
saBisieTcs: (OPMUPOBAHUE TEOPETHUYECKUX OCHOB M IPUOOPETCHHE MPAKTUYCCKUX
HaBBIKOB I10 IMOCTPOCHUIO JIOKAIBHBIX M IJI00AIBHBIX CEeTel Mepeiadn TaHHBIX; OCBO-
€HUE TMPUHIIUIIOB, METOJOB, TEXHOJIOTUN U PElICHUM padOThl T€TEPOrEeHHBIX TeJe-
KOMMYHHKAIIMOHHBIX CETEH.

B pesynbraTe nzydeHus nepenadynd JaHHBIX U CETEBBIX TEXHOJIOTUN MEpe CTy-
JICHTOM CTaBATCS CIEAYIOIINE 3a0a4r: CTYJCHT JOJKEH COCTABUThH MPEACTABICHUE O
KOMITBIOTEPHBIX CHUCTEMAax B TEPMHUHAX CETEBBIX TEXHOJOTHH, U3YYUTh CTaHIAPTHI
nepeayu JaHHBIX, a TAKKE YMETh UCMOJb30BaTh TEOPETUUYECKUE 3HAHUS B 00JaCTH
Iepeaayu TAaHHBIX U CETEBBIX TEXHOJIOTUM HA MIPAKTHUKE.

B pesynbrate 0CBOCHUS NUCHMILIMHBI 0KUIAETCSA, YTO CTYACHTHI MMOJIyYaT Ie-
JIOCTHOE TIPEJICTABIICHUE O IIMPOKOM chepe MpoOsieM CeTeBbIX TEXHOJIOTHH U Iepe-
Ja4u JaHHBIX U OyIYT:

3HATh:

— HCTOPHUIO Pa3BUTHUS, 3aKOHOMEPHOCTH TMOCTPOEHUS W (PYHKIIMOHHUPOBAHUS
KOMITBIOTEPHBIX CETEU U CUCTEM TEJICKOMMYHUKAIUN;

— CETEBBIC TEXHOJIOTUU U OCHOBBI TOCTPOEHUSI CETEBBIX MPOTOKOJIOB;

— OCHOBHBI€ CTaHJApPThl B 00J1aCTU MH()POKOMMYHUKAITMOHHBIX CUCTEM U TEX-
HOJIOTHUH;

— TEOPETUYECKHUE OCHOBBI APXUTEKTYPHOU M CUCTEMOTEXHUYECKOM OpraHu3a-
MU BBIYMCIIUTEIBHBIX CETEH;

yMeTh:

— MPOEKTUPOBATH U IKCIUTYaTUPOBATH KOMITBIOTEPHBIC CETH U CHUCTEMBbI TEJIe-
KOMMYHUKAIIWK;

— aHAJIM3WUPOBATH M BBISBJIATH MPUYHUHBI CIIOKHBIX TTPOOJIeM, BOZHUKAIOIINX Ha
CETEBBIX YCTPOUCTBAX MH(OPMAIIMOHHO-KOMMYHHUKAITHOHHBIX CUCTEM;

— BBISIBJISITh M YCTPAHATh CJIOKHBIE MHLIMUACHTHI, BOZHUKAIONIME HA CETEBBIX
yCTPOMCTBAaX MH(DOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX CUCTEM;

— JIOKYMEHTHPOBATH IPEIJIATaEMbIC PELICHUS,

BJIA/IETh.

— HaBBIKAaMU pa3pabOTKU ¥ aAMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH U CH-
CTEM TEJIEKOMMYHHUKALIUH.

Huciunnuna «llepenaya MaHHBIX U CETEBBIE TEXHOJIOTUM» OTHOCUTCS K Mo-

nyno «EcTecTBeHHOHAYYHBIM M WH)KEHEPHBIA MOJIYJIB» U OTHOCHTCS K OJIOKY 1 00s-
3aTEJIbHOM YaCTH.

B y4ebHO-MeTOMMYECKOM MOCOOUM MO W3YYCHHUIO JUCIUIUIMHBI C MpaKTHYe-
CKHMH 33JIJaHUSMH TIPEJICTABIICH TEMAaTHYECKHUH TUTaH, COACPIKATUi ITepeucHb n3yda-
E€MBIX TeM, 00s13aTEIBHBIX MPAKTUYECCKUX PabOT, MEPOTIPUITHI TEKYIICH aTTecTalluu
¥ OTBOJIMMOE Ha HUX ayJUTOPHOE BpPeMs (3aHATHSI B COOTBETCTBHH C PACIIICAHUEM) U
caMocTosATeNbHYI0 padoty. [Ipu dhopmupoBanun JIUYHOTO 00pPa30BATEIHHOTO TIAHA
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Ha CEMECTp CIEAYyeT OIIEHUBATh PEKOMEHAYEMOE BpEMs Ha U3YUYEHUE AUCIUILIUHBI,
BO3MOJKHO, BaM TOTpeOyeT OOJIbIIle BPEMEHH Ha BBITOJTHEHUE OTACIBHBIX CAMOCTOSI-
TEJIbHBIX 33JIaHUI WK NPOPA0OTKY OT/ICIbHBIX TEM.

B paznene conmepxkaHue MUCUUIUIUHBI MPUBEACHBI MOAPOOHBIC CBEACHUS 00
M3y4aeMbIX BOIIPOCAX MO KOTOPHIM BbI MOKETE OPHUEHTHUPOBATHCA B CIIydae IPOITycKa
KaKUX-TO 3aHATHM, a TaKK€ METOJIMYECKUE PEKOMEHJAlUK MpenojaBaress s ca-
MOCTOSITEJIbHOM MOJITOTOBKH, KaXJ1asi TeMa UMEET CChUIKU Ha JIUTEPATYPy (WJIM UHBIE
UH(OPMAIIMOHHBIE PECYPCHI), @ TAKKE KOHTPOJIbHBIE BOIPOCHI IS CAMOIIPOBEPKHU.

Paznen «Tekymas arrectamusy COAECPKUT OMUCAHUE 00S3aTENbHBIX MEPOIPH-
ATUM KOHTPOJISI CAMOCTOSTEILHON pabOThl M YCBOCHUS PA3/IEIOB WM OT/ACIIbHBIX TEM
TUCUUIUIAHBL. Jlanee u3noKeHbl TpeOOBaHUS K TPOMEKYTOUYHOM aTTECTAIlMN — JK3a-
MEHY.

[TomuMoO maHHOTO MOCOOUS, CTYIEHTaM CIEAYET UCIIOIb30BAaTh MAaTEPHAIIHI,
pa3MENIEHHbIE B COOTBETCTBYIOIIEM JaHHOM qucuuiuinae pasaerny DMOC, B koTo-
pble OoJiee onepaTUBHO BHOCSITCS M3MEHEHHUS I aJlanTalluy JUCHUILIMHBI IO/ KOH-

KPETHYIO y4eOHYIO TpyIy.



2. TEMATUYECKHM IIJIAH
TGMaTI/I‘{eCKI/Iﬁ I1IJIaH I/ISY‘IGHI/I}I JAUCIHHUITIINHBI «Hepenaqa JAHHBIX U CCTCBLIC TCXHOJIOT'UN» HpeI[CTaBJIeH B Ta6JII/IH€ 1.

Taboauua 1- TemaTuyecknid njiaH u3ydyeHus1 AucuunInubl «llepenadya 1aHHBIX U ceTeBble TEXHOJIOTHID)

. O0béM camo-
O0beM aynuTOpHOIA .
Pa3zjnen (MmonyJib) AUCHMILNIMHBI Tema CTOATEIbHOM
padoThl, 4
padoThl, 4
Jlexuun
Tema 1. OCHOBBI JOKaJbHBIX CETEH Iepenayu JaHHbIX.
Onucanne ¢yHkmui cetu. Mogens  B3aUMOJECHCTBUS
YCTPOMCTB CETH 4 6
Tema 2. Benenue B nokanpHble ceTd. ba3oBast KoHpUTY-
panus KoMMyTaTropa 4 6
Tema 3. Ceru Ethernet. MAC u IP-agpecanus. Pabora
nportokosia ARP.ITpunuunsl pabotsl TexHonoruu Ethernet 4 6
Pasznen 1.0cHoBBI mepeaaun Tema 4. Ycrpanenue 6a30BbIX MpodeM pabOThl KOMMYTa-
JAAHHBIX TOpa 4 6
Tema 5. Ilonumanue cereBoro yposHs crexka TCP/IP. IP-
agpecauus v nojcetu. Texnonorus DHCP 4 6
Tema 6. IloHMMaHue TPaHCIOPTHOIO YPOBHS CTEKa
TCP/IP. Onucanue GyHKIMH MapIIpyTH3aIHH. 4 6
Tema 7. Crarnueckas W JTWHAMHMYECKash MapUIpyTHU3aLMs.
Onucanue npouecca J0CTaBKU NAaKETOB 4 6
Tema 8. Texnomorust NAT. CoennHenne 10KaalbHON CETH C
ceThio Internet. Ympasienue TpadhuKOM C HCHOIB30BAHUEM
Pazpnen 2. CereBble TeXHOJ10-
ACL 4 6
' U CETEBLIC MPOTOKOJbI
32 48




IMpakTHYeCKHE 3aHATHS
3anstue 1. Onpenenenne MAC-anpeca paboueit cTaHIIMN

pa3IMYHBIMH CIIOCO0AMU 6 4
3ansatue 2. Omnpenenenue I[P-anpeca, macku moicetu u

LJ1I03a IO YMOJIYaHUO 6 6
3anstue 3. [Iporokon ARP. IIpocMoTp 1 u3MeHeHue 3anu-

ceri ARP-Ta0iumsl 6 6
3anstue 4. Pacuer napa-merpos IP-cetu 6 6
3anstue 5. IP-mapmpyruzanus. [IpocmoTrp u u3meHeHue

Ta0JIMLbI MAPIIPYTU3ALUU 6 6
3anstue 6. I[IpoTtokosbl TpancnoptHoro ypoBHs TCP u

UDP. Homepa nopros 6 6
3anstue 7. JlokanpHble BUpTYyanbHble cetu (VLAN), maru-

cTpasibHbI€ (trunk) COeJMHEHUs] MEXKIY KOMMYTAaTOpaMH 6 6
3anstue 8. Kondurypuposanue pabotsl nporokona STP 6 4

48 44
PyGesknblii (TeKymyii) 1 MTOrOBbIIl KOHTPOJIb
| Tecruporanme (IUOC) 8 (PD)
‘ Dx3ameH (TecT) 1,25 (KA)
34,75
92 (CP) KonTpons
Uroro: 216

TemaTudeckuii 11aH U3ydeHus] TUCHUTUTNHBI «[lepegada MaHHBIX W CETEBBIE TEXHOJIOTHNY IO 3a09HON (hopme oOydeHHS
Ipe/cTaBlieH B Ta0uIe 2.



Taoauna 2 — TemaTuyeckni IVIaH U3yYeHus: IMCHUILINHBI «Ilepegaya JaHHBIX U CeTeBbIe TEXHOJIOTHHN» 110 32049HOM
¢opme o0yuenus

N 00Bém camo-
O0bem aynuTopHOit

Pa3znen (MonyJib) AUCHHMIVIMHBI Tema paGoTsy, CTOATEJIbHOM
padoThl, 4
Jlekuun
Tema 1. OCHOBBI JIOKaJbHBIX CETEH MepeAadyd AaHHBIX.
Onucanne ¢QyHKIUHA cetd. Mojenb  B3aUMOACHCTBHS
YCTPOMCTB CETH 1 9
Tema 2. BBenenue B noxkanbHbie ceTH. ba3oBas KoHUTY-
panus KOMMYTaTopa 1 9
Tema 3. Ceru Ethernet. MAC wu IP-ampecanus. Pabora
npotokosia ARP. IIpunuuns! pabotel Texnosoruu Ethernet 1 9
Paznen 1. OcHOBBI mepenayn Tema 4. Ycrpanenue 6a30BbIX MpoOsieM pabOThl KOMMYTa-
JaHHBIX TOpa 2 15
Tema 5. Ilonumanue ceteBoro ypoBHs creka TCP/IP. IP-
anpecanus u nojacetu. Texnonorus DHCP 1 9
Tema 6. IloHMMaHWe TpPaHCHOPTHOIO YPOBHS CTEKa
TCP/IP. Onucanue GyHKIUN MapuipyTH3aIuu 1 9
Tema 7. Cratuueckass U AMHAMUYECKas MaplIpyTHU3AIU.
Onucanue npouecca T0CTaBKH MaKeTOB 1 9
Tema 8. Texnonorust NAT. CoeanHeHUE JIOKAJIBHON CETHU C
ceTbio Internet. YmpaBnenue TpaduKoOM C HCHOIb30BAaHUEM
Paznen 2. CeTeBble T€XHOJI0-
' 1 CETEBbIC NMPOTOKOJIbI ACL 2 15
10 84

HpaKaneCKue 3aHATHUA

‘ ‘ 3anarue 1. Onpenenenue MAC-agpeca paboueit craHuuu 1 11




Ppas3 INYHbIMHU crocodamu

3ansatue 2. Onpenenenue IP-agpeca, macku mnojaceTu u

[IJIF03a 10 YMOJYaHUIO 1 11
3anstue 3. IIpotokon ARP. [IpocMoTp 1 n3meHenue 3anu-
ceit ARP-Tabnunsl 1 11
3anstue 4. Pacuet napamerpos IP-cetn 2 12
3anarue 5. IP-mapmpyruzanus. [lpocmoTp u u3MeHeHue
Ta0JIMLBbI MAPIIPYTU3AIUH 1 12
3anstue 6. Ilporokonsl TpancnoptHoro ypoBHs TCP u
UDP. Homepa nopros 1 12
3ansarue 7. Jlokanbuble BupTyanbubie cetu (VLAN), maru-
cTpanbHble (trunk) coeqMHEHNS MEXKIYy KOMMYTaTOpaMu 1 12
3ansarue 8. Konpurypuposanue pabotsl nmpotokona STP 2 12
10 93
Py0e:xHblii (TeKylIHii) H HTOTOBBIH KOHTPOJIb CP (A77) KonTtpoan
| Sxsamen. Tectupoarme (AUOC) 10 (PD) 9
Uroro: 216




3. COAEP)KAHUE JUCHUIIJIMHBI U YKA3AHUSA K U3YUEHUIO

3.1 Pazgen 1. OcHOBBI epeaym JaHHbBIX
3.1.1 Tema 1.1 OcHOBBI JOKANBHBIX ceTell mepexaun AaHHbIX. Onucanue
¢ynkumii ceru. Moaesib B3aUMOJIeCTBUS YCTPOUCTB CeTH

Ilepeyennb n3yuaemMbixX BOIIPOCOB

1. Onpenenenre U NPUHIMIIBI JJOKAJIBHBIX CETen
2. Tornonoruu NoOKaabHBIX CETEH.

3. KoMImoHEeHTRI TOKaJIbHOU CETH.

4. ITpOTOKOJIBI M TEXHOJIOTHHI

5. Mogens OSI u ee ypoBHU

6. be3omacHOCTh U 3aluTa JaHHBIX.

MeToanuyecKkue YKa3aHUs K H3YYECHUIO

B nmaHHOW TeMe MBI pacCMOTPUM IPEAMET M 3aJa4d IUCHMIUIMHBL. PaccmoT-
puM cnenuduKy, 3aJa4l oOecredeHus nepeaayl JaHHbIX. O3HAKOMUMCS C 3TalaMu
Pa3BUTHUSI TEOPUU JIOKAJIbHBIX CETEH Mepeayu JaHHBIX.

N3yuyenne maHHOW TEMbI BaXKHO JJIsi TOHMMAaHUS MPUHIUIIOB PabOThI COBpe-
MEHHBIX KOMITBIOTEPHBIX CETEH, UCIOIb3YEMbIX KaK B JIOMAIIIHUX YCIIOBUSX, TaK U B
KPYITHBIX KOPIIOPATUBHBIX MHPpACTpyKTypax. s ycnenHoro ocBOeHusl Matepurana
HE00XO0AMMO OHUMATh KJIFOUEBbIE KOHLEIIUHA CETEBBIX TEXHOJIOTUM, TAKUE KaK MO-
nemu OSI u TCP/IP, byHkumu pa3nudHbIX YPOBHEH CETH W B3aMMOJICHCTBHE MEKITY
YCTPOWCTBaMH.

Jlist Hayana u3yyute 0a30Bble TEPMHUHBI U MOHATHS, OTHOCSIIHUECS K KOMIThIO-
TEPHBIM CETSM:

— KoMmbroTepHas ceTh: COBOKYIHOCTh KOMIIBIOTEPOB U APYTHX YCTPOUCTB, CO-
eIMHEHHBIX MEXTy coO0M 111 0OMeHa nHbOpMAITHEH.

— Tomonorust ceTu: CTPyKTypa, omnpeiensomas U3n4eckoe pacroioKeHne
Y3JIOB CETH U CIIOCOOBI UX COCTUHECHUSI.

— Mopens OSI: cemuypoBHEBasl 3TAJIOHHAsT MOJEIb B3aUMOJICUCTBUSI OTKPHI-
TBIX CUCTEM, UCIIOJIb3yeMasl JIJIsl OMMCAHUs CETEBOTO B3aUMOJICHCTBHS.

— TCP/IP: Habop TpOTOKOJIOB, 00ECTIEUMBAIONINX Iepeaady JAaHHBIX dYepes
HNuTepner.

Paccmotpure monens OSI, koTopas COCTOUT U3 CEMU YPOBHEM:

1. ®usnyeckuil ypoBeHb: nepeaadya OUTOB MO (PU3NUECKUM KaHaJlaM CBSI3U.

2. KaHanbpHBIN ypOBEHB: yIpaBICHUE JOCTYIIOM K cpejie mepenadn u hopmu-
pOBaHHE KaJpOB.

3. CeTeBoil ypOBEHb: MapIIPyTU3ALMS TAKETOB U YIPABICHUE aJIPECaMHU.

4. TpancnopTHBIN ypOBEHB: 00€CTIEUEHNE HAJIEKHON JOCTABKU JIaHHBIX U KOH-
TPOJIb OLIUOOK.
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5. CeaHCOBBIN YpOBEHb: YCTAaHOBJICHUE, MMOJIEPKaHNE U 3aBEPIICHUE CCAaHCOB
CBSI3H.

6. YpoBeHb MpecTaBIeHus: MpeodpazoBanne popMaToB JaHHBIX.

7. llpuknagHOW YPOBEHb: MPEIOCTABICHUE YCIIYT TIOJIB30BATEISIM U TPUITOXKE-
HUSIM.

N3yunte GyHKIMHA KaXKIOTO YPOBHS U B3aUMOCBS3b MEXKIY HUMHU.

[Iporokon TCP/IP siBnsieTcsi OCHOBHBIM ITPOTOKOJI0M MHTEpHETA.

N3yuute ero apXurekTypy u QyHKIIUU:

— IP (Internet Protocol): oTBewaeT 3a aapecanuio ¥ MapIIpyTH3AMNIO TTAKETOB.

— TCP (Transmission Control Protocol): obecnieunBaeT HaJCKHYIO JOCTABKY
JTAHHBIX C KOHTPOJIEM OIIMOOK U YIPABIEHUEM MTOTOKOM.

— UDP (User Datagram Protocol): ucnomns3yetcst 1715t ObICTpOM nepeaadyu JaH-
HbIX 0€3 TapaHTUH TOCTABKH.

[lonumanue pabOThl 3TUX MPOTOKOJIOB MOMOXKET BaM Jyylle pa3o0paThCs B
MpUHIUIAX (YHKIMOHUPOBAHUS CETEM.

Hccnenyire, Kak pa3inu4Hble YCTPOMCTBA B3aUMOJEHCTBYIOT IPYT € APYTOM B
paMKax KOMITBIOTEPHOM CETH:

— KimeHT-cepBepHas apXHUTEKTypa: B3aUMOACUCTBUE MEXKIY KIMEHTOM
(Hanmpumep, KOMIIBIOTEPOM OJIB30BATENS ) U CEPBEPOM (LIEHTPATIBHBIM y3JI0M).

— IIupunrosas cetb (P2P): paBHONpaBHOE B3aMMOJEWCTBHE MEXAY YYaCTHU-
KaMHM ceTd 0€3 LIEHTPAIBLHOIO CEpPBEPA.

— MapupyTu3aTtopsl: yCTPOWCTBA, OTBEUAIOIINE 34 IEPECHUIKY JAHHBIX MEXKIY
pPa3IMYHBIMU CETMEHTAMH CETH.

— KommyTaropsl: ycTpoiicTBa, 00bEIUHSIIONINE HECKOJIBKO CEIMEHTOB CETH U
00€ecreynBaoIINe CBSI3b MKy HUMH.

Pexomenayemasi aureparypa: [4, 4. 1].

KoHTpo/ibHBIE BONPOCHI 1JIs1 CAMONIPOBEPKH

1. Yto Takoe JloKanbHas CETh U KAKOBBI €€ OCHOBHBIEC TPUHIIUIIBI?

2. Kakue ycTpoicTBa MOTYT OBITh YaCThIO JIOKAJIbHOU ceTh?

3. YUTo Takoe JOKaNbHasl CETh U KAKOBBI €€ OCHOBHBIE PUHIIUIIBI?

4. Kakue ycTpoicTBa MOTYT OBITh 4aCThIO JIOKAJIBHOM ceTh?

5. Kakue THIbI TOMOJIOTHI CYIIECTBYIOT JUISl JIOKAJBHBIX CETEH (3BE€31a, KOJIb-
110, IIUHA)?

6. Kak kaxxnast Tonosorus BauseT Ha (GyHKIMOHUPOBAHUE CETH?

7. Kakue OCHOBHbIE KOMIIOHEHTBI COCTAaBJISIOT JIOKAJIIBHYIO CETh (CepBepHI, pa-
O0oume CTaHIUU, KOMMYTAaTOPhI, MAPIIPyTH3ATOPHI)?

8. Kakue QpyHKIMU BBITOIHSIIOT KaXAbIH U3 3TUX KOMIIOHEHTOB?

9. Kakue npotokosbl ucnonb3ytores B JokaibHbIX ceTsax (TCP/IP, Ethernet).
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10. Kak 3Tu mpOoTOKOJIBI 00€CTIEYNBAIOT TIepeady U yIpaBIeHUE TaHHBIMH?

11. KakoBa monenb OSI u kak oHa UCIIOJIB3YETCS B CETAX?

12.Kakue (pyHKIMU BBIMOTHSIOT KX bl U3 ypoBHer Mmonenu OSI?

13.Kakue Mepbl 0€30MacHOCTH MPUMEHSIOTCS B JIOKATbHBIX CETSIX JUIS 3aIUThI
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA?

14. Kakue TeXHOJIOTUN UCTIONB3YIOTCS ISl IIM(PPOBAHUS U 3AIIUTHI TaHHBIX ?

3.1.2 Tema 1.2 BBenenune B JiOKajJbHble ceTH. ba3oBasi KoH(puUrypauus
KOMMYTaTopa

Ilepedyenb n3yvaeMbIX BOIPOCOB

1. Beenenne B nokaibHble ceTU. OCHOBHBIE KOMIIOHEHTHI JIOKAJIHHOM CETH:
CeTteBble KapThl, KOHLIEHTPATOPBI, KOMMYTaTOPbI, MAPIIPYTHU3aTOPHI.

2. Tumbl TUHUHN CBS3M: KOAKCUAIBHBIA KaOesh, BUTAs Mapa, ONMTOBOJIOKOHHBIH
Ka0eIb.

3. bazoBas koudurypanus xkommytatopa. Hactpoiika 0a30BbIX mapaMeTpoB
KOMMYTAaTopa: MIPUCBOCHUE MMEHH, YCTAaHOBKa  MapoJs, HACTpoilKa
IP-anpeca Y nanennoe ynpasienue kommyTtaTopom: Hactpoiika untepderica VLAN
Y 1UTI032 IO YMOJTYAHUIO.

4. be3onacHOCTh, KOMMYyTaTOpa: yCTaHOBKA MapoJisi sl KOMaHJIHOTO PEXUMa.

MeToanyeckue yKa3aHusi K U3y4eHHIO

N3yyenue gaHHOW TeMbl NPENCTaBIIACT COOOW MEPBBIM MIar K MOHUMAHUIO
MPUHIUIIOB PabOThI JIOKAJTIBHBIX CETE M HACTpOMKe ceTeBOro obopyaoBanus. Kom-
MyTatop (switch) urpaer KitoueByr0 poJib B CO3JaHUU M YIPABJICHUH CETAMH, 00€ec-
II€YNBasi COCIUHEHNUE MEXAY Pa3JIMYHbIMUA YCTPOMCTBAMH BHYTPHU OJHOM ceTu. IIpa-
BUJIbHASI HACTPOMKa KOMMYTAaTOpOB HeoOxonuma ajisi obecrieueHus: 3PGheKTUBHONU U
0e301acHOi pabOThI CETH.

OCHOBHBIE 3TaIbl U3YYECHUS

N3yueHne OCHOBHBIX TEPMHUHOB U TOHATUI

[Ipexxne Bcero, HEOOXOAMMO 03HAKOMUTHCSI C OCHOBHBIMU TEPMUHAMHU U MOHSI-
TUSIMU, CBSI3aHHBIMU C JIOKAJIbHBIMU CETSIMU U KOMMYTaTOpPaMHU:

— JlokanbHasa cetb (LAN): rpymnmna KOMIbIOTEPOB U APYTUX YCTPOMCTB, CBS-
3aHHBIX MEXIy cCO0OM B Mpeeax 0HOr0 3AaHUs UM KaMITyca.

— Kommytatop (Switch): ycTpoicTBO, KOTOpO€ COEAMHSIET HECKOIBKO
YCTPOMCTB B OAHY CE€Th U MO3BOJISET UM OOMEHUBATHCS TAHHBIMHU.

— Ilopt KomMMmyTatopa: uHTEpPEic, Yepe3 KOTOPbI MOJIKIIOYAIOTCS yCTPOU-
CTBa K KOMMYTaTopy.

— VLAN (Virtual Local Area Network): BupTyajbHast JIOKaJIbHasi CETh, MO3BO-
JSoUIas pa3ieauTh (PU3NUECKYIO CeTh Ha HECKOJIBKO JIOTHYECKUX CErMEHTOB.

— MAC-anpec: yHUKabHBIA UAEHTU(UKATOP YCTPOICTBA B CETH.
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— STP (Spanning Tree Protocol): mpoTokoJi, mpemnoTBpaIiaronyii NeTyiv B ce-
TSAX C U30BITOYHBIMH CBSI3SIMHU.

N3yyeHue apXuTeKTypsl U (QYHKIHMI KOMMYTaTopa

Ha nannom sTane Hy»HO U3y4UTh apXUTEKTypy KOMMYTaTOpa U €ro OCHOBHBIE
byHKIUU:

— DyYHKIIMOHUPOBAHUE MOPTOB: KaK JaHHBIC MEPEAAIOTCS MEXKIY MOpTaMu
KOMMYTaTopa.

— Tabmuia MAC-anpecoB: MeXaHU3M, TTO3BOJISIONIUMNA KOMMYTATOPY Y3HABATh,
KaKue YCTPOMCTBA MOJKIIIOUEHBI K KAKUM MOPTaM.

— YnpasieHue TpapukoM: METOAbl MPUOPUTH3aLUU Tpaduka U UIbTPALUH
HEXXeJlaTeNIbHbIX MTAaKEeTOB.

— be3onacHocTh: 0a30BbIe Mepbl O€30MACHOCTH, TaKUE KaK OrpaHUYEHUE J10-
CTyIa K IMOpTaM M 3alllkTa OT aTak Tuma «Mman-in-the-middley.

Koudurypanus kommyTtaropa

OCHOBHOI 4acThIO TaHHOTO 3Tana OyAeT u3ydeHue rnpoiecca 6a30Boil KOHPU-
rypauuu koMMmyTtaTopa. OObIMHO MPOLECC BKIIIOYAET CIEAYIOIINE Iaru:

1. IMoaknroyeHrne K KOMMYTaTOpPYy: MCIOJIb30BAHHE KOHCOJBHOIO KaOemns Win
Telnet/SSH nist moaKII0YCHHS K YCTPOMCTBY.

2. Hacrtpotika uaTepdeiicoB: HazHaueHue [P-aapecoB u Macok mojceTed s
yIpaBJIeHUs] HHTEp(DecoM.

3. Coznanne VLAN: paznenenue GuU3N4ECKON CETH Ha HECKOJIBKO JIOTUUECKUX
CErMEHTOB.

4. Hacrpoitka STP: aktuBanmst u HacTpoiika mpotokona Spanning Tree s
peAOTBPAICHUS MIETEIb B CETH.

5. be30onacHoCTh: yCTaHOBKA MapoJjied agMHUHUCTPATOPA M OTPAaHUYCHHUE [10-
CTYIIA K ONPEJECICHHBIM MTOPTAM.

Pexomenayemasi ureparypa: [5, ri. 5].

KoHTposibHbIE BONPOCHI AJIs1 CAMONIPOBEPKH

1.YTo Takoe nokanpHasA CETh U KAKUE €€ OCHOBHBIE ITPEUMYLIIECTBA?

2. Kakue TOmoJioruu MCHONb3YIOTCA B JOKAJIBHBIX CETAX M UX OCOOEHHOCTH

3.Kakne oCHOBHbIE KOMIIOHEHTHI BXOJST B COCTaB JIOKAJIBHON CETH?

4. Kak moaKIIOYUTh U HACTPOUTH 0a30BbIC MapaMeTPhl KOMMYTaTOpa?

5. Kak o0OecrieunTs yiaqeHHOe yIpaBieHUE KOMMYTaTOpOM?

6. Kakue npoToKOoJIbl U MOJIEJIN UCIIOIB3YIOTCS B JIOKAJbHBIX CETSIX?

7. Kakue mepbl 6€30MacHOCTH ClIeAyeT MPUHATh IPU HACTPOWKE KOMMYTATO-
pa?

8. Kakue Ttumbl xabeneil UCMONB3YIOTCA I MOJKIIOUYEHUS YCTPOHCTB B JIO-
KQJIBHOW CETH?

9. Kakue OCHOBHBIE MPOTOKOJIBI UCMOIB3YIOTCS JUIsl MapUIpyTHU3alUU B JIO-
KaJIbHBIX CETSIX?
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10. Kakue 0OCHOBHBIE 3aJJa4M PELIAIOTCS IMPY OMOILIM JOKAJIBHBIX CETEH?

3.1.3 Tema 1.3 Ceru Ethernet. MAC u IP-aapecanusi. PaGora nporoko.sa
ARP. Ilpunuunsl padotsl TexHnosiorun Ethernet

IlepeyeHb u3yyaemMbIX BOIIPOCOB

1. MAC-anpecanus: Onpenenenue u HazHaueHue MAC-aapecoB. CTpykTypa
MAC-aapecoB (48 Our, 12 mecrHanuarepudaslx 1udp). Mcnombp3oBanue
MAC-aapecoB B JOKaIbHBIX CETSX.

2. IP-appecamusa: Omnpenenenne u HazHadeHue [P-ampecoB. Ctpykrypa
IP-anpecoB (ceThb u xoct). Kimaccsl IP-anpecoB u ux HasnadueHue.

3. [Iporokon ARP: Haznauenue u npuniun padotsl mporokoia ARP. IIporecc
paspemienus [P-angpecoB B MAC-anpeca. ARP-TaGnuipl 1 ux TUMbBI (IUHAMHYECKUE
1 CTaTHYECKHE).

4. Texunonorust Ethernet: OcnoBubie npunnunbl padotsl Ethernet. Ctpykrypa
kaapa Ethernet (MAC-aapeca, EtherType, nannbie). Poib KoMMyTaTopoB B CeTSIX
Ethernet.

5. [Ipunuunst pabotsl Ethernet: Mcnonb3oBaHre KOMMYTaTOpPOB JJIsI MapIIpy-
Tu3anuu nakeroB. Tabnuisl MAC-agpecoB v ux poib B kommyTtaropax. CKOpocTd
METO/IbI IEPECHUIKU JAaHHBIX B KOMMYTaTOpax.

MeToanyeckue yKa3aHusi K U3y4eHHIO

Tema oxBaThIBaeT KIItOUEBBIE aCTIEKTHI paboThI ceteil Ethernet, Bximrouas MAC
u [P-anpecanuto, npotokos ARP u npuHUunbsl QyHKIIMOHUPOBAHUS CaMOM TEXHOJIO-
run Ethernet. DTo BaykHbIe 3HAHUS JJ1s1 TOHUMAHUS CETEBBIX TEXHOJOTHI U MOCTpOe-
HUSI JIOKAIbHBIX BhIYUCTUTENBHBIX ceTelt (LAN).

[enpto sABISETCS TMOMyYEeHHE 3HAHUM O TMpuHIUIAX paboTel cetu Ethernet,
crocobax aapecanuy YCTPOUCTB B CETAX, a TaK)K€ OHMMaHUU MEXaHU3MOB Iepesa-
YM JTAaHHBIX MEX]ly YCTPOMCTBAaMU C UCHOJb30BaHKEM NpoTokosioB ARP u Ethernet.

[lepen HauamoMm M3y4eHHs] BaXKHO O3HAKOMHUTBHCA C OCHOBHBIMH TEPMHHAMHU U
HNOHATUSIMU:

1. Ethernet — TexHoOTHs MEepeaun JaHHBIX B KOMITBIOTEPHBIX CETSIX, UCIIONb-
3yromias KabelbHYI0 HHPPACTPYKTYPY.

2. MAC-anpec — yHuKanbHbIN (U3HUECKUI aipec yCTPOICTBA B CETH.

3. IP-agpec — 5oruueckuil ajgpec yCTpOMCTBAa B CETH, HCHOJIb3YEMBbIN IS
MapUIPyTH3aLNH TaKETOB.

4. ARP (Address Resolution Protocol) — mpoToko:1, mo3BoJIsioLIHiA mpeodpas3o-
BbIBaTh [P-anpeca B MAC-anpeca.

5. Frame — kaap naHHbIX, nepenaBaeMbiii 1o cetu Ethernet.

6. CSMA/CD (Carrier Sense Multiple Access with Collision Detection) —
MEXaHU3M YIPaBJIEHUS JOCTYIIOM K CpeJle IEpeIaun JaHHbIX.
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7. MTU (Maximum Transmission Unit) — makcuMaibHBINA pa3Mep Kajapa JTaH-
HBIX, KOTOPBIH MOXET OBITh ITEPEIaH Yepes3 CCTh.

8. Hub, Switch, Router — cereBbie ycTpoiicTBa, 0OecIeYHBAIOIINE KOMMYTa-
IIUI0 U MapUIPyTH3AIUIO TpadHKa.

Nzyuenne ocHoB Texnonoruu Ethernet

1. UcTtopus pa3sutus TexHoioruu Ethernet.

2. Tunbl Kabenel U TOMOJIOTUN CETH (3Be3/1a, ITUHA, KOJIBIIO).

3. Crangaptel Ethernet (10BASE-T, 100BASE-TX, Gigabit Ethernet ump.).
4. ®opmar kaapa Ethernet (3arooBok, TaHHbIC, KOHTPOJIbHAS CYyMMa).

5. Mexanusm CSMA/CD u ero pabora.

MAC-anpecanus

1. Yro Takoe MAC-anpec?

2. YaukanbHOoCcTh MAC-aapecoB 1 X HA3HAYCHHUE.

3. Kak mpoucxoauT oTmpaBKa KaApOB OAaHHBIX C Hcnoiab3oBanneM MAC-
aJpecoB.

4. TaGnuiel kommyTanuu (switching tables) u ux posns B epegaue JaHHBIX.

IP-anpecanus

1. OcnoBwl TCP/IP moaenu.

2. Paznunia mexnay duzudeckum (MAC) u noruyeckum (IP) ypoBHsIMHU.
3. Knaccer [P-anpecos (A, B, C) u Macku nojiceTex.

4. ITporokoi IPv4 u IPv6.

5. Innamuueckas u cratuueckas [P-agpecanusi.

Pa6ota npoTtokona ARP

1. Haznauenne nporokona ARP.

2. Ilponecc npeodpazoanus [P-agpecoB B MAC-anpeca.
3. ®opmar ARP-3anpocoB u ARP-oTBeTOB.

4. KommmpoBanne ARP-3anucei.

5. [IpobGnemsr u orpannueHust ARP.

[Tpuniune padotsl TexHoioruu Ethernet

1. Kagapsl JaHHBIX U IPOLIECC UX MEepeadH.

2. Konnusuu u ux pa3penieHue.

3. YpaBieHue NOTOKOM JaHHBIX.

4. TlomyTyTIEKCHBIN U TIOTHOTYTUICKCHBIN PEKUMBI pAOOTHI.
5. be3zonacHocTth u ayteHTudukaius B Ethernet-cersix.
Pexomenayemas Juteparypa: [4, 4. 2].
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KoHTpoJsbHbIE BONPOCHI AJIs1 CAMONIPOBEPKHU

1. B uem ocHoBHOE oTinuune Mexay MAC-aapecamu u [P-agpecamu?

2. Kak paboraet mpotokon ARP mpu nepenave gaHHBIX MEXKIY YCTPOHCTBaMHU
B JIOKQJIbHOW CETH?

3. Kakue ocHOBHBIE KOMIIOHEHTHI BXOAT B cocTaB Kajpa Ethernet?

4. Kakx xommyrtatopsl Ethernet ucnonesyror Tabmuner MAC-agpecoB aiis
MapuIpyTU3aLHUH TAKETOB?

5. B yeM cocTtout HazHaueHue ctaTuyeckux 3amuceil B ARP-Ttabmune?

6. Kakue Meroapl MEpechUIKHM JaHHBIX MCHOJB3YIOTCS B KOMMYyTaToOpax
Ethernet?

7. Kakue mpenmymectsa ucnonb3oBanus Ethernet B mokaabHBIX ceTsax?

8. Kak mpoucxonut pazpemenue [P-agpecoB B MAC-anpeca ¢ mOMOIIBIO MPO-
Tokoia ARP?

9. Kakue tunst MAC-anpecoB ucnomnbs3ytorcst B cerax Ethernet (ogHoampec-
HbIE, MHOT'0AJIPECHBIE, ITUPOKOBEIIATEIbHBIE)?

10. Kakme mpenMmyInecTBa M HEIOCTATKH HCIOIL30BAHMS JTUHAMHYCCKUX H
ctatnueckux 3anucer B ARP-Ta0mnie?

3.2. Pazgea 2. CereBble TEXHOJIOTMH U CETEBbIE MPOTOKOJIbI
3.2.1 Tema 2.1 Ilonumanue cereBoro ypoBHsi creka TCP/IP. IP-agpecauus
u noaceru. Texnonorus DHCP

IlepeyeHb n3y4aemMbIX BONPOCOB

1. ITounmanue cereBoro ypoBHs ctexka TCP/IP.
2. IP-agpecanmst u moaceTH.

3. Texnonorusa DHCP.

MeToauyeckue yKasaHus K H3Yy4CHUIO

JlaHHasi TemMa OXBaThIBAET KJIIOUYEBBIE ACMEKThI PA0OTHI CETEBBIX MPOTOKOJIOB
Ha ypoBHe cetu B mozenu TCP/IP. 3mech BbI mo3HakoMuTech ¢ ocHoBaMu [P-
aZpecanuu, U3y4uTe MPUHIUIIBI JIEJICHUS CETeM Ha TOJICETH U pa3deperech C TEXHO-
Jorueil apTomatuyeckoro HazHaueHus [P-agpecoB — DHCP. Otu 3HaHus SBISAIOTCA
0a30BBIMU 17151 TOHUMaHUs (DYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETel M He0OXO0au-
MBI JJIs1 JaJTbHENIIEr0 U3YUYEeHUSI CETEBOM apXUTEKTYPHI.

[Tonumanue cereBoro ypoBHs creka TCP/IP

Crex TCP/IP — »sTt0 HabOp MNPOTOKOJIOB, OOECIIEUMBAIOIINX CBSI3b MEXIY
yctporictBamu B cetu. TCP/IP cocTOMT M3 HECKOJIBKUX YPOBHEH, KKl M3 KOTO-
pBIX OTBEYAeT 3a ompeAesnéHHble (QYHKUUU Tepeaadyd JaHHbIX. CeTeBol ypOBEHb
(w11 ypoBeHb MHTEPHETA) OTBEUYAET 3a MapIIPYTHU3ALMI0 NMAKETOB OT MCTOYHMKA IO
NOJIyYaTeNsl YEPE3 CETh.

OCHOBHBIE IPOTOKOJIBI CETEBOTO YPOBHS:
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— IP (Internet Protocol) — ocHOBHOI TPOTOKOJI CETEBOTO YPOBHS, KOTOPBIA
o0ecreunBaeT apecalyio U nepeady JaHHbIX [0 CETH.

— ICMP (Internet Control Message Protocol) — ucrionb3yercst it THarHOCTH-
KU COCTOSIHUS CETH U IEpeauu COOOIIEeHNH 00 ommnoKax.

KirroueBble MOMEHTBI:

— Crex TCP/IP paGoTaet 1o NpuHUKITY MHKATCYJISIIUN JaHHBIX: JTaHHBIE Mepe-
JAI0TCA B BUJIE MTAKETOB, COAEPIKAIIUX 3ar0JOBKU KaKIOTO YPOBHS.

— IIpotokon IP obecrieunBaeT JOCTaBKY AAHHBIX IO HA3HAYEHHIO, HO HE ra-
paHTUpPyeT HAAEKHOCTD JOCTABKHU.

IP-anpecanus

OcHogsl [P-agpecariun

IP-agpec — 3TO yHUKanbHBII WACHTU(PUKATOP YCTPOWCTBA B CETH, COCTOSLIUMN
U3 YETHIPEX 4Yucel, pa3feia¢HHbIXx Toukamu (Hampumep, 192.168.0.1). CymectByer
IBa OCHOBHBIX TuIa [P-anpecos:

— |Pv4 — 32-OutHblii afgpec, IpeCTaBICHHBIN B IECATUIHON (pOopMeE C TOUKaAMH.

— IPV6 — 128-6uTHBIi agpec, UCTIONB3yEeMbIH ISl pACIIMPEHUS] BO3ZMOXKHOCTEH
aJpecalyi.

Kunaccet IP-anpecoB (aiist [Pv4):

— Kiracc A: 1.0.0.0 — 126.255.255.255

— Kitace B: 128.0.0.0 — 191.255.255.255

— Kirace C: 192.0.0.0 — 223.255.255.255

— Cneunanbhbie knaccsl (D u E)

Macka nojaceTu

Macka noacetu onpenensieT, Kkakag 4actb [P-ampeca oTtHocutcs K cetH, a
Kakas — K xocty. Hampumep, macka 255.255.255.0 o3Ha4aeT, 4TO NEpBbIE TPU OKTETA
OTHOCSITCSL K CETH, a IOCJICTHUM — K XOCTY.

IToncetn

[ToaceTn MO3BOJIAIOT PA3AEUTh OOJBIIYIO CETh HA HECKOJIBKO MEHBILIUX, YTO
yNpoILaeT yHpaBJie€HUE U MOBBIMIAET O€30MacCHOCTh. JTO JAOCTUTAETCS MyTEM H3Me-
HEHUSI MacKH MOJICETH.

Texunonorus DHCP

DHCP (Dynamic Host Configuration Protocol) — 310 mpoTokoi, mo3Boisito-
M aBTOMaTH4eCKu Ha3zHayath [P-agpeca ycrpolictBam B cetu. Cepeep DHCP BbI-
naér knueHtam [P-agpeca, MacKy mojaceTH, HUIIO3 MO YMOJYaHUIO W JIpyrue napa-
METpPbI KOHPUTYPATTHH.

ITpouecc nonyuenus [P-aapeca KIMEHTOM BKIIFOYAET YETHIPE dTamna:

1. DHCPDISCOVER: KnueHT oTnpaBisieT IUPOKOBEIIATEIbHOE COOOIICHHE,
yT0OBI HaiiTh cepsep DHCP.

2. DHCPOFFER: Cepsep DHCP npemmaraer kinuenty csodoansiii [P-agpec.
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3. DHCPREQUEST: KnueHnt 3anpammuBaeT npeaioxeHHbii [P-aapec.

4. DHCPACK: CepBep moarBep:kjaaer HazHaueHue [P-agpeca m oTmpasisier
JOTIOJIHUTENIbHBIE TTapaMEeTPhl KOHPHUTYypaInu.

Pexomenayemas jqureparypa: [4, 4. 2].

KoHTpoJsibHbIE BONPOCHI 1JIsl CAMONIPOBEPKH

1. O0BsicHuTe OCHOBHBIE paznuyus Mexkay npotokosamu TCP u UDP.

2. Onumurte mpouecc MapuipyTtusanuu naketos B cetu TCP/IP.

3. Kak onpenenuTb, HAXOAUTCS JIU XOCT B OJHOM MOJICETH C IPYTHUM XOCTOM?

4. IlpuBenute mpumep pacdera MOACETH Mg 3adaHHoro IP-agpeca m macku
ITOZICETH.

5. B duem pa3zHunia Mexay craTU4ecKod W AuHamuueckoil [P-kondurypanmeit?
Korna nydmie ucnonap30BaTh KaxXIyr U3 HUX?

6. Kakue neiictBus npeanpunumaer DHCP cepBep mpu ucCTE€YEHUH CpOKa
apenbl [P-anpeca?

7. llouemy ucnonb3oBanue [Pv6 cTaHOBUTCS HEOOXOIMMBIM B COBPEMEHHBIX
ceTsax?

8. Kakue npo6seMbl MOTYT BOBHUKHYTh MPU HEMPABUIBHONW HACTPOMKE U032
110 YMOJI4YaHUI0?

9. Onummte cuenapuii ucnoas3oanust DHCP relay arenra B ciioxHOM ceTH.

10. Kako#t Tun cooOIIeHnid UCHOIb3YET KIUEHT MPH 3anpoce KOH(PUrypauu
ot DHCP cepsepa?

11.Y10 Takoe ctek npotokonoB TCP/IP? Kakue ypoBHU OH BKIIFOYaET?

12. KakoBa poinb kaxaoro u3 yetbipex ypoHeit TCP/IP (mpuxmannoro, TpaHc-
MOPTHOT'O, UHTEPHET-YPOBHS U YPOBHS CETEBOTO MHTEp(Peiica)?

13. YUem otnuuarorcsa npotokoissl [Pv4 u [IPv6? Kakue npenmymiectsa npeno-
craiseT [Pv6?

14. Kak nanHble nepeaarorcs yepes ceth ¢ ucnosibzoBanuem TCP/IP? Yro Ta-
KO€ MapuIpyTHU3aus’?

15.Yto Takoe [P-anpec? M3 kakux yacTeil OH COCTOUT?

16. Kak paboratot kinaccel IP-anpecos (A, B, C)? Uem onu oTiaugarorcs?

17. YUto Takoe mMacka MOJICETH U KaK OHA UCMOJIb3YeTCs ISl pa3feieHUusl CETH
Ha nojceTu?

18. Kak paccunutaTh KOJMYECTBO BO3MOKHBIX MOJICETEH U XOCTOB B CETU?

19. Uto Takoe mMpOKOBEIIATENbHBIA AAPEC U APEC CETU?

20. Kakue ommOKku MOTYT BO3HUKHYTHh NpU HENpaBWIbHOM HacTpolike IP-
aJpecalnuy Ui Macku MOACETH?

21. Yto takoe DHCP (Dynamic Host Configuration Protocol)? [{ns dero on
UCTIOJIb3YETCA?

22. Kak pabortaer mpomecc Bbigauu I[P-aapeca uwepes DHCP (DORA -
Discover, Offer, Request, Acknowledge)?
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23. Kakue cymectBytoT MeTosl Boiienenus [P-aagpecos B DHCP (aunamuue-
CKO€, aBTOMaTHYECKOE U CTAaTUYECKOE pacnpeiesieHue)?

24. Yrto Takoe DHCP lease u kak ocymiecTBiIsSIeTCsl €0 OOHOBJICHHUE?

25. Kakue npeumyiecTBa npeaoctasisier ucnonbzoBanue DHCP B Gombiiux
ceTsax?

26. Kak pa6otator DHCP relay arents! u 3auemM OHU HY>KHBI?

3.2.2 Tema 2.2 [lonnmanue TpaHcnopTHOro ypoBHsi creka TCP/IP. Onn-
caHue QyHKUUN MapIWIPyTHU3AUU

Ilepedyenb n3yyaeMbIX BOIIPOCOB

1. Onucanue TpancnoptHoro ypoBHs creka TCP/IP.
2. IIporokonsr TCP u UDP.

3. ®ynkuu nporokosa TCP.

4. ®ynkuuu npotokona UDP

5. Mapmpytu3zanus B crexe TCP/IP

6. IIpoTOKOIBI MapLUIPyTU3ALUH.

Meroanyeckue yKa3aHusi K H3y4eHHUIO

TpaHCIIOPTHBIM ypOBEHB SBIAETCS OJHHUM W3 KIKOYEBBIX YPOBHEU MOJEIH
TCP/IP, obecrieunBaroIUM HAJACKHYIO Mepeady JaHHbIX MEXAY MPUIIOKEHUSIMH.
Mapuipytuzanus — npoiecc BbIOOpa ONTUMAJIBHOTO MYTH NEepeJadyu JaHHBIX OT HC-
TOYHUKA J0 TojyyaTens depe3 ceTb. O0a 3TH acmeKTa WrparoT BaKHYIO pOJib B
(YHKIMOHUPOBAHUM CETH U 00ECTIEUNBAIOT I[EJIOCTHOCTh NEPEIaBAEMbIX TaHHbIX.

[lenapto M3y4yeHUs NaHHOM TEMbl SIBISETCS MOHUMAHUE MPUHUUIIOB PabOTHhI
TPAHCHIOPTHOTO YPOBHS M MEXaHW3MOB MapuipyTuzauuu B cetax TCP/IP. Dto Bkito-
4aeT CIEAYIOIINE aCIIEeKThI:

— IlonnMaHnue Ha3HauYeHUs U QYHKIUI TPAHCIIOPTHOTO YPOBHSI.

— Mzydyenue npoTokosioB TpancnopTHoro ypoBHs (TCP u UDP).

— OcBoeHME OCHOB MapUIPYTHU3ALIUN ITAKETOB JAHHBIX B KOMIIBIOTEPHBIX CETSX.

— O3HaKOMIIEHHE C OCHOBHBIMM AJITOPUTMAaMHU MapLIPyTHU3aLHH.

TpaHCHIOPTHBIN YPOBEHD
1. HaznaueHue TpaHCHOPTHOTO YPOBHSA
OOBsicHUTE HazHAYEHUE TpaHCIOPTHOTO ypoBHA B cteke TCP/IP. Onummure,

Kakye (yHKIIMU OH BBIMOJHSCT 1JI1 00€CTICUCHUST HAJIS)KHOU JTOCTAaBKH JaHHBIX MEX-
1y TIPUJIOKEHUSMHU.

2. IIpoTOKOJIBI TPAHCHOPTHOTO YPOBHS

PaccmoTpute nBa OCHOBHBIX MPOTOKOAA TpaHcnopTHoro YypoBHs: TCP
(Transmission Control Protocol) u UDP (User Datagram Protocol).
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— TCP: IlogpobHO M3yuynuTe MEXaHU3M HAJEKHOW MEepenauyd JAHHBIX C HC-
MOJIb30BAaHUEM MTOATBEPKAEHUS MonydeHus naketoB (ACK), KOHTpoIs Ieperpy3Ku u
yCTaHOBJICHUS coearHeHus (three-way handshake).

— UDP: U3zyuute 0cOOEHHOCTH Tiepeauu JaHHBIX O€3 YCTaHOBKU COEIMHE-
HUSA U OTCYTCTBHUE TAPAHTHUH JIOCTABKU MMAKETOB.

3. IlopTel U MyJIBTUILIIEKCUPOBAHUE

[TosicHuTe, Kakyro poJib UTPAIOT MOPTHlI B TPAHCIIOPTHBIX MPOTOKOJaX. O0bsic-
HUTE MPUHLNIBI MYJIbTUILUIEKCUPOBAHUS U IEMYJIbTUILIEKCUPOBAHUS TAHHBIX.

4. ®dparmenTanus U cOOpKa MakeToB

O6cynuTe mporecchl (pparMeHTalMu U COOPKM IMAaKeTOB HAa TPAHCHOPTHOM
ypoBHe. Kakum 00pa3oM OCyIIECTBISIETCS BOCCTAHOBJICHHE HCXOTHOW IMOCIeN0Ba-
TEJIbHOCTU JJAHHBIX?

OYHKIMY MapIIpyTU3aIluu
1. Onpenenenrie MmapuipyTU3auu
JlaiiTe onpeneneHue MapIIpyTU3aLUU U MTOSICHATE €€ 3HAYCHHUE B CETEBBIX TEX-
HOJIOTHSIX. ONUIINTE OCHOBHBIE 33J1a4M, PEIIAEMBbIE C ITIOMOILBIO MapIIPyTH3ALUH.
2. MapuipyTu3atopsl U TabJIULBI MapIIPYTU3ALUT
Pacckaxxute 0 posii MapuIpyTHU3aTOpPOB B Ipoliecce Mepetayd JAaHHbIX. UYTo
Takoe Tabiuma mMapmpyrtusanuu? Kakue qaHHble OHAa CONEPKUT U KaK UCIOJIb3YeT-
ca?
3. AJrOpUTMBI MapUIpyTU3ALUU
W3yunTe pa3nuyuHble aAITOPUTMbBI MapIIPyTH3ALUHU, TAKAE KaK:
— Craruueckasi MapLpyTu3aius.
— JluHaMHuecKkas MapupyTH3alusl.
— IIporokonsl mapmpytuzaiuu (RIP, OSPF, BGP).
4. MeTpuku MapupyTHU3aLU
PaccMOTpuM METpHKH, UCIIOJIb3yEMbIE JIJIsl OLIEHKM KadyecTBa MapIIpyTOB, Ta-
KH€ KaK 3a/Iep>KKa, MPOIyCKHasl CIOCOOHOCTh M CTOMMOCTb MapIIpyTa.
5. KoHBepreHTHOCTh U CTaOUILHOCTh MapUIPYTOB
Omnpenenure NOHATHS KOHBEPTEHTHOCTU U CTAOMIBHOCTU MapuIpyToB. [Touemy
BXKHO MOJACPKUBATH CTAOUIIbHYIO pab0Ty MapIIpyTU3auu?
6. YnpaBneHue MapupyTu3alueu
Hccnenyiite MeETOIbl YNPABICHHUS MapUIPyTU3alME, BKIIOYAs ITOJUTHUKY
MapLIPyTH3aLKUHA U aIMUHUCTPUPOBAHHUE MapIIPyTU3ATOPOB.
Pexomenayemas aureparypa: [6, ri. 7].

KoHTpoJsbHBIE BONIPOCHI AJIs1 CAMONIPOBEPKH

1. Kakue npoTOKOJIbI UCIIOJIb3YIOTCS Ha TpaHcopTHOM ypoBHe cteka TCP/IP u
KaKOBBI UX OCHOBHbIE (PYHKIIMH?
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2. B geM 3akmrouaeTcsi OCHOBHOE pazinune Mexay npotokosamu TCP u UDP?
Kakune npuiioxeHust uCIoJIb3yI0T KaX bl U3 3TUX IPOTOKOJIOB?

3. Kak nporokon TCP obecrieunBaeT Hae)KHYIO JOCTaBKY AaHHbIX? Kakue
MEXaHU3MbI UCTIOJIb3YIOTCS /111 BOCCTAHOBJICHUS TIOCIIE OMUOOK U YIpaBICHHUS T10-
TOKOM?

4. Kaxue npunoxenus ucnonb3ytor UDP u mouemy? Kak UDP oGpabatsiBaet
MOTEPIO MAKETOB U OIMUOKU?

5. Kak mapmipytuzanus peanusyercs B cteke TCP/IP? Kakue npoTokosibt
y4acTBYIOT B MapuIpyTHU3aIllMU U KaK OHU paboTaroT?

6. OnuiuTe OCHOBHBIE TPOTOKOJIBI MapiipyTuzainuu, Takue kak OSPF u RIP.
Kak oHM B3anMOAeiCTBYIOT € IpoTOKoIoM [P?

3.2.3 Tema 2.3 Craruuyeckasi 1 JUHAMHYECKass MapupyTusanusa. Onuca-
HHe MPOoLecca J0CTABKH NAKEeTOB

IlepeyeHnnb n3dy4aeMbIX BONIPOCOB

1. Cratnueckas u AUHAMHAYECKAss MAPIIPYTU3ALIMS.

2. Onmcanue nporecca J0CTaBKU MaKkeToB. KOMITOHEHTHI JUIsl HACTPOMKH CTa-
TUYECKOT0 MapuIpyTy.

3. Tabnuipl MapIIpyTH3ALUH.

MeToanueckue yKazaHusi K M3y4eHUI0

MapupyTr3aiiys — 3TO MPOIECC BEIOOpPA ONTHMAIBHOTO IyTH TIepeavn J1aH-
HBIX MEXy y3JaMu ceTd. OHa UrpaeTr KIIYeBYIO poJib B 00eCIeUeHNN HAa/Ie)KHON U
s exkTruBHON paboThI cereid, BKirovas Muatepuer. [loHnMaHyue IPUHITAIIOB CTaTHYe-
CKOM M TMHAMHUYECKOW MapIIpyTH3aIliH, a TAKK€ MEXaHU3Ma JOCTABKU MAKETOB SIB-
JSIETCS BaXXHBIM aCIEKTOM CETEBOTO aJIMHHHCTPUPOBAHUS M Pa3padOTKH CETEBBIX
MIPUIIOKECHU M.

1. [Tonumanue ocHoB MapiipyTuzanuu: CTyIEeHTHI JOKHBI YMETh Pa3indarh
CTATUYECKYI0 ¥ JTUHAMHYECKYIO MapIIPyTH3aIMI0, TOHUMATh MPUHITUIIBI UX PaOOTHI
Y IPUMEHSTh OTH 3HAHUS Ha TIPAKTHKE.

2. Onucanue npoluecca 10cTaBku nakeToB: CTyIEeHTHI TOJKHBI pa30upaThes B
nporiecce mepeaaun JaHHBIX Yepe3 ceTh, HauuHas OT (JOPMHUPOBAHMSI ITAKETA JIO €T0
JIOCTABKH TOJTY4aTeIto.

3. [Ipumenenue 3HaHuil Ha npakTHKe: CTYIEHTHI TOJDKHBI HAYYUTHCS KOH(H-
TYPUPOBaTh MapIIPyTH3aTOPHl M YIPABIATh UMH, HCIIOIB3YS MOJTYUCHHBIE TCOPETH-
YECKHE 3HAHUS.

OCHOBBI MapUIPYTH3ALIUH

Onpenenenue MapupyTU3aluu
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Mapuipytuszanust — 3TO MPOIECC ONPENENCHUs] HAWIYYIIEro Mapupyra st
nepeayu JaHHBIX OT OTIPABUTENS K MOJIY4YaTEII0 YEPE3 CE€Th. DTOT MPOIIECC BKIIIO-
gaeT B ce0s1 BEIOOp Hambosee 3(pPEKTUBHOTO MyTH CPEId MHOKECTBA BO3MOKHBIX
BApUAHTOB.

Crartuueckast MapupyTU3anus

Crartudeckasi MapuipyTH3alusl MOAPa3yMEBACT PYYHOE J100ABICHHE MapIlpy-
TOB B TAOJMIly MapuIpyTh3aluv. AJIMUHUCTPATOP BPYUHYIO HACTpAWBAET Maplipy-
Thl, YKa3bIBasi, KAKUM 00pa3oM JlaHHbIE OYAyT MepeaaBaThCsa MEXKY ONpeIeICHHBIMU
CETSAMM.

[Ipeumyiiecrna:

— IIpocToTa HACTPOUKHU.

— Huskas Harpyska Ha mpoueccop.

Henocrarku:

— OtcyTcTBHE THOKOCTH.

— TpeOyeT MOCTOSHHOTO BMEIIATENIbCTBA aIMUHUCTPATOPA.

JlnHamMudeckasi MapiipyTH3aIus

JuHamudeckasi MapiipyTu3alys OCHOBaHA HAa aBTOMAaTUYECKOM OOHOBJICHUU
TaOJIMIIBI MAPUIPYTU3AIMHN B 3aBUCUMOCTH OT U3MEHEHHUM B TOIOJIOTHH ceTu. Mapii-
PYTBI ONPEAEISAIOTCS C TOMOIIBIO CIENUATBHBIX IPOTOKOJIOB MAPLIPYTU3ALINH, TAKUX
kak RIP, OSPF u BGP.

[Ipenmymecrna:

— ABTOMaTHYECKOE OOHOBJICHUE MapIIPYTOB.

— I'nOKkocTh 1 aganTaius K U3MEHEHUSM B CETH.

Henocrarku:

— bonee cnoxxnas HacTpoiika.

— [loBbIIEHHAs HAarpy3Ka Ha NPOLIECCOP.

[Iporecc 10CTaBKM MAKETOB

dopMUpOBaHUE MTAKETA

[lepenaya maHHBIX B CETSIX OCYIIECTBISIETCS MOCPEICTBOM IEpe/laur MaKETOB.
[TakeTbl copepskaT 3arojioOBOK, BKJIFOYAIOIIMM aJpec MCTOYHMKA W Ha3HAYCHUS, a
Tak)Xe MOJIE3HYIO HAarpy3Ky (JaHHBIE).

ITepenaya nakera

[TakeT nepenaercst OT OJHOTO y3Ja K APYromMy 4epe3 MPOMEXyTOUHbIE YCTPOil-
cTBa (MapmpyTuzaTopbl). Kaxapiii MapuipyTu3aTop NpUHUMAET PEUIEHUE O TOM, KY-
Jla HaIlpaBUTh MAKET, OCHOBBIBASICh HA TAOJUIIE MAPIIPYTU3ALINH.

Tabnuira MapIpyTU3auu

Tabnuita MmapuIpyTU3auu CoACPKUT UHPOPMAIIUIO O BOZMOXHBIX MapIIpyTax
Y UCIIOJIb3YETCs JJIsl MPUHATHS pEUIEHUN O Iepenaye nmaketoB. B ciiywyae cratuye-
CKOM MapuipyTU3alluu TaOauIa 3aMoJIHIETCS BPYYHYIO, TOT/Ia KaK B JTMHAMHUYECKOU
MapHIpyTU3allui OHA OOHOBJISIETCS AaBTOMATHYECKH.

[IpoTOKOJIBI MapLUIPpyTU3ALIUU
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[Iporokonsl Mapuipytuzauuu, Takue kak RIP, OSPF u BGP, ucnoas3yrorcs
U1t oOOMeHa nH(popManuen 0 MapIIpyTax MEXAy MapIIPyTU3aTOPaMU U aBTOMaTHuye-
CKOIr'0 OOHOBJIEHHUS TAa0JIHI] MapIIpyTHU3aLUH.

Pexomenayemas aureparypa: [6, ri. 5.

KoHTpoJibHBIE BONIPOCHI AJI CAMOIIPOBEPKHM:

1. Kakre OCHOBHBIE KOMIIOHEHTBhI HEOOXOIUMBI I HACTPOHUKH CTATUYECKOTO
MapuipyTa?

2. Kakne npoTOoKoJbl JUHAMAYECKON MAPUIPYTU3ALNU UCIIOJIb3YIOTCS IS TO-
CTPOEHHUS TaOIHI] MapIIPyTU3AIUU?

3. B yeM 3aknroyaercs OCHOBHOE NMPEUMYIIECTBO CTaTUYECKOW MapUIpyTH3a-
[IMU B IJ1aHEe 0€301acHOCTH?

4. Kak nquHaMu4decKas MapuIpyTHU3aus IIOMOTaeT B CIydae OTKa3a OJHOIO W3
MapIIpyTU3aTOPOB?

3.2.4 Tema 2.4 Texuosorusg NAT. CoeauHeHue JOKAJILHOH CETH C CETHIO
Internet. Ynpasiaenune Tpagukom ¢ ucnoab3osanmem ACL.

Ilepedyenb n3yyaeMbIX BOIIPOCOB

1. Onpenenenuie u ocHoBHast GyHKims NAT.

2. Tunet NAT. Onwummre cratnyeckuit, nuHamuueckuii NAT u PAT (Port
Address Translation).

3. I[Ipumenenue NAT. [IpeoOpazoBanue aapecos. Pons NAT B noakioueHun
K MuTepnery. [IpeumymectBa nenonp3oBanns NAT.

4. Yupasnenue TpaduroM ¢ ucrnonab3oBanueM ACL

5. Tunst ACL. Hactpoiika ACL. [Ipumenenune ACL.

MeToanueckue yKazaHusi K U3y4eHHUIO:

Nzyuenne texnonoruu NAT (Network Address Translation), e€ ponu B coenu-
HEHUU JIOKAJIBHBIX CeTell ¢ TinobanbHOM ceTbio MHTEpHeT, a TakKe MPUHIIUIIOB
YOpaBJICHUS TPaQUKOM C MTOMOIIBIO CITUCKOB KOHTpOIIst tocTyma (ACL).

JlaHHast Tema OXBaThIBa€T TPU KIIOUEBBIX acrekta paldoTel cereil: NAT
(Network Address Translation), coenuHeHue JNOKaldbHBIX ceTedl ¢ MHTepHETOM H
yropaBiieHue TpahuKkoM ¢ TOMOIIBIO CTUCKOB KOHTpoutst foctyna (ACL). Otu TexHo-
JIOTUU SIBIISIFOTCSI BOXKHBIMU DJIEMEHTAMH COBPEMEHHBIX CETEBBIX MH(PACTPYKTYp H
UCIIONIB3YIOTCS NIl o0ecredeHus: 0e30macHoCcTH, skoHomuu [P-anpecoB u ympase-
HUS MOTOKAMU JaHHBIX.

[Tocne ocBOeHUs TaHHOW T€MbI Bbl CMOXKETE:

1. ITonumare npunmmnsl padoTel TexHojgoruu NAT u e€ mpumeHeHue B Kop-
MMOPaTUBHBIX CETSX.
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2. HactpauBaTh MOAKIIOUYEHUE JIOKATHHON ceTu K riobanbHoil cetu (MuTep-
HET).
3. YopaBiaTh ceTeBbIM TpahUKOM C MUCTOIb30BAHUEM CIHCKOB KOHTPOJISA J0-
ctyna (ACL).
4. Pa3z0bupatbcsi B Bompocax 0€30MacHOCTH U ONTUMHU3ALUU CETEBOro TpaduKa.
OCHOBHBIE ACTIEKThI H3yYEHUS:
1. ITonumanue texnosoruu NAT
— Yro Takoe NAT?
— [punnun pa6otet NAT
— Buapl NAT (cratudeckuii, TMHAMUYECKUI ).
— IIpeumymiecrBa u Hepoctatku NAT.
2. Ilpumenenne NAT st coennHEHUs JOKaIbHOM ceTH ¢ MIHTEpHETOM
— Kondurypanus NAT Ha mapripyTuzarope.
— Paznmnums mexay PAT (Port Address Translation) u o6sraabiM NAT,
— IIpumepsn! HacTpoviku NAT i pa3nuuHbIX CLEHAPUEB.
3. Ynpasnenue tpapukom c ucnosibzoBanruem ACL
— Onpenenenune ACL.
— Tunet ACL (cTanmapTHbIE U pacIIMPEHHBIE).
— [lpumenenue ACL it punbtpanuu tpaduka.
— Hacrtpoiika ACL Ha mapupyTu3aTopax 1 KOMMYTAaTOpax.

Network Address Translation — TexHoyorust peoOpa3oBaHUs CETEBBIX ajpe-
COB.
Tuner NAT:
— Static NAT: Cratuueckoe npeodpa3oBaHUE aJpECOB.
— Dynamic NAT: lunamuyeckoe npeoOpa3zoBaHue aapecoB.
— Port Address Translation (PAT): IIpeoOpa3zoBanue mopToOB.

[Ipumenenue NAT:
— DxkoHoMus nyosnnyHbIx [P-agpecos.
— CKpbITHE BHYTPEHHEN CTPYKTYPBI CETH OT BHELIHUX 10JIb30BaTEIEH.
— [loBsImieHue ypoBHs 0€30MaCHOCTH.

VYnpasnenue tpadukom ¢ ucnonab3oBanrnem ACL.
Access Control List — criucku koHTpoJis moctyna. [103BoNsioT (GUIBTPOBATH
MaKeThl HA OCHOBE pa3nuuHbIX kKputepues (IP-aapec, mpoTokos, mopT u ap.).
Tunsr ACL:
— Crangaptasie ACL (punbrparus o [P-anpecy nucrounmka).
— Pacmmupennsie ACL (hunbTparus mo MHOXKECTBY TapaMeTpPOB).

[Tpumenenue ACL:
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— OrpanuyeHue J0CTymna K ONpeAeIEHHbIM CEPBUCAM.
— brokupoBka HeXxenaTeTbHOTo Tpaduka.
— IloBeImIeHnE 6E30MTaCHOCTH CETH.

Pexomenayemas aureparypa: [4, 1. 5].

KoHTpoJsbHBIE BONIPOCHI AJIs1 CAMONIPOBEPKH:

1. Kakue ocHoBHbIe ¢yHKIIMU BbITIONHSIET NAT B cOBpeMeHHbIX ceTsix?

2. OnuiuTe pazHuLy MEXIy CTAaTUYECKUM U JUHaMu4YeckuM NAT.

3. Kak PAT (Port Address Translation) momoraer B 3xonomuu IP-agpeco?

4. Kak NAT Biusier Ha 6€3011aCHOCTB CETH?

5. Kakue npenmyniecTBa U HEIOCTATKU UCIOIb30BaHusA NAT B JIOKaJIbHBIX Ce-
TAX?

6. Uro Takoe ACL 1 KaKk OH UCTIONB3YETCs AJI YIPABICHUS TpahuKom?

7. Kak nactpouts ACL 17151 orpaHuYeHHs] BXOJALIEro Tpaduka B CETH?

8. Kak NAT u ACL B3auMOACHCTBYIOT JjIsi oOecrieueHus] 0e30MacHOCTU U
ynpaBiieHus TpaQUKOM B CETH?

9.Yto takoe NAT u 17151 4ero oH UCHOIb3yeTCs?

10. Omnwmmmre cratumdeckuid, guHamuueckuii NAT um PAT (Port Address
Translation).

11. Kak NAT momoraer B skoHomuu [P-anpecoB u obecniedeHnn 0e30macHo-
CTH CETH?

12. Kak NAT npeobpa3yer BHyTpeHHHUE (rpuBatHble) [P-anpeca B BHeniHue
(myOnuuHbIe) 1 HA000POT?

13. Kak NAT mo3BoJsieT HECKOJIBKUM YCTPOHCTBAM B JIOKQJIBHON CETH MOJ-
KItouathes K MIHTepHETY uepes oauH myonuunblit [P-aapec?

14. Kak NAT nomoraet pemmtsb npodsemy neduimura [P-anpecos B [Pv4?

15. Kak NAT noBsimaeT 6€30macHOCTb U COKpaiiaeT pacxonansl Ha [P-anpeca?

16. Uto Takoe Access Control List (ACL) u 1151 9ero oH UCTOJIb3yeTCs?

17. Onumute ocHoBHBIE THITBI ACL (BXOASIIINE U UCXOISAIINE CITUCKH).

18. Kak HacTpauBaroTCs CIUCKM KOHTPOJS JIOCTyMa IS yrpaBlieHUs Tpadu-
KOM B ceTu?

19. Kak ACL nomMoraer B OTpaHUYEHHUH AOCTYyNa K ONMPEACICHHBIM pPeECcypcam
cetu?
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4. MIPAKTUYECKUE 3AHATUA

[TpakTHueckue 3aHATHS HAIpaBJICHbl Ha yriyOJeHHE 3HAHMW U 3aKpEIUICHUE
OCHOBHBIX NIOHATUN U METOJOB, U3Y4aE€MbIX B paMKax JUCLIUIUINHBI.

OcHOBHas LeNb 3aHIATUA — HAyYUThCS MPUMEHATh TEOPETUUECKNUE 3HAHUS IS
pELIECHUs IPUKIAIHBIX 3a/1au.

[lenb mpakTUYECKUX 3aHATUNA MO NUCUUIUIMHE: OCBOCHHE M 3aKpEIUICHHE Ha
MPAKTUUECKHUX 3aHSATHIX OCHOBHBIX IMOJIOKCHUN TEOPHM Tepefadyd JaHHBIX U CEeTe-
BBIX TEXHOJIOTUH.

[IpakTUKyM COAEPKUT BOCEMB PabOT.

[TpakTryeckue 3aHATHS MPOBOAATCS B KOMIIBIOTEPHBIX KJaccaX WHCTUTYTa
U(GPOBBIX TEXHOJIOTHIA.

B pesynbraTe BBINOIHEHUS NMPAKTUYECKUX PAOOT OKUAAETCSA, YTO CTYJACHTHI
OpUOOPETYT HABBIKU MO pealn3alii U SKCIUTyaTallud KOMIIbIOTEPHBIE CETU U CHCTE-
MBI TEJIEKOMMYHUKALIMI; aHAJIM3UPOBATh U BBISBJISATH MPUYUHBI CIOKHBIX IPOOJIEM,
BO3HMKAIOIIMX HA CETEBBIX YCTPOWCTBAX MH(DOPMAMOHHO-KOMMYHHUKAIIMOHHBIX CH-
CTEM; BBIABJSITb M YCTPAHATH CJIOKHBIE WHUMJCHTHI, BO3HUKAIOIINE HA CETEBBIX
YCTPOMCTBAX HH(POPMALUOHHO-KOMMYHUKAMOHHBIX CHUCTEM; JIOKYMEHTHUPOBATh
npeasiaraeMple pemieHus. byayT BiajeTb HaBbIKaMH pa3padOTKU U aAMUHUCTPHUPO-
BAHUS KOMIIBIOTEPHBIX CETEU U CUCTEM TEIEKOMMYHHKALIAMN.

TemaTuyeckuii NJIaH NPAKTUYECKUX 3aHATHI NTpuBeEH B Tabiuie 1 .

MeToanuyecKkue yKa3aHus K U3yYECHHUIO

1. 3ydyeHue NEeKIMOHHOTO MaTeprala U KOHCIIEKTOB:

— Ilepen mpakTUUECKUMHU 3aHATUSIMU HEOOXOIUMO MTPOpPadOTaTh COOTBETCTBY-
IOIIME pa3fieibl JEKIIMOHHOTO MaTepuara.

— PexkoMmeHayeTcst BECTH KOHCHEKT 3aHSATUUA M JOTOJHUTEIBHO TEPECMOTPETh
€ro nepeJl Ha4yajaoM NPaKTUYECKOTO 3aHSTHS.

2. [IpopaboTka yueOHO IUTEepaTyphI:

— HMcnonb3yiiTe OCHOBHBIE YUYEOHUKH U METOJAMYECKHE TOCOOUS, PEKOMEH]I0-
BaHHBIC MPETIO/IaBATEIIEM.

— Jlnst rmyGoKOTO MOHWMAaHUS TEOPUU PEKOMEHJIYETCsl 00paImaThes K JIOMOJI-
HUTEIBHOU JINTEPATYPE.

3. IToaroroBka BOMPOCOB:

— CocTaBbTe CIHUCOK BOMIPOCOB MO MaTepHaly, BbI3BaBIIEMY 3aTPyIHCHUS.

— OOcyXxaeHrue 3TUX BOMPOCOB Ha MPAKTUUECKOM 3aHSTUU TOMOXKET YCTpa-
HUTb MPOOETIHI B 3HAHUSX.

4. Borpocsl 1711 CAMOKOHTPOJIS:

— Ilepen kaxapIM 3aHATHEM PEKOMEHYETCS MPOBEPATH CEOSI C TTOMOIIBIO BO-
MPOCOB JIJII CAMOKOHTPOJISI U3 METOJUYECKUX YKa3aHUM K JICKIIMOHHBIM 3aHSTUSIM.
DTO MO3BOJIUT OLIEHUTHh YPOBEHb CBOEH MOATOTOBKH.
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PexkoMeHnayeTcsi B Xo/ie BBIMOJIHEHHUS 3aJjaHHsl HAa MPAKTUYECKYIO0 paboTy uc-
II0JIb30BaTh JOCTYIIHBIE B KOMIIBIOTEPHOM KJIACCE CPEACTBA KOMIIBIOTEPU3ALMHU M
AJIEKTPOHHOTO AOCTYMAa K MH(POPMALIMOHHBIM pecypcam Kadeapsl, cetu MHTepHET.
[TonroroBka oTueTa MO BBHINOJIHEHHON NMPAaKTUYECKOW paboTe OCYLIECTBISETCA B CO-
OTBETCTBUHU C pEKOMEHOBAHHOM NpenoiaBareneM (Gpopmoit oTyeTa.

PekoMmeHyeTcsl MPUKPENUTh OTYET MO KaKIOM IMPAKTUYECKOM padoTe B KOH-
terinep B DMOC. B 31011 %e cucteMe MOKHO IOCMOTPETh TpeOOBaHUs MperogaBaTe-
751 o (hopMe OTUETA U IO CPOKAM BBIIIOJIHEHUS 3aJaHU.

INPAKTHYECKOE 3AHSTHUE Ne 1
Omnpenenenue MAC-agpeca padoueii cTaHIMM PA3JIHYHBIMH CIIOCO0AMM

Llens paGoThl: HAY4YUTHCS OMpPENeNsATh (U3MUYECKUN aJpec CETEeBOro HHTEP-
detica (MAC-aapec) Ha pa3TUYHBIX ONEPAIMOHHBIX CUCTEMAaX, UCIIOIb3Ysl BCTPOCH-
HbI€ UHCTPYMEHTHI U YTUJIUTHl KOMaHIHOW CTPOKH.

DTamnbl BHIMOIHEHUS:

Omnpenenenne MAC-anpeca Ha Windows:

1. OTKpoiiTe KOMaHIHYIO CTPOKY (cmd):
— Haxxmute coueranue kinapui Win + R.
— Beeaure komanny cmd u Haxmute Enter.
2. BBINOJIHUTE KOMaHY:
ipconfig /all
3. Haiinure ctpoky Physical Address — 310 u ects Barnt MAC-azapec.
Omnpenenenue MAC-anpeca Ha Linux:
1. OtkpoitTe TeEpMUHAIL.
2. BemmonHUTE OJIHY M3 KOMAaH[:
ifconfig | grep ether

Wnu:
ip link show

3. Haiinure ctpoky c ether unu link/ether — ato u ects Batn MAC-anpec.
Omnpenenenne MAC-anpeca uepes rpadudeckuii uHTEpenc:
1. g Windows:
— Otkpoiite [lanens ynpasnenus — L{eHTp ynpaBieHUs: CETIMU U OOLIUM
JOCTYTIOM.
— BriOepute akTHBHOE TOAKIIOYEHUE W meperauTe B CBOMCTBA MOAKITIO-
yeHna — CBelIeHusl.
— [TocMoTpuTe 3HaueHue napamerpa GPU3NUECKUN aapec.
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Jlnst Linux:
— 3aiiiuTe B HACTPOMKU CEeTU uepe3 Tpadudeckuii mHTepdeic Balero auc-
TpuOyTHBA.
— Ilepenaure B CBOMCTBA aKTUBHOI'O MOJKIIIOYCHUS U HAWJIUTE TaM Iapa-
metp Hardware Address.
DTOT MPAKTUYECKUNA YPOK TTOMOXKET BaM OCBOUTH 0a30BbIC HABBIKH PAOOTHI C
CETEeBBIMM MapaMeTpaMu U JTydllle MIOHUMAaTh Pad0Ty CETEBBIX MPOTOKOJIOB HA YPOBHE
dbuznyeckoro aapeca.

MeToanuyeckue yKa3aHus M MOPAJIOK BbINOJHEHHUS Pa0d0ThI

1. ITpuiiTi Ha 3aHATUE TOATOTOBIEHHBIM, a 3HAUYUT 3apaHee U3YUUTh Ipeie-
CTBYIOUIUH JICKUMOHHBIA MaTepuail U KpaTKUE TEOPETUUECKUE CBEJICHUS B METOU-
YECKUX YKa3aHUSIX.

2. BBINOJTHUTH 3a/1aHUE TIO ITyHKTaM.

3. OpopMuUTh OTYET MO MpaKTUUECKOHN pabdoTte, pazmectuth ero B DMOC u 3a-
HIUTUTh TPETOJaBaATENIO.

Copepxanue oruéra:

— Ha3BaHUE U LIEIb paboThI;

— 3Tarnbl BBIIOJHECHHUS

— OTBETUTh Ha KOHTPOJIbHBIE BOITPOCHI.

Kpurepuii ouenku:

BelnonHenue 3a1aHus OLIEHUBAETCS 0 CIAEAYIOIIHUM KPUTEPUSIM:

— IIpaBunbHOCTh onpeaenenuss MAC-anpeca Ha Bcex yKa3zaHHBIX I1aThopMax.

— OTBeThI Ha KOHTPOJIBHBIE BOIIPOCHI.

— IlonHOTa M KOPPEKTHOCTH onmcanus npouecca noucka MAC-anpeca.

KoHTpoJibHBIE BONIPOCHI
1. Yto Takoe MAC-ampec?
2. KakoBo nHaznauenue MAC-anpeca B ceTsax?
3. Kakne xoMaHzbl HCIONB3YOTCS 1uis onpenenenuss MAC-aapeca B pa3HbIX
oC?
. [Touemy BaxxHo ymeth HaxoauTh MAC-anpec pasHpiMu criocobammu?
. Moxno 11 uzmennte MAC-anpec? Ecnu f1a, TO 3a4€M 3TO HYKHO?
. Kakue cymectByroT criocoos! nsmenenuss MAC-aapeca?
. Uem otnmmuaercss MAC-aapec ot [P-agpeca?
. 'me ucnonn3yercs uapopmarms o MAC-aapece B JOKaIbHOU ceTr?
9. Kak y3nate MAC-aapec y1an€HHOro yCTpoicTBa B CETU?
10. Moxet mu MAC-aapec UCTIOIb30BaThCS IS UICHTU(DUKAIIUN YCTPONCTB B
UHTEpHETE?

00O 3N L A~
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INPAKTUYECKOE 3AHSTHE Ne 2
Omnpenenenue IP-aagpeca, Macku moaceT v HUI03a MO0 YMOJTYAHUIO

[lenb paOOThI: HAYYUTHCS OMPEACIISITh CETeBbIE MapaMeTphl kKoMmbioTepa (IP-
aJpec, MAacKy MOJICETH U IUII03 MO0 YMOJYaHUIO), UCIOJb3YSd KOMaHIHYIO CTPOKY
omneparmoHHoi cucteMbl Windows.

OTaIbl BLITIOJTHEHHUS

1. OTKpbITHE KOMAaHIHOUN CTPOKU

— Haxxmute xomOuHarwmro kiasum Win + R.
— Beeaute komanay cmd u Haxmute Enter.
2. IlonydeHue CeTeBBIX MTApaMETPOB
— B OTKpBIBIIENCS KOMAHIHOW CTPOKE BBIMOJIHUTE CIEAYIONYIO KOMaHAY:

ipconfig /all

— DTa KOMaH/a BBIBEJIET MOJIHYI0 MHQOpMAaILHI0 000 BCEX CETEBbIX MHTEp-
(eiicax Balero KOMIbIOTEpPA.
3. [louck HEOOXOAMMBIX TAPAMETPOB
— Haiinure cereBoil mHTEpdeiic, KOTOpBI Bac HHTEpecyeT (Hampumep,
Ethernet wim Wi-Fi).
— OOpaTuTe BHUMaHUE Ha CIEAYIOLIUE TapaMeTphbl:
— IPv4-anpec: ato Bam nokanbubiii [P-anpec B cetu.
— Macka noaceTtu: onpeaensieT pa3Mep Ballen MoJICETH.
— OCHOBHOM LIITIO3: aApeEC MapUIPyTU3ATOPA, YEPE3 KOTOPHIM OCYIIECTBIISIET-
ca nocryn B MIHTEpHET.
4. 3anuce pe3ynbTaToOB
— 3anuIunTe 3Ha4€HUs HAJIEHHBIX MTapaMeTpoB B YI0OHOM (popmare.

MeToanuecKue YKa3aHusl M MOPAJIOK BbINOJTHEHUS Ppa00ThI

1. IlpuiiT Ha 3aHATHE MOJATOTOBJICHHBIM, a 3HAYUT 3apaHee U3YUUTh Mpe/IIe-
CTBYIOIIMH JICKIIMOHHBIA MaTepuall U KPaTKHUE TCOPETUICCKHUE CBEJICHUS B METOIH-
YECKUX yKa3aHUSIX.

2. BBITTOTHUTE 3aaHUE TIO ITYHKTaM.

3. OpopMHTE OTYET MO MPaKTHUECKO# pabdoTe, pazmecTuth ero B DMOC u 3a-
IIUTUTH MPETIOIaBaTEIIO.

Copnepxanue oruéra:

— Ha3BaHME U 11eJIb paboThI;

— DTaIlbl BHIIOJHCHUS,

— OTBETUTH Ha KOHTPOJIBHBIC BOIPOCHI.
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Kpurepuii ouenkun

Onenka «OTIMYHO»

— CTyJIeHT NpaBUIHLHO BBITIOJHUII BCE ATAIMbI 3aJaHUS.

— besommbouno ompeaenwn u 3ammcan IP-aapec, macky mojcetu u aapec
IIUTI03a 110 YMOJTYaHHUIO.

— OTBeTH HAa BCE KOHTPOJIBHBIE BOMPOCHI O€3 OMHMOOK.

— JleMOHCTpUpOBaJ TTyOOKOE TOHUMAHUE TEMBI.

OreHka «XopoIoy»

— 3aaHue BBIIOJIHEHO MOYTH O€3 OIHOOK.

— B03MOXXHO JOMYIIIEHO HECKOJBKO HE3HAYHTEIbHBIX HETOUHOCTEH TP OIpe-
JIEJICHUY MTapaMeTPOB WU 3alIMCH 3HAYEHUH.

— OTBeTHl Ha KOHTPOJIBHBIE BOMPOCHI JJaHbI BEPHO, HO MOTIJIU COJIEP>KATh HE-
OOoIBIIKE ONTMOKY MIJIM HEJTOTIOHUMAaHMS.

Ouenka «Y 10BIECTBOPUTEITHHO

— BrIIToJIHEHBI OCHOBHEBIE 3TaNbl 3aJaHUs, OJHAKO €CTh 3HAYHMTEIIbHBIE OIINO-
KH.

— Onpenenénnple NapaMeTphl COAEPKAT OMIMOKHU WIIA MPOITYCKH.

— OTBeTbl Ha KOHTPOJIBHBIC BOIMPOCHI HEMOJIHBIE WJIM COJEP)KAT CEPbE3HBIC
OIIIHOKH.

Ouenka «HeynoBaeTBOpUTETBLHOY

— 3agaHue BBIIIOJIHEHO C OOJBIINM KOJINYECTBOM OIINOOK.

— [TapameTpsbl onpeiesieHbl HEBEPHO UJIM BOBCE OTCYTCTBYIOT.

— OTBeTHI Ha KOHTPOJIbHBIC BOIIPOCHI IEMOHCTPHUPYIOT C1ab0e 3HAaHUE MAaTEePH-
aia.

OTH KPUTEPUHU TTOMOTYT OOBEKTUBHO OLICHUTh YPOBEHb MOATOTOBKHU CTYJIECHTA
Y BBISIBUTH 00JIACTH, TPEOYIOIINUE TOMOTHUTEIBHOTO U3yUCHHUS.

KoHTpoJibHBIE BONIPOCHI

1. Yro Takoe [Pv4-agpec?

2. KakoBO Ha3HAYEHUE MACKH NOJICETH?

3. Jl714 4ero Hy»€H OCHOBHOM ILTI03?

4. Kakue KOMaH/Ibl MOXKHO MCHOJIb30BaTh JJI MOJYYEHHs] CETEBBIX MapameT-
poB B Linux?

5. Kakas undopmanus BeiBoguTcs: Komanaoi ipconfig /all?

6. MoxHo in u3meHuts [P-anpec Bpyunyto? Eciu na, To Kak 3To caenarsh?

7. Kakue erie KOMaH/Ibl HCIIOJIB3YIOTCS U TUArHOCTUKHU ceTh B Windows?

8. Kak y3nate MAC-anpec yctporictBa?

9. UeMm oTnnuaetcst auHamuueckuid [P ot ctatuueckoro?

10. Kakne nomoJIHUTENbHBIE MHCTPYMEHTHI CYIIECTBYIOT JJISI aHAJIN3a CETEBO-
ro Tpaduka?
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IMNPAKTUYECKOE 3AHSITHUE Ne 3
IIporokoa ARP. IIpocmoTtp u n3menenue 3anuceii ARP-tadaunb

Hean 3aganus: HAy4YuTHCA MPOCMATPUBATh U U3MEHATH 3antucu ARP-Tabmuiib!
Ha KOMITBIOTEpE, a TaK)Ke MOHUMATh MPUHIUIIBI paboThl MpoTokoia ARP B nokaiib-
HOU CETH.
DTarbl BHITIOTHEHUS:
1. I[TpocmoTp Tekytieit ARP-TaGauiis!
— Otkpoiite komanaHyI0 cTpoky Windows (cmd).
— BBenute komaHy arp -a. 3TO MO3BOJUT BaM MPOCMOTPETh TEKYIIUE 3aMu-
cu ARP-taGnuire! Bamero KoMmboTepa.
— 3anumuTe pe3yIbTaThl BEIBOAA KOMAH/BI B (haiiil Wik OJIOKHOT.
2.Jlo6GaBienne cratudeckoi 3anvucu B ARP-Tabmmiy
— Omnpenenure [P-anpec u MAC-anpec ycTpoiicTBa B Balieil ceTu, KOTOpOMY
BBI XOTUTE JOOABUTH CTATUYECKYIO 3aMuCh. Hampumep, 3T0 MOKET OBIThH BaIll poyTep.
— Hcnonp3yiiTe cnemyronryro KOMaHay JUisl JOOaBICHUS CTaTUYECKON 3aru-

CH:
arp -s [IP-agpec] [MAC-anpec]
[Tpumep:
arp -s 192.168.0.1 00-11-22-33-44-55
— IIpoBepbTe, 10OAaBUIACH JIM 3alIMCh B TAONMILY, BBIIOJHUB CHOBA KOMAaHIY
arp -a.
3. Ynanenue 3amucu n3 ARP-Tta0auim!
— Haitnure nuHamMudecku 100aBICHHYIO 3alMCh B Ta0IUIle KOMAaHIOM arp -a.
— Y janure 3Ty 3auch ¢ MOMOIIBIO CIEAYIOIIEH KOMaHIbI:
arp -d [IP-anpec]
[Tpumep:
arp -d 192.168.0.1
— Yb6eautech, 4TO 3aMKCh yaajieHa, MOBTOPHO MPOBEPUB TaOJIMIy KOMaHIOM
arp -a.
4. Ounctka Bced ARP-Ta0mune!
— Ounctute Bcto ARP-Tabnuiry ¢ moMoIis0 KOMaHIbI:
arp -d *
— IlpoBepbTe pe3yapTaT KOMaHAOW arp -a, 4ToObl YOEeaUuThCs, YTO Tabauila
mycTasl.

5. 3anosiHeHHE TAOIHIIBI 3aHOBO
— Ilepesarpy3ute KOMMBIOTEpP WM OTKIIOYUTE/BKIIIOUUTE CETEBOW HWHTEP-
detic, uToObI YBUIETH, Kak 3anonHseTcss ARP-tabnuma aBToMaTH4ecKy Mpu B3anMO-
JIEUCTBUU C YCTPOMCTBAMU B CETH.
— Yepes HECKOJIbKO MUHYT MPOBEPHTE COCTOSTHUE TAOIHMIIBI KOMaHI0M arp -a.
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MeToauyeckue yKa3aHusi M MOPSIIOK BbINOJHEHUS Pad0ThI

1. IlpwiiTi Ha 3aHATHE TIOTOTOBIICHHBIM, a 3HAYUT 3apaHee U3YUUTh TIPEIIe-
CTBYIOITUH JICKITMOHHBIA MaTepUal U KPAaTKUE TEOPETUIECKUE CBEICHUS B METO -
YECKUX yYKa3aHUSIX.

2. BbINoMHUTH 337]aHUE IO MYHKTAM.

3. OdbopMuTh OTYET TIO TIPAKTUUYECKON padote, pazmectuth ero B DMOC u 3a-
ITUTUTH TPETIOaBaATEINIO.

Conepxanue oTuéra:

— Ha3BaHME U 11eJIb paboThI;

— 3Tarnbl BBIIOJIHEHUS;

— OTBETHUTH Ha KOHTPOJIHHBIC BOIIPOCHI.

Kpurepuu oueHku

— Ilonnmanue tembl: CTyIEHT AEMOHCTPUPYET NOHUMAaHUE MPUHLUIIOB pado-
ThI poTokosia ARP u Haznauenuss ARP-TaOnumesl.

— Beinonnenue stanos: Bee maru 3aganus BHINOJIHEHBI KOPPEKTHO, O€3 OLIu-
OOK.

— Ananu3 pe3ynbraToB: CriocOOHOCTh OOBSCHUTDH MOJyUYEHHBIE JaHHBIE U Pe-
3yJIbTAThl BBIITOJIHEHHBIX JICUCTBUM.

— OrtBeTrl Ha BONpOCH: OTBETHI HA KOHTPOJIBHBIE BOMIPOCHI ITOJHBIE U IIpa-
BUJIbHBIE.

KoHTpoJibHBIE BONIPOCHI

1. YUto takoe nmpotokos ARP?

2. Kakyto poisb urpaer ARP-Tabnuua B padote cetu?

3. Kakue Tunel 3anuceil cymectBytoT B ARP-tabnune? Onumurte pasHUILY
MEXKy HUMHU.

4. ITouemy BaxxHO yMeTh ynpaBisiTh ARP-3anucamu?

5. KakoBbl BO3MOHBIE TPUUUHBI OUYUCTKH ARP-Tabmuib?

6. Kakue xomMaHAbl HUCTONB3YIOTCS JJIA MPOCMOTPA, T0OABICHHUS, YIAICHUS U
ouncTtk ARP-tabnanier?

7. Kak BpyuHy10 100aBUTh CTaTUYECKYIO 3anuCh B ARP-Tabmuiry?

8. Kakue mpob6seMbl MOTYT BOSHUKHYTh TTPU HAJTUYHH HEMPABWIHHBIX 3aIUCEH
B ARP-Tabnume?

9. MoxHno 51 ucnoyibzoBatb ARP mis atak tuna « ARP-spoofing»? Ecnu na,
TO Kak?

10. Kak npoBepuTh, M3MEHUIACh U 3anuch B ARP-Tabauiie mociae BHeECECHUS
M3MEHEHU?
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INPAKTHUYECKOE 3AHATUE Ne 4
Pacuer mapamerpos IP-ceTn

Heab padoTbl: HAy4YUThCS paccUUTHIBATh napameTpbl [P-cetu (cereByro
MackKy, Mana3oH aJpecoB CETH, MUPOKOBEIIATEIbHbBIE aJlpeca), UCTI0Ib3ys pa3-
nmnuHble Kiaacchl ceTed 1 CIDR-HOTanuro.

DTanbl BHINOJIHEHHUS:

1. Teopernueckas MOATOTOBKA:!

— IToBTOpeHue ocHoB padoTsl [IP-iporokona (IPv4).
— Uzyuenue knaccos cereit (A, B, C) u CIDR-HoTammu.
— [loHMMaHue NPUHIMIIOB pacuéra CETEBOM MACKH, IHANa30Ha aIpECOB CETH
Y IIAPOKOBEIIATEIBHOIO aJpeca.
2. IIpakTrueckre BBIYUCICHHUS:
— PaccunraTe cereBble mapaMeTpsl Ui 3a1aHHOro [P-agpeca u macku.
— IIpoBepHUTh KOPPEKTHOCTH MOJTYUYECHHBIX PE3YJIbTATOB C MOMOILBIO OHJIAKH-
KAJIBKYJISITOPOB.
3. JIokyMeHTHUpOBaHUE:
— 3anoJIHUTh TAOJIHILY C pe3yJIbTaTaMu PacyeToB.
— OnucaTp X0/ pelieHus 3a1a4 U MOSICHUTh KaXK/IbIW 11Iar.

3ananue:

1. Bam BbIJaHO HECKOJIBKO 33/IaHHi, KaXKJI0€ COAEPKUT ouH [P-anpec u coot-
BETCTBYIOIIYIO MacKy. Hanmpumep:

— IP-ampec: 192.168.0.10, macka: /24
— IP-ampec: 172.16.15.20, macka: /22
— IP-agpec: 10.50.25.30, macka: /18
2. JIns kaXA0ro 3aaHusl BBIIIOJIHUTE CICAYIOUIME MIATrH:
— Onpenenure Kiacc CeTH.
— IlepeBeauTe Macky B AECATHUHYIO (popMmy.
— Haiinure cereBou aapec.
— OnpeaenuTe MEPBBIN U MOCICIHUN BO3MOXHBIC aJipeca XOCTOB.
— YKaXUTe NIMPOKOBENIATEIBHBIN agpec.
3. Pe3ynbTaThl ohopmMuTe B BUAE TaOIUILIbI, I CTOIOLBI OYyT COAEPIKATh:
— Homep 3amanus.
— Knacc cern.
— Macka B iecITU4HOM Popme.
— CereBoil azpec.
— JInama3oH agpecoB XOCTOB.
— [IIupokoBemarenbHpIN agpec.
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MeToauyeckue yKa3aHusi M MOPSIIOK BbINOJHEHUS Pad0ThI

1. TlpwuiiT Ha 3aHATHE MMOATOTOBJICHHBIM, a 3HAYUT 3apaHee U3yUUTh MpPEIIe-
CTBYIOITUH JICKITMOHHBIA MaTEpHall M KPATKHUE TCOPETUICCKUE CBEACHUS B METOINY-
Ke.

2. BbInoHUTD 3a/1aHKE.

3. OdbopMuThL OTYET TIO TIPAKTUUYECKON padote, pazmecTuTh ero B OMOC u 3a-
ITUTUTH TPETIOaBaATEINIO.

Conepxanue oruéra:

— Ha3BaHME U 11eJIb paboThI;

— BBITIOJIHEHHUE 33JIaHUA 110 TyHKTaM;

— OTBETHUTH Ha KOHTPOJIbHBIC BOIIPOCHI.

Kpurepuu oueHku

1. [IpaBunbHOCTE pacuéToB: Bee mapaMerpsl paccunTaHbl BEpHO (ceTeBasi Mac-
Ka, TMaIa3oH aJpecoB, IIMPOKOBEIIATEIbHBIN aJIpec).

2. [lonnota odopmienus: Tabnuila 3anojHeHa TPaBUIILHO, BKIIIOUEHBI BCE HE-
00X0MMBbIE JaHHBIE.

3. Jloruka pemenuii: Onucanue XoAa peuieHusl NOKa3bIBAECT IIOHUMAaHUE IIPO-
1ecca pacuera.

4. I'pamoTHOCTB: OTCYTCTBHE OLIMOOK B OPOPMIICHUHU TEKCTA U TAOJIHLI.

5. OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI.

KoHTpoJbHBIE BONIPOCHI

1. YUto Takoe cereBast Mmacka?

2. Kakue cymecTByroT kinaccol cereit [Pv4? B uém ux paznuuns?

3. Kak paccuuraTh quamna3oH aipecoB XOCTOB ISl 3aJaHHOU CETH?

4. YTo Takoe MUPOKOBEIIATEIbHBINA aJIpeC U KaK €ro ONpeaeanuThb?

5. B uém 3axmouaercst pa3auiia mexay mackoi B popmare CIDR u necsatuy-
HBIM ITPEJCTABICHUEM?

HNPAKTHYECKOE 3AHSTHE Ne 5
IP-mapmpyruzanus. [IpocMoTp u n3MeHeHHe TA0 MBI MAPIIPYTU3ALMHA

Leapb padoThl: HAYYUTHCA TPOCMATPUBATH U U3MEHATH TAOIHUIY MaplIpy-
THU3al[M1 HAa YCTPOMCTBAX MOJ YIPABIECHUEM OINEPALMOHHBIX CUCTEM CEMENCTBA
Linux 1 Windows. M3yunth KOMaHAbl U1 TPUHLIUILI pa0OTHI ¢ TabauIel Mapii-
pyTHU3AIUH.

JTanbl BHINOJTHEHUS:

1. ITpocMOTp TeKymIeH TaOIUIIBI MaPIIPyTH3AITUN

— Windows:
route print
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— Linux:
ip route show
OTIMCaHUE:

Hcnonb3yiiTe yka3zaHHbIe KOMaHABI JIsl MPOCMOTPA TEKYIIUX MapIIpyTOB Ha
BaieM ycrpoiictBe. OOpaTuTe BHUMaHUE HA CTPYKTYpPY BBIBOJIAa: HHTEPPEIC, NUTI03,
METpUKA U APYrue napaMeTpsl.

2. JloGaBieHre MapuipyTa BpyIHYIO
— Windows:
route add 192.168.0.0 mask 255.255.255.0 192.168.10.1 metric 20
— Linux:
sudo ip route add 192.168.0.0/24 via 192.168.10.1 dev eth0
Onucanue:

JloGaBbTe HOBBINM cTatuueckuit mapumpyT st cetu 192.168.0.0/24 yepe3
nuito3 192.168.10.1. B cnyuae ¢ Windows Taike yka3aHa METpUKa MapliipyTa
(metric 20), a B Linux — unrepdeiic ycrporicta (dev ethO0).

3. Ynanenue mapuipyrta
— Windows:
route delete 192.168.0.0
— Linux:
sudo ip route del 192.168.0.0/24
Onucanue:

VYnanute no0aBieHHBIN paHee MapiipyT. BakHO MOMHUTH, 4TO MOCHE ynaa-
JICHUSI MapIIPyThl OYyT BOCCTAHOBJIEHBI aBTOMATUYECKH TOJIBKO B Cllydae JUHAMU-
YECKOM MApLIPyTU3ALIHUH.

4. TlpoBepka u3MeHEeHU I

[ToBTOpUTE KOMaHAY MPOCMOTpPa MapuIpyToB (route print wiu ip route show)

1 yOeIuTeCh, 9TO N3MEHEHHMS OBLIIM BHECEHBI KOPPEKTHO.

MeToanuyeckue YKa3aHUs M MOPAJIOK BbINOJHEHUS PAa00ThI

1. ITpuiiTi Ha 3aHATUE TOJATOTOBIEHHBIM, a 3HAUUT 3apaHee U3YUUTh Ipeie-
CTBYIOUIUH JICKIMOHHBIA MaTepuail U KpaTKue TEOPETUUECKUE CBEJICHUS B METOU-
YECKUX YKa3aHMSIX.

2. BoInoTHUTS 3a7jaHUE TIO TYHKTAM.

3. OpopMUTH OTYET MO MpaKTUUECKO paboTe, pazmecTuTh ero B DUOC u 3a-
MIUTUTH MPENOAABATEINIO.

Conepxanue oTuéra:

— Ha3BaHHE M IEJIb paOOTHI;

— JTaIbl BBIOJIHEHUS

— OTBETUTh Ha KOHTPOJIbHBIE BOITPOCHI.
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Kpurepuu ounenkun
1. IIpaBUIBHOCTD BBINIOJIHEHNUS 3TAMOB:
— YcnenHslid MpOCMOTP TEKYIIEH TaOIHIbl MapIIPyTU3ALHH.
— IIpaBunpHOE 100aBIEHNE HOBOTO MapIIPyTA.
— BepHas koMaH/1a y1ajeHusl MapupyTa.
— IIpoBeneHne NpOBEPKU BHECEHHBIX H3MEHEHUM.
2. I[loHnMaHKe NPUHLIKUIIOB MApIIPYyTU3ALINU:
— OTBeTHl Ha KOHTPOJIbHBIE BOMPOCH! AEMOHCTPUPYIOT TOHUMAHHUE 0a30BBIX
koHUenuuii [P-mapupytuzanuu 1 padoTel ¢ TabauaMu MapuIpyTH3aIUH.
3. AKKypaTHOCTb U BHUMATEJIbHOCTB:
— OtcyTcTBHE OIIMOOK B CUHTAKCHCE KOMAH/I.
— YeTkoe BBIITOTHEHUE BCEX IIArOB 33/IaHMUS.
4. JlonionHUTEIbHBIE OAIUIBI:
— Hcnonb3oBaHue pacliupeHHOTo (PyHKIMOHANIA KOMaH/ (Harmpumep, ykasa-
HU€ METPUKHU WU UHTEPPEICOB).
— JIOTIOJIHUTENIBHBIE HUCCIIETOBAHUS M IKCIIEPUMEHTHI C Pa3JIMYHBIMU I1apa-
METpPaMH MapIIpyTU3aLHUU.
Taxum 00pa3zom, TaHHOE MPAKTHUUYECKOE 33aJaHUE TIO3BOJISIET 3aKPENUTh 3HAHUS
0 paboTte ¢ Tabiuuel MapuIpyTH3aUU U MPUOOPECTH NPAKTUYECKHUE HABBIKU B 3TOU
oOnacTy.

KoHTpoJibHBIE BONIPOCHI

1. Yro Takoe Tabiuiia MappyTu3anumn?

2. Kakue xomMaHabl UCTIOJIB3YIOTCS ISl POCMOTPA TAOJIHIIBI MapIIPyTH3AIUN
B Windows u Linux?

3. Kak no6aButs cratnyeckuii MapuipyT B Windows u Linux?

4. JInst 4ero UCHob3yeTcs nmapaMeTp metric B KoMaHe 100aBICHUS MapIIpyTa
B Windows?

5. UeMm oOTiaM4aeTcs CHUHTAKCUC KOMAaHJ YIOPAaBICHHS MAapLIPyTU3ALUENd B
Windows u Linux?

6. Kakue nnTepdeiicel yyacTBYIOT B MapUIpyTax U 3a4eM HYKHO yKa3bIBaTh UX
B KOMaHJax?

7. [ToueMy Ba)KHO MPaBUIIBHO HACTPOUTH MAPIIPYTU3ALNIO B CETH?

8. Kakue nonosiHUTEIbHBIE MapaMeTPbl MOTYT MCIOJb30BaThCs IPU HACTPOIKE
MapuipyToB?

9. Uto mpou30iIeT, eciii HENPABWIBHO YKa3aTh LT3 WM MACKy CETH NpHU
no0aBiieHUH MapHIpyTa?

10. Kakue cymiecTByIOT CroCOObl aBTOMAaTUYECKOW HACTPOWKH MapIpyTh3a-
11050704
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INPAKTUYECKOE 3AHSTHE Ne 6
IIporokoJisl TpancnopTHOro yposuss TCP u UDP. Homepa nopros

Heas padoThl: u3yueHue npuHUuUnoB padbotel npotokosoB TCP u UDP,
MNOHMMAaHHWE HA3HAYEHUsS HOMEPOB MOPTOB M HX POJIM B CETEBBIX KOMMYHHUKa-
USIX.

Onpenenenue xapakTepUCTUK MPOTOKOA:

— Onpenenure, KaKOW MPOTOKOJ UCTOIB3YeTCA IS nepeaadyu ¢aiyios
(manpumep, HTTP, FTP), u mouemy BbIOpaH UMEHHO 3TOT MPOTOKOJI.

— OObsicHUTE, KaKhe HOMEpa MOPTOB MCMOJB3YIOTCS CTaHAApPTHO IJIA
ATUX TPOTOKOJIOB.

PaGora ¢ yrunutaMu 1HarHOCTUKU CETH:
— Ucnonp3yiite koMaHay netstat WM aHAJIOTUYHYIO YTUINATY IJ OPO-
CMOTpa aKTHUBHBIX COCIMHEHHUI Ha BalllEM KOMIBIOTEPE.
— IIpoaHanu3upyiiTe BBIBOJ KOMaH/bl U OMPENCIUTE, KAKUE MPUTOKE-
Hus ucnonb3yoT TCP u UDP coennnenus.
— Haligute u 00bsiCHUTE Ha3HAUYCHHUE MOPTOB, UCIOJb3YEMBIX ITUMHU
MPUIT0KECHUSIMU.

Co3nanne npocToro cepBepa U KIMEHTA:

— Hanummure mnpoctyro mporpammy Ha Python (unmm apyrom s3bike
IpOrpaMMHUPOBAHHUS), PEATU3YIONIYI0 cepBep M KiaueHT Ha ocHoBe TCP wunm
UDP.

— IlporectupyiiTe paboTy mporpamMmbl, IepenaBas JAaHHbIE MEXIY
KJIUEHTOM U CEPBEPOM.

— OO0OcyauTe MpeMMyIIecTBa M HEJOCTATKH BBIOPAHHOTO MPOTOKOJIA
JUISL BalllEW peannu3alruu.

AHaJIu3 pe3yJabTaTOB:
— IloaroToBbhTE OTUET, BKIFOYAIOIIUNI:
— OnucaHue BBINTOJHEHHON padoThI.
— Pe3ynbTaThl aHanmn3a ceTeBOM aKTUBHOCTH.
— Kox HannucaHHOU pOTpaMMBbl U MOSICHEHUS K HEMY.
— BBIBOABI OTHOCHUTEIBHO BBHIOOpA MPOTOKOJIAa U UCIOJB30BAHUS HOME-
POB MOPTOB.

3amura padoThI:
— IlpencraBbTe pe3ynbTaThl CBOEH pabOTHI Mmepesa mpemnojaBaTesieM HiIu
TPYIION.
— OTBeTHTE Ha BOMPOCHI, KACAIOIUECs BEIOPAHHOU TEMBI.
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Kpurepuu ouenku

l. TloHnMaHue TEOPETHYECKOTO MaTrepuaja: NPABUIBHOCTH OTBETOB Ha
KOHTPOJIBHBIE BONIPOCHI, TNIyOMHA TOHUMAHUS TEMBI.

2. KauecTBO NpaKkTUUECKON YaCTU: KOPPEKTHOCTh HAlMCAHUS IIPOTPAMMBI,
yCIIenIHas repejgada JaHHbIX MEXY KIMEHTOM U CEPBEPOM.

3. AHaiu3 ¥ BBIBOJIBI: IMOJIHOTA OTYETA, HAIMYME OOOCHOBAHHBIX BBIBOJOB
U PEKOMEHIALUN.

4. IIpe3eHTanus M 3aliuTa: YMEHUE SICHO M CTPYKTYpPUPOBAHHO IIpeicTa-
BUTh CBOIO paboOTy, OTBEUATh HA JOMOJHUTEIbHBIE BOIPOCHI.

KoHnTposibHbIE BOPOCHI

1. B yem ocHOBHOE paznuuue Mexay nporokoisamu TCP u UDP?

2. Kakue Turbl npuioKeHuil yaiie Bcero ucnodibdyror TCP? A UDP?

3. Yrto Takoe HOMep IOPTa U 3a4€M OH HYKEH?

4. Kak Bbl ONpeAesiid aKTUBHBIE COEAMHEHHUS W HMCHOJb3yEMbIE MOPTHI Ha
CBOEM KOMIIbIOTEpE?

5. [louemy BbI BIOpaI TOT WM MHOM MIPOTOKOJ JIJIsl CBOEH MPOrpaMMbl?

6. Kakue npoOiemMbl MOTYT BO3HMKHYTh IpU mepeaaue JaHHbIX yepe3 UDP?
Kaxk ux u3bexarn?

7. Kak obecrieunBaeTcst HaJIeXKHOCTh nepeaayu 1aHHbix B TCP?

8. HazoBuTe cTanmapTHbie HOMEpa MOPTOB IS mony sipHbIX cepBucoB (HTTP,
SSH, DNS).

9. MOXHO 11 MCHOJB30BaTh OJAWH M TOT K€ MOPT IS Pa3HbIX NPUIIOKEHUN
onHoBpemeHHO? Eciu aa, TO MpU KaKUX yCIOBUSX?

10. KakoBbsl ocHOBHBIE 11aru yctaHoBieHusi TCP-coequnenus (handshake)?

INPAKTHYECKOE 3AHSTHE Ne 7
JlokaabHble BUpTYaibHble ceTu (VLAN), MmarucTpajbHble (trunk) coenuHeHust
MeXKIy KOMMYTaTOpaMu

Heanb padoThl: MO3HAKOMUTHCS ¢ npuHIUIaMu paboTel VLAN u HayuuThCs
HacTpauBaTh UX HA KOMMYTaTOpax, a TaKXke OCBOUTbh HACTpOMKY trunk-coenrHeHHit
1S iepeaaun Tpadguka Heckoabkux VLAN uepes oHo dhu3ndeckoe coeuHEHUE.

JTanbl BbINOJIHEHUS

1. [lonroroBka 000pyAOBaHUS

Y6eauteck, 4TO y Bac €cTh A0CTyN K kommyTtaropy Cisco uim apyromy 000-
pyaoBaHuto, noaaepxkupatomemy padoty ¢ VLAN u trunk-coenunenusmu. B ciyuae
OTCYTCTBHUS (PU3HUECKOr0 000PYAOBAHUS MOKHO HUCIIOIb30BATh CUMYJISITOPHI CETEBO-
ro obopynoBanus, Takue kak Packet Tracer unmu GNS3.

2. Coznanne VLAN

Hactpoiite nBa VLAN Ha 0JHOM KOMMYTATOpE:
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— Cosznaiite VLAN ¢ Homepom 10 1 HazoBute ero Sales.
— Cosnaiite VLAN ¢ HomepoMm 20 u HazoBuTe ero Marketing.
Hcnonb3yiiTe ciaeayroolmyue KOMaHIbl Ha MHTEpdeiice KOMAaHIHON CTPOKHU
(CLI):
Switch(config)# vlan 10
Switch(config-vlan)# name Sales
Switch(config-vlan)# exit

Switch(config)# vlan 20
Switch(config-vlan)# name Marketing
Switch(config-vlan)# exit
3. Haznauenne noptoB kKommyTaTopoB B VLAN
HasnaubTe noptel KOMMyTaTOpa B COOTBETCTBYIOmME VLAN:
— ITopter FastEthernet0/1 u FastEthernet0/2 — 8 VLAN 10 (Sales).
— ITopr FastEthernet0/3 — 8 VLAN 20 (Marketing).
I[JI?I 3TOI'0 BBIIIOJITHUTE CICAYIOINHNE KOMaH/bI.
Switch(config)# interface FastEthernetO/1
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit

Switch(config)# interface FastEthernet0/2
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit

Switch(config)# interface FastEthernet0/3
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 20
Switch(config-if)# exit
4. Hactpotika trunk-coequnaenus
Hacrpoiite trunk-coenuHenne Mexay AByMs KOMMYyTaTOopaMud Ha MOpTax
GigabitEthernet0/1. OtoT untepdeiic Oyaet nepeaaBarh Tpadpuk o6oux VLAN.
Ha nepBoM KkOMMyTaTOpE BBITIOJIHUTE:
Switch1(config)# interface GigabitEthernet0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# end
HasropomMkommyTarope:
Switch2(config)# interface GigabitEthernet0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# end
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5. IlpoBepka koHpUTYypauu
[TposeprTe mpaBuiabHOCTh HacTpoiiku VLAN u trunk-coemunenwuii ¢ momo-
I[bI0 KOMAH/I:
— IIpocMoTpuTe crimcok HacTpoeHHbIX VLAN:
Switch#show vlan brief
— Y0enutech, 4To trunk-nmopT KOppeKTHO nepenaet nanubie Bcex VLAN:
Switch#show interfaces trunk
6. TectupoBanue cBs3U
[TonxmrounTe ycTpoiicTBa K COOTBETCTBYIOLUIMM IOpTaM U yOEIUTECh, 4TO
ycTpoiicTBa BHYTpH oaHOro VLAN MoryTt o0marscs Ipyr ¢ JIpyrom, HO HE MOTYT
0OMEHMBAThCS JAaHHBIMU C yCTporcTBamMu U3 apyroro VLAN.

MeToanueckue yKa3aHus M MOPAJIOK BbINOJHEHHUS PA00ThI

1. IlpuiiTu Ha 3aHATHE MOJTOTOBJICHHBIM, a 3HAYUT 3apaHee U3YUUTh Mpelie-
CTBYIOILIM JIEKIIMOHHBI MAaTepUAI U KPATKUE TEOPETUUECKHUE CBEJCHUS B METOAU-
YECKUX YKA3aHUSIX.

2. BbINoHUTH 337]aHUE TIO MTyHKTAM.

3. OpopMuUTh OTYET MO IpaKkTUUECcKOi padote, pazmectuth ero B DMOC u 3a-
IIUTUTD MPETOIaBaATENIO.

Conepxanue oTuéra:

— Ha3BaHME U 11eJIb pabOTHI;

— JTaIbl BBIIOJHEHUS

— OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI.

Kpurepuu ouenku:

— IlonHoTa BHINONIHEHUS 3aAaHus: Bce maru BBIITOJIHEHBI COTJIACHO MHCTPYK-
UM,

— IIpaBunbHOCTE HacTporku: VLAN co3maHbl 1 Ha3HA4YEHbl HA ITPABUJIBHBIC
nopThl, trunk-coennHenne paboTaeT KOPPEKTHO.

— YMeHue npoBepsaTh KOHPUrypauuto: Vcrnoib30BaHbl KOMaHbl Il IPOBEp-
KM IPAaBUIBHOCTH HACTPOEK.

— Ilonumanue npuHIMNOB padoThl: OTBEThl HA KOHTPOJIbHBIE BOIIPOCHI MOKa-
3bIBAOT IOHUMAHUE TEMBI.

KoHTpoJibHBIE BONIPOCHI

1. Yro takoe VLAN? KakoBbl npeuMy1iecTa ucnoibzoBanuss VLAN?

2. Kakue tunsl NopToB cyiiecTBytoT B KoHTekcTe VLAN: access u trunk? Yem
OHM OTJINYAKOTCSA?

3. Kak HacTpouTh NMOPT KOMMYTAaTOpa B PEXKHM access U Ha3HAYUTh €ro B
onpenesneHHblidi VLAN?
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4. Kak mpaBuJIbHO HACTPOUTH trunk-mopT 11t mepenayn Tpaduka HECKOIBKUX
VLAN?

5. Kakue koMaHabl HCTONB3YIOTCS Il mpoBepku HacTpoek VLAN u trunk-
coequHEHUN?

IMPAKTUYECKOE 3AHATHE Ne 8
Kon¢purypuposanue padorsl nporokoja STP

Hean padoTbl: HAayuuThCs KOH(MUTYpUPOBAHUIO MpOTOKoJa Spanning Tree
Protocol (STP) na xommyrtaropax Cisco sl MpeAOTBpallleHUs METeNb B CETU
Ethernet u obecriedeHust 0TKa30yCTONYMBOCTH CETEBON UHPPACTPYKTYPHI.

Draribl BBINOJHEHUS:

1. [TonroroBka 060pyAOBaHUS:

— Y6enurech, 4TO y Bac €CTh JOCTYH K JIaDOpaTOPHOMY 0OOPYJOBaHUIO WJIH
cumyJsTopy cerelt (Harpumep, Cisco Packet Tracer).

— IloakntounTe TpU KOMMYTaTopa MeEXIy co0OOil 4epe3 MOPThI
FastEthernet0/1-FastEthernet0/3.

2. Hacrtpoiika 6a30BbIX MapaMeTpoOB:

— 3apnaiite [P-agpeca Ha Bcex yCTpOMCTBaX.

— Bxmrounte VLANs u Ha3zHaubTe HMHTEPPEHCHl COOTBETCTBYIOLIUM
VLAN'am.

3. AxrtuBanusa STP:

— AxtuBupyiite mporokon STP Ha Bcex kommyTaTtopax KOMaHOW spanning-
tree mode pvst.
— IIpoBeprte craryc STP kxomanaoi show spanning-tree.

4. OnpenesieHuEe KOPHEBOTO MOCTA:

— Hacrtpoiite oquH U3 KOMMYTaTOpOB KaK KOPHEBOM MOCT C ITOMOIIBK KO-
MaH/IbI spanning-tree vlan x root primary, riae x — Homep VLAN.
— IIpoBepsiite namenenus B tononoruu STP nocne HacTpOUKw.

5. OntuMu3anust KOH(QUryparuu:

— V3MeHuTe npuopuTeT KOMMYTAaTOPOB JUIsl BIOOpa pPEe3epBHOTO KOPHEBOTO
MOCTA.

— Hcnonp3yiiTe komMaHay spanning-tree portfast mis yCKOpeHHs aKTHBAIMH
NIOPTOB.

6. [IpoBepka pabOTOCTIOCOOHOCTH:

— Co3paliTe BUpTyajibHbIE MAILIMHBI U TOAKIIOUNTE UX K pa3HbiM VLAN'am.

— [IpoBenuTe MUHT-TECTHI MEXK1y MAIIMHAMU JJISl IPOBEPKU CBSI3HOCTU CETH.
7. JIOKyMEHTUPOBAaHUE PE3YIIbTATOB:

— 3anuIIUTEe BCE BBIMIOJIHEHHBIE KOMAH/Ibl U PE3YJIbTAThI IPOBEPOK.

— Cnemnaiite BbIBOABI 0 padote STP u ero BIUSHUU Ha CETh.
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MeTtoauyeckue ykazaHusi U NOPSII0K BbINOJTHEHHS Pa0OThI

1. ITpuiiTi Ha 3aHATUE TOATOTOBIEHHBIM, a 3HAUYUT 3apaHee U3YUUTh Ipeie-
CTBYIOLIUH JICKUMOHHBI MaTepuail U KpaTKue TEOPETUUECKUE CBEJICHUS B METOIU-
YECKUX YKa3aHUSAX.

2. BBIOJTHUTB 3a/1aHUE TIO ITyHKTaM.

3. OdbopMuTh OTYET TIO TIPAKTUUYECKON padote, pazmectuth ero B DMOC u 3a-
LIUTUTh PETOJaBaATENIO.

Conepxanue oTuéra:

— Ha3BaHUE U LIEb paboThI;

— 3Tallbl BHIIIOJIHEHUS,

— OTBETUTh Ha KOHTPOJIbHBIE BOITPOCHI.

Kpurepuu ouenku:

— IlonHoTa BbINONIHEHUS 3a7aHus: Bce 3Tambl BBITOJHEHBI KOPPEKTHO U IIO-
CJIEI0BATEIIBHO.

— IlpaBunbHOCT, HacTpoek: OTcyTcTBHE OIIMOOK B KOHPUIYyparusax
YCTPOWCTB.

— PesynbratuBHOCTE: CeTh PYHKIIMOHUPYET COTIACHO 3aJaHHON TOTIOJIOTHH.

— Jlokymenrtauus: [1ogpoOHBIi 0TUET ¢ KOMaH/IaMU U pe3yIbTaTaMU TECTOB.

— AHanu3 u BbIBOJBI: ['paMoTHBIE 00BsACHEHUs NpuHUUNOB padoTel STP u
BIIMSIHUSI HACTPOEK Ha CETh.

KoHTpoJibHBIE BONIPOCHI
. Uto takoe STP u 3auemM OH HYyKeH?
. Kakue cymectBytot pexumbl padotsl STP? B uém ux paznuuns?
. Kax BbIOpaTh KOpHEBOI1 MOCT B ceTu?

. JIns1 yero wcmosb3yeTcs KoMaHia spanning-tree portfast?
. Onumure niporecce nepecuera Tonojgorud STP npu u3MeHeHUn COCTOSTHUS
MTOPTOB.

1
2
3
4. Kakue napaMeTphl BIUSIOT Ha BEIOOP KOPHEBOTO mopTa?
5
6

_ 5 METOIJHYECKHE PEKOMEHJALIUN 110 CAMOCTOATEJIb-
HOHU ITOAT'OTOBKE

BHeaynutopHass camocTosiTellbHAsE padoTa B paMKax JaHHOW JIHCIUATLIMHBI
BKJIFOUAET B ce0:

* MOJATOTOBKY K ayUTOPHBIM 3aHATHIM (JICKIIUSAM, IPAKTHYCCKUM 3aHITHSIM) 1
BBIIMOJIHEHHE COOTBETCTBYIOIINX 3a1aHHIA;

* CaMOCTOSATEIbHYIO PadOTy HaJ OTACIbHBIMA TEMaMH YUCOHOMN JTUCIUTIIMHBI B
COOTBETCTBHUH C TEMATHUYECKUM ILIAHOM,;

* IOATOTOBKY K AK3aMCHY.
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IHoaroroBka K JeKUMOHHBIM 3aHATHIM

[Ipu mMOATOTOBKE K JEKIIMU PEKOMEHIYETCs MOBTOPUTh paHEe M3YyUYCHHBIM Ma-
TEepHUa, 4TO JaeT BO3MOXXHOCTH TOJYYUTh HEOOXOAMMBIC Pa3bsICHEHUS MpEIoaBa-
TEJSl HEMOCPEACTBEHHO B XOJI€ 3aHATUSA. PEKOMEHIyeTCsl BECTU KOHCHEKT, TJIABHOE
TpeOOBaHUE K KOTOPOMY OBITh CHUCTEMATUYECKUM, JIOTUYECKH CBS3aHHBIM, SICHBIM U
KpaTkuM. [1o OKOHUaHWIO 3aHATHS 00S3aTEIIBHO B YaChl CAMOCTOSTEIILHON MTOATOTOB-
KH, TIO BO3MOXXHOCTH B 3TOT K€ JI€Hb, TIOBTOPUTHh M3Y4aeMbId MaTepual U 10pado-
TaTh KOHCIIEKT.

IHoaroroBka K NpakTU4eCcKUM 3aHATUAM

[ToaroroBka K MpakTUYECKUM 3aHATUSM MPETyCMaTPUBAET:

* U3YUYEHUE TEOPETUUECKUX IMOJOKEHUM IO U3Yy4aEMOU TEME;

* JICTAJIbHYIO MPOPabOTKy y4eOHOro MaTepuana, peKOMEHJI0BaHHOM JIUTepary-
PBI U METOAMYECKOM pa3pabOTKU Ha MPEJICTOSIIICE 3aHATHE.

CamocrosiTenbHas paboTa HaJl OTAEIBHBIMU TEMaMHU y4eOHOUM TUCHIUTLITUHBI:

[Ipu opranuzanuu caMOCTOATEIBHOTO U3YUYEHUSI Psifia TEM JICKIIMOHHOTO Kypca
o0yuyaeMblii pabOTaeT B COOTBETCTBUU C YKa3aHUSIMU, BbIIAHHBIMU MPETOIaBATEIIEM.
VYkazaHusi 1o U3y4eHUIO TEOPETUUYECKOTO Marepualia Kypca COCTaBIsArOTCA audde-
PEHIIMPOBAHHO IO KAXKJIOM TeME M BKIIOYAIOT B Ce0s CIEAYIONINE dJIEMEHThI: Ha3Ba-
HUE€ TEMBI; LIEJIM U 33Ja4d MU3Y4YCHUSI TEMbI; OCHOBHBIE BOIIPOCHI TEMBI; XapaKTEpH-
CTUKY OCHOBHBIX MOHSITUH U OMpeeieHu, HEOOX0IUMBIX 00ydyaeMoMy JiJisi YCBOE-
HUSI JAHHOW TEMBI;, CIIUCOK PEKOMEHIYEeMOMW JIMTEpaTyphl; Haubojee BaxkHbie (hpar-
MEHTBI TEKCTOB PEKOMEHITYEMbIX HCTOYHUKOB, B TOM YHCJI€ TaOJIUIIbI, PUCYHKH, CXE-
MBI U T. ., KpaTKH€ BBIBOJIbI, OPUEHTUPYIOIIHME 00y4aeMOTo Ha OMpENIETICHHYIO CO-
BOKYIIHOCTh CBEJICHUW, OCHOBHBIX WJIEW, KIFOUEBBIX IOJOXKEHUM, CUCTEMY IOKa3a-
TEJILCTB, KOTOPbIE HEOOXOIUMO YCBOUTH; KOHTPOJIBHBIE BOMPOCHI, NTPEIHA3HAYCHHBIC
JUISl CAMOITPOBEPKH 3HAHUM.

IHoaroroBka K 3K3aMeHy

[Ipu moAroToBKE K 3K3aMeHY OOJBIIYI0 POJb UTPAOT MPABUIBHO MOJATOTOB-
JICHHBIE 3apaHee 3aliCH U KOHCIEKThl. B 3TOM cilyyae ocTaeTcs Julllb MOBTOPUTH
MPOMACHHBIN MaTepuai, y4ecTh, UTO OBLIO MPOMYIIEHO, BOCIOIHUTh MPOOEIbI, 3a-
KpEMUTh paHee U3YUYCHHBIN MaTepHall.

B xozne camocTosTeNbHOM MOATOTOBKY K SK3aMEHY MPU aHAJIN3€ MMEIOLIEroCs
TEOPETUYECKOTO M JTaOOPATOPHOTO MaTepuasa CTyJACHTY TaKXKe PEKOMEHIyeTCs Mpo-
BOJUTH MOCTAHOBKY PAa3JIMYHOrO pojia 3ajlady Mo M3ydaeMoW TeMe, YTO MOMOXKET B
JadbHEUIIEeM BBISIBJSITh KPUTEPUM MPUHATHUS TE€X WIM UHBIX PEIICHUHN, MPUYUHBI CO-
BEPIICHUS OMPEICIEHHOTO poia omuOoK. [Ipu oTBETE Ha BOMPOCHI, MOCTABIICHHEIE B
X0JIe CaMOCTOSITEIbHON MOJATOTOBKH, OOyUYarOIIHACs BbIpabaThIBaeT B cebe Crocoo-
HOCTh JIOTUYECKH MBICIUTh, UCKAaTh B aHAIHM3€ COOBITUN MPUYHMHHO-CIIEJCTBEHHBIC
CBSI3U.
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BOHpOCBI H 3aJa494 JJid CaMOIMOATOTOBKH

3ATAYA 1

Hacrpoiite npocTyto 10KaabHYIO CETh I0Ma WU B JIA0OPATOPHH.

Hcnonp3yiiTe MHCTPYMEHTHI IMarHOCTUKU CETH, TaKue Kak ping, traceroute u
nslookup.

Uccnenyiite koHpUrypanroHsslie ¢haiibl CETEBBIX YCTPOUCTB U MPOTOKOJIOB.

3ATAYA 2

Co3panue mpoCTOi JIOKAIBHOW CETH C UCIIOJIb30BAHUEM KOMMYTATOPA.

— Hactpoiiky VLAN u npoBepky padOTbl CETMEHTOB CETH.

— IIpumenenne 0a30BBIX Mep OE30MACHOCTH, TAaKMX KaK M3MEHEHHE MapoJs
aIMUHHCTPATOPA U OTKJIIOUCHHE HEUCITONb3YEMBIX TOPTOB.

3ATAYA 3

1. Coznath cxemy HeOombioN Ethernet-cetu, BKiItOUarome HECKOJIbKO KOM-
MBIOTEPOB, KOMMYTATOp U MaplIpyTH3ATOP.

2. Onpenenuts [P-agpeca u Mmacku nojceren s KaXa0ro yCTpOMCTBA.

3. CMoaennpoBaTh MpOLECC NIEPENAYN TAHHBIX OT OJJHOTO KOMIIBIOTEPA K JIpY-
romy c ucnosipzoBanuem ARP.

4. IToctpouth TabJIMIy KOMMYTAIUU JJIs1 KOMMYTaTopa.

3AJIAYA 4

[IpakTyeckoe 3anaHue:

— Paccuuraiite nuanaszon IP-agpecoB mis 3alaHHON CETH C UCIIOJIB30BAaHUEM
MAaCKH MOJICETH.

— Onpenenute, kakue yactu [P-aipeca 0THOCATCA K CETH U XOCTY.

[Ipumep:

Jlns cetn kmacca C (192.168.1.0/24) ¢ mackoi nojacern 255.255.255.224:

— KomnuectBo moxceren:

— KonnyecTBo XOCTOB B KaXXA0M NOACETH:

[IpakTHueckoe 3anaHue:

— Paznenure 3a1aHHYIO CETh Ha MOACETU C YKAa3aHHBIM KOJIMYECTBOM XOCTOB.

Paccunraitte nuana3ons! [P-agpecoB s kaxa0ou moaceru.

3ATIAYA 5

1. Hactpolika MapiipyTuzaTopa

Hacrpoiite BupTyanbpHbIl MapuipyTtuzaTop (Hampumep, ucnois3ysa Cisco

Packet Tracer wimm npyroit CuMynaTop) Ijsl peann3alid CTaTUYECKON U JUHAMUYe-
CKOM MapLIpyTU3aLUH.
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2. Ananus tpaduka
[IpoBeaute aHanmu3 ceTeBoro Tpaduka ¢ ucmoiab3oBanuem Wireshark wmm
AHAJOTMYHOr0 MHCTpyMeHTa. OnpeenuTe TUIIBI TAKETOB, MEPEJAIOIINXCS 110 CETH, U
IPOCJIEIUTE MPOLECC UX MAPLIPYTU3ALIHH.
3. MoaenupoBaHue ceT
Co3zpaiite IpoCTy0 TOIOJOTHI0 CETH U CMOJEIMPYWTE Nepenady JaHHBIX
Mexay y3namu. OTciaeXuBaiTe MaplIpyThl CIEJOBAaHUS MAKETOB M UCCIEAYWTE BIU-
SIHHUE Pa3JIMYHBIX (haKTOPOB Ha BHIOOP MapuIpyTa.
3AJTAYA 6
1. Hacrpoiika Static NAT:
— BriOpaTh 1Ba ycTpoiicTBa: 0JHO OyJeT MMUTHPOBATh BHYTPEHHIOIO CETh,
IPYro€ — BHELIHIOIO.
— YCTaHOBUTH CTATUYECKUI MapIIPYT MEK]Y YCTPOHCTBaAMU.
— Coznars npaBuia NAT st nmpeoOpazoBanusi BHyTpeHHUX [P-anpecoB Bo
BHEIIIHUE.
2. Hacrtpoiika Dynamic NAT:
— Wcnone3oBars myn [P-agpecoB aisi [MHAMUYECKOTO HA3HAYECHUS BHEITHUM
YCTPOMCTBAM.
— [Ipumenste ACL aiist orpaHuYEeHHUs 10CTyNa K ONPEIEIEHHBIM PECypCaMm.
3. Ananu3 pabotsl NAT:
— OrTclexxuBaHUe MMAKETOB C MOMOIIbIO YTWIUT Bpoae Wireshark wnmm
tcpdump.
— IIpoBepka xkoppekTHocTH padoThl paBuil NAT depes ping u traceroute.

[TonkmtroueHue nokaibHOM cetn K UHTEpHETY
[ToaxiroueHue yepes3 poyrep:
— Pousib MapuipyTu3aropa B COEIMHEHUHN JOKAIbHOU CETH € III00AIbHOM.
— Hactpoiika DHCP-cepBepa mmst aBromarnueckod pasnaun [P-appecos
BHYTPH JIOKAJIbHOU CETH.
be3onacHOCTh NOAKIIIOYEHUS:
— HMcnonp3oBanne MexceTeBbIX dKpaHoB (firewalls).
— IIpumenenue VPN-TexHomoruii 11 mu@poBaHus nepeaaBaeMbiX JTaHHBIX.
Mapupyruszanus:
— IIpunnume! paboThl MPOTOKOJIOB MapipyTusaruu (Hamnpumep, RIP, OSPF,
BGP).
— Hacrpoiika cTaTnyeckor U JUHAMUYECKON MaplIpyTU3aLUU.

1. Hactpolika MapuipyTusaTopa:
— Kondurypanus uarepgericos WAN u LAN.
— Ha3nauenue Buemnero IP-agpeca u mactpoitka DNS-cepBepos.
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2. TectupoBaHue COCAUHEHUS:
— IIpoBeaeHne TECTOB CKOPOCTH UHTEPHETA.
— Anamu3 paboThl ceTeBOM HHPpPACTpyKTypbl ¢ nomomisio SNMP-
MOHUTOPHHTA.
3. lnarnoctuka npooiem:
— Pemienne BO3MOMHBIX OHIMOOK COETUHEHHS C MOMOIIBIO KOMaHJ ping,
tracert m nslookup.

Bomnpocs! Aj1s1 CaMONIOATrOTOBKH

1. Yro Takoe koMmnbroTepHas cetb? Kakue ObIBaOT TUIIBI ceTEN?

2. B uém pasuuna Mexay JokaiabHoU ceThio (LAN), rinoGanbHOM CceThio
(WAN) u Metropolitan Area Network (MAN)?

3. O0bsicautTe npuHuun padbotel npotokoia TCP/IP. KakoBbl ero oCHOBHBIE
dyHKuun?

4. Yem oTnuyaeTcs MapuipyTusanus or kommyrauuu? llpuBenure npumepbl
YCTPOMNCTB, BBITOJHSAIOMIMX 3TH QYHKIIUU.

5. Yro Takoe [P-anpec? Kak knaccudunupyrorcs [Pv4 u [IPv6 agpeca?

6. Uro Takoe momeHHoe nms u cucrema DNS? Kak npoucxomut paspenienue
nMeH?

7. Onummte ypoBau mozenu OSI. KakoBo Ha3HauY€HHE KaXI0TO YPOBHS?

8. Kak paboraer mporokon HTTP/HTTPS? Kakue npeumymiectBa HUMEET
HTTPS nepeq HTTP?

9. Yro Takoe Wi-Fi u kak oH ¢pyHkuronupyer? Kakue cylecTByrOT CTaHAAPTHI
OecrpoBOIHOM CBS3U?

10. O6bsicHuTe NPUHIUIIBI MKU(PpOoBaHUs JaHHBIX. Kakue anropuTMbl UCTIONb-
3YIOTCS Yalle BCero?

11. B uém 3akntouaercs pasnuna mexay VPN u npokcu-cepsepom?

12. Yto Takoe oOnaunbie BeruncieHus? Kakue Buabl 001aK0B Bbl 3HaeTe?

13. Yto takoe daitpBosui? /s yero oH HyKeH U Kakue (QYHKIIMH BBITTOTHSIECT?

14. OOBscCHUTE pa3HUILY MEXITY MPOBOJHBIMU U OSCIPOBOIHBIMU TEXHOJIOTH-
SIMU TIepeauu TaHHBIX.

15. Yto Takoe Tomosiorusi cetu? Kakue tomonoruu Haubosiee pacrnpocTpaHe-
HBI?

16. Kakue cymecTBylOT METOJIbl YINPAaBICHUS JOCTYIIOM K Cpele Nepeaadu
JTQHHBIX ?

17. Yro takoe QoS (Quality of Service)? Kakune mMexaHH3MBI MCIOIb3YHOTCS
IUTsl o0ecnieyeHus: KayecTBa 00CITyKMUBaHUs?

18. Yro Takoe BupTyanuszauus ceteii? Kakue e€ 0CHOBHbIE ITpENMyLIECTBA?

19. Yto takoe xkoHTeHT-pmibTpanus? Kakue cmocobbl GuabTparm KOHTEHTa
BbI 3HaeTe?
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20. O6bsicHuTe, KaK pabOTAIOT aHTUBUPYCHBIE MPOTPAMMBI U CUCTEMBI OOHa-
pyxenus BropkeHuit (IDS).

21. Yro Takoe mapupyrtuzaTop U kommytarop? Kak OHHM B3aUMOAEHCTBYIOT
IpyT ¢ Apyrom?

22. Yto Takoe MIMPOKOBEIIATEIbHAS PACChUIKA M MHOTOaJpecHasl pacchbuika?
Korzaa onu npumenstorces?

23. Yto takoe NAT (Network Address Translation)? KakoBel ero ocHOBHBIE
eI U IpUMEeHeHne?

24. Yo Takoe TyHHenupoBaHue? Kak OHO UCIIOJB3YEeTCA B CETIX?

25. YUto Takoe ayreHTHUKaMA U aBTopu3anusa? Kakue MeToibl NCIIONb3YIOT-
sl UIs peanu3alry 3TUX MPOIECCOB?

26. YUto Takoe muppoBaHWE CHUMMETPHUYHBIM KIHOYOM W ACHMMETPHUYHBIM
KIII0UOM? B Kakux ciydasx NpUMEHSETCS KaxIblii MEeToa?

27. Yro Takoe DHCP u ARP? Kak oHu ¢pyHKIIMOHUPYIOT?

28. Yo takoe DDoS araka? Kakue Mepsl 3aIUTHI OT HEE CYIIECTBYIOT?

29. Uro Takoe SDN (Software Defined Networking)? Kakue Bo3MokHOCTH OHA
npeiaraer?

30. Yro takoe VLAN? KakoBbI €€ OCHOBHBIE 1I€JIA U UCTOJIb30BAHUE?

31. Yro Ttakoe npotokona RIP u OSPF? Kak onu paznuyatorcs?

32. YUto Takoe SNMP? Kak OH HCTIOJIB3y€ETCS 1711 MOHUTOPUHIA U YIIPABICHUS
cersMu’?

33. Uro takoe Power over Ethernet (POE)? KakoBa ero pojib B COBpeMEHHBIX
ceTsax?

34. Yro takoe MPLS? Kak oHa ucnonap3yercsi B TEJIEKOMMYHUKAIIMOHHBIX Ce-
TAX?

35. Yro takoe IGP u EGP? B uém ux otnnune?

36. Uto Ttakoe TexHosorus SG? Kakue HOBble BO3MOKHOCTHA OHA ITPUBHOCHUT B
nepenavy JaHHBIX ?

37. Yto takoe cetb Untepuet Bemieit (IoT)? Kakue BBI30BBI U MEPCHEKTUBEI
CBSI3aHBI C TOM TEXHOJOTUEN?

38. Uto takoe VoIP? Kak 3Ta TeXHONIOTUsS UCIOIB3YETCS ISl TIepelaun rojo-
COBBIX JIAHHBIX YEPE3 UHTEPHET?

39. Uro Takoe BYOD (Bring Your Own Device)? Kakue npo0sembr Ge3omac-
HOCTHU BO3HUKAIOT MIPU BHEAPECHUU TaKOW MOJTUTUKH?

40. Yo takoe IPSec? Kak on o0ecneynBaeT 0€30MacCHOCTD JAHHBIX B CETAX?

41. Yro takoe WPA u WEP? B uém ux pasznuuus U HeIOCTaTKU?

42. Yto Takoe MOTOKOBas mepeaada JaHHbIX? Kakue TEXHOJIOTMU HUCIOJIb3Y-
FOTCS JJIsl HOTOKOBOTO BEIIAHUS?
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6. KOHTPOJIb U ATTECTALUA

Kpurtepuu onieHKH pe3yjibTaTOB OCBOEHHUSI TUCIUTLIHHBI

VYHUBepcalbHas CHCTEMa OI[CHUBAHUS PE3yJIbTaTOB 00yUEHHsI BKIIFOYACT B Ce-
OsI CHCTEMBI OIICHOK: 1) «OTIUYHOY», «XOPOILIOY, «yIOBICTBOPUTEIHLHOY, «HEYIOBIIC-
TBOPHTEILHOY; 2) «3a4TEHOY, «HE 3a4TeHO»; 3) 100-0aIbHy 0/ IPOIICHTHYIO CHCTE-
MY ¥ TIPABWJIO TIEPEBO/IA OIICHOK B MATHOALIHHYIO cicTeMy (Tabmwmma 3).

Ta6Jmua 3 — Cucrema OLOCHOK N KPUTCPHUH BBICTABJICHUA OLICHKHU

CucreMma
OILICHOK

Kpurepuit

2 3 4 5
0-40 % 41-60 % 61-80 % 81-100 %
«HEYI0BJICTBOPH- | «YAOBJIETBOPH-
«XOpOLIO» «OTJIMYHO»
TeJIbHO» TeJIbHO»
«He 3a4TEeHO0» «3aYTEHO»

1 CucreMHOCTD
" NOJIHOTA
3HAHUHA B OT-
HOIIIEHUU H3Y-
YaeMbIX 00b-

CKTOB

OO6nagaer 4YacTuy-
HBIMH H pa3pos-
HEHHBIMH 3HAHWI-
MH,

KOTOpbIE HE

MOJKET HAY4HO-
KOPPEKTHO ~ CBSI3bI-
BaThb MEXIy COO0Oii
(TOJIBKO HEKOTOpBIE
U3 KOTOPBIX MOXET

CBA3BIBATH MCKIY

OOmagaer MHHH-
Habo-
pOM 3HaHUM, He-

MaJIbHBIM

O0XOIMMBIM IS
CHCTEMHOTO
B3DJISIa HA U3Y-
YyaeMbIil 00bEKT

Oo6magaer Habo-
poMm 3HAHUM,
JIOCTaTOYHBIM

JUISE CUCTEMHOTO
B3MIISAJIa HA HU3Y-

4aeMbIi 00BEKT

OO0magaer MOJHO-
TOM 3HAHWUM W CH-
CTEMHBIM  B3IVIS-
JIOM Ha u3y4ae-

MBI O0OBEKT

co0oit)
2 PaGora ¢ un- | He B cocrosuuu | Moxer Halith | MoxkeT HaiTtH, | Moxer HalTH,
popmanmen HaxXOIUTh HEo0X0- | HEOOXOAUMYIO MHTEPIPETUPO- | CUCTEMATU3HPO-
auMyro  uHpopMa- | ”HPOpPMalMilo B | BaTb M CHCTEMa- | BaTb  HEOOXOAM-
1uio, JM00 B CO- | paMKax IOCTaB- | TU3UPOBATh Myl0  HH(pOpMa-
CTOSSHUM HaXOAWTb | JICHHOW 3aJ1aun HEOOXOIUMYIO LU0, a TakKxke
OTAENbHbIE  (par- UH(QOPMAIIMIO B | BBIIBUTH HOBBIE,
MEHTBl MH(pOpMa- pamMKax IOCTaB- | JIONOJHUTEIbHBIE
MU B paMKax IIo- JICHHOM 3aJ]a4yil | ICTOYHUKU  MH-
CTaBJICHHOM 3a7a4u dopmanuu B pam-
Kax IOCTaBIICH-
HOM 3a7a4u
3 HayuHoe He w™oxer nenars | B cocrosgHuu | B cocrosguuu | B COCTOSIHUH
OCMBIC/ICHHE Hay4yHO- OCYILECTBIIATh OCYIIECTBIISATH OCYIIECTBIIATH
H3y4aeMoro KOPPEKTHBIX BBIBO- | HAYYHO- CUCTEMaTH4e- CUCTEMATUYECKUI
SIBJICHMSI, MPO- | JIOB U3 UMEIOIIMXCS | KOPPEKTHBIN aHa- | CKUMl UM Hay4yHO- | U Hay4HO-

necca, o0beKrTa

Yy HETO CBEJICHMI, B
COCTOSHMM  IIpO-
aHAJIN3UPOBAThH

TOJIBKO HCEKOTOPBIC

JIU3  IPEeAoCTaB-
JeHHoW  uHOp-
Maiuu

KOPPEKTHBIN
aHalu3 Mpeno-
CTaBIICHHOM

uHpopmMauy,

KOPpPEKTHBIN aHa-
JIU3  TPEAoCTaB-
JeHHoW  uHoOp-

Malu, BOBJICKACT
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Cucrema
OLIEHOK

Kputepunit

2 3 4 5
0-40 % 41-60 % 61-80 % 81-100 %
«HEeYIO0BJIETBOPH- | «YIAOBJIETBOPH-
«XOPOLIO» «OTIIMYHO»
TeJbHO» TeJbHO»
«He 32aYTEeHO» «3a4TEeHO»

N3 HMCHOUIINUXCS y
HETro CBEICHUU

BOBJIEKAET B HC-
CIIEZIOBaHHE HO-
BBIE  PEJIEBAHT-
HbIE 3ajaye

JaHHBIE

B MCCJICIOBAHUC
HOBBIC PEJICBAHT-
Hble TOCTaBJIEH-
HOM 3ajade gaH-

HbIe, TMpeJyIaraet

paKkypchl
IIOCTaBJICHHON

HOBBIC

3a1aun

4 OcBoenue

B cocrosaum pe-

B cocrosHun pe-

B COCTOSIHUU

He Ttonpko Bia-

CTAaHIAPTHBIX | LIaTh TOJIBKO | IIaTh TOCTABJICH- | pellaTh IOCTaB- | IEET AJITOPUTMOM

aJITOPUTMOB (bparMeHTHI MO- | HBIE 33/1a4M B CO- | JICHHbIE 3aJa4d | © TIOHMMAET €ro

pelleHusi Mpo- | CTAaBICHHOM 3a7jadll | OTBETCTBUU C 3a- | B COOTBETCTBHM | OCHOBbI, HO U

(eccuonab- B COOTBETCTBUU C | IaHHBIM anro- | ¢ 3aJaHHBIM a- | IpeAjaraeT  Ho-

HBIX 33124 3aIaHHBIM  QJIF0- | PUTMOM TOPUTMOM, TIO- | BbI€ pEIICHUs B
PUTMOM, HE OCBOUII HUMAeT OCHOBBI | paMKaX IOCTaB-
MIpeI0KEHHBII NPEJIOKEHHOTO | ICHHOU 3aJ1a4u
aIropuT™, JOIlyC- ajaropuTMa

KaeT OoImnoOKu

O1neHMBaHUE TECTOBBIX 3aJJaHUM 3aKPHITOrO THUIA OCYIIECTBISETCS IO CUCTEME
3auTeHo/He 3auTeHo («3auTeHo» — 41-100 % mpaBUIBHBIX OTBETOB; «HE 3aUTCHO» —
MeHee 40 % mpaBWIBHBIX OTBETOB) WM MATHOAIILHOM cucTeMe (OLICHKA «HEY0BIIe-
TBOPUTENBbHO» — MeHee 40 % npaBUIIBbHBIX OTBETOB; OLIEHKA «yAOBJIETBOPUTEIBHO» —
oT 41 10 60 % npaBUIBHBIX OTBETOB; OLIEHKA «XOopouo» — oT 61 mo 80 % mnpaBuib-
HBIX OTBETOB; OLIEHKA «OTANYHO» — OT 81 10 100 % nmpaBUIBHBIX OTBETOB).

TecToBble 3ajaHUs OTKPBITOIO THIA OLICHUBAIOTCS MO CHUCTEME «3a4TCHO/HE
3auTeHo». OLEHUBAETCsS BEPHOCTh OTBETA MO CYILIECTBY BOINPOCA, IPU 3TOM HE YUH-
THIBAETCSI OPSJIOK CJIOB B CJIOBOCOYETAHHUH, BEPHOCTh OKOHYAHUI, MTaJIEKU.

3agaHue OTKPBITOrO W 3akpbiToro tuna npusBefeHbl B @OC (IpHIOKEHUH K
pabodemMy MOJYIIIO).

TurnoBble KOHTPOJIbHBIC 3aJaHUSI W HHBIE MaTepuaybl, HEOOXOAMMBIC IS
OIIEHKH PEe3YyJbTaTOB OCBOCHHUS TUCIUIUIMH MOy (B T.4. B MPOLIECCE OCBOCHMUS), a
TaK)K€ METOJIMYECKHE MaTepUalIbl, ONPEAECISIONINE MPOUETYyPbl 3TOW OLIEHKH ITPUBO-
JATCS B TIPUJIOKEHUM K paboueil mporpamme moaynis. OlieHHMBaHUE pe3yJbTaToOB
00y4yeHHUsI TPOBOAUTCS C MPUMEHEHHEM DJIEKTPOHHOTO OOy4YEeHUs, NUCTAHIIMOHHBIX
00pa3oBaTeNbHBIX TEXHOJOTUNA. DK3aMEH.
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KonTpoabHasi padoTa 1Jisl CTyIeHTOB 32049HOI (pOpMbI 00ydeHH s

Y4eOupIM TUTaHOM (3a049Hasi (popma OO0ydeHHUs) TIPETYCMOTPEHO BBIMOJTHEHUE
KOHTPOJIbHOM paOOTBHI.

Tema: [TocTpoenue TabiuIl MapIIPyTU3ALIMH.

[{eab KOHTPOJIBHOM pabOTHI: MO3HAKOMUTHCS C AITOPUTMAMH MapIIpyTU3AIUH,
MPUHIMIIAMU MAPIIPYTU3ALNHN, HAYYUTHCS CTPOUTh MAPLIPYTHBIE TAOJINLBI. 3alaHHe
BBINIOJIHSIETCS 110 BapuaHTaM: [P ceTp pa3dbuTa Ha BoceMb MOACETEN.

B nepBoii U3 HUX yeThIpe y37a, Bo BTopor — 150, B TpeTheid — 254, B UeTBep-
Tol — 256, B msaToit — 800, B IIECTOM MOJCETH KOJIMYECTBO y3JI0B PABHO CyMMe ITUdp
HOMEpA 3a4€THOM KHM>KKH, B CEIbMOW MOJICETH KOJUYECTBO Y3JIOB PABHO MPOMU3BE-
JICHUIO HEHYJIEBBIX IU(P HOMEpa 3a4eTHOW KHUKKH, B BOCBMOW MOJCETH KOJIUYE-
CTBO Y3JIOB PaBHO KOJIMYECTBY OYKB B (haMHJINH, UMEHU U OTUECTBE.

KonnuecTBo y3710B yka3aHo 06€3 ydeTa MopTOB MapLIpyTU3aTOPOB.

1) Beibepure IP-anpec nmns cetu.

2) IlocTpoiiTe TabaUIbI MAPLIPYTU3ALMK MapUIPyTU3aTOpa JJIsl pa30oreHus ce-
TH Ha 8 MOJCETeN C OJMHAKOBBIMU Mackamu mojicereil. M3o0pa3ute CTpyKTypuUpo-
BAHHYIO CETh C YKa3aHHEM HOMEPOB M Macok mnoacered, [P agpecamu noptoB mapii-
pyTH3aTOpA.

3) Iloctpoiite TabIUIIBI MAPIIPYTU3ALUKA MapIIpyTU3aTOpa IJisi pa3OueHus ce-
THA Ha BOCEMb IOJCETEN C MACKAMU MTOJCETEN IEPEMEHHOM JIJTUHBL.

N300pa3ute CTpyKTypUPOBAHHYIO CETh C YKa3aHUEM HOMEPOB M MAcCOK Mo/Ice-
Teu, [P-agpecamu nopToB MapuipyTus3aTopa.
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