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OPIrAHM3AUMA CETEBOIO AODMUHNCTPUPOBAHWA C.3/25
ONEPALUMOHHbBIX CUCTEM

1 MacnopT hoHAa OLEHOYHbLIX CpeacTB
1.106nacTb npumeHeHus1 hoHAA OLLEHOYHbIX CPeacTB
®doHO OUEHOYHbIX CpeacTB MpedHasHayeH And OueHKU pesyrbTaToB OCBOEHUSA
nporpammHoro  moagyns  M.02  OpraHusaumss ceTeBOro  agMWHUCTPUPOBAHUSA
onepaumoHHbIX CUCTEM.
1.2 Pe3ynbTaTbl 0CBOEHUS AUCLUMNIUHDbI
B pesynbTate KOHTPOMS OLEHKM MO AMCUMUNINHE OCYLLECTBNAETCA KOMIMIeKcHas
npoBepka OCBOEHNA cnefyoLwmx obwmx n npogeccmoHanbHbIX KOMNETEHLMNI:
MK 2.1 NpuHMMaTbL Mepbl NO YCTpaHeHUto cboeB B onepaLMOHHbIX CUCTEMAX.
MK 2.2 ADMUHUCTpUpOBaTL CeTeBLIE PECYPCHI B ONEpPaLMOHHbIX CUCTEMAX.
MK 2.3 OcywectBnatb cOOp [AaHHbIX Ans  aHanu3a WCNonb30BaHUs U
PYHKLUMOHNPOBAHUSA NPOrPaMMHO-TEXHUYECKUX CPEACTB KOMMbIOTEPHbBIX CETEN.
MK 2.4 OcywecTtBnate npoBefeHWe OOHOBMAEHWA NporpamMMHOro obecnevyeHus
onepaunoHHbIX CUCTEM U MPUKITAAHOro NPorpaMMHOro obecneyeHuns.
MK 2.5 OcyLuecTBnaTb NPOEKTUPOBAHNE CETEBOM MH(PACTPYKTYPHLI.

2 [llepeyeHb OLUEHO4YHbIX CpeacTB

Buabl Koa v HanmeHoBaHue Moka3aTenu ocBOeHMS KOMNETEeHUUHn

AeATesIbHOCTU
KoMneTeHUuunun

MK 2.1. NMpuHumatbe Mepbl | IMeTb NpakTUYECKUIN ONbIT B:

no ycTpaHeHuto c60eB B HacTtpawvBatb cepBep 1 paboune ctaHuum ans
onepauuoHHbIX cuctemax | GesonacHom nepegavv MHpopmaumu.
YcTraHaBnuBaTtb U HacTpamBaTb OnepaunuoHHYo
cuctemy cepeepa n pabounx ctaHuun kak Windows
Tak u Linux.

YnpaBnaTb XpaHUULLEM OAHHbIX.

HacTtpawvBaTtb ceTeBble Cryx0Obl.

HacTtpauBaTtb yganeHHbsIn goctyn. Hactpansatb
OTKa30yCTONYMBLIN KracTep.

BO 2
A HactpausaTtb Hyper-V 1 ESX, Bkntoyas
OcyulecTtBneHne .
MHTerpaLmK OTKa30yCTOMYUBYIO KnacTepuaauuio.
P Peanun3oBbiBaTb 6€30nacHbI JOCTYN K AAHHLIM 4115
NPorpaMmHbIX o N
o nonb3oBaTenemn n yCTPOWCTB.
Moaynen

HactpauBatb cnyx06bl katanoros. O6HOBNATL
cepsepsl.

lMpoekTnpoBaTh cTpaTernm aBToMmaTU4eCKon
YCTaHOBKWN CEPBEPOB.

lMnaHvpoBaTb U BHeAPSATb NHPACTPYKTYPY
pa3BepTbIBAHUA CEpPBEPOB.

lMnaHvpoBaTh U BHeApsATbL (hannosbie XxpaHnnuLia u
CUCTEMbI XpPaHEHNs AaHHbIX.

PaspabaTtbiBaTh 1 aMWUHUCTPUPOBATL PELLEHUs MO
ynpasneHuto IP-agpecamu (IPAM).

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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OPIrAHM3AUMA CETEBOIO AODMUHNCTPUPOBAHWA C.4/25
ONEPALUMOHHbBIX CUCTEM

lMpoekTnpoBaTth 1 peann3oBbiBaTb pewieHns VPN.

YmMeTb:

AOMWHUCTPUPOBATL JNOKanbHbIE BbIMUCIIUTENbHBLIE
cetu. NpuHMMaTh Mepbl MO YCTPAHEHNIO BO3MOXHbIX
cboeB. Co3aaBaTb 1 KOHPUIYPUPOBaATb YYETHbIE
3anuncu oTaenbHbIX Nonb3oBaTenen un
none3oBaTtenbckunx rpynn. ObecnevmBaTtb 3aWnTy
Npv NOAKIMYEHUN K MHPOPMALMOHHO-
TenekoMMyHuKaumMoHHon ceTun "UHTepHeT"
cpeacTBaMy onepauuoHHON CUCTEMBI.

3HaThb:

OcHoBHbIe HanpaBneHnss  agMUHUCTPUPOBAHWS
KOMMbIOTEPHBIX CeTeN. Tunbl CepBepoB, TEXHOMOIUIO
"knneHT-cepep". Cnocobbl yCTAaHOBKU M ynpaBreHus
cepBepoM. YTunutel, dyHKUMM, yaaneHHoe
ynpaBreHne cepBepoM. TexHorornn Ge3onacHocTw,
NPOTOKOMbl aBTOPU3aLMKN, KOHPUAEHLMANBHOCTL U
GesonacHocTe npu pabotre B Web. T[lopsigok
NCMNOMb30BaHWsA KnacTepos. Mopsigok
B3aMMOOEWNCTBUS PasfMYHbIX ONepPaLMOHHbIX CUCTEM.
Knaccudmkauuio nNpPorpaMmmHoro obecneyeHust
CeTeBbIX TEXHOMOMUW, U obnacTe ero NpUMeEHEHWUs.
lMopsaoK M OCHOBBI NIMLEH3VMPOBAHNS MPOrPaMMHOIO
obecneyeHnsi. OueHKYy CTOMMOCTM MPOrpaMMHOro
obecneyeHns B 3aBUCUMOCTM OT cnocoba n MecTa ero
NCMNOMb30BaHWSI.

AOMUHUCTPUPOBATL
ceTeBble  pecypchbl
onepauMoHHbIX cUcTeMax

MK 2.2.

B

MMeTb NpakTU4eckuii onbIT B:

HacTtpawnBatb cnyx6bl katanoro. OpraHvM3oBbIBaTb U
NPOBOAUTbL MOHUTOPUHI WU MNOAOEPXKKY CepBepOB.
lMnaHvpoBaTb 1 BHeapATb dannoBblie XpaHunuwa u
CUCTEMbl XpaHeHWss JdaHHbIX. [lpoekTupoBatTb U
BHeOpPATb DHCP CEPBUCHI. MpoekTnpoBaTtb
cTpatermio paspelleHus umeH. PaspabatbiBatb K
aAMWHUCTPUpPOBaTL pelleHus no ynpasrneHuwo |P-
agpecamn (IPAM). TlpoektupoBaTb W BHeapsATb
WMH(PACTPYKTYpy NecoB U fomMeHoB. Pa3pabaTbiBaTtb
cTpaTterMio  rpynnoBbix nonutuk. [MpoekTuposaTtb
MoZenb paspelleHni Anst  cryxObl  KaTanoros.
MpoektnposaTb cxembl caunToB Active Directory.
PaspabatbiBaTb cTpaTeruu pasmMeLleHuna
KOHTpOnnepoB AomMeHa. BHegpate MHpacTpykTypy
OTKpbITLIX Krtoden. NnaHMpoBaTb M peanu3oBbiBaTb
WHPACTPYKTYpY Cryx6 ynpaBneHus npasamu.

YMeHus:

YcTaHaBnuBaThb NH(OPMALIMOHHYHO cucTemy.
CosgaBaTb U KOHGUIYpUpOBaTb YYETHblE 3anucu
OTAENbHbIX MOrnb3oBaTene W Monb30BaTENbCKUX
rpynn. PeructpupoBaTtb noakntoyeHne K [OOMEHy,
BECTM OTYETHYI [AOKyMeHTauuio. YcTaHaenuMeatb U
KOHUrypmpoBaTb  aHTUMBMPYCHOE  NporpamMMHoe
obecneyeHne, nporpaMmHoe obecnevyeHne 6a3

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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OPIrAHM3AUMA CETEBOIO AODMUHNCTPUPOBAHWA C.5/25
ONEPALUMOHHbBIX CUCTEM

AaHHbIX, nporpaMMHoe obecnevyeHne MOHUTOPUHra.
ObecneunBaTb  3awWwmUTy NpW  MNOAKMOMEHUN K
MHOPMALIMOHHO-TENEKOMMYHUKaLMOHHON cetu
"MIHTepHeT" cpeacTBamm onepaumoHHON CUCTEMBI.

3HaThb:

OcHoBHbIe HanpaBneHus aAMWHUCTPUPOBaHNS
KOMMbIOTEPHbIX CETEN. Tunbl CEPBEPOB, TEXHOMOIMIO
"kKnueHT-cepBep". YTuUnuTbl, QYHKUWW, YyOaneHHoe
ynpaBneHne cepBepom. TexHomnormm 6e3onacHocTH,
NPOTOKONbI aBTopuM3aumn, KOHMUAEHUMANbHOCTL U
besonacHoctb npu pabote B Web. [lopsigok
MCNONb30BaHUs KIacTepoB. Mopsagok
B3aMMOAENCTBUS Pa3fNYHbIX ONEpPaUMOHHbIX CUCTEM.
Knaccudmkauuio nNpPorpaMmmHoro obecneyeHust
CeTeBbIX TEXHOMOMMN, N obnactb ero NpPUMEeHeHus.
MopsaoK M OCHOBbI NULEH3NPOBAHUS NPOrPaMMHOrO
obecneyeHnsi. OueHKYy CTOMMOCTM MPOrpaMMHOro
obecneyeHnsa B 3aBUCUMMOCTHU OT cnocoba 1 MecTa ero
MCMNOMNb30BaHMS.

MK 2.3. OcyuwecTtBnsatb
cbop AaHHbIX AN aHanm3a
MCMosib30BaHUs n
PYHKLUMOHNPOBAHUS
NporpamMmmMHO-TEXHUYECKUX
CpeacTB  KOMMbHTEPHbIX
ceTen

MMeTb NpakTU4eckuii onbIT B:

OpraHnsoBaTb ¥ NPOBOANTL MOHUTOPUHT U NOAAEPXKKY
cepBepoB. [lpoekTupoBaTb W BHEAPATb peLleHus
s3awmTtel pgoctyna k cetm (NAP). PaccuutbiBaTh
CTOMMOCTb NULLEH3VNOHHOIO NpPorpaMmmMHoOro
obecneyeHus ceTeBoOM MHPaCTPYKTYPbI.
OcyuwlectBnsaATb cbop  AaHHbIX  Afs  aHanu3a
NCNONb30BaHUA N (PYHKLMOHMPOBAHMSA MPOrpaMmHoO-
TEXHUYECKMX  CPEOCTB  KOMMbKTEPHbIX  CETEW.
lMnaHvpoBaTth 1 peann3oBaTb MOHUTOPUHI CEPBEPOB.
Peanu3zoBatb ¥ nnaHuMpoBaTb peLUEHUs BbICOKOW
JOCTynHoCTM Ana  dannosbix cnyx6. BHegpsTb
WHPaCTPYKTYpy OTKPbITLIX Kntoven. MNnaHmpoBaTth U
peanv3oBbIBaTb MHAPACTPYKTYPY CNyX6 ynpaBneHus
npasamu.

YMeTb:

PeructpupoBaTb noaknoyeHne K [OMEHy, BeCTU
OTYETHYI0 AOKyMeHTaumio. PaccumTbiBaTb CTOMMOCTb
NMLEH3NOHHOro NPorpaMMHOro obecnevyeHnsi ceTeBomn
WHPaCTPYyKTypbl. YcTaHaBnuBaTh "
KOHUrypmpoBaTb  aHTUBMPYCHOE  NporpamMMHoe
obecneyeHne, nporpammHoe obecneveHne 6a3
AaHHbIX, NporpaMMHoe obecnevyeHne MOHUTOPUHIA.

3HaTb:

TexHonormm 6e3onacHOCTU, NPOTOKOSbI aBTOPU3aLImMm,
KOHmaeHUmnansHocTb 1 6e3onacHocTb npu paboTe B
Web. MNopsagok ncnonb3oBaHus knactepos. [opsgok
B3aUMOOEWNCTBUS Pas3fiMYHbIX ONEPALMOHHbBIX CUCTEM.
AnroputM aBTtoMaTusauuu 3agady  obCnyxuBaHus.
Mopspok MOHUTOPUHIa n HaCTpOWKK
NPON3BOANTENBHOCTMU. TexHonoruto BeLEHUs
OTYETHOW SOKYMEHTAUMMN.

MK 2.4. OcywecTtBnaTb
npoesefeHne OBHOBMEHMUS
NporpaMmMHoOro

MmeTb npakTuyeckui onsIT B!
YctaHaBnuBatb  Web-cepBep.  OpraHnsoBbiBaTb
JOCTYN K JOKanbHbIM M rnobanbHbIM  CeTSM.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx

Hposepb akmyarlsibHoCmb eepcuu ro

opueuHarny, xpaHawemycsi 8 1C: Konnedx
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OPIrAHM3AUMA CETEBOIO AODMUHNCTPUPOBAHWA C.6/25

OMNEPALUMOHHBIX CUCTEM
obecneyeHus ConpoBoxaaTb M KOHTPONMPOBAaTb MCMOMb30BaHUeE
onepaumoHHbIX CUCTEM W | novToBOro cepsepa, SQL-cepBepa. PaccuuTbiBaTh
NpUKNagHoro CTOMMOCTb NULEH3MOHHOTO nporpaMMHoOro
nporpaMmmMHoro obecneyeHus ceTeBow WHPPaCTPYKTypbl.
obecneyeHusi OcyuwlectBnaTb cbop AaHHbIX AN aHanu3a

MCMOMb30BaHUs 1 (PYHKLUMOHUPOBaHNS NPOrpaMMHO-
TEXHUYECKNX  CPEACTB  KOMMbIOTEPHbIX  CEeTeil.
MnaHvpoBaTb M peanu3oBbiBaTb MHAPACTPYKTYpY
cny6 ynpaBneHus npaBamu.

YmeTb:

PaccuntbiBaTb CTOUMOCTb NNLEH3NOHHOro
NporpaMmMHOro obecneyeHns ceTeBom
WHppacTpyktypbl. ObecneuynBatb  3aliuTy  Mpu
NOAKITHOYEHNN K MHOPMaLIMOHHO-
TENEeKOMMYHWKaLMOHHOWN cetn "MHTepHeT"
cpeacTBaMn OnepaunoHHON CUCTEMBI.

3HaTb:

Cnocobbl  yCTaHOBKM W yNpaBMeHus CepBEpPOM.
Mopsgok  ucnosnb3oBaHUs  knactepoB.  [Mopsigok
B3anMOop, ENCTBUSI pasfnyHbIX ONePaLNOHHBLIX CUCTEM.
AnropuTM aBToMaTusaumm 3agad  obcrnyXumBaHus.
TexHomormio  BedeHUss OTYETHOW [OKYMEHTauuu.
Knaccudmkaumio nporpaMmMHoro obecneveHust
CeTeBbIX TEXHOSOMin, U obnacTb ero NpUMEHEHWs.
MopsiAoK M OCHOBbLI NULEH3VMPOBAHNS MPOrPaMMHOIO
obecneyeHnsi. OueHKy CTOMMOCTU MPOrpaMMHOro
obecneyeHnst B 3aBUCMMOCTHM OT cnocoba n mecTa ero
MCNOSb30BaHWS.

2.1 K oueHOYHbIM cpeacTBaM TEKYLLEero KOHTPOMA yCneBaeMoCT OTHOCATCS:
- KOHTPOSbHbIE BOMPOCHI K TEMaM MPaKTUYECKUX 3aHATUN.
2.2 K oueHOYHbIM cpeacTBam Ans NPOMEXYTOYHOM aTTecTauum OTHOCATCS:

- TECTOBbI€ 3aaHNA OTKPbITOIO 1N 3aKpbITOro TMUna;

- BuneTbl A4nNsa aKk3ameHa.
2.3 Kputepum oueHKU pe3ynbTaToB OCBOEHUSA AUCLUMIIUHDI
Kputepum oueHnBaHUs TeopeTUHECKUX 3HAHUN:

«Omnu4Ho» - CTaBUTCA, ecnn oBy4aroLLnncs:
a) TOYHO hopmMynMpyeT OTBEThI HA NMOCTaBMEHHbIE B 3a4aHNN BOMPOCHI;
06) paer npaBunbHble QOPMYNIMPOBKM MOHATUA U TEPMUHOB MO  N3YYEHHOW

AUCLUNIIVHE;

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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OPIrAHM3AUMA CETEBOIO AODMUHNCTPUPOBAHWA C.7/125
ONEPALUMOHHbBIX CUCTEM

B) AEMOHCTPUPYET NOHNMaHWE Matepuana, YTo BblpaxaeTca B yMeHUn obocHOBaTb
CBOW OTBET;

r) ceoboaHo o6obuiaeT n anddepeHUMpyeT NPU3HAKN U NOHATUS;

A) NpaBuUNbHO OTBEYAET Ha AOMNOSTHUTENbHbIE BONPOCHI;

e) cBo60oaHO BrageeT peyblto (4EMOHCTPUMPYET CBA3AHHOCTb M NOCNEeA0BaTENbHOCTb
B U3NOXEHUN) U T.1N.

«Xopowoy» - cTaBUTCA, ecnv oby4varowmncs gaet oTBeT, yO0BNETBOPSIOLWNN TEM Xe
TpeboBaHUAM, YTO M AN OTMETKN KOTIIMYHO», HO AOMYyCKaeT eAMHUYHbIE OLUMOKK, KOTOpbIe
caM e ncnpasngaeT nocrne 3amevaHusa npenogasaTtens.

«YdosrnemesopumersibHO» - CTaBUTCS, ecrnv 00y4atoLnMncs 4EMOHCTPUPYET 3HaAHKE U
NMOHVMaHWE OCHOBHbIX MOMOXEHU AAaHHOW TeMbI, HO

a) HETOYHO N HeyBEPEHHO BOCMPOU3BOAUT OTBETbl HA MOCTaBMEHHblE B 3adaHuu
BOMpPOCHI;

0) faeT HeTOYHblE (POPMYIIMPOBKN MOHATUN N TEPMUHOB;

B) 3aTpyaHsieTca obocHoBaTb CBOW OTBET;

r) 3aTpyaHsieTca 0600WwmTe unn guddepeHumnpoBaTb NPU3HAKKU U NOHATUS;

A) 3aTpyAHsIeTCA Npu OTBETAxX Ha AOMNONHUTENbHbLIE BOMPOCH!;

e) nsnaraet maTepuan HeJOCTaTOYHO CBA3aHHO M MocnefoBaTenlbHO C YacTbiMU
3aMVHKaMu1 1 nepepbiBaMn U T.10.

«HeydosnemeopumenbHO» - CTaBUTCH, ecnu OOyyalLlMACcs OeMOHCTpUpyeT
He3HaHue UM HernoHMMaHue Bonbluen YacT COOTBETCTBYIOLLErO pa3aena.

Kputepuu oueHMBaHUA NPaKTU4ECKUX YMEHUN:

«Omnu4yHo» cTaBUTCS, ecnun ody4varoLnncs:

a) ymeeT nNoATBEPAUTb Ha NpMMepax CBOE YyMEHME MO BbINOMIHEHNIO NOSTYYEHHOro
NpPaKTUYEeCKOro 3agaHus;

6) ymeeT aprymeHTMpoBaTb CBOM AEWCTBUS MNPWU BbINOSIHEHUN MPAKTUYECKOro
3agaHus;

B) uUenecoobpa3HO WUCMONb3yeT TEeOpeTMYECKUA Martepuan Ans  BbIMNOMHEHMWS
3agaHus;

r) NpaBUIIbHO UCNONb3yeT HeobXoaNMbIE NPUEMbI, METOAbI, MHCTPYMEHTbI U Apyrue

pecypcsl;

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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OPIrAHM3AUMA CETEBOIO AODMUHNCTPUPOBAHWA C.8/25
ONEPALUMOHHbBIX CUCTEM

A) LOEMOHCTpUpYEeT YMeHue [AelcTBOBaTb B CTaHOAPTHbIX W HeCTaHOAPTHbIX
npodeccuoHasnbHbIX CUTyaLMSX;

€) rpaMOTHOE COCTaBfieHMe [OOKYMEHTOB, OTHOCALUMXCA K npodeccrMoHanbHOn
AEeATENbHOCTM U T.N.

«Xopowo» - CTaBUTCS, €CN 0ByYaloLNNCA 4EMOHCTPUPYET NPaKTUYECKNE YMEHMS,
yOOBMNeTBOpSAOLLNE TEM Xe TpeboBaHUSAM, YTO U AN OTMETKU «OTIMYHO», HO JonyckaeT
€[MHWYHble Herpybble owWnbKM, KOTOpble caM e WCMNpaBnseT Mocne 3amMevyaHus
npenogasaTens.

«YOosnemeopumernbHO» - CTaBUTCA, ecnu  obyyawwmnca obHapyxunBaet
NpakTU4YecKne yMeHus, Ho:

a) 3aTpygHsieTca  nNpuMBECTU MNpUMepbl, MOATBEpXAawlwme ero  yMeHus,
MCNONb30BaHHbIE B MPOLECCe BbIMOSTHEHUS NPAKTUYECKOro 3a4aHus;

6) HenocnepoBaTenbHO aprymeHTUpyeT CBOM [LEWCTBUS, MPEeanpuHATbie UM B
npoLiecce BbINOSTHEHUSA NPAKTUYECKOro 3afaHuns; apryMmeHTbl, 06 bSACHSOLWME ero 4encTBus,
npeanpyHATbLIE UM B NpoLiecce BbIMNOMHEHUS NPAKTUYECKOro 3a4aHNs;

B) HeuenecoobpasHO MCMNONb3yeT TeopeTU4eckuin maTepuman nnis COCTaBfeHUs
nnaHa BbINOSIHEHNSA NPAKTUYECKOro 3a4aHuns;

r) u3naraet maTepuwan HeJOCTaTOYHO CBS3aHO M C NocnefoBaTeflbHO C YacTbiMU
3aMVHKaMu1 1 nepepbiBaMu;

A) NCNbITbIBaeT 3aTPYAHEHMS B AENCTBUSAX NPU HECTAHAAPTHBIX NPOECCMOHANbHbIX
cuUTyaumax u T.m.

«HeydoenemeopumersribHO» - CTaBUTCS, ecnv oly4varolmncs ponyckaeTt rpybble
HapylleHnss anroputMa LenCcTBuMS unu owubkuy, Bnekywme 3a cobon BO3HUKHOBEHUE
oTpuuaTernbHbIX NOCNeACTBMI Ang 060pyaoBaHNs, OKpYXatoLen cpeabl 1 3Knnaxa cyaHa,
nnun (1) oTCyTCTBME YMEHUSA LENCTBOBATL B CTAHAAPTHbIX NPOECCMOHANbHbBIX CUTYaLUSIX,
nnnu(n) 4eMOHCTPUPYET HE3HAHUE UM HENOHMMaHMe BonbLUen YacTh COOTBETCTBYIOLLENO
pasgena.

Kputepuu oueHnBaHusa no aucumnnuvHe B chopme TeCTUPOBAHUA:

«OT1nn4yHo» - 81-100 % npaBubHbIX OTBETOB;

«Xopowo» - 61-80 % npaBunbHbLIX OTBETOB;

«YpoBnetsopuTenbHo» - 41-60% npaBuribHbIX OTBETOB;

«HeynosnetBoputensHo» - 0-40% npaBubHbIX OTBETOB.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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3 OueHoYHblIe cpeacTBa TeKYLIEro KOHTPONA U NPOMEXYTOYHOM aTTecTauum

KOHTpOﬂbeIe BOMPOCHI K NPAaKTU4€CKUM 3aHATUAM

MpakTuyeckasa pabota 1-3. YcraHoBka Windows Server 2012R2. YctaHOBKa
KOHTponnepa AoMeHa. YnpaBreHue y4eTHbIMU 3annUCAMU KOMMNbIOTEPOB.
KoHTpOsibHbIE BOMPOCHI:

1. YcrtaHoska Windows Server 2012R2.

2. YcTaHoBKa KOHTposifiepa AoOMeHa.

3. ynpaBneHme YHe€THbIMW 3alMncAMn KOMMNbOTEPOB.

MNMpakTnyeckan pabota 4-6. [lenernpoBaHne agMMHUCTPaTUBHbIX 3a4au.
Ucnonb3oBaHne Windows PowerShell ansa agmuHuctpuposanusa AD DS.
MpousBegeHne MHOXeECTBEHHbIX onepauuun ¢ ucnonb3osaHnem Windows
PowerShell.
KoHTpOsibHbIE BOMPOCHI:
1. [HenernposaHue agMUHUCTPATUBHbLIX 3a4au.
2. Wcnonb3oBaHne Windows PowerShell ans agmnHuctpuposanus AD DS.
3. lpounssegeHne MHOXECTBEHHbIX onepaunn ¢ ucnonb3osaHnem Windows

PowerShell.

MpakTuyeckasn paborta 7-10. Hactponka DHCP o6nacten. 3awmra 1 MOHUTOPUHT
DHCP. YctaHoBka cepBepa DNS. YnpaBneHue 3oHamu DNS
KoHTpOsibHbIE BOMPOCHI:

1. Hactporika DHCP obnacten.

2. 3awmta n moHuTopuHr DHCP.
3. YcrtaHoBka cepBepa DNS.
4

. YnpasneHue 3oHamu DNS

MpakTuyeckasn paborta 11-13. YnpaBneHune guckamum n romamu. Ucnonb3oBaHune
NPOCTPAHCTB XpaHeHUsA. 3aluTa nanok cpeacTtBaMm TEHEBOIO KONMUPOBaHUA.

KOHTpOnbHbIE BONPOCHI:

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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1. YnpaBneHue guckamn nu Tomamu.
2. Vcnonb3oBaHne NPOCTPaHCTB XpaHEHWUA.

3. 3awwmTa nanok cpeactBaMm TEHEBOIO KOMUPOBaHUS.

MpakTuyeckasa pabota 14-15. Hactponka Pa6ounx nanok. Hactponka ceteBon
ne4yatn. O6paboTka rpynnoBbIX NOSIUTUK.
KoHTpOsibHblIE BOMPOCHI:

1. Hactporika Pabo4nx nanok.

2. Hactponika ceteBon nevaTu.

3. O6paboTka rpynnoBbIX NOSIUTUK.
MpakTnyeckasn pad6orta 16-17. MpumeHeHne LeHTPaNU30BaHHOrO XpaHunumila
AAMUHUCTpaATUBHLIX WabnoHoB. HacTponka napameTpoB 6e3onacHocTu. O630p
6e3onacHocTU onepaunoHHbIx cuctem Windows.
KoHTpOsibHbIE BOMPOCHI:

1. TpumeHeHne LeHTpann3oBaHHOIO XpaHunuwia

2. AOMWHUCTPATMBHbIX LWABOHOB.

3. Hactponka napameTtpoB 6€30nacHOCTW.

4

O630p 6GesonacHocTM onepaunoHHbix cuctem Windows.

MNMpakTnyeckas pab6ota 18-19. Hactponka 6paHamayapa Windows ¢ pacwumpeHHOU
6e3onacHocTblo. OrpaHnyeHune npuknagHoro MNO. O630p TeXHONOrMn
BupTyanusauuu. NpumeHeHne cepsepHon BUpTyanusauum ¢ Hyper-V
KoHTpOsibHbIE BOMPOCHI:

1. Hactpoiika 6paHgmayapa Windows ¢ paclumpeHHon 6€30nacHOCTLIO.

2. OrpaHunyeHune npuknagHoro NO.

3. O630p TexHonorMm BUpTYyanMsaumu.

4. lNpumeHeHne cepBepHON BUpTyanusaumn ¢ Hyper-V
MpakTuyeckasa pabota 20-22. NpumeHeHue Hyper-V. YnpaBneHue xpaHunuuem
BUPTYyarnbHbIX MalWWH. YNpaBrneHue BUPTyaribHbIMA CETAMM
KoHTponbHble BOMPOCHI:

1. lNMpumeHeHne Hyper-V.

2. YnpaeneHve xpaHUnuwem BupTyarnbHbIX MaLLMWH.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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3. YnpaBneHue BuMpTyanbHbIMU CETAMMU
MpakTnyeckan paborta 23-25. NMpumeHeHue 3awWnTbl AocTyna K ceTu. Hactponka u
ycTpaHeHue Henonapok cnyxobl DNS. NMopaepxka AD DS
KOHTpOnbHbIE BOMPOCHI:

1. lNpumMeHeHne 3awnTbl 4OCTYNa K CEeTW.

2. Hactpouika n yctpaHeHue Henonagok cnyxosl DNS.

3. MNMoppnepxka AD DS
MpakTuyeckan pabota 26-28. YnpaBneHue nonb3oBaTeNIbCKMMU U CNYyXeOHbIMU
y4YyeTHbIMM 3anucsamu. BHeapeHue nHodpactpyktypbl FpynnoBbIX NONUTUK.
YnpaBrneHue nosib3oBaTesibCKUM pabo4ynm cToniom Yyepes MpynnoByro NOSIUTUKY
KoHTpOsibHbIE BOMPOCHI:

1. YnpaBneHue nonb3oBaTENbCKMMU U CY>KEOHBIMU YY4ETHBIMU 3anUCAMM.

2. BHepgpeHue nHdpacTpykTypbl ['pynnoBbIX NOAUTHK.

3. YnpasneHune nonb3oBaTeNbCKkUM pabounm CToniom vyepes [pynnoByto NOANTUKY

MpakTuyeckasn pabota 29-30. YcTtaHOBKa U HacTpouka ponu Cepsep CeteBon
nonutukn. NMpumeHeHme 3awmUTbl A4OCTYNA K CETU
KoHTpOsibHbIE BOMPOCHI:

1. YcTtaHoBka u Hactpownka ponu Cepsep CeTeBOW NOMUTUKN.

2. anMeHeHMe 3adllnTbl 40CTyNa K CeTn

MpakTnyeckasn pabota 31-32. BHegpeHue TexHonoruu DirectAccess ¢ nomoubro
MacTepa HavyaribHOM HacTponku. PasBepTbiBaHWe pacLUMPEHHON UH(PACTPYKTYPbI
DirectAccess
KoHTponbHblE BOMPOCHI:

1. BHepgpeHue TexHonorum DirectAccess ¢ NnoMoLwbio MacTepa HavanbHOM HAaCTPONKM.

2. PasBepTbiBaHMe paclumpeHHon nHdpacTpykTypbl DirectAccess

MpakTnyeckasn pab6ota 33-34. BHeapeHue VPN. BHegpeHue Web Application Proxy.
Hactpownka Kot un channosoro akpaHmposaHusa B FSRM
KOHTpOnbHbIE BONPOCHI:

1. BHegpeHune VPN.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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2. BHepgpeHne Web Application Proxy.

3. Hactponka KBoT 1 gpannoBoro akpaHupoBaHus B FSRM

MpakTuyeckasa pabota 35-36. NpumeHeHue DFS. HacTpownka wundpoBaHus n
pacwupeHHoro ayauta. Mcnonb3oBaHue cnyx6bl pa3BeptbiBaHua Windows ans
pa3BepTbiBaHusa WindowsServer 2012
KoHTpOsibHblIE BOMPOCHI:

1. lNpumeHeHune DFS.

2. Hactpouka WwndpoBaHUsa U pacluMpeHHoro ayamra.

3. Wcnonb3oBaHwne cnyx6bl pa3sepTbiBaHms Windows ans passepTbiBaHUA

WindowsServer 2012

MpakTnyeckasn pabota 37-38. BHeapeHue ynpaBrneHnss o6HOBMeHUAMU. MOHUTOPUHT
WindowsServer 2012
KoHTpOsibHbIE BOMPOCHI:

1. BHegpeHwue ynpasneHusi OGHOBNEHUAMN.

2. MonutopuHr WindowsServer 2012

MpakTnyeckasn pad6orta 39-40. NMoarotoBka cepBepa OC Linux. BapnaHTbl yCTaHOBKMW.
PesepBHOe konupoBaHue. CozgaHne cHUMKOB. Pa3ameTka XKecTKkoro gucka.
KoHTponbHblE BOMPOCHI:

1. MopgroTtoBka cepsepa OC Linux.

2. BapwuaHTbl ycTaHOBKM.

3. PesepBHOe konMpoBaHue.

4. Co3gaHne CHUMKOB.

5. Pa3meTka XecTkoro gucka
MpakTnyeckan pab6orta 41-42. Hactpowuka cepsepa DNS B OC Linux
MpoTtokon DNS. MNpotokon DHCP. HacTtpouka cepeepoB Bl B8 OC Linux
cybA MySQL. CYb MongoDB
KoHTponbHble BOMPOCHI:

1. Hactpoiika cepsepa DNS B OC Linux

2. Tpotokon DNS.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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Mpotokon DHCP.

HacTtpouika cepsepoB B[] B OC Linux
CybA MySAQL.

CYb[ MongoDB

o 0k~ ow

MOK 02.02 NMporpammHoe obecneyeHne KOMNbLIOTEPHbLIX ceTen

MpakTnyeckasn pabota 1-3. OueHka n onpeaeneHne napaMmeTpoB pa3BepTbiBaHUSA.
MnaHunpoBaHue cTpaTteruu ynpasneHusa obpasamm. Hactpoika 6esonacHocTu
KIMEHTCKUX CUCTEM
KoHTpOsibHbIE BOMPOCHI:

1. OueHka v onpefeneHve napameTpoB pas3BepTbiBaHMUS.

2. [MnaHupoBaHue cTpaTernn ynpasneHnsa obpasamu.

3. HacTtponka 6e30nacHOCTU KITMEHTCKNX CUCTEM

MNMpakTnyeckan pabota 4-5. Hactpownka wudpoBaHua dannos ¢ nomoubio EFS.
NMoarotoBka obpasa u cpeabl npeayctaHoBkn YctaHoBka Windows ADK
KoHTponbHbIE BOMPOCHI:

1. Hactpoiika wundgpoBaHusa gannos ¢ nomoLubto EFS.

2. lMogroToBka obpasa 1 cpenbl NpeayCcTaHOBKM

3. YcraHoBka Windows ADK

MpakTuyeckasn paborta 6-7. Co3gaHue aTanoHHoro o6pasa ¢ nomowbio Windows SIM
n Sysprep CospaHune danna orsetoB ¢ nomoubio Windows SIM. CosgaHue u
obcnyXnBaHme 3TanoHHOro obpasa
KoHTponbHblE BOMPOCHI:

1. CosgaHue aTtanoHHoro obpasa ¢ nomowbo Windows SIM n Sysprep

2. CospgaHue garna otBetoB ¢ nomoLubto Windows SIM.

3. CospgaHue n obecnyxuneaHue atanoHHoro obpasa
MpakTnyeckasn pab6ota 8-10. Hactpownka u ynpasneHne Windows Deployment
Services NnanupoBaHue cpeabl Windows Deployment Services. lnaHupoBaHue u
peanusauus Murpaumm nonb3oBaTenbckon cpeabl. MUrpaumsa cocTosHusA

nonb3oBaTesiaA C co3gaHueM XeCTKUX CCbINTOK

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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KOHTpOnbHbIE BOMPOCHI:

1. Hactponika n ynpasneHue Windows Deployment Services

2. TMnanuposaHue cpebl Windows Deployment Services.

3. lMnaHupoBaHue 1 peanusaums MUrpaumm nonb3oBaTeNbCKOM cpeabl.

4. Mwurpaumsi COCTOSAHMS NONb30BaTENs C CO34aHNEM XKECTKMX CCbINTOK
MNMpakTnyeckasn paborta 11-12. Peannsauua nopgnepxkm o6HOBNEeHUN NPorpamMMHOro
obecneyeHuns ¢ nomowbio Configuration Manager 2012. YnpaBneHue
OOHOBNEHMAMMU ANA BUPTYanbHbIX MallKH U o6pa3oB. Ucnonb3oBaHue Windows
Intune gna ynpaBneHns o6HoBNeHMe nporpammHoro obecneyveHus. NMnaHmpoBaHue
MHPACTPYKTYpPbl OOHOBIEHMUS.

KoHTpOsibHbIE BOMPOCHI:

1. Peanusauus nogaep>xkm 06HOBAEHUI NPOrpaMMHOro obecneyeHns ¢ NOMOLLIbIO
Configuration Manager 2012.

2. YnpaeneHve o6HOBNEHMAMU AN BUPTYarnbHbIX MaLlLMH 1 06pa3os.
Mcnonb3oBaHue Windows Intune gns ynpasneHust 0GHOBNeHMEe nporpamMmmMHOro
obecneyveHus.

4. lMnaHupoBaHue MHPPACTPYKTYpbl OBHOBIIEHWS.

MpakTnyeckasa pab6orta 13-14. Peanunsauna o6HOBNEHN NPOrpaMmMHOro
obecne4yeHns ¢ nomowbio Configuration Manager 2012. Peanusauusa obHoBneHumn
nporpamMmmHoro o6ecnevyeHmnsa Ana 6MGNNOTEK BUPTYanbHbIX MaLUWH.

KoHTponbHblE BOMPOCHI:

1. Peanunsauusa obHoBReHuin nporpaMmmHoro obecneveHuns ¢ nomolbto Configuration
Manager 2012.

2. Peanusauunsa o6HOBNEHMI NporpaMMHOro obecneveHns ans ombnuorek
BMPTYanbHbIX MaLLVH.

MpakTnyeckas pabora 15-16. 3awmra KOMNLIOTEPOB NPEeANPUATUA OT BPEAOHOCHbIX
nporpamm u notepb AaHHbIX. O630p System Center 2012 Endpoint Protection.
HacTtponka Endpoint Protection Client Settings 1 MoHuTOpUMHra coctTosiHusA.
Ucnonb3oBaHne Windows Intune Endpoint Protection. 3awuTta knueHTckux OC ¢
nomouwbto System Center 2012 Data Protection Manager.

KOHTpOnbHbIE BONPOCHI:

1. 3awmTa KOMMNLITEPOB NPeANPUATUS OT BPEAOHOCHLIX MPOrpaMM 1 NoTepb AaHHbIX.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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O630p System Center 2012 Endpoint Protection.
HacTtpoiika Endpoint Protection Client Settings n MoHUTOpMHra coctosHMS.

WcnonbsoBaHne Windows Intune Endpoint Protection.

o > 0N

3awmTta knueHTtckmx OC ¢ nomouwbio System Center 2012 Data Protection

Manager.

MpakTnyeckasa pad6orta 17-19. NMnaHnpoBaHue n pasBepTbiBaHue KnmeHTckunx OC ¢
nomouwsto MDT. NMoarotoBka cpeabl AnNA pa3BepTbiBaHUA onepauuoHHOU CUCTEMBI.
Ucnonb3oBaHue MDT m Configuration Manager ans noarotoBku Zero-Touch
Installation
KoHTpOsibHbIE BOMPOCHI:

1. lnaHupoBaHue u pasBepTbiBaHMe KnneHTckux OC ¢ nomowso MDT.

2. lMogroToBKa cpeabl ANs pa3BepTbiBaHUS onepaLoOHHON CUCTEMbI.

3. Wcnonb3osaHne MDT n Configuration Manager onst noarotosku Zero-Touch

Installation

MNMpakTnyeckas pabota 20-22. MnaHnpoBaHue U peanusauusa MHPPaCTPYKTYypbI
Remote Desktop Services. PacwumpeHnue poctyna Kk UHTepHeT ana nHpacTpyKkTypbl
RDS. Pa3BepTbiBaHMe M noaaepKka BUpTyanusaumm npoduna nonb3oBarens
KoHTponbHblE BOMPOCHI:

1. lnaHupoBaHue n peanuaaums nHppacTpyktypbl Remote Desktop Services.

2. PacwwupeHune goctyna Kk HTepHeT ans nHdppactpyktypbl RDS.

3. PasBepTtbiBaHME 1 Nogaepxka BupTyanusaumm npodunsa nonb3oBaTtens

MpakTnyeckasn pabota 23-25. NMpoekTupoBaHue un peanusaums hamnoBbIX CryXxo6.
Peanusauus Client Endpoint Protection Hactponka Touku Endpoint Protection.
Hactpownka Data Protection ans gaHHbIX KITMEHTCKOro KOMnbrTEpPa
KOHTpOnbHbIE BONPOCHI:

1. TpoekTnpoBaHmne n peanmsauuns annoBbiX Cry»xoO.

2. Peanusauyus Client Endpoint Protection Hactponika Toukn Endpoint Protection.

3. Hactpownka Data Protection ona gaHHbIX KNMMEHTCKOro KoMnbloTepa

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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MOK 02.03. OpraHu3auusa agMUHUCTPUPOBAHUA KOMMBbIOTEPHbLIX CUCTEM

MpakTnyeckasa pa6orta 1-3. Co3gaHme nnaHa anrpenga u Mmurpauum cepBeepa.
Peanusauusa 6ubnuoTtek n npocunen gucnetyepa BUpTyanbHbIX MaLUUH.
lNMpoekTupoBaHue 1 peanusauus 4OBepUTENIbHbIX OTHOLLEHU MeXay fiecaMmum.
KoHTpOsibHbIE BOMPOCHI:

1. CospgaHue nNnaHa anrpenga u murpauum cepeepa.

2. Peanusauns 6nbnunoTtek n npodunen gucnetdepa BUMpTyanbHbIX MaLLWH.

3. lpoekTnpoBaHue n peanunsauma JOBEPUTENBbHbBIX OTHOLLEHUI Mexay flecamu.

MpakTuyeckasn pabota 4-6. NpoekTnpoBaHue nHterpauum ADDS ¢
WindowsAzureActiveDirectory. lpoekTupoBaHue goBepUTENbHbIX OTHOWeEeHU AD
DS. lNpoekTnpoBaHue n peanusauusa HPpPacTpyKkTypbl nogpasgeneHnn (OU) n
paspewenun AD DS
KoHTponbHbIE BOMPOCHI:

1. lMpoektnposaHne nnterpaumm ADDS ¢ WindowsAzureActiveDirectory.

2. [MpoekTnpoBaHne goeeputenbHbIX oTHoweHun AD DS.

3. lNpoekTnpoBaHue n peanuaaumsa NHppacTpykTypbl nogpasgenexmi (OU) u

paspelwweHnn AD DS

MpakTnyeckasa pabota 7-9. NpoekTupoBaHme u BHeapeHue ctparternu rpynn AD DS.
C6op Tpebyemon nHpopmauum ans NPOeKTUPOBaAHUSA FPYNNOBbIX NONIUTUK.
MnaHupoBaHue ynpasneHus rpynnoBbIMU MNONUTUKaAMMU
KoHTponbHblE BOMPOCHI:

1. lpoekTnpoBaHune n BHegpeHue ctpatermuum rpynn AD DS.

2. Cb6op Tpebyemon nHopmaumm ans NPOEKTUPOBAHMUS rPYMNNOBbIX NONNTUK.

3. MnaHvpoBaHWe ynpaeneHus rpynnoBbIMK NOAMTUKAMMU

Mpaktnyeckana pabota 10-12. [llpoekTupoBaHue U peanusaumsa ¢u3nyeckon
Tononormn AD DS. [lpoektupoBaHue pa3mMeleHUss KOHTPOSINepoB [AOMeHa.
BupTyanusauus KOHTpOnepoB AOMEHa.

KOoHTpOnbHbIE BONPOCHI:

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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1. TpoekTnpoBaHmne n peanusauunsa duaundeckon Tononornum AD DS.

2. [NpoekTnpoBaHue pasMeLleHNa KOHTPONIepoB JOMEHA.

3. BupTtyanusaumsa KoHTponnepos gomMeHa.
Mpaktnyeckas pab6orta 13-15. O6G30p npoeKkTUpoBaHUsI 06e30nNacHOCTU CceTen.
lNMpoekTupoBaHune u BHeapeHue ucnosnb3oBaHusa Windows Firewall. NpoekTtupoBaHue
M BHeapeHue nHdpactpyktypol NAP
KoHTpOsibHblIE BOMPOCHI:

1. O630p NpoekTnpoBaHnsa 6e3onacHOCTN CETEN.

2. [poektnpoBaHue n BHegpeHue ncnosnb3oaHusa Windows Firewall.

3. lpoekTnpoBaHue n BHegpeHne nHdpacTpyktypbl NAP

MNMpakTnyeckas pab6ota 16-18. NnaHnposaHue n BHeapeHne Web Application Proxy.
NMnaHnpoBaHue N peanusauua cTpaTterum BMpTyanusauum cepsepoB lNnaHnpoBaHue
pa3BepTbiBaHUA gucnetTyepa BUpTyanbHbIX MawuH (VMM).
KoHTpOsibHbIE BOMPOCHI:

1. lMnaHupoBaHue n BHegpeHue Web Application Proxy.

2. TMnaHupoBaHWe 1 peanusauus cTtpaTernm BupTyanusaumm cepsepos

MnaHupoBaHMe pa3BepTbiBaHUS gucneTtyepa supTyanbHbix MmawwmH (VMM).

MpakTuyeckasn pabota 19-20. MnaHupoBaHue u peannM3sauus cepBepHOMn
BupTyanusauuu. NnaHmpoBaHue n peanusauusa ceTeBou MHGPaCTPYKTYpbl U
CUCTEM XpaHeHUs1 AaHHbIX ANS BUpTyanu3auum
KoHTpOsibHbIE BOMPOCHI:

1. TnaHupoBaHue n peanusaumsi CepBepHON BUPTyanu3auuu.

2. TMnaHupoBaHue 1 peanusaumsi CeTeBON UHAPPACTPYKTYPbl U CUCTEM XPaHEHUS

AaHHbIX 0514 BUpTyann3auunmn

KypcoBas pa6ota 1-3. [lnaHupoBaHue u peanusauua ctpaTerum pesepBHoOro
KonupoBaHuA. NnaHnpoBaHue u peanusauua BocctaHoBneHus. lNnaHmpoBaHue n
pa3BepTbiBaHUE yAOCTOBEPAOLWMUX LEeHTPOB. NnaHnpoBaHue u peanusauus
pe3epBHOro KOMUPOBaHUA U BOCCTAaHOBIIEHUS BUPTYalbHbIX MaLUWH.

MnaHupoBaHue U peanusaumsa UHPPACTPYKTYpPbl OTKPbITLIX KIloYen

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
lpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsauemycs e 1C: Konnedx
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KOoHTpOnbHbIE BONPOCHI:

1. TlnaHupoBaHue 1 peanusaums cTpaTernm pe3epBHOro KONMpoBaHUA.

2. [NnaHnpoBaHne n peanusayns BOCCTaHOBIIEHUS.

3. lnaHnpoBaHue n pasBepTbiBaHNE YAOCTOBEPSIOLLMX LEHTPOB.

4. lnaHupoBaHMe W© peanu3aums pe3epBHOrO0 KOMMPOBAHWA W BOCCTAHOBIEHUS

BUPTYanbHbIX MaLUVH.

5. lnaHnpoBaHue n peanusaunsa MHPPACTPYKTYPbl OTKPbLITLIX KITHoYen
KypcoBas pabota 4-6. lnaHnpoBaHue u peanusaumsa WabnoHoOB cepTUhUKaToB.
MnaHnpoBaHue N peanusauusa apxmBaLuu U BOCCTaAaHOBIIEHUSA KNIOYEHN.
NMnaHnpoBaHue n pasBeptbiBaHue AD FS lNnaHupoBaHue u peanusauus
nHcppacTpykTypbl AD FS.
KOHTpOnbHbIE BONPOCHI:

1. lnaHupoBaHue n peanuaaums WabnoHoB cepTUnKaToB.

2. [NnaHnpoBaHue n peanusauus apxmBaunm 1 BOCCTAaHOBEHUS KINHOYEN.
3. lNnaHunpoBaHue n passeptbiBaHne AD FS
4

lMnaHupoBaHue n peanuaaums nHppacTpyktypsl AD FS.

KypcoBas pa6ora 7-10. lnaHnpoBaHue n peanusauyua AD FS Claim Providers n
Relying Parties. NMnannpoBaHue n peanusauyua AD FS Claims un Claim Rules.
MnannpoBaHue n peanusauua Web Application Proxy. OcywectBneHue
KOH(UrypmpoBaHUs NporpamMmmMHoro obecne4yeHus Ha cepBepax U paboumx
CTaHUuUSAX.
KoHTpOsibHbIE BOMPOCHI:

1. lMnanupoBaHue n peanusaumst AD FS Claim Providers n Relying Parties.

2. lNnanunpoaHne n peanusauus AD FS Claims u Claim Rules.

3. lMNnaHnposanue n peanunsauyua Web Application Proxy.

4. OcyliecTBneHne KOHPUrypupoBaH1s NPorpamMHOro obecneyeHnsa Ha cepBepax u

pabounx CTaHUMsIX.

KypcoBasi paboTta 11-12. YcTtaHOBKa npaB AOCTyNna U KOHTPOSib UCNOJNIb30BaHUA

ceTeBbIX pecypcoB. AQMUHUCTPUPOBaHME CepBepoB

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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lNMnaHnpoBaHue U peanusauus AOCTyna K AaHHbIM AJ1S Nofnb3oBaTenen u yCTPOUCTB
NMnaHnpoBaHue mn peanusauma DAC. lNMnaHupoBaHue noAKMNO4YEeHUs1 K paboyemy
mecTty (Workplace Join). NnaHupoBaHue pabounx nanok (Work Folders)
KOHTpOnbHbIE BONPOCHI:

1. YcTtaHoBKa npaB JOCTyna 1 KOHTPOSb UCMNOSb30BaHNA CETEBLIX PECYPCOB.
ALOMUHUCTPUPOBaHME CEPBEPOB
[MnaHnpoBaHue 1 peanusauunsa 4ocTyna K AaHHbIM 4N nofb3oBaTenen n ycTpoucTs
lMnaHuposaHue n peanusaumsa DAC.

lMnaHnpoBaHue nogkniodeHns Kk pabodemy mecty (Workplace Join).

o ok~ w N

MnanupoBaHue pabounx nanok (Work Folders)

KypcoBasi paboTta 13-15. Pac4yét ctoumocTu ceteBOoro obopyaosaHus u
nporpammHoro obecnevyeHus. Peructpauus nonb3oBaTtesnien fiokaribHOU CeTU.
OcyuwiecTBNneHne aHTUBMPYCHOM 3awunTbl lNnaHMpoBaHue n peanusaums cryxobl
ynpasneHusa npasamu 063op AD RMS. NnaHupoBaHue n peanusauus knactepa AD
RMS. NnaHupoBaHue u BHeapeHue waodbnoHos AD RMS un nonutuk AD RMS.
NMnaHnpoBaHue n peanusauua BHewHero aoctyna kK AD RMS. lNnaHupoBaHue n
peanusaumsa B3aumogenctema AD RMS n Dynamic Access Control.
KoHTpOsibHbIE BOMPOCHI:

1. Pacuyét ctoumocTun ceteBoro ob6opyaoBaHnsa n nporpaMMHoOro obecnevyeHums.

2. Peructpauus nonb3oBaTternien nokansHon cetn. OcyLecTBneHne aHTMBUPYCHON
3aWmThl
MnaHupoBaHue n peanuaaums cnyx6bl ynpasneHunsa npasamm O63op AD RMS.
MnaHupoBaHue n peanuaaums knactepa AD RMS.
MnaHnpoBaHne n BHeapeHue wabnoHos AD RMS n nonutuk AD RMS.

MnaHupoBaHue n peanusaums BHewHero goctyna k AD RMS.

S L

MnanupoBaHue n peanuaaums s3ammogenctena AD RMS n Dynamic Access

Control.
3apaHuA OTKPbLITOro Tuna

MnaHupyemMbie pe3ynbTaThbl:

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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MK 2.1 AAMUHUCTPUPOBATL NOKasnbHbIE BbIYUCIIUTESbHbLIE CETU U NPUHUMATb MEpPbI
Nno yCTpPaHEeHUo BO3MOXHbIX cboeB

MK 2.2 ADBMUHUCTpUpOBaTL CeTeBbIE PeCYpPCbl B MHPOPMALMOHHbLIX CUCTEMAaXxX

MK 2.3 O6ecneunBatb cbOoOp MQaHHbIX ANA  aHanu3a WCMoSib30BaHUA U
PYHKLUMOHNPOBAHUSA NPOrPaMMHO-TEXHUYECKUX CPEeACTB KOMMbIOTEPHbIX CeTen

MK 2.4 BsanmopgencrtsoBaTb CO cneuuanuctaMm CMEXHOro npoduna npu
pa3paboTke MeToa0B, CPEACTB U TEXHOMNOMMIN NPUMEHEHUSI 0OBEKTOB NPOGECCUOHaNbHOM

OeATesIbHOCTHU

1. CeteBomn oTBe4aeT 3a [POEeKTUpoBaHUEe, YCTaHOBKY W”

obCcnyXnBaHMe KOMMNbIOTEPHbBIX CETEN.
OTBeT: agMUHUCTpPATOP

2. Cneuynanuct B obnactm ceTeBoro JormkeH obnapatb

3HaHUsAMK B obnactu IT-TeXHONorui, ceTeBbiX NPOTOKOMOB, MapLLPyTU3aTOPOB U
KOMMYTaTOpPOB.
OTBeT: aAMUHUCTPUPOBAHUA

3. CeteBble aadMUHNCTPaTOpPbl 3aHUMAKOTCA yCTaHOBKOﬁ, n

oGcnyXMBaHNMEM CeTeBbIX YCTPOWCTB, TakKMX Kak CEepBepbl, MapLupyTU3aTopbl U
KOMMYyTaTopbl.
OTBeT: HacTponMkKomn

4. CeTeBOW agMUHUCTpPATOP [AOS/DKEH YMeTb YCTaHaBnuMBaTb M HacTpauBaTtb

obopynoBaHue, Takoe Kak Kabenu, KOHLEeHTpaTopbl,

KOMMYTaTOpbl U MapLIpyTU3aTopbl.
OTBeT: ceTeBOe

5. CeTteBoWi agMUHUCTpaTOp yrnpasnseT pecypcamu, Takumm kak |P-

agpeca, macku nogceTu, wino3bl 1 DNS-cepsepsl.
OTBeT: ceTeBbIMU

6. CeteBown cneuunanuct obsa3aH obecnevnTb CeTU OT BHELLUHUX U

BHYTPEHHUX Yrp0o3, TakKNX KakK BUPYCbl, TPOAHbI, HEPBU N XaKepbl.

OTBeT: 0e30MacHOCTb

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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7. CeTeBou aagMUHNCTPAaTop 3aHMMaeTCcA MOHUTOPUHIOM N aHaJTM30M

Tpadumka, 4TOObLlI BbIIBUTL NPOBMEMbl M ONTMMU3NPOBaTbL MPOU3BOAUTENBLHOCTb
ceTu.
OTBeT: ceTeBOro

8. CeTeBOM MVHXeHep [OOMMKEeH 3HaTb, Kak HacTpouTb U YNpasfsTb pPasfUYHbIMU
BMOaMMN ceTeBbIX cuctem, Takmx kak Windows Server, Linux u
Cisco 10S.

OTBer: onepaunoHHbIX

9. CeteBoun agmuHucTpatop obecnevnsaet nonb3oBaTenemn B

BOMpocax, CBSA3aHHbIX C CceTeBbiIM 0OopygoBaHMEM U NPOrpamMHbIM
obecneyeHunem.
OTBeT: noanepxKy

10.CeTeBoOW aaMVH 3aHMMaETCsl YCTaHOBKOM U ceTeBbIX NPUNOXKEHUIA,

TaKMX KakK afiekTpoHHasi noyTa, Beb-cepBepbl, 6a3bl AaHHbIX 1 VOIP.
OTBeT: noaaepKKon
11.Cneunanunctel B obrnactm ceTeBOro agMMHUCTPUPOBAHUA [OOMMKHbl 0bnagaTtb

HaBblKaMi pa6OTbI C KOHTPOJ1A AO0CTyna, TakKMMnU Kak

MeXCeTeBble 3KpaHbl, CUCTEMbI OBHapyxeHus BTopxxeHnn n VPN.
OTBeT: cuctemamm

12.CeTeBON TEXHUK OOSMKEH YMETb paboTaTth C pasnNUyHbIMU BUAAMU

obopyaoBaHus, TakUMW KaK MapLpyTusaTopbl, KOMMYTaTopbl, MOAEMblI W
KOHLleHTpaTopbl.
OTBeT: ceTeBOro

13.AAMUHbI ceTen AOMKHbI ObITb 3HAKOMbI C NMpuHUMNamMK paboTbl 6ecnpoBOAHbIX

ceTen U ymeTb HacTpamBaTb poctyna Wi-Fi.

OTBeT: TOUYKU
14.CeTeBON TEXHMYECKMMA CNeunanucT OOfKeH ObiTb 3HakOM C MNpUHUMNaMmn wu
, Taknmm kak Ethernet, IEEE 802.3 n IEEE 802.1Q.

OTBeT: cTaHaa pTamMun

15.Cneunanunctbl N0 CETEBOMY aAMUHUCTPUPOBAHUIO AOSMKHbI OblTb 3HAKOMbI CO
cTaHgapTaMmun u nepenayn gaHHbix, Takumm kak TCP/IP, UDP,
ICMP n OSPF.

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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OTBeT: N poTOoKONamMu

TecToBbIe 3aaaHUA 3aKpbITOro Tuna:

1. Kakme npoToKOnbl OTHOCATCA K TPAQHCMOPTHOMY YPOBHIO YeTbIpeXypOBHEBOW
Mmopenu cteka npotokonos TCP/IP?

a.ARP

b.TCP

c.UbP

d.IP

e.ICMP

f. BbibepuTe BCe NpaBuiibHbIE OTBETHI

2. Cnyxb6a, ocyLecTBnsoLas NnpucsoeHne peanbHbixX |IP-agpecos y3nam
3aKpbITOM NPUBATHOW CETU, HA3bIBAETCS:

a.NAT

b. PAT

c. Proxy

d. DHCP

e.DNS

3. NpaBuna, npumeHsieMble B OpaHamayapax, No3BONSAOT:

a.CHa4vana 3anpeTuTb BCe AENCTBMUS, NOTOM paspeLlaTb HEKOTOpbIE

b. CHayana paspelmnTb Bce AENCTBMUS, NOTOM 3anpeLlaTtb HEKOTopbIe
c.MNepepaBaTtb coobuieHnsa Ha 06paboTKy APYrMM MPUITOXKEHNSIM

d. MNepepaBaTtb konuu coobLieHnn Ha 06paboTKy APYrMM NPUIOXKEHUAM
e.a, cC

f.b,c,d

g.a,b,c,d

4. Ha kakom ypoBHe YeTbIpeXypOBHEBOW MOAENN CTEKA NPOTOKOMOB
TCP/IP paboTtaet cnyxb6a DNS?

a.Ha YpoBHe npunoxeHun (application layer)

b.Ha TpaHcnopTHOM ypoBHe (transport layer)

c. Ha MexceTteBom ypoBHe (internet layer)

d. Ha KaHanbHom ypogHe (link layer)

5. Kakon TpaHCNOPTHLIN NPOTOKOST UCMOMb3yeTcs NPOTOoKoNIoM Simple
Mail Transfer Protocol (SMTP)?

a.TCP

b. UDP

c.ICMP

d. Hn oguH n3 nepedncrieHHbIx

6. HazoBuTe otnnums koHueHTpaTtopoB (hub) oT kommyTaTopOB 2-ro YypoBHS (switch).
a.KommyTaTopbl paboTaroT Ha 6onee BbICOKOM ypoBHe moaenu OSl, yem

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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KOHLeHTpaTopbl
b. KommyTaTopbl He MOTyT yCUnMBaTb CUrHar, B OTNIMYME OT KOHLLEHTPaTOPOB

c. KommyTtaTtopbl nsbmpartenbHO peTpaHCnMpyoT LUMPOKOBeLLaTeNbHbIE
Kaapbl, KOHLEHTpaTopbl NepedatoT LWMpOoKoBeLLaTernbHble Kagpbl Ha BCe
CBOW NOpPThI

d. KommyTaTtopbl aHanunsunpytoT IP-agpeca Bo BxogsLweMm nakete, a
KOHUeHTpaTopbl aHanm3npytoT MAC-agpeca

7. B onncaHuu npasun gns mexceteBoro akpaHa FreeBSD pgencrteue fwd o3Hadvaer:
a.YcTaHoBIEeHNe BEPOSATHOCTU COBEPLLEHNSA OENCTBUA

b. UmuTaumio 3agepxxkm nakeToB

c. lNepeHanpaBneHne nakeToB Ha 06paboTKy Apyron nporpamme
d.MepeHanpaBneHne NakeToB Ha ApPYyroun y3en

8. bacTnoH — ato

a.lpynna cepBepoB KOpnopaTUBHOU CETU, AOCTYN K y3/1laM KOTOPOW U3 BHELLUHEro
UHTepHeTa 3anpeLlueHa.

b. Jllo6or norpaHnyHbIN MapLLpyTU3aTop, CBA3bIBAIOLLNIA JTOKAsbHYI CETh C

BHELLUHUMM CETAMU

c. [pynna cepBepoB KOpNopaTUBHOW CETW, NPeLOoCTaBnsaWas CepBnUChl y3nam BHELLIHMX
ceTen.

d.[pynna cepBepoB KOpNOpaTUBHOW CETU, AOCTYN K y3nam KOTOpoun

BO3MOXEH TOSbKO M3-3a 3aKpbITON CETH.

9. B mexxceteBom akpaHe FreeBSD gewncteue reject cooTBeTCcTBYET ENCTBUIO
a.unreach net

b.unreach host

c. unreach port

10. Kakor NpoTOKOM CAYXWUT, B OCHOBHOM, Ansi nepefadn MynbTUMeanNnHbIX
[aHHbIX, rOe BaXHEE CBOEBPEMEHHOCTb, a8 HEe HalEXXHOCTb AOCTaBKM!.
a.TCP

b.UDP

c. TCP, UDP

HokymeHnm ynpasnsemcs ripoepammHbiMu cpedcmeamu 1C: Konnedx
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O6paszeuy GuneToB AnNs 3K3ameHa

depgepanbHOe areHTCTBO MO pbIOONOBCTBY
Ore0y BO «KI'TY» BIrAP®
KanuHuHrpagackmm mopckon pbioonpoMbILLSIeHHbIN Konnemx
3K3AMEHALMOHHbLIA BUNET Ne_1_

MM 02. OpraHmsaumns cETEBOro agMUHUCTPUPOBAHMS ONepaLMOHHbIX CUCTEM

(HaVIMeHOBaHVIe ONCUUNIINHBI N ancumnniinH - npu nposeaeHMm KOMnieKkCHoro 3K3aMeHa)

1. BBegeHwe B goMeHHble cepBuchl Cnyx6bl Katanora
2. 2. BHegpeHue nHdpacTtpyktypbl [pynnoBbIX NOANTUK

3. OwnarHocTtuka n obecneyeHme COBMECTUMOCTIN NPUITOXKEHUI

lNpenogaBaTtenb

nognncb Wununansi, pamunms

Mpeaceparens MK Boratbipesa T.H.

noanncb WHuumnanel, pamunus

depgepanbHOe areHTCTBO MO pLIGONOBCTBY
OreOyY BO «KI'TY» BrAP®
KannHuHrpanckum Mmopckomn pbioonpoMbILLIEHHbLIN KOnnemx
3K3AMEHALMOHHbIWU BUNET Ne_2

MM 02. OpraHusauus ceTeBoro agMMHUCTPUPOBAHNS ONepauUmMOHHbIX CUCTEM

(HaVIMEHOBaHVIe ONCUUNINHBI N ancumnniinH - npu nposeaeHmMm KOMnieKkCHoro 3K3aMEHa)

1. TlMnaHupoBaHue n passepTbiBaHne knneHTckmx OC ¢ nomowbio Microsoft
Deployment Toolkit
2. HacTpolika n yctpaHeHne Henonagok cnyxobl DNS

3. MpumeHeHne npotokona DHCP

Mpenogaeartens

nognucb WHnunansi, pamunus

Mpeacenatens MK boraTbipeBa T.H.

nognucb Wununansl, pamunus
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4 CBepgeHusa o ¢hoHAe OLLeHOYHbIX CPeacTB U ero corrilacoBaHue

®doHA OUeHOYHbIX cpeacTB Anga attectaumm no ancumnnude NM.02. OpraHusauus
CeTeBOro afAMMHUCTPUPOBAHUS OMNEepaLMOHHbIX CUCTEM MpeacTaBnseT coboN KOMMOHEHT
OCHOBHOW 06pasoBaTenbHOM NporpamMmbl CpegHero npogeccruoHanbHoro obpasoBaHus
no cneumansHoctn 09.02.06. CeTeBON U CUCTEMHBIV agMUHUCTPATOP.

®PoHL OLEHOYHbIX CPEeACTB paccMOTpeH M ogobpeH Ha 3acefaHun MeTOAMYECKOn
komuccnn «CeteBoro u CUCTEMHOIo afMMHUCTPUPOBAHUSA»

MpoTtokon Ne 9 ot «20» masa 2026 r

MpeacepaTtenb METOAMYECKON KOMUCCUN /M.A.3anues/
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