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1 MacnopT choHAa OLEHOYHbIX CPeaAcTB
1.106nacTtb npuMeHeHUs hoHAa OLLEHOYHbIX CPeacTB
®PoHO OLEHOYHbIX CPeacTB NpedHasHavyeH ANna OUEHKM pes3ynbTaToB OCBOEHUS

nporpammHoro mogynsa NMM.02 OpraHunsauusa ceTeBoro agMMHUCTPUPOBaHMUS.

1.2 Pe3ynbTaTbl 0OCBOEHUSA OUCLUMIIUHDI
B pesynbTtate KOHTPOMNS OLEHKM MO OAUCLMMNIIMHE OCYLLECTBMSIETCS KOMMIEKCHas

npoBepka 0OCBOEHNSA crneayoLwmx obLwmx n npodeccmoHanbHbIX KOMNETEHLUMWN:

MK 2.1 AoMUHUCTpUpoBaThb NOKasnbHbIE BblYUCITUTESIbHbLIE CETU U NPUHUMATb MEpPbI
Nno YCTPaHEeHU BO3MOXHbIX cboeB

MK 2.2 AoMUHUCTpUpOBaTbL CeTeBblE PeCypCbl B MHPOPMALMOHHBIX CUCTEMAX

MK 2.3 O6ecneunBatb cOOp AaHHbIX ANA  aHanus3a WCMNoSib30BaHUA U
PYHKUMOHNPOBAHMS NPOrPaMMHO-TEXHUYECKUX CPEACTB KOMMbIOTEPHbIX CETEN

MK 2.4 BsaumopgencTBoBaTb CO cneuuannuctamm CMeXHOro npocuna npu
pa3paboTke MeTOAOB, CPEACTB U TEXHONOMMN MPUMEHEHUSI 0O BEKTOB NpodeccrnoHanbHom

OeAaTeribHOCTU

2 [Mepe4yeHb OLUEHOYHbLIX CpeacTB

Buabi Koa n HanmeHoBaHue lNMoka3aTenun ocBoeHUs1 KOMNeTeHL N
AeATeNnbHOCTHU
KOMneTeHLuu
nK2.1. MMeTb NpakTu4eckuii onbIT B:
AOMUHUCTPUPOBAaTHL HacTtpawnBaTtb cepBep 1 paboune ctaHuumn ans
nokaribHble Ge3onacHol nepega4v MHpopmaumu.
BblYUCIIUTESbHBIE CETU U YcTraHaBnuBaTb U HacTpamBaTb OnepaLnuoHHYH
NpUHUMaThb Mepbl Mo cuctemy cepsepa u paboynx ctaHuui kak Windows
YyCTPaHEeHW0 BO3MOXHbIX Tak 1 Linux.
cboes YnpaenATb XpaHUNULLEM AaHHbIX.

HacTtpawnBaTtb ceTeBble Cryx0Obl.
HactpauBaTtb yaaneHHbln ocTtyn. Hactpansatb

B[O 2 OTKa30yCTON4YMBbLIN KracTep.
OcyuwiecTtBneHne HactpausaTtb Hyper-V 1 ESX, Bkntoyas
UHTerpaumm OTKa30yCTOMUYMBYIO KNnacTepumsaumio.
nporpamMmmHbIx PeanunsoBbiBaTb 6e30nacHbIf 4OCTYN K AaHHbLIM AN
mMoaynem nonb3oBartenemn u yCTPOUCTB.
HactpauBaTtb cnyx0bl katanoros. OGHOBNATL
cepBepbl.

IMpoekTnpoBaTth cTpaTernm aBToMaTU4eCKON
YCTaHOBKWN CEPBEPOB.

lMnaHvpoBaTtb 1 BHeApATb NHAPACTPYKTYPY
pa3BepTbIBaHUA CepBEPOB.

lMnaHvpoBaTtk 1 BHeApsATL (hannosble xpaHunuiia un
CUCTEMbI XPaHEHUA OaHHbIX.

PaspabaTtbiBaTb 1 aMUHUCTPUPOBATL PELLEHUS MO

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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ynpaenenuto IP-agpecamu (IPAM).
MpoekTnpoBaTth 1 peann3oBbiBaTb pelieHns VPN.

YmMeThb:

AOMUHUCTPUPOBATL NOKamnbHbIE BbIYUCNTENBHbIE
ceTu. NpuHMMaTb Mepbl N0 YCTPAHEHNIO BO3MOXHbIX
cboeB. Co3aaBaTb 1 KOHPUIYPUPOBaTb YYETHbIE
3anvcu oTAenbHbIX Nonb3oBaTenemn u
nonb3oBaTtenbckmx rpynn. ObecnevnBath 3aLmTy
NP1 NOAKIHYEHNN K MHPOPMALMOHHO-
TenekoMMyHUKaunoHHon cetn "HtepHet"
cpefcTBaMy onepauuoHHON CUCTEMBI.

3HaTb:

OcCHOBHble ~ HanpaBneHust  agMWHUCTPUPOBAHMS
KOMMbIOTEPHBIX CeTen. Tunbl CepBepoB, TEXHOMOIMIO
"knmeHT-cepBep”. Cnocobbl yCTaHOBKM M ynpaBneHus
cepBepOM. YTnnutbl, dYyHKUMM, yAaneHHoe
ynpaereHne cepBepom. TexHomnornn Ge3onacHocTw,
NPOTOKONbI aBTOPM3aLuK, KOHMUAEHUMANbHOCTL U
GesonacHocTe npu pabotre B Web. T[lopsagok
MCMNOMb30BaHNsA KnacTepos. Mopsigok
B3aMMOENCTBNS Pa3NINYHbIX ONePaUMOHHbBIX CUCTEM.
Knaccudumkayuio nNporpaMmmHoro obecneyeHust
CeTEeBbIX TEXHOMOTUN, U obnacTb ero NpUMEHEHWs.
lMopsaoK M OCHOBBI NULEH3MPOBAHNS MPOrPaMMHOIO
obecneyeHnsi. OueHKYy CTOMMOCTU MPOrpaMMHOro
obecneyeHns B 3aBUCUMOCTM OT cnocoba n Mecta ero
NCMNOMb30BaHWSI.

MK 2.2.
AOMUHUCTPUPOBATL
ceTeBble  pecypcbl B
MHPOPMAaLIMOHHBIX
cucTemax

MMeTb NpakTu4eckuii onbIT B:

HacTtpanBaTtb cnyx0bbl katanoroB. OpraHu3oBbIBaTb U
NpoBOAUTbL MOHWUTOPUHI U MOAAEPXKKY CepBepoB.
lMnaHvpoBaTb 1 BHeapATb dannosblie XpaHunuwa u
cUCTeMbl XpaHeHWst AdaHHbIX. [lpoekTupoBaTbh U
BHeOPSATb DHCP CEpPBUCHI. MpoekTnpoBaTtb
cTpatermio paspelleHns umeH. PaspabatbiBatb K
aAMWHUCTPUpPOBaTL pelleHuss no ynpasrneHuwo |P-
agpecamn (IPAM). TlpoektupoBaTb W BHeapsATb
WH(PACTPYKTYpy NecoB U fomeHoB. Pa3pabaTbiBaTtb
cTpaTterMio  rpynnoBbix nonutuk. [MpoekTuposaTb
MoZenb paspelleHui Anst  cryxkbbl  KaTanoros.
MpoekTnposaTb cxembl canToB Active Directory.
PaspabatbiBaTb cTpaTeruu pasmMeLleHuna
KOHTpOMnnepoB AoMeHa. BHeapaTb MHMPACTPYKTypy
OTKpbITbLIX Krtoyen. NnaHMpoBaTh M peanu3oBbiBaTb
WHPaCTPYKTYpY Cnyxb ynpaBneHus npasamu.

YMeHus:

YcTaHaBnuBaTb MHPOPMALIMOHHYIO cucTemy.
Cos3gaBaTtb UM KOHUIypUpoBaTb YYeTHble 3anucu
OTAENbHbIX Tonb3oBaTener UM MoSib30BaTeNbCKMX
rpynn. PernctpvpoBaTb MNOAKMIOYEHUE K [OMEHY,
BECTU OTYETHYI [OOKYMeHTauuoo. YcTaHaBnueaTtb U
KOH(UrypMpoBaTb  @HTMBMPYCHOE  MporpaMmHoe

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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obecneyeHne, nporpaMmHoe obecneveHne 6as
AaHHbIX, NporpammMHoe obecrnedYeHne MOHUTOPUHra.
ObGecneunBaTb  3aWMTy NpU  MOAKMYEHUN K
MHOPMALMOHHO-TENEKOMMYHMKALMOHHOM cetn
"UHTepHeT" cpeacTBamMm onepaLmoHHON CUCTEMBI.

3HaTb:

OcHoBHblE HanpasneHnst aOMUHNCTPUPOBAHNS
KOMMbLIOTEPHbIX CeTEN. Tunbl CEpPBEPOB, TEXHOMOIMIO
"KnueHT-cepBep"”. YTunutbl, QYHKUUW, yOaneHHoe
ynpaBereHne cepBepom. TexHomrornn Ges3onacHocTw,
NPOTOKONbI aBTOpM3aLMu, KOH(UAEHUMANbHOCTL U
GesonacHocTe npu pabote B Web. T[lopsgok
MCMNOMb30BaHNsA KnacTepos. Mopsigok
B3aUMOENCTBUSI Pa3SINYHbIX ONepPaLMOHHbBIX CUCTEM.
Knaccudumkayuio nNporpaMmmHoro obecneyeHust
CeTEeBbIX TEXHOMOTNN, U obnacTb ero NPUMEHEHWs.
lMopsaoK M OCHOBBI NULEH3MPOBAHNS MPOrPaMMHOIO
obecneyeHnsi. OueHKy CTOMMOCTM MPOrpaMMHOro
obecneyeHnst B 3aBUCMMOCTHM OT cnocoba u mecTa ero
NCMNOMb30BaHMSI.

MK 2.3. Ob6ecneuymBaTtb
cbop AaHHbIX AN aHanmaa
Mcrnonb3oBaHusA "
YHKUMOHMPOBaHMS
NporpamMmmMHO-TEXHUYECKUX
CpeactB  KOMMbHTEPHbIX
ceTen.

MMeTb NpakTU4ecknii onbIT B:

OpraHusoBaTb U NPOBOANTL MOHUTOPWHT U NOAAEPXKKY
cepBepoB. [lpoekTupoBaTb W BHEAPATb peLleHus
3awutel goctyna k cetn (NAP). PaccuutbiBaTb
CTOMMOCTb TNULEH3NOHHOIo NPoOrpaMmmMHoOro
obecneyeHus ceTeBow NHPPaCTPyKTypbl.
OcywectBnsatb cbop AaHHbIX  Afs aHanu3a
MCMOoNb30BaHUSA N (PYHKLMOHUPOBAHMS MPOrpaMmMHO-
TEXHUYECKNX  CPEeOCTB  KOMMbHOTEPHBbIX  CETEMN.
lMnaHvpoBaTth 1 peann3oBaTb MOHUTOPUHI CEPBEPOB.
PeanusoBaTb M nnaHWpoBaTb peLUEeHUs1 BbICOKON
OOCTynHOCTM Ans  dannoBbiXx cnyxb. BHegpsTb
WHPaCTPYKTYpY OTKPbITLIX Kntoden. MNnaHmpoBaTth U
peanu3oBbIBaTb MHAPACTPYKTYPY CNyXO ynpaBneHus
npaBamu.

YmMeTb:

PervctpupoBatb NOAKMIOYEHNE K [OOMEHY, BECTU
OTYETHYI AOKYMeHTauumto. PaccunTbiBaTb CTOMMOCTb
NMLEH3NOHHOI0 NPOrpaMMHOro obecnevyeHnsi ceTeBomn
WHPaCTPYKTypbl. YcTaHaBnuBaTh "
KOHUrypmpoBaTb  aHTUMBMPYCHOE  NpOrpamMMHoe
obecneyeHne, nporpaMmmHoe obecnedeHve 6as3
AaHHbIX, NporpaMMHoe obecrnevyeHne MOHUTOPUHIA.

3HaTb:

TexHonorun 6e3onacHOCTH, MPOTOKOSbI aBTOpM3aLnK,
KOHbmaeHumnansHocTb U 6e3onacHocTb Npu paboTe B
Web. lNopsagok ncnonb3oBaHusa knactepos. Mopsagok
B3aMMOJENCTBUS PasfiMyHbIX OnepaLOHHbIX CUCTEM.
AnroputM aBToMaTusauuMu 3agavy  obCny>XuBaHuS.
Mopsagok MOHUTOPWHra " HaCTPOWKU
NpPOn3BOAUTENBHOCTMW. TexHonoruio BeOeHUs
OTYETHOW JOKYMEHTaLUNN.

MK 2.4.
B3aumopgencrteoBatb  CO

MmMeTb NpakTuyeckuii onbIT B:
YcraHaBnuBate  Web-cepep.  OpraHmsoBbiBaTb

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx

lpoeepb akmyarlsibHOCmb eepcuu ro
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crneunanucTaMm CMEXHOro | JOCTYn K JoKalnbHbIM U rnobanbHblM — CETAM.
npocouns npu paspabotke | ConpoBoxaaTtb M KOHTPONMPOBATb WUCMONb3OBaHWME
METOAOB, CpeAcTB U | noyToBOro cepsepa, SQL-cepeepa. PaccuutbiBaTbh

TEXHOMOMMIA MPUMEHEHUST | CTOMMOCTb NNLIEH3NOHHOTO nporpamMmmHoro
obbekToB obecneyeHusi ceTeBow WHPPaCTPYKTYypbl.
npocdeccuoHaneHon OcywectBnate cbop AaHHbIX AN aHanu3a
AeAaTensHOCTH MCMNOMb30BaHNs N (OYHKLMOHMPOBAHNUA MPOrpaMmHO-

TEXHUYECKMX  CPEACTB  KOMMbIOTEPHbIX  CEeTeil.
MnaHvpoBaTb M peanu3oBbiBaTb WHAPACTPYKTYpPY
cnyx6 ynpaeneHus npaBamu.

YMeTb:

PaccuntbiBaTth CTOMMOCTb NNLUEH3NOHHOTO
nMpPorpamMmmHOro obecneveHus ceTeBon
uHdpacTpykTypbl. ObecneunBatb  3awuty  npwu
MOAKNIOYEHNN K NHOPMALIMOHHO-
TEeNeKOMMYHMNKALMOHHOM cetn "MHTepHeT"
cpeacTeaMy onepauvoHHON CUCTEMBI.

3HaTb:

Cnocobbl  yCTaHOBKM U yNpaBrieHWs CepBEPOM.
Mopsgok  wmcnonb3oBaHMs  knacTepoB.  [lopsgok
B3auMo[ eNCTBMSA pasnnyHbIX ONepaumMoHHbIX CUCTEM.
AnroputM aBToMaTusauuMu 3agavy  obCny>KuBaHUS.
TexHonornio BeAeHUs OTYETHOW  [JOKYMeHTauuu.
Knaccudumkaumio nporpamMmmMHoro obecneyeHus
CeTEeBbIX TEXHOMOTUN, U obnacTb ero NPUMEHEHWs.
lMopsaoK M OCHOBBI NULEH3MPOBAHNST MPOrPaMMHOIO
obecneyeHnss. OueHKYy CTOMMOCTU MNPOrpaMMHOro
obecneyeHuns B 3aBUCUMOCTM OT cnocoba n mecTa ero
MCMONb30BaHMs.

2.1 K oueHOYHbIM cpeacTBaM TEKYLLEro KOHTPOMA yCcneBaeMoCTM OTHOCATCS:
- KOHTPOSbHbIE BOMPOCHI K TEMaM abopaTopHbIX N NPAKTUYECKUX 3aHATUN.
2.2 K oueHOYHbIM cpeacTBam AN NPOMEeXYTOYHOM aTTecTauum OTHOCATCS:

- TECTOBbI€ 3aaHNA OTKPbITOIO 1N 3aKpbITOro TMUna;

- buneTbl ANa aK3amMmeHa.
2.3 Kputepumn oueHKM pe3ynbTaToB OCBOEHUA AUCLUMNIIUHBI
Kputepun oueHnBaHnA TeOpeTUYECKNX 3HAHUN:

«Omsu4yHo» - CTaBUTCA, ecrniv obyyaroLnncs:
a) TOYHO hopMynMpyeT OTBEThI HA NOCTABMEHHbIE B 3a4aHNN BOMPOCHI;
06) paer npasunbHble QOPMYNIMPOBKM MOHATUA U TEPMUHOB MO  WU3YYEHHOW

AUCLUNIIVHE;

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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B) AEMOHCTPUPYET NOHNMaHWE Matepuana, YTo BblpaxaeTca B yMeHUn obocHOBaTb
CBOW OTBET;

r) ceoboaHo 0606uwaeT n aguddepeHUnpyeT NPU3HaAKM U MOHATUS;

A) NpaBuUNbHO OTBEYAET Ha AOMNOSTHUTENbHbIE BONPOCHI;

e) cBoboaHO BnageeT peybto (4eMOHCTPUpPYeT CBA3aHHOCTb M NocneaoBaTeNbHOCTb
B U3NOXEHUN) U T.1N.

«Xopowo» - CTaBUTCS, ecnn oby4atoLnncsa gaeT oTBET, YA0BNETBOPSOLNA TEM XKe
TpeboBaHUAM, YTO U A4S OTMETKM KOTIMYHO», HO AONyCKaeT eANHNYHbIE OLLUNMGKN, KOTOPbIE
caM e ucnpasnsieT nocne 3amedaHus npenogasaTens.

«Y0osrnemeopumersibHO» - CTaBUTCS, eCnun 0ByyaroLLMACs 4EMOHCTPUPYET 3HaAHNE U
NMOHVMaHWE OCHOBHbIX MOSTIOXEHWU AaHHOW TEMbI, HO:

a) HETOYHO U HEeyBEPEHHO BOCMPOM3BOAUT OTBETblI HA MOCTABfIEHHbIE B 3aJaHuUn
BOMpPOCHI;

0) faeT HeTOYHblEe (POPMYITMPOBKM MOHATUN N TEPMUHOB;

B) 3aTpyaHsieTca obocHoOBaTb CBOW OTBET;

r) 3aTpygHsieTca 0600WmTb unn gudgepeHumnpoBaTb NPU3HAKU U NOHATUS;

A) 3aTpyaHsIeTCs NpU OTBETax Ha AONOSHUTENbHbIE BOMPOCHI;

€) nsnaraet maTepuan HeJOCTaTOYHO CBA3aHHO M MocnefoBaTenlbHO C YacTbiMU
3aMVHKaMu 1 nepepbiBaMn U T.10.

«HeydosnemeopumernibHO» - CTaBUTCA, €cnu oOy4valolnncs OEeMOHCTpUpyeT
He3HaHWe UM HenoHMMaHue 6onbLuen YacTn COOTBETCTBYIOLLEro pasgena.

Kputepuun oueHMBaHUA NPaKTU4ECKUX YMEHUN:

«OmuyHoO» CTaBuUTCA, ecnn oby4varLmnca:

a) yMeeT noATBEPAUTbL Ha NMpMMepax CBOE YMEHMWE MO BbINOMHEHUIO NOyYEHHOro
NPaKTUYECKOro 3agaHus;

6) ymeeT aprymMeHTMpoBaTb CBOM AEWCTBUS MNPWU BbINOSIHEHUN MPAKTUYECKOrO
3agaHus;

B) uenecoobpasHO MCMONb3yeT TeopeTUYecKuin matepuan Ans BbIMOSIHEHUS
3agaHus;

r) NpaBUIIbHO NUCNOSb3yeT HEOOXOoANMbIE NPUEMbI, METOAbI, MHCTPYMEHTbI 1 Apyrve
pecypchl;

A) LOEMOHCTpUpyeT YMeHWe [AelCTBOBaTb B CTaHOAPTHbIX W HeCTaHOAaPTHbIX

NpodeccrMoHanbHbIX CUTYaLUSIX;

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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€) rpaMOTHOE COCTaBfeHME [OKYMEHTOB, OTHOCALUMXCA K NpodheccMoHanbHOn
AEeATENbHOCTU U T.M.

«Xopowo» - CTaBUTCS, €CN 0ByYaloLNNCA OEMOHCTPUPYET NPAKTUYECKNE YMEHMS,
yAOBMETBOPSOLWMNE TEM Xe TpeboBaHMSM, YTO U ANt OTMETKN «OTIMYHO», HO JOnyckaeT
€OVHWYHble Herpybble owunbku, KOTOpble CaM >Xe WCMpaBnsieT Mocne 3amevaHust
npenogasatens.

«YdosnemeopumesnibHO» - CTaBUTCHA, ecnu obyvyarowuncs obHapyxuBaet
NpakTU4YecKne yMeHus, Ho:

a) 3aTpygHseTca  NpuMBECTU  MNpUMMeEpbl, MOATBEpXAawwume ero  yMeHus,
MCMNOMb30BaHHbIE B MPOLECCE BbIMOMHEHNS] NPAKTUYECKOrO 3a4aHus;

6) HenocnegoBaTeNbHO apryMeHTUpPyeT CBOM [OENCTBUSA, NPeanpuHATbie MM B
npoLecce BbINOSTHEHUSA NPaKTUYECKOro 3afaHuns; apryMeHTbl, 06bSACHSOLWME ero 4enNcTBus,
NpeanpuHATbIE UM B NPOLIECCE BbINOMHEHWS NPAKTUYECKOro 3a4aHns;

B) HeLenecoobpas3HO MCMOomb3yeT TEeopeTMYECcKUA MaTepuan Ansi COCTaBMEHWUs
nraHa BbINOSIHEHUS NPAKTUYECKOTO 3a4aHUS;

r) uanaraeT maTepuan HegOCTaTOYHO CBSI3aHO M C MocnefoBaTesNibHO C YacTbiMU
3aMVHKaMu1 1 nepepbiBaMu;

A) NCMbITbIBAET 3aTPYAHEHUS B LENCTBUSIX MPU HECTAaHAAPTHbBIX NPOdECCMOHANBbHbIX
cUTyaumusax v T.m.

«HeydosnemeopumernibHO» - CTaBUTCSA, ecnu oby4varolmncs gonyckaet rpybbie
HapylleHus anropuTMa OEeWCTBMS unu owubku, Bnekywme 3a cobo BO3HUKHOBEHME
oTpuUaTenbHbIX NOCNEACTBUN ANA 000pyAOBaHMS, OKpYXXatoLLEen cpeapbl 1 akMnaxa cygHa,
nnn (1) OTCYTCTBME YMEHUS OENCTBOBATL B CTaHAAPTHbLIX NPOdeCcCnoHanbHbIX CUTYyaUmsX,
nnNu(n) 4eMOHCTPUPYET HE3HaAHME UMK HENOHMMaHne Gonbluen YacTu COOTBETCTBYHOLLErO
pasgena.

Kputepum oueHuBaHus no aucumnnumHe B chopme TeCTUPOBaHUA:

«OTnn4yHo» - 81-100 % npaBuribHbIX OTBETOB,

«Xopowo» - 61-80 % npaBunbHbLIX OTBETOB;

«YpnoBneTBopuUTEnNbHOY - 41-60% npaBunbHbIX OTBETOB;

«HeynosnetBoputensHo» - 0-40% npaBurbHbIX OTBETOB.

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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3 OueHoYHble cpeacTBa TeKyLLero KOHTPONA U NPOMEeXYTOYHOM aTTecTauumn

KoHTponbHble BONpOCbI K NPakTU4EeCKUM 3aHATUAM

MpakTnyeckasa pabota 1-3. YctaHoBka Windows Server 2012R2. YcTaHOBKa
KOHTponnepa AoMeHa. YnpaBneHue y4eTHbIMU 3anMcAMM KOMMbIOTEPOB.
KoHTpOsibHbIE BOMPOCHI:

1. YcraHoBka Windows Server 2012R2.

2. YcTaHOBKa KOHTposnsepa JoMeHa.

3. ynpaBneHme y4e€THbIMW 3alMncAMn KOMMbOTEPOB.

MNMpakTnyeckasa pabora 4-6. [lenernpoBaHne agMMHUCTPaATUBHbIX 3a4au.
Ucnonb3oBaHne Windows PowerShell ansa agmuHuctpuposanua AD DS.
MpousBegeHne MHOXeCTBEHHbIX onepauun ¢ ucnonb3oBaHmem Windows
PowerShell.
KoHTpOsibHbIE BOMPOCHI:
1. [denermpoBaHne agMUHUCTPATUBHbIX 3adad.
2. Wcnonb3osanne Windows PowerShell ans agmuHuctpuposaHus AD DS.
3. lpounssegeHne MHOXECTBEHHbIX onepauunn ¢ ncnosno3dosaHnem Windows

PowerShell.

MpakTu4yeckasn paborta 7-10. Hactponka DHCP o6nacten. 3awmra 1 MOHUTOPUHT
DHCP. YctaHoBKa cepBepa DNS. YnpaBneHue 3oHamu DNS
KOHTpOnbHbIE BONPOCHI:

1. Hactpownka DHCP obnacten.

2. 3awwmTa n moHuTopuHr DHCP.
3. YcrtaHoBka cepBepa DNS.
4

. YnpasneHue 3oHamu DNS

MpakTnuyeckan pa6ota 11-13. YnpaBneHune auckamm n Tomamu. Ucnonb3oBaHue
NPOCTPaAHCTB XpaHeHus. 3alinTa nanok cpeacTBamMm TEHEBOro KONnMpoBaHuUA.

KoHTpOnbHbIE BONPOCHI:

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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1. YnpaBneHue auckamu u Tomamu.
2. Wcnonb3oBaHue NpoCTpaHCTB XpaHEeHUSI.

3. 3awwmTa nanok cpeactBaMm TEHEBOIO KOMUPOBaHMUS.

MpakTnyeckana paborta 14-15. Hactpomnka Pa6ounx nanok. Hactponka ceteBon
ne4yatn. O6paboTka rpynnoBbIX NOSIUTUK.
KoHTpOsibHblIE BOMPOCHI:

1. Hactpownka Paboumnx nanokx.

2. Hactponka ceteBoun nevaTu.

3. O6paboTka rpynnoBbIX NOMIUTUK.
MNMpakTnyeckasa paborta 16-17. MpumeHeHne LEeHTPaNUM3oOBaHHOrO XpaHUNMLIa
AaMUHUCTpaTMBHLIX WabnoHoB. HacTponka napameTpoB 6e3onacHocTu. O630p
6e3onacHocTU onepaunoHHbIx cuctem Windows.
KoHTpOsIbHbIE BOMPOCHI:

1. lNMprMeHeHWe LeHTpanM3oBaHHOMO XpaHunIuLa

2. AOMUHUCTPaTMBHbIX LWabNoOHOB.

3. Hactponka napameTpoB 6€30nacHOCTW.

4

O630p 6GesonacHocTM onepaunoHHbix cnctem Windows.

MNMpakTnyeckasa paborta 18-19. Hactpouka 6paHamayapa Windows ¢ pacwumpeHHOU
6e3onacHocTblo. OrpaHnyeHune npuknagHoro MO. O630p TexHONOrMn
BUpTyanusauuu. NMpumeHeHue cepsepHoun BupTyanusauum ¢ Hyper-V
KoHTpOsibHbIE BOMPOCHI:

1. Hactpowka 6pangmayapa Windows ¢ paclumpeHHon 6e30nacHOCTbIO.

2. OrpaHuyenune npuknagHoro MO.

3. O630p TexHoMnorMmM BUpTYyanM3aumm.

4. TMpnmeHeHue cepBepHOW BUpTYyanusaumm c Hyper-V
MpakTnyeckasa pabota 20-22. NMpumeHeHune Hyper-V. YnpaBneHue xpaHunuiiem
BUPTyalbHbIX MalWWH. YNpaBneHue BUPTyanbHbIMA CETAMU
KoHTpOnbHbIE BONPOCHI:

1. TNpumeHeHune Hyper-V.

2. YnpaBneHve xpaHunuiiem BUpTyanbHbIX MaLLVH.

3. YnpaBneHue BMpTyanbHbIMU CETAMU
HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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MpakTnyeckana pabota 23-25. NpumeHeHue 3awmTbl AocTyna K cetu. Hactpownka m
ycTpaHeHue Henonanok cnyx6bl DNS. NMoanepxka AD DS
KoHTpOsibHbIE BOMPOCHI:

1. lNMprmeHeHme 3amnTbl 4OCTYNa K CEeTHU.

2. Hactponka n yctpaHeHne Henonaaok cnyxobl DNS.

3. Mopanepxka AD DS
MpakTnyeckasa paboTta 26-28. YnpaBneHue nosfib3oBaTeNbCKUMN U CNYKEOHbIMU
yyYyeTHbIMuU 3anucsamu. BHeapeHue nHodpactpyktypbl NpynnoBbIX NONUTUK.
YnpaBneHue nonb3oBaTeNibCKMM paboynm ctonom yepes NpynnoByro NONIUTUKY
KoHTpOsibHbIE BOMPOCHI:

1. YnpasneHue nosnb3oBaTefbCKUMU U CRYXEOHbIMU YHYETHLIMU 3anNUCAMM.

2. BHepgpeHue nHdpacTpykTypbl [(pynnoBbIX NOMUTUK.

3. ynpaBneHme noJib30BaTEJIbCKUM pa6oq|/|M CTOJIOM 4epel prnnoayro NOJINTUKY

MpakTnyeckasa paborta 29-30. YcTtaHOBKa U HacTpouka ponu Cepsep CeteBoun
nonutukn. NMpnmMmeHeHme 3awmTbl A4OCTYNA K CETU
KoHTponbHblE BOMPOCHI:

1. YcrtaHoBka n HacTpolika ponn Cepsep CeTeBOM NONUTUKMN.

2. lpumMeHeHMe 3alWmnThl AOCTYyMNa K ceTu

MpakTnyeckasn paborta 31-32. BHeapeHue TexHonoruu DirectAccess ¢ nomoubio
MacTepa HavyarnbHOM HacTponku. PasBepTbiBaHWe pacLUMPEHHOWN NH(DPACTPYKTYPbI
DirectAccess
KoHTpOnbHbIE BONPOCHI:

1. BHegpeHune TexHonoruum DirectAccess ¢ noMmoLlblo MacTepa HavyarbHOW HAaCTPOMKN.

2. PasBepTtbiBaHME pacluMpeHHon NHdpacTpykTypbl DirectAccess

MNMpakTnyeckan pabota 33-34. BHeapeHue VPN. BHegpeHue Web Application Proxy.
Hactpowka KBoT 1 dpannoBoro akpaHmpoBaHusi B FSRM
KoHTpOnbHbIE BONPOCHI:

1. BHegpeHue VPN.

2. BHepgpeHne Web Application Proxy.

3. Hactponka KeoT n dannosoro akpaHuposaHua B FSRM

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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MpakTnyeckasa pabota 35-36. NpumeHeHune DFS. HacTtpouka wncppoBaHus m

pacwmpeHHoro ayauta. Ucnonb3oBaHue cnyxo6bl pasBepTbiBaHMA Windows ans

pasBepTbiBaHUA WindowsServer 2012

KOHTpOJ'IbH bl€ BOMNpPOCHI.

1.
2.
3.

MpumeHeHne DFS.

HacTtponka wmndgppoBaHus 1 pacluMpeHHoro ayauTa.

Mcnonb3oBaHue cnyxbbl passepTbiBaHna Windows onga passepTbiBaHUS
WindowsServer 2012

MpakTnyeckasa paborta 37-38. BHegpeHue ynpaBneHna o6HOBNeHNAMN. MOHUTOPUHT

WindowsServer 2012

KOHTpOJ’IbH bl€ BOMNPOCHI.

1.
2.

BHepnpeHve ynpaBneHns 06HOBNEHUSIMMN.

MoHuTopuHr WindowsServer 2012

MpakTnyeckasa pabota 39-40. NMoarotoBka cepBepa OC Linux. BapnaHTbl ycTaHOBKMW.

PesepBHOe konupoBaHue. CozaaHue CHUMKOB. Pa3mMeTKa XeCcTKOro aucka.

KoHTpOsibHbIE BOMPOCHI:

1.
2.
3.
4.
5.

Moarotoeka cepeepa OC Linux.
BapuaHTbl ycTaHOBKM.
Pes3epBHoOe konvpoBaHue.
Co3naHne CHUMKOB.

PaameTka »XecTKoro aucka

MpakTnyeckasa pabota 41-42. Hactpouka cepsepa DNS B OC Linux

Mpotokon DNS. MNpotokon DHCP. Hactponka cepeepoB Bl B8 OC Linux
CybA MySQL. CYBA MongoDB

KOHTpOﬂbH bl€ BOMNpPOCHI.

1.

o bk~ 0N

HacTtponka cepsepa DNS B OC Linux
MpoTtokon DNS.

MpoTtokon DHCP.

HacTtponka cepsepoB B[] B8 OC Linux
Cyb[ MySAQL.

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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6. CYbA MongoDB

MOK 02.02 NMporpammHoe obecneyeHne KOMNbIOTEPHbLIX ceTen

MpakTnyeckasa paborta 1-3. OueHka u onpegeneHMe napamMeTpoB pa3BepPTbIBaHUS.
MnaHunpoBaHue cTpaTternm ynpasneHusi obpasamu. Hactpoika 6esonacHocTu
KNMUEHTCKUX CUCTEM
KoHTpOsibHblIE BOMPOCHI:

1. OueHka n onpegeneHue napameTpoB pa3BepTbIBAHNA.

2. lnaHnpoBaHue cTpaternm ynpasrneHus obpasamu.

3. Hactponka 6e30nacHOCTU KITMEHTCKUX CUCTEM

MpakTu4yeckasn pabota 4-5. Hactpouka wudpoBaHusa dannos ¢ nomowbio EFS.
NMoarotoBka obpasa un cpeabl npeayctaHoBkn YctaHoBka Windows ADK
KoHTposibHbIe BONPOCHI:

1. Hactpowka wudpoBaHus cdannos ¢ nomollbto EFS.

2. lMopgroTtoBka o6pasa u cpeabl NpeayCcTaHOBKK

3. YcraHoBka Windows ADK

MpakTnyeckasa pabora 6-7. Co3gaHme 3aTanoHHoro obpasa ¢ nomouwbio Windows SIM
n Sysprep CosnaHue danna orsetoB ¢ nomoubio Windows SIM. CozaaHue u
obcnyxnBaHue 3TarioHHOro obpasa
KoHTpOsibHbIE BOMPOCHI:

1. CospgaHue aTtanoHHoro obpasa ¢ nomouubto Windows SIM u Sysprep

2. Cospanue danna oteeTtoB ¢ nomollbto Windows SIM.

3. CosgaHue n obcnyxmnBaHue atanoHHoro obpasa
MNMpakTnyeckas pabora 8-10. Hactponka n ynpaBnenme Windows Deployment
Services lNnaHupoBaHue cpeabl Windows Deployment Services. lNnaHupoBaHue u
peanusauus Murpaumm nosib3oBartesnibckon cpeabl. Murpaumsa coctosaHus
Nonb30BaTesnifl C CO34aHUeM XeCTKUX CCbINOK
KoHTpOnbHbIE BONPOCHI:

1. Hactpowka n ynpasnexHne Windows Deployment Services

2. MNnannposanune cpegbl Windows Deployment Services.

3. lMnaHupoBaHue 1 peanusauns MUrpauun Nonb3oBaTeNbCKON cpeapbl.

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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4. Mwurpauus COCTOsIHMSA NONb3oBaTeNs C CO3A4AaHMEM XKECTKUX CCbINOK
MNMpakTnyeckana pabora 11-12. Peannsauusa nopgaepXkm o6HOBNEeHUN NpPorpamMmMHOro
obecneyeHnsa ¢ nomowbto Configuration Manager 2012. YnpaBneHue
OOHOBNEeHMsAAMU ANA BUPTYalnbHbIX MalluH U obpa3soB. Ucnonb3oBaHne Windows
Intune Ana ynpaBneHns o6HoBNeHMe NnporpamMmmHoro obecne4vyeHus. NnaHmpoBaHue
MHPaACTPYKTYpPbl OOGHOBNEHUS.

KoHTpOsibHblIE BOMPOCHI:
1. Peanusaunsa nogaepXkm oOHOBMEHNA NpOrpaMMHOro obecneyeHmst C NOMOLLbHO
Configuration Manager 2012.

2. YnpaBneHue 06HOBNEHUAMM AN BUPTYanbHbIX MalnH 1 o6pa3sos.

3. Wcnonb3oBaHne Windows Intune ans ynpaeneHns o6HOBNEHME NpOrpaMmMHOro

obecneyveHus.

4. TMnaHupoBaHue MHPaCTPYKTYpbl OBHOBNEHUS.

MpakTnyeckasa pabora 13-14. Peanunsauna o6HOBNEHMN NPOrpaMmMHOro
obecneyeHns ¢ nomowbio Configuration Manager 2012. Peanusauusa o6HoBNeHUn
nporpamMmmHoro obecne4vyeHmsa gna 6MGnuoTek BUpTyanbHbIX MaLUWVH.
KoHTponbHblE BOMPOCHI:
1. Peanusauust o6HoBNeHun nporpammMHoro obecneyeHus ¢ nomowbio Configuration
Manager 2012.
2. Peanusauus obHoOBRNEHMn nporpaMmMHOro obecneyeHnsa ana 6ubnuortek
BMPTYanbHbIX MaLLUVH.
MpakTnyeckasa paborta 15-16. 3awmra KOMNLIOTEPOB NPEANPUATUA OT BPEAOHOCHbIX
nporpamm v noTepb AaHHbIX. O630p System Center 2012 Endpoint Protection.
Hactpownka Endpoint Protection Client Settings ¥ MOHUTOPUHIa COCTOSAHUA.
Ucnonb3oBaHue Windows Intune Endpoint Protection. 3awuTta knueHTckux OC ¢
nomoublo System Center 2012 Data Protection Manager.
KoHTpOnbHbIE BONPOCHI:

1. 3awuTa KOMNbTEPOB NPEANPUSATUS OT BPEAOHOCHbBIX MPOrpaMm 1 noTepb AaHHbIX.
O630p System Center 2012 Endpoint Protection.

Hactpouka Endpoint Protection Client SettingsS n MOHUTOPWHra COCTOAHUSA.

Mcnonb3oBaHue Windows Intune Endpoint Protection.

ok~ 0N

3awmTta knueHTtckmx OC ¢ nomouwybio System Center 2012 Data Protection

Manager.

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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MpakTnyeckasa paborta 17-19. NMnaHnpoBaHue n pasBepTbiBaHue KnueHTcknx OC ¢
nomouwbio MDT. NMoarotoBka cpeabl AnNA pa3BepTbiBaHUA onepaBuoOHHON CUCTEMDI.
Ucnonb3oBaHume MDT m Configuration Manager ansa noarotoBku Zero-Touch
Installation
KoHTpOsibHbIE BOMPOCHI:

1. MNnaHnpoBaHue n passepTbiBaHne knneHTckmx OC ¢ nomowbio MDT.

2. lNoparoToBka cpefbl ANA pa3sepTbiBaHNA OnepaunoHHON CUCTEMBI.

3. Wcnonb3osaHne MDT n Configuration Manager onsi noarotoBku Zero-Touch

Installation

MNMpakTnyeckasa pabota 20-22. MnaHnpoBaHue N peanusauusa MHPPaCTPYKTypbl
Remote Desktop Services. PacwmpeHune goctyna kK MUHTepHeT ANA NHpacTpyKkTypbl
RDS. PasBepTbiBaHUe U noaaepxka BUpTyanusauum npoduns nonb3oBartens
KoHTpOsibHbIE BOMPOCHI:

1. lnaHunpoBaHue n peanusaumnsa nHpacTpykTypbl Remote Desktop Services.

2. PacwwupeHue poctyna k IHTepHeT ans nHdppacTtpyktypbl RDS.

3. Pa3BepTbiBaHWE 1 Noaaepkka BUpTyanusauum npoduns nons3oBaTtens

MpakTnyeckasa pabota 23-25. NMpoekTtupoBaHue n peanusauus amnnoBbIX CNyxo6.
Peanusauus Client Endpoint Protection Hactpouka Touku Endpoint Protection.
Hactpownka Data Protection gna gaHHbIX KNTIMEHTCKOro KOMnbloTEpPaA
KoHTpOsibHbIE BOMPOCHI:

1. lNpoekTupoBaHue n peanusaums annosblx cnyx6.

2. Peanusauus Client Endpoint Protection Hactponka To4kn Endpoint Protection.

3. Hactpownka Data Protection ona gaHHbIX KMMEHTCKOro KoMnbloTepa

MOK 02.03. OpraH1M3aumsa agMUHUCTPUPOBAHUA KOMMNBIOTEPHbLIX CUCTEM

MpakTnyeckasa paborta 1-3. Co3gaHume nnaHa anrpenga u Murpauum cepeepa.
Peanusauusa 6ubnuotek n npocpunen gucnetryepa BUpTyanbHbIX MaLUUH.
MpoekTpoBaHue N peanusauus AoBepUTENbHbIX OTHOLWEHUN MeXAy flecamu.
KoHTpOnbHbIE BONPOCHI:

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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1. CospgaHve nnaHa anrpenga n Marpauumn cepeepa.
2. Peanusauna 6ubnmnoTtek n npocunen aucnetyepa BUpTyanbHbIX MaLLVH.

3. TpoekTpoBaHMe 1 peanusauunst 40BEPUTENbHBLIX OTHOLLEHWUIA MeXay Nlecamu.

MpakTnyeckasa pabota 4-6. NpoekTupoBaHme nHterpaumm ADDS ¢
WindowsAzureActiveDirectory. lNpoekTupoBaHue fnoBepuTeribHbIX OTHoweHun AD
DS. MNMpoekTupoBaHue 1 peanusaums MHpacTpykTypbl noapasaeneHmn (OU) u
paspewenun AD DS
KoHTponbHbIE BOMPOCHI:

1. TNpoekTupoBaHue nHterpaunmn ADDS ¢ WindowsAzureActiveDirectory.

2. lNpoekTnpoBaHue goBepuTernbHbiX oTHoweHu AD DS.

3. lNpoekTnpoBaHue n peanusaunsa NHppacTpykTypbl nogpasgenerHuin (OU) u

paspewweHnn AD DS

MNMpakTnyeckasa pabota 7-9. NMpoekTtupoBaHme u BHeapeHue ctpartermu rpynn AD DS.
C6op Tpebyemon nHdopmaLmm Ana NnpoeKTUPOBaHUA FPYNMNOBbIX NOSIUTUK.
MnaHupoBaHMe ynpaBneHusi rpynnoBbIMU NONUTUKAMMU
KoHTpOsibHbIE BOMPOCHI:

1. lNpoekTupoBaHue n BHeapeHue ctpaternm rpynn AD DS.

2. Cbop Tpebyemon nHdopMaumm ans NpOeKTUPOBaHMS rPYNNOBbLIX MNOSNTUK.

3. I'InaHmpOBaHme ynpasneHua rpynnoBbiMn NOJIMTUKaAMU

Mpaktnyeckaa pabota 10-12. [lpoekTupoBaHue U peanusaumsa GuU3NYeCKon
Tononorum AD DS. [lpoektupoBaHMe pa3MeLleHU KOHTPOJNEepoB [AOMeHa.
BupTtyanusauusa KOHTpoOnnepoB AOMEHA.
KoHTpOnbHbIE BONPOCHI:

1. lMpoekTupoBaHue n peanusaums guaundeckomn tononormum AD DS.

2. [NpoekTnpoBaHue pasMeLLeHUs KOHTPONNepoB JOMEHa.

3. BupTtyanusaumsa KoHTponnepos gomMeHa.
Mpaktnyeckaa paborta 13-15. O6G30p npoeKkTUpoBaHUA OGe3onacHOCTU ceTen.
lNMpoekTupoBaHue u BHeapeHue ucnonb3osaHusa Windows Firewall. NpoektupoBaHue
M BHegpeHune nHdpactpyktypol NAP

KOHTpOsnbHbIE BOMPOCHI:

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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1. O630p npoekTupoBaHnss 6e30MacHOCTU CETEN.
2. lNpoekTnpoBaHue n BHeapeHue ncnonb3osaHna Windows Firewall.

3. lpoekTnpoBaHue n BHegpeHne nHgpacTpyktypsl NAP

MpakTnyeckana paborta 16-18. NnaHnpoBaHue n BHeapeHue Web Application Proxy.
lNnaHupoBaHue U peanusauma cTpaternm BUpTyanusauum cepsepos lNnaHupoBaHue
pa3BepTbiBaHUA AUcneTyepa BUPTyarnbHbIX MawuH (VMM).
KOHTpOnbHbIE BONPOCHI:

1. TnaHnunpoBaHue n BHegpeHne Web Application Proxy.

2. lNnaHupoBaHue 1 peanusauumsa cTpaternm BupTyanusauumn cepsepos

lMnaHupoBaHMe pa3BepTbiBaHMS gucneTtyepa supTyanbHbix mawuH (VMM).

MpakTu4yeckasn pa6orta 19-20. MnaHupoBaHue U peanusauus cepBepHOMn
BUpTyanusauuu. NnaHMpoBaHue 1 peanusaums ceTeBou MHPPaCTPYKTYpbl U
CUCTEM XpaHEeHUs JaHHbIX ANs BUpTyanusauuu
KOHTpOnbHbIE BONPOCHI:

1. TnaHnpoBaHue 1 peanusauuns cepBepHON BUpPTyanusauuu.

2. lnaHnpoBaHue n peanui3aunsa ceTeBon NHAPPACTPYKTYPbl N CUCTEM XPaHEHUSA

[AaHHbIX AN BUpTyanusauum

KypcoBas pa6oTta 1-3. [lnaHMpoBaHue n peanusauusi ctpaterun pesepBHOro
konupoBaHus. lMnaHnpoBaHue n peannsauuna BoccTtaHoBneHus. NnaHmpoBaHue n
pa3BepTbiBaHWE yAOCTOBEPAOWMX LeHTPOB. NMnaHnpoBaHue n peanusauusa
pe3epBHOro KONMPOBaHUS U BOCCTAaHOBIIEHUA BUPTYalibHbIX MaLUUH.
MnaHupoBaHMe u peanusauma MHPPACTPYKTYPbl OTKPbITbIX KITHOYEN
KoHTpOnbHbIE BONPOCHI:

1. lMnaHnpoBaHue n peanuaauusa cTpaTernin pe3epBHOIrO KONMPOBaHUS.

2. lMnaHupoBaHue 1 peanu3aums BOCCTaHOBNEHUS.

3. lNnaHupoBaHue 1 pa3BepTbiBaHNE Y4OCTOBEPSHOLLNX LLEHTPOB.

4. TnaHupoBaHWe © peanu3auusi pPe3epBHOr0 KOMMPOBaHUS W BOCCTAHOBMEHUS

BUPTYyarbHbIX MaLUWH.

5. lnaHnpoBaHue n peanusaunsa MHPPACTPYKTYPbl OTKPbLITLIX KITHOYen

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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KypcoBas pabota 4-6. [lnaHupoBaHue n peanusauus WabnoHoB cepTucukaToB.
NnaHupoBaHMe 1 peanusauma apxmBaLu U BOCCTaHOBIIEHUSA KIOYENn.
NMnannpoBaHue n pasBeptbiBaHue AD FS lNnaHupoBaHue u peanusauums
uHcppacTpykTypbl AD FS.
KOHTpOnbHbIE BOMPOCHI:

1. lnaHnpoBaHue n peanusauns WaboHOB cepTUDUKATOB.

2. lMnaHupoBaHue 1 peanusaumsa apxmBauun U BOCCTAHOBNEHNSA KIOYeNn.
3. lNnaHunpoBaHue n passepTbiBaHne AD FS
4

lMnaHupoBaHue n peanusaums nHppacTpyktypsl AD FS.

KypcoBas pa6ota 7-10. NnaHnpoBaHue n peanusauusa AD FS Claim Providers u
Relying Parties. NMnaHupoBaHue u peanusauusa AD FS Claims un Claim Rules.
NMnaHnpoBaHue n peanusaumua Web Application Proxy. OcyuwecTBrneHue
KOH(pUrypmpoBaHusi nporpamMmMHoro obecne4dyeHus Ha cepBepax u paboumx
CTaHLMAX.
KoHTponbHblE BONPOCHI:

1. MnaHnpoBaHue n peanunsauuna AD FS Claim Providers n Relying Parties.

MnanupoBaHue n peanuaaums AD FS Claims n Claim Rules.

2
3. lnaHnposaHue n peanusaunsa Web Application Proxy.
4

OcyLLI,eCTBJ'IeHI/Ie KOHC*)I/IprVIpOBaHI/IFI nporpamMmmMmHoOro obecneyeHuns Ha cepBepax n

pabounx cTaHUmsX.

KypcoBas pa6oTa 11-12. YcTtaHOBKa npaB AOCTyNna U KOHTPOSb UCNOJIb30BaHUA

ceTeBbIX peCypcCoB. AAMMHMCTpVIpOBaHMe cepBepoB

nnaHMPOBaHMe n peannsauuma goCctyna K gaHHbIM AnA nonb3oBarteneun u yCTpOﬁCTB

MnaHupoBaHne u peanusauma DAC. lNnaHMpoBaHue NOAKIIOYEHMA K pabouyemy

mecTty (Workplace Join). lNnaHnpoBaHue pabounx nanok (Work Folders)
KoHTponbHble BOMPOCHI:
1. YcTtaHoBKa npaB AOCTyna u KOHTPOSb MCMOSb30BaHNS CETEBbLIX PECYPCOB.

AOMUHUCTpUpPOBaHME CepBepoB

MnaHnpoBaHne n peanusauus DAC.

o bk~ 0N

lMnaHupoBaHue nogkntoyeHus Kk padboyemy mecty (Workplace Join).

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx

lMnaHupoBaHue 1 peanu3auus 4OCTyNa K AaHHbIM ANS nosib3oBaTernen n ycTpoucTs
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6. lNnaHupoBaHue pabounx nanok (Work Folders)

KypcoBas pa6ota 13-15. Pac4éT cToMMOCTU ceTeBOro ooopyaoBaHus u
nporpaMmmHoro ob6ecne4veHusi. Perucrtpauus nonb3oBaTtenen NokarnbHOW CeTH.
OcyuiecTBneHne aHTUBUPYCHOM 3awnThbl NnaHupoBaHue n peanusauus cnyxobl
ynpasneHus npaBamm O63op AD RMS. NnaHupoBaHue u peanusauunsa knacrtepa AD
RMS. NMnaHupoBaHue u BHeapeHue waobnoHos AD RMS un nonutuk AD RMS.
MnaHnpoBaHue n peanusauus BHewHero aoctyna kK AD RMS. NnaHupoBaHue u
peanusauus Bzanmogencteus AD RMS n Dynamic Access Control.
KoHTpOsibHbIE BOMPOCHI:

1. Pacuyét ctoumocTn ceTeBOro obopyaoBaHus U NporpaMmmMHoro obecneveHus.

2. Pernctpauna nonb3oBartenen nokansHom cetn. OcyLlecTBrieHne aHTUBNPYCHOMN
3awunTbl
lMnaHupoBaHue n peanuaaums cnyx6sl ynpasneHnsa npasamm O63op AD RMS.
MnaHupoBaHue n peanuaaums knactepa AD RMS.
MnaHnpoBaHne n BHeapeHue wabnoHos AD RMS n nonutuk AD RMS.

lMnaHupoBaHue n peanuaaums BHewHero goctyna kK AD RMS.

N o g ko

MnanupoBaHue n peanuaaums s3ammogenctena AD RMS n Dynamic Access

Control.

3apaHust OTKPbLITOro Tuna
MnaHnpyemble pe3ynbTaThbl:

MK 2.1 AAMUHUCTPUPOBATL NOKasnbHbIE BbIYUCIIUTESbHBLIE CETU U NPUHUMATb MEpPbI
Nno YCTPaHEeHU BO3MOXHbIX COoeB

MK 2.2 AoMUHUCTpUpOBaTbL CeTEBbIE PeCypPChl B MHPOPMALMOHHBIX CUCTEMAX

MK 2.3 O6ecneunBatb cb6Op AaHHbIX ANS  aHanu3a WCNonb30BaHUS W
PYHKLUMOHUPOBAHUS NPOrPaMMHO-TEXHUYECKNX CPEACTB KOMMbIOTEPHbLIX CETEN

MK 2.4 BsaunmopgencteoBaTb CO chneuuanuctaMm CMEXHOro npodunsa npu
pa3paboTke MeTO40B, CPEACTB M TEXHONOMMIN NPUMEHEeHNs1 06 bEKTOB NPOECCMOHANBbHOWN

OeATesIbHOCTU

1. CeTteBon oTBe4aeT 3a T[pPOEeKTupoBaHMe, YCTaHOBKY W

obCcnyXnBaHne KOMMbIOTEPHBIX CETEN.

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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OTBeT: agMUHUCTpaTOp

2. Cneumnanuct B obnactu ceTeBoro JoImkeH obnapaTb

3HaHMsMK B obnacTtu IT-TexHoNnormm, ceTeBbIX NPOTOKOSIOB, MapLLPyTU3aTOPOB U
KOMMYTaTOpPOB.
OTBeT: aAMUHUCTPUPOBAHUA

3. CeTeBble aAMMHUCTPATOPbl 3aHUMAKTCA YCTaHOBKOW, 7

obCcnyXmMBaHMEM CeTeBbIX YCTPOWCTB, TaKMX KaK CepBepbl, MapLlpyTU3aTopbl U
KOMMYyTaTOpbI.
OTBeT: HacTPOMKOU

4. CeTeBOW aAMUHUCTpATOP [AOS/PKEH YMeTb YCTaHaBnuBaTb W HacTpauBaTtb

obopygoBaHMe, Takoe Kak kabenu, KOHUEHTpaTopbl,

KOMMYyTaTOpbl U MapLIpyTU3aTopbl.
OTBeT: ceTeBOE

5. CeTeBo agMUHUCTpATOpP ynpasBnsaeT pecypcamMmu, Takmmm Kak IP-

agpeca, macku noaceTu, wino3bl 1 DNS-cepsepbl.
OTBeT: ceTeBbIMMU

6. CeteBoun cneumnanuct obszaH obecneynTb CeTUN OT BHELLUHUX U

BHYTPEHHMX Yrpo3, TaKMX KaK BUPYCbl, TPOSIHbI, YEPBM U XaKepbl.
OTBeT: Oe30nacHOCTb

7. CeTeBou aaAMUHNCTPAaTOpP 3aHMMaeTCcA MOHUTOPUHIOM N aHalTM30M

Tpaduka, 4ToObl BbISIBUTH NPOBGMEMbl U ONTUMU3NPOBATbL NPOM3BOAUTENBHOCTb
ceTu.
OTBeT: ceTeBOro

8. CeTeBOM MVHXeHep [OOMMKEeH 3HaTb, Kak HacTpouTb W YyNpaBnsATb pPasfUYHbIMU
BUOAMN CETEBbIX cuctem, Takmx kak Windows Server, Linux u
Cisco I0S.

OTBeT: onepaumoHHbIX

9. CeTteBoii agMuHucTpaTop obecneynsaeT nonb3oBarenen B

BOMpocax, CBsI3aHHbIX C ceTeBbiIM obOopygoBaHMEM U NPOrpamMHbIM
obecneyeHnem.
OTBeT: noanepXxKy

10.CeTeBON agMUH 3aHMMaETCHA YCTAHOBKOW U CeTEBbIX NPUNOXEHNN,

TaKNX KaK 3MeKTpoHHas no4rta, Beb-cepBepbl, 6a3bl AaHHbIX 1 VOIP.

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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OTBeT: noaaepKKoun

11.Cneunannctel B obractu ceTeBOro agMUMHUCTPUPOBAHUS OOSMKHbI 00nagaThb

HaBblkamMy paboTbl C KOHTpOMNsS JoCTyna, TaKuMu

MEeXCeTeBble aKpaHbl, CUCTEMbl OBHapyxeHusa BTopxkeHun n VPN.
OTBeT: cuctemammu

12.CeTeBOW TEXHUK JOIMKEH YMETb paboTaTb C pasnnyHbIMU BUaAMU

obopyaoBaHusl, TakMMM KaK MapLlpyTU3aTopbl, KOMMYTaTopbl, MOAEMbI
KOHLIEHTpaTopbI.

OTBeT: ceTeBOro

13. AOMUHbI ceTell OOMKHbl ObITb 3HAKOMbI C NMPUHUMNaMKM paboTbl 6ecrnpoBOAHbIX

ceTen N yMeTb HacTpamBaTb poctyna Wi-Fi.

OTBeT: TOUKHU

14.CeTeBON TEXHUYECKMIN CMeumanucT OOMKeH ObiTb 3HakoMm C npuHUMnamu u

, Taknmm kak Ethernet, IEEE 802.3 n IEEE 802.10Q.

OTBeT: cTaHgapTamu

15.Cneuunanuctbl no ceTeBoOMy agMUHUCTPUPOBAHUIO OOJDKHbI ObiTb 3HaKOMbl CO

cTaHgapTamu u nepegavn gaHHblx, Takummn kak TCP/IP, UDP,

ICMP n OSPF.

OTtBeT: NnpoToKkonamm

TecToBbIe 3agaHuA 3aKpbITOro Tuna:

1. Kakne npoToKosnbl OTHOCATCA K TPAHCNOPTHOMY YPOBHIO YeTbIpEXYPOBHEBOW
Mmopenu cteka npotokonos TCP/IP?

a.ARP

b.TCP

c.UDP

d.IP

e.ICMP

f. BoibepuTe Bce npaBuiibHbIE OTBETHI

2. Cnyx6a, ocylecTBnaoLLasn NnpucBoeHve pearnbHblx IP-agpecoB y3nam
3aKpbITOM NPUBATHOW CETU, Ha3bIBaeTCs:

a.NAT

b. PAT

c. Proxy

d. DHCP

e.DNS

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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3. MpaBuna, npumeHsemble B GpaHaMayapax, NO3BONSIOT:

a.CHavana 3anpeTutb BCe AENCTBUS, MOTOM pa3peLlaTtb HeKOTopble

b. CHayana paspelmnTb Bce AENCTBMUS, NOTOM 3anpeLlaTtb HEKOTopble
c.NepepaBaTtb coobLieHns Ha 06paboTKy APYrMM NPUNOXKEHUAM

d. MepepaBaTb konNun coobLeHnn Ha 06paboTKy APYrMM NPUNOXEHNAM
e.a,c

f.b,c,d

g.a,b,c,d

4. Ha kakom ypoBHe YeTbipeXypoBHEBOW MOENN CTEKa MPOTOKOSIOB
TCP/IP paboTtaet cnyxb6a DNS?

a.Ha YpoBHe npunoxenuu (application layer)

b.Ha TpaHcnopTHOM ypoBHe (transport layer)

c. Ha MexceTeBom ypoBHe (internet layer)

d. Ha KananeHom ypoBHe (link layer)

5. Kakon TpaHCNOpPTHbIN NPOTOKOS UCMOMb3yeTcs NPoToKonom Simple
Mail Transfer Protocol (SMTP)?

a.TCP

b. UDP

c.ICMP

d. H1 oouH 13 nepevmcneHHbIX

6. HazoBuTe otnuums koHueHTpaTtopos (hub) oT KOMMyTaTOPOB 2-r0 YPOBHSA (Switch).

a. KommyTtatopbl pabGoTatoT Ha 60oree BbICOKOM ypoBHe moaenu OSI, yem
KOHLIeHTpaTopbI

b. KommyTaTopbl He MOryT ycunveaTb CUrHan, B OTAIM4Me OT KOHLEHTPaTopoB

c. KommyTaTtopbl M3brnpatenbHO peTpaHCNUpYyoT LWMPOKOBeLLaTeNbHbIe
Kagpbl, KOHLEHTpaTOpbl NepeaaroT LWMPOKOBeLLaTenbHble Kaapbl Ha BCe
CBOM MopThl

d. KommyTaTopbl aHanmanpytoT IP-agpeca Bo BXogsiLeM nakeTe, a
KOHUeHTpaTopbl aHanmanpytoT MAC-agpeca

7. B onncaHuu npasun gnsa mexceteBoro akpaHa FreeBSD gencreue fwd o3Havaer:
a.YcraHoBneHne BEPOATHOCTU COBEPLLUEHNSA AENCTBUSA

b. Umntaumio 3agepxkm nakeTos

c. NepeHanpaBneHne nakeToB Ha 06paboTKy ApYron nporpamme
d.MepeHanpaBneHne NakeToB Ha APYroun ysen

8. bacTuoH — aTo

a.lpynna cepBepoB KOpnopaTMBHOW CeTU, AOCTYN K y351aM KOTOPOW U3 BHELUHEero
UHTepHeTa 3anpeLueHa.

b. JTlo6on norpaHnYHbIN MapLIpyTU3aTop, CBA3bIBAKOLUIN NTIOKASbHYIO0 CETb C

BHELLH/MU CETAMN

c.[pynna cepBepoB KOpNopaTUBHOW CETU, NPeaOoCTaBnALWas CePBUCHI Y3ram BHELUHUX
ceTen.

d. 'pynna cepBepoB KOPNOpaTUBHOM CETU, AOCTYM K y3ramMm KOTOPOW

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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BO3MO>XeH TOJIbKO 13-3a 3aKprTOVI ceTun.

9. B mexceTeBoMm akpaHe FreeBSD pfencTteue reject COOTBETCTBYET AENCTBUIO
a.unreach net

b.unreach host

c. unreach port

10. Kakoi npoTOKOs CRyXWT, B OCHOBHOM, AN nepeaaYvn MynbTUMeaniiHbIX
AaHHbIX, rAe BaHee CBOEBPEMEHHOCTb, a8 HE HaEeXHOCTb JOCTaBKH.
a.TCP

b.UDP

c. TCP, UDP

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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O6pasey 6GuneToB AnsA 3K3ameHa

depepanbHoOe areHTCTBO Mo pbIGONIOBCTBY
OreOyY BO «KI'TY» BIrAP®
KannHuHrpagckmm mopckon pbioonpoMbILLIEHHbIN KOnnemk
3K3AMEHALMOHHBLIWA BUNET Ne_1

MM 02. OpraHusauus ceTeBoro agMMHUCTPUPOBAHNS

(HaVIMeHOBaHI/Ie ONCUUNITUHBI N aAncumniinH - Npyu nposegeHnn KOMniekCHoro 3|<3a|v|eHa)

1. BBepgeHue B gOMeHHble cepBucbl CnyxObl KaTtanora
2. 2. BHegpeHue HMpacTpyKTypbl [ pynnoBbIX NOANTUK

3. ,D,I/IaFHOCTMKa n obecnevyeHne COBMECTUMOCTH I'IpVIJ'IO)KeHVIIZ

MNpenogaBaTtenb

nognucb WHuumanel, pamunus

Mpeacepatens MK BoraTbipesa T.H.

nognucb Wununansi, pamunms

depnepanbHOe areHTCTBO MO pPbIOONOBCTBY
dreo0y BO «KI'TY» BrAP®
KannHmHrpagckum Mopckon pbioonpoMbILLIEHHbIN KOmnnemk
3K3AMEHALMOHHBLIW BUNET Ne_2

MM 02. OpraHusaumus ceTeBoro agMMHUCTPUPOBaHNS

(HaVIMeHOBaHI/Ie ONCUUNITUHBI UN AnCUmMniinH - Npyu npoBegeHnn KOMNrieKkCHoro aksameHa)

1. TnaHnpoBaHue n pasBepTbiBaHue KnneHTcknx OC ¢ nomowbio Microsoft
Deployment Toolkit
2. HacTtpovika un yctpaHeHne Henonagok cnyxobl DNS

3. NpumeHeHne npoTtokona DHCP

Mpenogaeartens

nognucb WHnunans!, pamunus

Mpeacepatens MK boraTbipeBa T.H.

noancb Wununans!, pamunms

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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4.CBegeHus o choHae OLEHOYHbIX CpeaAcTB U ero corrilacoBaHue
doHA OUEHOYHbIX CpeacTB Angd arrectaumm no ancumnnude NM.02. OpraHusauyms

CeTeBOro  agMWHUCTPUPOBaHMA  MpeacTaBnseT  CcobOM  KOMMOHEHT  OCHOBHOW
obpasoBaTenbHON nporpaMmbl  cpegHero npodeccMoHanbHoOro obpasoBaHus Mo
crneunanbHocTn 09.02.06. CeTeBON U CUCTEMHBIN aOMUHUCTPATOP.

®doHA OLEHOYHbIX CPeACcTB paccMOTpPeH U ofobpeH Ha 3acefaHUM MEeTOAMYECKOW
komuccnn «MHPOpMaUMOHHBIX CUCTEM U nporpammMmupoBaHus, CeTeBOro M CUCTEMHOrO

adMUHUCTPUpOBaHUA»

MpoTtokon Ne 9 ot «10» masa 2023 r

MpencenaTtens METOQMYECKOM KOMUCCUN /T.H.BoraTtbipeBa/

HokymeHnm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNpoeepb akmyanbHOCMb 8epcuu o opuauHany, xpaHsuwemycs e 1C: Konnedx
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