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1 MACMOPT OLLEHOYHbLIX MATEPUAIIOB OANA rMA

1.1 OcobeHHOCTN 0bpasoBaTeENbHOM NPOrpaMmmbl

OueHouHble cpeacTtBa paspaboTtaHbl ana cneumanbHoctn 09.02.06 «CeTteBoe wm
CUCTEMHOE agMUHUCTPUPOBAHNEY.

B pamkax cneumanbHOCTM NpeayCcMOTPEHO OCBOEHWe KBanuukauum: CUCTEMHBLIN
agMuHUCTpaTop.

BbinyckHuK, ocBovBLIMA oObGpasoBaTenbHyld nporpammMmy, LOMmKeH ObiTb roToB K
BbIMOJSTHEHUIO BUOOB AEATENBHOCTU, NEPEYNCTIEHHbIX B Tabnuue 1.

Tabnuuya 1 — Buabl geatenbHoCcTU

Koa n HammeHoBaHue Koa n HammeHoBaHue
Buaa aesatenbHocTtu (BA) npodeccuoHansbHoro moaynsa (MM),
B paMKax KoToporo ocBauBaeTtcs B[]
1 2
B cootBeTcTBUM ¢ PIOC

B 01 HacTpoiika ceTteBomn MM 01. HacTtpowka ceTeBon
WHPACTPYKTYPbI WHDPaCTPYKTYPbI
B 02 OpraHunsauusi ceTeBoro MM 02. OpraHunsaumnsa ceTeBoro
aAMUHUCTPUPOBAHNS OnepauOHHbIX agMUHUCTPUPOBAHNSA OnepaunoHHbIX
cUcTem cucTem
B[] 03 3kcnnyataumnsa o6bEKTOB CETEBON MM 03. Skcnnyatauus o6bLEKTOB CETEBOM
NHPPaCTPYKTYpbI NHPPaCTPYKTYpbI

1.2 MNMpnmeHseMble maTepuansl

Pesynbtatbl OCBOEHMSI  OCHOBHOM  npodbeccnoHanbHon  obpasoBaTernbHOM
nporpaMmmbl, LEMOHCTpMpyeMble Npu npoBeaeHun NMA npeacrtaeneHsl B Tabnuue 2.

[Ona npoBegeHWa OEMOHCTPAUMOHHOIO 9K3aMeHa MNPUMEHSAETCS  KOMIMMEKT
OLIEHOYHOM OOKYyMEHTauuu.

Tabnuua 2 - lNepeveHb npoBepsieMbix TpeboBaHUN K pesynbTaTtam OCBOEHUS

OCHOBHOW npocdeccuoHanbHon obpasoBaTenbHOM NporpaMmbl

®IroC CINo 09.02.06 CeTeBoe n cucteMHoe agMUHUCTPUPOBAHUE.
TpynoBas Kon HanmeHoBaHue npoBepsieMoro
DeATenbHOCTb nposepsieMoro TpebGoBaHus K pe3yrnbTatam
(ocHoBHOM BUA TpeboBaHus
OeATeNbHOCTH)
1 2 3
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[ns 6a30B0ro n NpogunbLHOro ypoBHS

B 09.02.06 — 01

Bua pestenbHocTh 1 HacTtpownka ceTeBomn
NHAPACTPYKTYpSI
MK 1.1. [loKyMeHTUpoBaTb COCTOSIHUSA

NHAOKOMMYHUKALIMOHHbLIX CUCTEM U UX
COCTaBNALWMNX B MPOLECCE Hanagku u

aKcnnyaTauum
MK 1.2 MopnepxunBaTtb paboToCnoCcOOHOCTb
annapaTHO-NporpaMMHbIX cpencTs

YCTPONUCTB  MH(POKOMMYHUKALMOHHBLIX
CUCTEM.

MNK1.3 YcTpaHaTb HeucnpaBHOCTM B paboTe
NHAPOKOMMYHUKALIMOHHBIX CUCTEM

MNK1.4 MpoBoanTb npuemo-caaToyHble
UCMbITAHMUS KOMMbIOTEPHBIX CETEN W
ceTeBoro obopyaoBaHua pasfiMyHOro
YPOBHA W OLEHKY KayecTBa CeTeBOM

Tonosiornm B pamMmkax CBOEN
OTBETCTBEHHOCTU
MnK1.5 OcywecTtBnaTb pe3epBHOEe

KONMPOBaHME U  BOCCTaAHOBMEHMWE
KOHpMrypaumm ceTeBoro o6opyaoBaHusi
NHOPMAaLMOHHO-KOMMYHUKALIMOHHBIX

cuctem

MK 1.6 OcywecTtBnaTb WHBEHTapu3auuto
TEXHUYECKUNX cpeancTts ceTeBou
NHPaCTPYKTYPHI, KOHTPOIb
obopyaoBaHns nocne nNpoBeOeHHOro
peMoHTa.

MnK1.7 OcyuwectBnaTb pernameHTHoe

obcnyXMBaHMEe M 3aMeHy pacXOoOHbIX
MaTepuanos nepugepumnHoro, CeTeBoro
n cepBepPHOro obopyaoBaHusi
NHGOKOMMYHUKALMOHHbBIX CUCTEM

B 09.02.06 — 02

Bug AesaTenbHOCTH 2 Opranusauus CeTeBoro
aAMNHUCTPUPOBAHNSA OnepaunoHHbIX CUCTEM

MK 2.1. MpuHUMaTL Mepbl MO  YCTPaHEHUIO
cboeB B onepaumoHHbIX CUCTEMAX
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MK 2.2

AAMWHUCTPUPOBATb CETEBbIE PECYPCHI B
onepaLMoHHbIX CUCTEMAX.

MK 2.3

OcywectBnate cbop AaHHbIX  Ans
aHanmsa MCNONb30BaHUSA n
dYHKLMOHNPOBAHNS nporpaMmmMmHo-
TEXHUYECKNX CPeacTB KOMMbIOTEPHbIX
ceTemn.

MK 2.4

OcywecTBnatb npoBedeHne
obHoBMNEHUSA nporpamMmmMmHoro
obecneyeHnss onepaumoHHbIX CUCTEM U
npuKnagHoro NporpamMmMHOro
obecneyeHus.

MK 2.5

OcyuiecTBnATb BblsIBNEHne n
yCcTpaHeHne WHUMOEHTOB B MpoLlecce
pYHKLMOHNPOBAHWS onepaLmoHHbIX
cucTem

B 09.02.06 — 03

Bua peatenbHocTM 3 3kcnnyatauma oOBLEKTOB CeTeBOM

I/IHCbpaCprKTypbl

MK 3.1.

OcyLecTBnATbL NPOEKTUPOBAHNE
CeTeBON NHPPACTPYKTYpPBbI.

MK 3.2

O6cnyxumBaTb ceTeBble KOHGUrypauum
nporpamMmMHo-annapaTHbIX CPeACTB.

MK 3.3

OcywecTBnsATb 3aWwmuTy UHGOpMaLmn B
ceT C WCMNONb30BaHMEM MNPOrpamMmHoO-
annapaTHbIX cpeacTs.

MK 3.4

OcyLecTBnATb yCTPAHEHNE HETUMUYHBIX
HeucnpaBHocTen B paboTe ceTeBoOM

NHPaCTPYKTYpbI.

MK 3.5

MopaepH13npoBaTb CeTeBbIE YCTPOWCTBA
NHPOPMAaLMOHHO-KOMMYHUKALIMOHHBIX
cCUCTEM.

LHokymeHm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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2 CTPYKTYPA NPOLUEAQYP N'A 1 NnOPAOOK NPOBEOEHUA

2.1 CtpykTypa 3agaHuna ans npouenypbl NMA

"ocypnapcTtBeHHada ntoroeas atrectaumsi B cootsetcteumn ¢ ®rOC CIMO nposoauTtcs
B (bopMe AEMOHCTPALMOHHOIO 3K3aMeHa W 3alimTbl OUMNIIOMHOro npoekta (paboTbl).
[JEeMOHCTpPaUMOHHbBIA  9K3aMeH HarnpaBfieH Ha oOonpefeneHne YpPOBHS  OCBOEHMS
BbIMYCKHMKOM MaTtepwuana, npegyCcMOTPEHHOro obpasoBaTenbHOM NPOrpaMmMon, N CTENEHU
ChOopMMPOBaAHHOCTN MPOPEeCCUOHArbHbIX YMEHUW W HaBbLIKOB MyTeM nNpoBeaeHUs]
HEe3aBUCMMOW 3KCMNEPTHOM OLEHKMN BbIMOSTHEHHbIX BbIMYCKHUKOM MPaKTU4ECKNX 3aJaHun B
YCMOBUSIX peanbHbIX NN CMOAENNPOBaHHbIX MPON3BOACTBEHHbLIX MPOLIECCOB.

3agaHne OeMOHCTPaLMOHHOIO 39K3aMeHa — KOMMSIEKCHasA MpakTuyeckasa 3agava,
MoJenuvpylwas npogeccnoHanbHy0 AOeATeNbHOCTb W BbINOMHSAEMas B pearlbHOM
BpeMeHu. 3agaHus, BbIHOCUMbIE HA OEMOHCTPALMOHHBIN 9K3aMeH, pa3pabaTtbiBaloTcsa Ha
ocHoBe TpeboBaHWMn K KBanuduKaumMm BbINYCKHUKOB, yYCTaHaBnmBaeMblx PenepanbHbiMu
rocygapCTBeHHbIMM  obpasoBaTenbHbIMW  CTaHgapTaMum C  ydyeToM  TpeboBaHui
pabotogatens, npodeccuoHanbHbiXx 00beanHeHun (Npu  Hanuyuu), TpeboBaHWi
npodeccnoHanbHbIX CTaH4apToB, NonoXxeHun EgumHoro TapudHo-kBanmMdmkaumMoHHOro
cnpaBoYHuMKa pabot n npodeccun padoumx (ETKC).

Komnnekt oueHoyHon pokymeHTaumm (KO[) — 3agaHve AeMOHCTpaLMOHHOro
3K3aMeHa W Komnnekc TpeboBaHMN K BbINOMHEHUIO 3adaHMA  OEMOHCTPALMOHHOIO
3K3aMeHa, BKMYawWwun MUHUManbHble TpeboBaHust K 06OpyAoOBaHMIO N OCHALLEHWUHO
LEHTPOB MNpPOBEAEHUS AEMOHCTPALMOHHOIO 3K3aMeHa, K COCTaBy 3KCMEPTHbIX rpynmn,
y4acTBYHOLLMX B OLEHKE 3a4aHNN JEMOHCTPALMOHHOIO SK3aMeHa.

Ba3oBbI ypoBEHb 4EMOHCTPALMOHHOIO 3K3aMeHa — NPOBOAMTCA C UCNOSIb30BaHUEM
KOMMMEKTa OLEHOYHOM [OOKYMEHTauuu, COAepKallero BapuaHTbl 3adaHun U Kputepuu
oueHMBaHuA, pas3paboTaHHble W YyTBEpPXAEHHble denepanbHbiM  OnepaTopoMm Mo
cneunanbHOCTU cpeaHero npodeccnoHansHoro obpasoBaHnsa UNu No OTAENbHLIM BMAAM
aeatenbHoCcTM C ydyeTom TpeboBaHun OIOC Kk pesynbtataMm OCBOEHUSI OCHOBHOW
npodeccnoHanbHonM obpasoBaTenibHOM NPOrpamMmmsil.

MpounbHbIN  YpOBEHb AEMOHCTPALMOHHOIO 9K3aMeHa — MpoBOAUTCA C
NCMNOSIb30BaHNEM KOMMMEKTa OUEeHOYHOW [OOKYMEHTauuW, CcoheplKallero BapuaHTbl
3ajaHnn N KpuTepuu oueHMBaHUA, paspaboTaHHble deaepanbHbiM OnepaTtopoMm Mo
cneunanbHOCTU cpegHero npodeccnoHanbHOro obpasoBaHmns, UM No OTAENbHLIM BUAAM

aeatenbHocTn C¢  yyetom TpeboBaHnun OSIOC u  MoXeT yumTbiBaThb TpeboBaHus
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npeanpusaTuii, NpoeccnoHarnbHbIX, OTPAaCEBbIX U MEXAYHAPOAHbIX CTaHAAPTOB U UHbIE
TpeboBaHNA Kk pe3ynbTaTaM OCBOEHUSI OCHOBHOW MpodheccnoHanbHon obpasoBaTenbHOM
nporpamMmel.

2.2 lNMopsipok npoBeaeHus npoueaypbl MMA

Mopsagok nNpoBeaeHust rocygapCTBEHHON MTOroBown aTttectaumm (panee - NTMA) no
obpasoBaTenbHbIM  nporpaMmMam  cpefHero  npodyeccuoHanbHoro  obpasoBaHus
pernameHTupyetca llopagka opraHusaumMmM u npoBefeHUs rocyfapCTBEHHOW WTOroBOW
aTTecTauumn BbINYCKHUKOB Konnemgxa, yTBepxaeHHoro HadyanbHukom ot 03.03.2023 r.

AnnTeneHOCTbL NpoBeaeHNA rOCyJapCTBEHHOW UTOrOBOW aTTecTaumm rno OCHOBHOWM
npodpeccunoHanbHon obpasoBatenbHon nporpamme no 09.02.06 CeteBoe M CUCTEMHOE
agmunHuctpupoBaHue onpegensetca PrOC CI1O un coctaBnseT 6 Hegenb.

2.2.1 O6bem BpemeHu Ha NoAroToBKy u nposegeHne MNAA

MNMoaroTtoBka - 4 Hegenw.

lNpoBeaeHve 3awnTbl - 2 Hegenwu.

2.2.2 Cpok nposeaeHns

MoarotoBka k A3 - 18.05.2029 r. no 31.05.2029 r.

lMpoBeneHne gemMoHCcTpaumoHHoro ak3ameHa (43) — 01.06.2029r. no 07.06.2029r.
MogroToBka AMNoOMHbIX NpoekToB (paboT) — 08.06.2029r. no 21.06.2029 .
3awwmTa gMnnomMHbIX NPoekToB (paboT) — ¢ 22.06.2029r. no 28.06.2029 r.
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3 TMNOBOE 3AAAHUE ONA AEMOHCTPALMOHHOIO 3K3AMEHA

3.1 CTpyKTypa u cogep>xaHve TUNoBOro 3agaHus

3.1.1. 3agaHne [OEeMOHCTPaLMOHHOIO 9K3aMeHa BKIYaeT  KOMIMMEKCHYHO
NpakTU4ecKyro  3agadvy, MOAENMPYOLWY  MPpoecCnoHanbHyld  AeATeNbHOCTb WU
BbIMOSHAEMYIO B PEXUME peanbHOro BpeMeHn. 3agaHne cCOCToUT 13 npakTuyeckoro 6noka.

MpumepHOe NpakTuyeckoe 3agaHue

1 JlucT 3agaHus.

2 Jlnct oueHnBaHus onepaunin.

3 Heobxogmmble NpUoXeHns.

B noarotoBuTENbHLIN OEHDb B NMYHOM KabuHeTe umdpoBon nnatdopmbl [NaBHbIN
3KCnepT nornyvYaeT BapuvaHT 3ajaHuMs U CXeMy OUeHKM Ana  npoBedeHus
AEeMOHCTPaLMOHHOro 3Kk3aMeHa B KOHKPETHOW 3K3aMeHaunoHHoM rpynne. B aeHb ak3ameHa
MaBHbIN 3KCNEPT BblOAET 3K3aMEHAUMOHHbIE 3afaHus KaXgoMy YYacTHUKY B ByMaKHOM
BMOE, WCXOOHble AaHHble, NUCT OUEHUBaHUA (ecnn nNpPUEMSIEMO), LOMOSHUTENbHbIE
WMHCTPYKLMU K HUM (MPU Hanuuum).

3.1.2. YcnoBus BbINONHEHMS NPaKTUYeCKOro 3agaHust:

[eMOHCTPaLUMOHHbLIA 3K3aMeH OpraHM3yeTca W MpoBOAMTCS MO HOPMaTUMBHOWN
AOKYMEeHTauun, pasMelleHHon B UMHGOPMAaUNOHHO-TENTIEKOMMYHUKALMOHHONW  CeTn
«VIHTepHeT» Ha canTe peaepanbHOro onepartopa.

3agaHue npaktnyeckoro 6noka BknovaeT B cebs cneayowme pasgensi:

1. Jluct 3apganms.

2 Jlnct oueHnBaHus onepaunin.

3 Heobxogmmble npunoXxeHus.

MpakTnyecknn 6NoK 4EMOHCTPALMOHHOIO 3K3aMeHa

OK3aMeHyemble B XOA4e [OEMOHCTPAUMOHHOrO 3K3aMeHa AOSKHbl NoaTBepauTb
Hanu4yne NpakTU4EeCKNX HaBbIKOB U YMEHUN, ykasdaHHbIx B KOL.

TekcT obpasua 3agaHus:

Mogynb 1. HacTporika ceTeBon MHGPaCTPYKTYpbl

Heobxoanmo paspaboTtaTtb " HacTpouTb NHPaCTPYKTYpyY
MHGPOPMALNOHHOKOMMYHUKALMOHHOM CUCTEMbI  COrflacHO  MPEeanioXXEeHHOW TOoMosiormm
(cm.PucyHok 1)

3agaHue BkrnoyaeT 6a30BYyH0 HACTPOWNKY YCTPOMWCTB:

e PUCBOEHNE MMEH YCTPOMCTBaM

LHokymeHm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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e pacuert IP-agpecaunn

e HaCTPOWKY KOMMYyTaLMM U MapLUpyTM3aLmm

B xome npoekTnpoBaHUS M HacTPOMKW CETEBOW MHMPACTPYKTYypbl crieqyeT BeCTu
OTYET O CBOMX AENCTBUSAX, BKMOYasa Tabnuubl U CXembl, NPeayCMOTPEHHbIE B 3a4aHNN.

Mo kaxxgomy NyHKTY 3agaHus, TpebytoLlero OTYET, COCTaBUTb TEKCTOBbLIN JOKYMEHT,
Ha3BaHMe KOTOPOro AOSMKHO cofepXaTb MHAEKC MyHKTa U KpaTkoe onucaHue. TeKCTOBbIN
OOKYMEHT [OfKeH codepxaTb TEKCTOBY WH(OpMauuio U MOXeT BKIYaTb CHUMKM
3KpaHa, KagpupoBaHHble TakuMm 0b6pasom, YTObbI

OTHOCSALLLAACS K BbINOMHEHUIO 3a4aHNsA UHGOPMaLUUSA Ha CHUMKaX Bblna YnTaemMomn.

MToroBbI OTYET NO OKOHYaHWK paboTbl cneayeT COXpPaHUTb Ha OUCKe

paboyero mecTta 1 3agatb nms danna - PammnuaydactHukaMogyno1 6e3 yuéta

< Internet ’
g
Isp@i@

pacLpeHuns

ISP-HQ

Net

L IR

.........

Pucynok 1. Tonosiorus cern
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Tabinua 1
Hwma OuneparneHas Henrpanbustii | Hakonureas | Onepaunonnas
BHPTYAIBHO NaMATh npoueccop, CHCTEMA
H MAIIHHLI aaep
ISP 1 TG | snpo 1 516 JuctpudyTHe
Anet JeOS unn
aHa1or
HQ-RTR 410 B cnyuae 410 B cinyuae 1 10T6 OC EcoRouter,
HCMOJL30BAHMA | HCOOIb30BaHHA B cllydae
EcoRouter EcoRouter HEBOIMOMKHOCTH
| 't B cnyuae 1 I'6 B ciyuae HCIOJIb30BAHHA
HCNONL30BAHMA | HCOOIb30BAHHA EcoRouter
aueTpubyTHBA JHCTPHOYTHBA AHCTPHOYTHE
Linux Linux Anbr JeOS unm
aHanor
BR-RTR 416 B ciiyqae 4T B cnyuae 10T6 OC EcoRouter,
Hcnoib3oBadua | ucnoibzosaHms B clly4ae
EcoRouter EcoRouter HEBOIMOMHOCTH
1 I'G B ciiyqae 1 I'D B cinyuae HCIOJb30BaAHHA
Hcnoib3osanua | ucnoiab3osaHus EcoRouter
AHeTpHOYTHBa JHCTPHOYTHBA AHCTPHOYTHB
Linux Linux Anet JeOS uinn
adajnor
HQ-SRV 276 | sapo 1 10T OC Anwr
cepBep HIH
aHajor
L
BR-SRV 2706 1 aapo 10T OC Aner
CepBep HIH
aHajor
HQ-CLI 276 2 anpa 1 1576 OC AT
pabouasn
CTAHLIHA HIH
aHajor
L
Hroro 15 (9 B cinyuae 13 (7 B cnyuae 60T6
Hcnoib3osanua | ucnoiab3osaHus
OC AnbT HIH OC AlbT HIIH -
aHaiora) aHasora)
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3agaHue moaynb 1

1. TNpounseeante 6a30BYyO0 HACTPOKKY YCTPOUCTB:

HacTponTte nmeHa ycTponCTB corfiacHo Tononoruu. icnonbaymnte nonHoe
AOMEHHOE NMS

Ha Bcex ycTponcTBax Heobxoammo ckoHdurypupoBaTb IPv4:

IP-agpec pomxeH 6biTb U3 NpMBaATHOrO AMana3oHa, B criyyae, ecnv ceTb
nokansHag, cornacHo RFC1918

JNlokanbHasa cetb B ctopoHy HQ-SRV (VLAN 100) pormkHa BMewlatb He
bonee 32 agpecoB

JlokanbHaga ceTb B cTopoHy HQ-CLI(VLAN 200) gomxHa BmeLllaTb He MeHee
16 agpecos

JlokanbHasga cetb gna ynpasnenus(VLAN 999) nomkHa BmewaTtb He bonee
8 agpecos

JlokanbHasa ceTb B cTopoHy BR-SRV pomkHa Bmewatb He ©onee 16
agpecos

CBepeHus o6 agpecax 3aHecute B Tabnuuy 2, B KayecTtBe npumepa
ncnone3ynte MNpun_3 01 _KO[L 09.02.06-3-2026-M1

2. HactpownTte goctyn k cetn HTepHeT, Ha mapwpyTtusatope ISP:

HacTtponTe agpecaumnto Ha nHTepdencax:

WHTepdenc, noaknoYeHHbI K MaructpanbHOMY npoBangepy, nonydaet
agpec no DHCP

HacTponTte mapLipyT Nno ymon4yaHuio, ecnm 3To Heobxoammo

HacTtpowite untepdeliic, B ctopoHy HQ-RTR, nHtepdeinc nogknioyeH K cetu
172.16.1.0/28

HacTtponte uHtepdenc, B ctopoHy BR-RTR, nHtepdgeinc nogknioyeH K cetn
172.16.2.0/28

Ha ISP HacTponTe AMHaMUYecKytd CeTEeBYK TpaHCNAUMK MOpTOB Ans

poctyna k cetn MHtepHeT HQ-RTR n BR-RTR.

3. CospganTe nokanbHble y4yeTHble 3anucn Ha cepBepax HQ-SRV n BR-SRV:

Cospgante nonb3oBartensa remote_user
Maponb nonb3oBaTtens sshuser ¢ naponem P@sswOrd
WpoeHTudukaTop nons3osatensa 2026
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Monb3oBaTtenb sshuser 4OMKEH UMETb BO3MOXHOCTb 3anycKkaTb sudo 6e3
BBOAa NMaposid

Cospante nonb3oBatena net_admin Ha MapwpyTtusatopax HQ-RTR u
BRRTR

Maponb nonb3oBaTtens net_admin ¢ naponem P@sswOrd

Mpwn HacTporke OC Ha 6ase Linux, 3anyckatb sudo 6e3 BBoga naponsi

Mpwn HacTporike OC oTnu4HbIX OT Linux nonb3oBaTtene JOoMmkeH obnagaTb

MaKCUMaribHbIMW NpuBUNnernaMun.

4. Hactponte KommyTaumo B cermeHte HQ cneaytowmm obpasom:

Tpadpuk HQ-SRV gomxeH npuHagnexate VLAN 100

Tpaduk HQ-CLI gormkeH npuHagnexats VLAN 200

MpegycmoTpeTb BO3MOXHOCTb nepefaym tpaduka ynpasnenus B VLAN
999

Peanusosate Ha HQ-RTR mapwpytmnsaumio Tpaduka BCeX YKasaHHbIX
VLAN c ucnonb3oBaHnemM ogHOro ceteBoro agantepa BM/dousnyeckoro
nopta

CBefeHuns 0 HacTponke KOMMyTaumMn BHECUTE B OTYET

5. Hactponite 6e3onacHbin yaaneHHbln goctyn Ha cepBepax HQ-SRV n BRSRV:

[Ans nogknodeHus ncnonb3ymrte nopt 2026
PaspelunTte nogxknioYeHnst UCKMYMTENbHO Nonb3oBaTento sshuser
OrpaHunybTe KONUMYeCcTBO NOMNbITOK BXOA4a A0 ABYX

Hactpowite 6aHHep «Authorized access only».

6. Mexgy odumcamm HQ wn BR, Ha mapuwpytusatopax HQ-RTR u BR-RTR

Heob6Xx0aAMMO CKOHMIypmnpoBaThb ip TYHHENb:

Ha Bbibop texHonorum GRE vnu IP in IP

CeefeHus1 0 TyHHerne 3aHecuTe B OTYET.

7. ObecneybTe AMHAMUYECKYHO MapLlpyTM3aumio Ha MaplpyTtudatopax HQRTR u

BR-RTR: cetn ogHoro ogumca g4omkHbl 6b1Tb 4OCTYNHbLI U3 Apyroro ocguca n HaobopoT. [Ans

obecneyeHna OuHamMu4eckon maplipyTusaumm wucnonb3dymnte link state npotokon Ha

YCMOTPEHUE y4aCTHUKa:

PaspeLumTe BblIGpaHHbIN NPOTOKOM TOMBKO Ha MHTepdencax ip TyHHens
MapLupyTrsaTopbl JOIKHbI 4ENUTLCS MapLUpyTaMn TOMNbKO ApYr C ApYyromM
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OGecneybTe 3aWUTy BbIGpPAHHOrO NPOTOKONA MNOCPEACTBOM MapofibHOW
3awWuTbl

CeefeHus1 0 HAcTPoKke U 3aluMTe NPOTOKOa 3aHeCUTe B OTYET.
HacTpoiika AuHaMuMyeckon TpaHCNSUMW afpecoB  MaplupyTM3aTopax
HQRTR u BR-RTR:

HacTpoiiTe guHamu4yeckyto TpaHCnsuuio agpecoB ans oboux oducos B
cTopoHy ISP, Bce ycTpoiicTBa B omcax AOMKHbI MMETb OOCTYN K ceTu

WHTepHeT

9. HacTponTte NnpoTOKON AMHAMNYECKOMN KOHUrypaumm XoCToB 4S5 CETU B CTOPOHY

HQ-CLI:

HacTponTe Hy>XHyI0 noaceTb

B kadecTtBe cepBepa DHCP BbicTynaet mapuwpyTtusatop HQ-RTR
KnueHtom siBnaetcs mawnHa HQ-CLI

Wckniounte 13 Bbigaum agpec mapLipytusatopa

Appec wn3a no ymonyanuto — agpec mapuwpytmnsatopa HQ-RTR
Appec DNS-cepsepa gns mawuHbl HQ-CLI — agpec cepsepa HQ-SRV
DNS-cydpdumke — au-team.irpo

CBeaeHuns 0 HacTpowmke NPOTOKOSa 3aHECUTE B OTYET.

10. HactponTe MHGPaCTPYKTYpy paspeLlleHns JOMEHHbIX UMEH Ans ocpucos HQ un

BR:

OcHoBHon DNS-cepBep peanunsoBaH Ha HQ-SRV

CepBep pomkeH obecnevvBaTb paspelleHve UMEH B ceTeBble agpeca
YCTPOWCTB 1 06paTHO B COOTBETCTBUM C Tabnuuen 3

B kayectBe DNS cepBepa nepecbinikm  ucnonb3ymnte  nwobown
o0LWwenoCTyNHbIN

DNS cepBep(77.88.8.7, 77.88.8.3 unun gpyrue)

11. HacTponTe YyacoBow NOSIC HA BCEX YCTPOMCTBAX (3a UCKNIOYEHNEM BUPTYarbHOMO

KOMMYyTaTopa, B Cliy4ae ero Ucnosib3oBaHus) COrfacHo MecTy NPOoBeAeHNsI 3K3aMeHa.

Tabanua 2

Hms yerpoiicrsa [P-anpec o3 no yMon4aHH

HQ-RTR

BR-RTR
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HQ-SRV
HOQ-CLI
BR-SRV
Tabdanuna 3
Yerpoiicreo Januce Tun
HQ-RTR hg-rtr.au-team.irpo APTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hg-srv.au-team.irpo APTR
HQ-CLI hg-cli.au-team.irpo APTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepdeiic HanpasnenHslii B ctopony HQ-RTR) docker.au-team.irpo | A
ISP (untepieiic nanpasnenuklii B cropony BR-RTR) web.au-team.irpo A

Mogaynb 2. OpraHusauusa ceTeBoro agMUHUCTPUPOBAHNS ONepaLnOHHbIX CUCTEM

Heobxoanmo paspaboTtaTtb n HacTpouTb NHPPaCTPYKTYpyY
MHPOPMALNOHHOKOMMYHUKALMOHHON CUCTEMbI COrfacHO NpearioXXeHHOW Tonosiorum (cm.
PucyHok 2).

Ans mogynsa 2 ncnonb3yeTcsa oTAeNbHbIM CTeH. HCTPYKUMS NO HACTPOMKe cTeHna
ANA TEXHUYECKNX agMUHUCTPATOPOB NSOLWaaKkn B OTAeNbHOM hanne.

B cteHae npegHacTpoeHs.!:

e |P-agpeca, macku nogceTten un WII03bl N0 YMOSYAHUIO

e CeTeBad TpaHCNAUMNA agpecos

e |P TyHHenNb

e [lMHamun4yeckas mapLupyTusaums

e CospgaHbl nonb3oBatenn sshuser Ha cepBepax wu  net_admin  Ha
MapLupyTusaTopax, UM npeaocTaBneHbl agMUHUCTPaTUBHbIE NPUBUIIErMA

e [lopTbl ssh Ha cepBepax

e DHCP-cepBep

e DNS-cepBep

e CepBep HQ-SRV umeet Tpn gononHuTenbHbIX Hakonutens pasamepom 1Ib. Mo
KaXXgoMy MYHKTY 3a4aHus, TpebytoLlero OT4éT, COCTaBUTb TEKCTOBbLIA AOKYMEHT, Ha3BaHue

KOTOPOro AOJNKHO cogepXaTb MHOEKC MyHKTa U KpaTKoe ornncaHue. TekcToBbIN OOKYMEHT
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[AOIDKEeH coepxaTb TEKCTOBYK WHMOPMaUMIO U MOXET BKMHOYaTb CHUMKM 3KpaHa,
KagpupoBaHHble TakuM 00pa3om, 4TOObl OTHOCSILLAACA K BbIMNOSIHEHUIO 3afaHus
NHGOPMaLMS Ha CHUMKaX Oblna YuTaeMon.

NToroBblt OTYET NO OKOHYaHMKM paboTbl crieQyeT COXPaHUTb Ha Aucke paboyero

MecTa 1 3agaTtb ums danna - PamunuayYdyactHnkaMopgynbs2 6e3 yyéta paclumpeHust.

< Internet )
. (f;%

ISP-HQ

I’@ i
BR-RTR

BR-Net

P .
P ————

.........

Pucynok 2. Tonosnorus cern
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Tabamnua 4
Hma Oneparuenas | Hewrpanenstii | Hakonwrens | Onepaunonnan
BHPTYAILHO naMsTh npoueccop, cHCTEMA
H MALIHHBI qjaep
ISP 1 TG 1 anpo 1 516 JucTpuoyTHE
Aget JeOS uim
aHalor
HQ-RTR 4710 B ciyqae 4T6 B cnyyae 10T6 OC EcoRouter,
UCNONBIOBAHUA |  HCIOIL30BAHHA B cllyyae
EcoRouter EcoRouter HEBO3IMOKHOCTH
| T6 B cnyuae 1 T'6 B cnyuae HCNOJB30BAHKS
HCIONB30BAHUA | HCIOIB30BAHHA EcoRouter
AMcTpHOY THBa JHCTpHOYTHBA IHCTpHOYTHE
Linux Linux Agwr JeOS unu
ananorl0.
BR-RTR 4716 B cnyuae 4T6 B ciiyuae 10T OC EcoRouter,
HCHONL30BAHMA | HCIIONB30BAHHA B Ciydae
EcoRouter EcoRouter HEBOIMOMHOCTH
| TG B ciyuae 1 I'G B cayuae HCIOJIL30BAHHA
HCIOIL30BAHKUA | HCIIONB30BAHHA EcoRouter
AucTpubyTHBA AHCTPHOYTHBA AHCTpUDYTHE
Linux Linux Anet JeOS win
aHanor
HQ-SRV 2Ta | sapo | 10To OC Ansr
cepBep WK
aHanor
BR-SRV 216 | sapo | 10To OC Anet
cepBep WK
aHanor
HQ-CLI 216 2 aapa 1 1576 OC Aner
pabouas
CTAHLIHA HIIH
aHanor
L
Hroro 15 (9 B cnyuae 13 (7 B cinyuae 60 To
HCHONL30BAHMA | HCIIONB30BAHMA
OC AneT Mim OC AT HIH -
aHanora) ananora)
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3agaHune moaynb 2

1. HactpownTte KoHTponnep gomeHa Samba DC Ha cepBepe BR-SRV:

Mmsa gomeHa au-team.irpo

Beegute B co3gaHHbIM gomeH mawmnHy HQ-CLI

Cospante 5 nonb3oBatenen gna odguca HQ: mmeHa nonb3oBaTenen
dopmaTta hquserNe (Hanpumep hquser1, hquser2 n 1.4.)

Cospganite rpynny hq, BBeaute B rpynny co3gaHHbIX NONb3oBaTenien
Ybeantecb, 4TO nomb3oBatenu  rpynnsl hq  wumewT  nNpaBo
ayTeHTUduumpoBatbcs Ha HQ-CLI

Monb3oBaTtenu rpynnbl hq [OMKHBI MMETb BO3MOXHOCTb MNOBbIWATb

NpUBMMErnn Ansi BbINONHEHUS orpaHMYeHHoro Habopa komaHa;: cat, grep, id.

3aI'IyCKaTb apyrmne KomaHAbl C NMNoBbILLEHHbIMU NMPUBUTIIETUAMU NOJIb30BaTES N FPYNMbl

npaea He UMeloT.

2. CKoHurypupynTe gannosoe xpaHunuile Ha cepsepe HQ-SRV:

Mpy nomowm ABYX MOAKIOYEHHbIX K cepBepy AOMOMHUTENbHbIX ANCKOB
pa3mepom 1 6 CKOHUrypmpynTe ANCKOBbIA Maccus ypoBHs 0

Mmsa yctponctea — mdO, npM HeobxoauMoOCTU KOHUrypauumsi maccuBa
pa3meLlaeTtcsa B dpanne /etc/mdadm.conf

Cospante pasgen, oTdopmatupyuTe pasfgern, B KayecTBe (pansioBou
CUCTEMBI Ucnonb3ynte exts

Ob6ecneybTe aBTOMaTMYECKOE MOHTUPOBaHWE B Nanky /raid

3. HactpowTe cepBep ceteBomn hansnioson cuctemsl (nfs) Ha HQ-SRV:

B kadecTBe nanku obuiero goctyna Bolbepute /raid/nfs, goctyn ons 4teHus
N 3annUcu NUCKIYMTENbHO Ans cetn B ctopoHy HQ-CLI
Ha HQ-CLI HacTponTe aBTOMOHTUpOBaHMe B nanky /mnt/nfs

OcHOBHble NapaMeTpbl cepBepa OTMETbTE B OTYETE

4. Hactponte cnyxby ceteBoro BpemeHn Ha 6ase cepBuca chrony Ha

MapLpyTusatope ISP:

BoblwecToswun cepsep ntp Ha mapwpyTusatope ISP - Ha BbIGOp y4acTHUKa
CtpaTym cepBepa - 5
B kaudectBe knueHToB ntp HacTpouTe: HQ-SRV, HQ-CLI, BR-RTR, BRSRV.

5. CkoHdpurypupymnte ansible Ha cepepe BR-SRV:
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Cdopmupynte hann nHBeHTaps, B MHBEHTapb A0SKHbI BXoanTb HQ-SRV,
HQ-CLI, HQ-RTR n BR-RTR

Pabouuni katanor ansible gomkeH pacnonarartbcs B /etc/ansible

Bce ykasaHHble MawwHbl OOMKHbl 6e3 npegynpexgeHun wn  ownbok

oTBeYaTb pong Ha KomaHay ping B ansible nocnaHHyto ¢ BR-SRV.

6. PassepHuTe Be6 npunoxeHune B docker Ha cepBepe BR-SRV:

CpenctBamm docker pormkeH cosgaBaTbCs CTEK KOHTEWMHepoB C Beb
npunoxeHnem n 6a3on gaHHbIX

Mcnonbaynte obpasbl site latestn mariadb_latestpacnonaratowmecs B
anpekTopumn docker B obpase Additional.iso

OcHoBHOWM KOHTENHep testapp AomkeH HasblBaTbCA tespapp

KoHTenHep ¢ 6a3on AaHHbIX OMKeH Ha3biBaTbca db

MmnopTtupynte obpasbl B docker, ykaxute B yaml danne napameTpsbl
nogkntoyenns Kk CYBM, vva Bl - testdb, nonb3oBatens testc naponem
P@sswOrd, nopt npunoxeHuns 8080, npu HeobxogumocTn [pyrue
napameTpbl

MpunoxeHne OOMKHO BbITb OCTYNHO AS1 BHELLUHMX MOAKMOYEHUN Yepe3s
nopt 8080

7. PasBepHuTe Beb npunoxeHneHa cepeepe HQ-SRV:

Mcnonbayinte Beb-cepBep apache

B kadecTBe cnctemMbl ynpasneHusi 6azamm gaHHbIX ucnonb3ynte mariadb
dannbl Beb6 npunoxeHns n gamn 6asbl aHHbIX HAXOOATCA B OUPEKTOPUMK
web obpasa Additional.iso

BbinonHMTEe MMNOPT Ccxembl U AaHHbIX 13 hanna dump.sql B 6a3y gaHHbIX
webdb

Cospgante nonb3oBatend webc naponem P@sswOrd n npegocrtaBbTe emy
npaBa gocTtyna K aton 6ase faHHbIX

®annbl index.php 1 aunpekTopuio images ckonupynte B katanor Beb
cepsepa apache

B danne index.php ykaxuTe npaBunbHble YYETHbIE [AaHHble AN
noaknovenma Kk b

3anyctute Beb cepsep 1 ybeantecb B paboTocnocobGHOCTU NPUNOXKEHNS
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e OcHOBHbIE NAapamMeTpbl OTMETbTE B OTHETE
8. Ha maplupyTtumsaTopax CKOHUIYPUPYNUTE CTAaTUYECKYHO TPAHCASLMIO MOPTOB:

e [lpobpocbte nopt 80808 nopt npunoxeHus testapp BR-SRV Ha
mapuwpyTtusatope BR-RTR, ana obecneyeHus paboTbl npunoxeHus testapp
n3BHE

e [Ipobpocbte nopt 80808 nopt BeG npunoxeHus Ha HQ-SRV Ha
mapuwpyTtusatope HQ-RTR, ana obecneveHms paboTbl Be6 NpunoxeHuns
n3BHE

e [IpobpockTe nopt 2026Ha mapwpyTtmnsatope HQ-RTR B nopTt 2026cepBepa
HQ-SRV, aona nogknioyeHus K cepBepy MO NPOTOKOMY Ssh U3 BHELHWUX
ceTen

e [IpobpockTe nopt 2026Ha mapwpyTusatope BR-RTR B nopT 2026cepBepa
BR-SRV, ons nogknioyeHuss K cepBepy Mo NPOTOKOSy SSh U3 BHELLHMX
ceTen.

9. Hactponite Beb-cepBep nginx kak obpaTHbIN Npokcu-cepep Ha ISP

e [lpn obpalwieHun no OOMEHHOMY MMeHM web.au-team.irpo y knmneHTa
AOJTKHO OTKpbIBaTbCs BEO npunoxeHne Ha HQ-SRV

e [lpn obpaweHun no [OMeHHOMY uMeHu docker.au-team.irpo KnmneHTa
AOJTKHO OTKpbIBaTbCs BEO npunoxeHue testapp

10. Ha mapwpyTusatope ISP HacTponTe web-based ayteHTudmnkauuio:

e [lpn obOpaweHnn k canTy web.au-team.irpo KIMEHTY [OMKHO ObiTb
NpeanoXXeHo BBECTU ayTEHTUPMKALMOHHbIE AAHHbIE

e B kadectBe normHa gns ayteHTudukaumm Bblbepute WEBC naponem
P@sswOrd

e Bblbepute ann /etc/nginx/.htpasswd B KavecTBe XpaHunuwia YYETHbIX
3anucen

e [lpn ycnewHom ayTeHTUdUKaLMN KNMEHT SOSMKEH NepenTn Ha Beb canT.

11.YHo6HbiM cnocobom yctaHoBuTe npunoxenune Angekc bpaysep Ha HQ-CLI

e YCTaHOBKy Opay3epa OTMeTbTE B OTYETE.

3.2 MNopsagok nepesoga 6annoB B CUCTEMY OLIEHUBaHUS
MakcnmanbHoe KonnyecTBo 6annoB, KOTOPblE BO3MOXHO NOSYYNTh 3a BbINOSIHEHNE

npakTn4eckoro 3agaHund OeMOHCTPauMOHHOro 3SK3aMeHa 6asoBoro YPOBHA  npu
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BbIMOSIHEHUWN Pa3nUYHbIX onepauui, npuHumaeTcsa 3a 50 6annos.

Mpn paspaboTke cuctembl nepesoga 6ansoB B OLEHKY HEOOXOAMMO yuuTbIBaTb
CMNOXHOCTb pa3paboTaHHbIX 3agaHUNn.

Pekomengyemas wkana nepesoga 6annos B OLEHKy NpuBedeHa B Tabnuvue 3.

Tabnuua 3 - PekomeHayemas wkana nepesoga 6annoB B OLEHKY

OueHka TNA «2» «3» «4» «5»
Ntorosas oueHka | 0,0-24,9 25,0-32,4 | 32,5 — | 45,0-50,0
BbIMNONHEHUSA 3agaHun | (0,00% - | (50,00% - | 44,9 (90,00% -
AEMOHCTPaLMOHHOIoO 49,99%) 64,99%) (65,00% - | 100,00%)
3k3ameHa 6ann (NMpoueHThbI) 89,99%)

4 NMOPAOOK OPrAHU3AUMU U NPOBEOEHUA 3AWUTLI OUMTIOMHOIO
NMPOEKTA (PABOTbI)

Mporpamma opraHu3auumn NpoBeaeHns 3awmnTbl ANNSIOMHOMO npoekTa (paboTbl) kak
yacTb nporpammbl 'MA gormkHa BKoYaThb:

— O6wme nonoxeHusa

— dunnomHbin npoekT (paboTa) HanpaBneH Ha CMCTEMATM3auMio U 3akpenneHme
3HAHUN BbIMNYCKHMKA MO CneuuanbHOCTM, a TakkKe onpeaeneHne YpPoOBHA TOTOBHOCTMU
BbIMYCKHMKA K CAaMOCTOSTENbHON NpodecCnoHanbHon AeATenbHOCTU. JUnnoMHbIN NPOeKT
(paboTa) npeagnonaraeT CaMOCTOATESNbHYIO NOArOTOBKY (HanuMcaHue) BbiMyCKHUKOM
npoekTa (paboThl), AEMOHCTPUPYHOLLIErO YPOBEHb 3HAHWI BbIMYCKHMKA B paMKax BbIOpaHHON
TeMbl, a Takke COOPMMUPOBAHHOCTb €ro NPodeCCMOHanbHbIX YMEHUIN N HABbLIKOB.

— [pumepHasa TemaTuka QUNIIOMHbIX NPOEKTOB (paboT) No cneunanbHOCTY;

— CTpykTypa u cogepxaHve AnniomMHoOro npoekta (paboThbl);

— [lopsgok oueHkn pe3ynbTaToB AUNIOMHOMO nNpoekTa (paboThl).

— TMNopsnok OUEeHKN 3aLMTbl AUNNOMHOIO NpoekTa (paboThbl).

LHokymeHm ynpasnsemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lNposepsb akmyanbHOCMb 8epcuU o opuauHany, xpaHauwemycs e 1C: Konnedx
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