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1. BBEJAEHHUE

B manHOM y4eOHO-METOMMYECKOM MOCOOMH HM3JI0KEHBI OCHOBHI TEOPUU TIEepe-
Jlaud JaHHBIX U CETEeBBIX TEXHOJIOTHH.

[lenbto ocBOeHUA aucHUILIMHBI «llepenadya MaHHBIX U CETEBBIE TEXHOJIOTHN
ABISICTCS: (DOPMUPOBAHHE TEOPETUUYECKUX OCHOB M TPUOOPETCHHE MPAKTHICCKUX
HAaBBIKOB TI0 TIOCTPOCHHIO JIOKATBHBIX U TJI00ATBHBIX CETEH Mepeavyn TaHHBIX; OCBO-
€HUE TMPUHIIUIIOB, METOJ0B, TEXHOJIOTUNA U PEIICHHN PabOThl TE€TEPOTCHHBIX TeJje-
KOMMYHUKAIIMOHHBIX CETEH.

B pesynbTaTe nzyueHus nepeadn JaHHBIX U CETEBBIX TEXHOJIOTUN TEepe.l CTY-
JICHTOM CTaBSTCS CJIEAYIOIINE 3aau: CTYJCHT JOJHKEH COCTABUTh MPEACTABJICHUE O
KOMIIBIOTEPHBIX CHUCTEMaxX B TEPMHHAX CETEBBIX TEXHOJOTHWH, U3YYUTh CTaHAAPThI
nepeadyy JaHHBIX, a TAKKE YMETh MCIIOJIb30BaTh TEOPETUUYECKHUE 3HAHUS B 00JIaCTH
Iepeaayu TAHHBIX U CETEBBIX TEXHOJIOTUM HA MIPAKTHKE.

B pe3ynbprare 0CBOEHHUSI NTUCUUILUIMHBI OKUIAETCSA, YTO CTYAECHTHI MOIYy4ar Iie-
JIOCTHOE TIPEJICTABICHUE O IIMPOKOU chepe MpoOIeM CETEBbIX TEXHOJOTHH U IMepe-
Jlayu JaHHBIX U OyAdy:

3HATDb:

— HCTOPHUIO Pa3BUTHS, 3aKOHOMEPHOCTH MOCTPOEHUS] U (PYHKIIMOHUPOBAHUS
KOMITBIOTEPHBIX CETEN U CUCTEM TEIIEKOMMYHUKAIW;

— CETEBbIC TEXHOJOTUU U OCHOBBI TOCTPOCHUS CETEBBIX MPOTOKOJIOB;

— OCHOBHBIE CTaHJAPTHI B 00JaCTH MH()OKOMMYHHUKAITMOHHBIX CHCTEM U TEX-
HOJIOTH;

— TEOPETHUYECKUE OCHOBBI apXUTEKTYPHOU M CUCTEMOTEXHUYECKOW OpraHu3a-
IIMY BEIYUCIUTEIBHBIX CETEH;

YMeThb:

— MPOEKTUPOBATH U IKCIUTYaTUPOBATH KOMITBIOTEPHBIC CETH U CHCTEMBbI TEJIe-
KOMMYHHKAILUH;

— aHAJIM3UPOBATH U BBISIBISATH MPUYUHBI CIOKHBIX MPOOJIEM, BOSHUKAIOIIUX Ha
CETEBBIX YCTPOUCTBAX MH()OPMAIIMOHHO-KOMMYHUKAITUOHHBIX CUCTEM;

— BBUIBJISITh M YCTPAHSITH CJOKHBIE WHIWJICHTHI, BO3HUKAIOIIME HA CETEBBIX
yCTpOMCTBAaX MHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM;

— TIOKYMEHTHPOBATh MPEIJIAracMbI€ PEIICHHUS;

BJIAJI€Th.

— HaBBIKAaMH pa3pabOTKH M aJMUHUCTPUPOBAHHS KOMITBIOTEPHBIX CETEH U CH-
CTEM TEJIEKOMMYHHUKAILIUH.

Hucunnnmbaa «Ilepenadya maHHBIX W CETEBBIE TEXHOJOTHMW» OTHOCHUTCS K Mo-
nynto «EcrecTBeHHOHAYUYHBIH M MHKEHEPHBIA MOAYIJb» U OTHOCUTCS K OJ0Ky 1 00s-
3aTEJIbHOMN YacTH.

B yueOHO-MeTOAMYECKOM MOCOOMHU MO M3YUYEHUIO JUCHUIUIUHBI C MpaKTHYe-
CKMMH 33/IaHUSIMU NPEACTABICH TEMATUYECKUN TIJIaH, COAEpKAIIUK IEPEYEHb U3y4a-
€MBIX TeM, 00s13aTeIbHBIX MPAKTHUYECKUX PabOT, MEPOIPUSITHI TEKYIIEH aTTecTaluu
¥ OTBOJAMMOE Ha HUX ayJAUTOPHOE BpeMs (3aHSATHS B COOTBETCTBUU C PACIIMCAHUEM) U

caMoCTOsITeNIbHYI0 padoTy. [Ipu GopmupoBaHUN JTUYHOTO O0OpPa30BATENHHOTO IJIaHA
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Ha CEMECTp CIEAYyeT OLEHUBATh PEKOMEHIYEMOE BPEMSI HAa M3yYEHUE HCLUILIMHBI,
BO3MO’KHO, BaM NOTpeOyeT OOJIbIIE BPEMEHH Ha BBINIOJIHEHUE OTAEIIBHBIX CAMOCTOSI-
TEIbHBIX 33/IaHUN WIH TPOPAOOTKY OTACIBHBIX TEM.

B pa3snene conmepkaHue NUCUUIUIMHBI MPUBEAEHBI MOAPOOHBIE CBEACHUSA 00
M3y4aeMbIX BOIIPOCAX, [0 KOTOPHIM Bbl MOKETE OPUEHTUPOBATHCS B CIIydae IPOITyC-
Ka KaKMX-TO 3aHATUM, a TaKK€ METOAMYECKUE PEKOMEHAALMM MpernofaBaTeis M
CaMOCTOSATENIbHOM TMOATOTOBKH, Ka)KJash T€Ma MMEET CChUIKM Ha JIMTepaTypy (Win
UHbIE UH()OPMAIIMOHHBIE PECYPCHI), a TAKKE KOHTPOJBHBIE BOIPOCHI ISl CaMOIIPO-
BEPKHU.

Paznen «Tekymas arrectauusd COAEPKUT OMMCAHNUE 00S3aTEIbHBIX MEPOIPH-
ATHA KOHTPOJISI CAMOCTOSTEILHON pabOThl M YCBOEHUS PA3JEJIOB MM OTAEIbHBIX TEM
TUCHUIUIMHBL. J[anee n3nokeHsl TpeOOBaHUA K MPOMEXKYTOUHOM aTTECTAIlMM — JK3a-
MEHY.

[TomuMoO naHHOTO MOCOOMS, CTYyIEHTaM CIEAYyeT HCHOJIb30BaTh MaTe€pHalIbl,
pa3sMENIEHHbIE B COOTBETCTBYIOIIEM JNaHHOW aucnuiumHe pasaeny OMOC, B koTo-
pbie O0JIee ONEPATUBHO BHOCITCS U3MEHEHUS JUISl aJanTalyuy JUCUUILIMHBI TI0JT KOH-

KpPETHYIO y4eOHYI0 rpynimy.



2. TEMATUYECKHWMU ILJIAH

TemaTtuueckuil mia” HU3YUCHUA TUCIHHUIIIINHBI «Hepenaqa JaHHBIX U CCTCBBIC TCXHOJIOTHUN)) ITPCACTABJICH B Ta6JII/IH€ 1.

Tadoauna 1 — TemaTnueckuii nJjiaH udydenusi AucuumInHbl «Ilepenaya 1aHHBIX U ceTeBble TEXHOJIOTHU»

. O0Bém camo-
O0beM aynuTopHOIi .
Pa3zjnen (MmonyJib) AUCHMILNIMHBI Tema CTOATEIbHOM
padoThl, 4
padoThl, 4
Jlexuun
Tema 1. OcHOBBI JIOKaJbHBIX CETEH IMepeAayd JaHHBIX.
Onucanne ¢yHkmui cetu. Mogens  B3aUMOJECHCTBUS
YCTPOMCTB CETH 4 6
Tema 2. BBenenue B nokanbHble ceTu. ba3oBas koH(uUry-
panus KoMMyTaTropa 4 6
Tema 3. Cetu Ethernet. MAC u IP-agpecamus. PaGora
nportokosia ARP. [Ipunnunel pabotel TexHonoruu Ethernet 4 6
Pa3znea 1. OcHOBBI nepenaumn Tema 4. YCTpaHeHI/Ie 0a30BEIX HpO6H€M pa6OTI)I KOMMYTa-
JAAHHBIX TOpa 4 6
Tema 5. [Tonumanue ceteBoro ypoBHsi cteka TCP/IP. IP-
agpecauus v nojcetu. Texnonorus DHCP 4 6
Tema 6. [lonumanue TpancnoptHoro ypoBHs cteka TCP/IP.
Onucanue QyHKIUI MapuIpyTU3anuu 4 6
Tema 7. CraTtnyeckas ¥ JWHAMHYECKass MaplIpyTH3aLUs.
Onucanue nponecca J0CTaBKU MAKETOB 4 6
Tema 8. Texuonorus NAT. CoequHenne JTOKaIbLHON CETH C
ceThio Internet. Ympasienue TpadhuKOM C HCHOIB30BAHUEM
Pazpgen 2. CeTeBble TEXHOJIO-
ACL 4 6
' U CETEBLIC MPOTOKOJbI
32 48




ITpakTHYeckue 3aHATHUS

3anstue 1. Onpenenenne MAC-anpeca pabodeld cTaHINH

pa3IMYHBIMH CIIOCO0AMU 6 4
3anstue 2. Omnpenenenue |P-agpeca, mMacku mMojaAceTH U

U032 TI0 YMOJIYaHUK) 6 6
3ansarue 3. [Iporokon ARP. IIpocMoTp u u3MeHeHue 3amnu-

ceit ARP-Tabnuip 6 6
3anstue 4. Pacuer napa-merpos [P-cetn 6 6
3ansatue 5. IP-mapmpyruzanus. [IpocMoTp U u3MeHeHMe

TaOJIMIBI MAPIIPYTU3AIIH 6 6
3ansatue 6. Ilporokonsl TpancnoptHoro ypoBHsi TCP u

UDP. Homepa nopros 6 6
3anstue 7. Jlokanbuble BUpTyanbHble cetu (VLAN), maru-

cTpanbHbIe (trunk) coeuHEeHNs MEXKIYy KOMMYTaTOpaMu 6 6
3anstue 8. Kondurypuposanue padotsl npotokosua STP 6 4

48 44
PyGesknblii (TeKymuii) 1 MTOrOBblil KOHTPOJIb
‘ Tectuposanne (OHOC) 8 (P9)
‘ Ox3ameH (TecT) 1,25 (KA) ‘
34,75 Kon-
92 (CP) TPOJIb
Uroro: 216




3. COAEPKAHUE JUCHUIIJIMHBI U YKA3AHUSA K U3YUEHUIO

3.1 Pa3znen 1. OcHOBBI Nepeiavyu JAHHBIX

3.1.1 Tema 1.1 OcHOBBI JOKANBHBIX ceTell mepexaun AaHHbIX. Onucanue
¢ynkumii ceru. Moaesib B3aUMOJIeCTBHS YCTPOUCTB CeTH

Ilepevyenb n3yvaeMbIX BONIPOCOB

1.Onpenenenne u NTPUHUMUIIBI JOKAJIbHBIX CETEN

2. Tononoruu JIOKaJbHbIX CETEH.

3.KOMIIOHEHTHI JTIOKAJILHOU CETH.

4. ITpOTOKOJIBI M TEXHOJIOTUHU

5. Mogens OSI u ee ypoBHU

6. be3omacHoCTh M 3a1uTa JaHHBIX.

MeToanyeckue yKa3aHusi K H3y4eHHIO

B nanHOM TEME MBI paCCMOTPHUM IPEAMET U 33J1a41 JUCHUAILUIMHBL. PaccmMoTpum
cnenuuky, 3a1auu o0ecreyeHus nepeaadn JaHHbiX. O3HAKOMUMCS € dTanamMu
pPa3BUTHUSI TEOPUU JIOKAJIBHBIX CETEH Mepeayu JaHHBIX.

N3yueHnne MaHHOW TEMbI BaXXHO /I T[OHUMAaHUSA MPUHIMIIOB PabOThI
COBPEMEHHBIX KOMIBIOTEPHBIX CETEH, UCMOIB3YEMbIX KaK B JOMAIIHUX YCIIOBUSIX,
TaK U B KPYIHBIX KOPIOPATUBHBIX MH(MpacTpykTypax. s ychnemHoro ocBOEHUs
Marepuanta HeoOXOJWMO IOHMMATh KIIIOYEBBIE KOHLEMIIMH CETEBBIX TEXHOJIOTH,
takue kak wmojenun OSI u TCP/IP, ¢dynkuum pa3iuyHbIX YpOBHEW CceTH U
B3aUMOJCHCTBUE MEXKIY YCTPOMCTBAMM.

Jlnst wayana wu3yunte Oa30BbIE TEPMHUHBI M TIOHSTHS, OTHOCAIIUECS K
KOMITBIOTEPHBIM CETSIM:

— KoMmbloTepHasi ceTb: COBOKYIMHOCTh KOMIBIOTEPOB U APYTUX YCTPOICTB,
COEIMHEHHBIX MEXITy cO00i i1 0OMeHa HHpOpMaIIUeH.

— Tomonorust cetu: CTpykTypa, onpenenstomas (pU3n4ecKoe pacrooKeHUe
Y3JIOB CETH U CIIOCOOBI UX COCTUHEHUSI.

— Mogens OSI: cemuypoBHEBasi JTAJOHHAs MOJENIb B3aWMOJCHCTBUS
OTKPBITBIX CUCTEM, UCIIOJIb3yeMasl 1JIs1 OIMCAHUsI CETEBOIO B3aUMOICUCTBHUS.

— TCP/IP: Habop mpOTOKOJOB, OOECHEUYMBAIOLIMX Mepeaady JaHHBIX Yepe3
HNuTtepner.

Paccmotpure monens OSI, KoTOpast COCTOUT U3 CEMH YPOBHEM:

1. ®usndeckuii ypoBeHb: Tiepeaada OMTOB 1Mo (HU3UIECKUM KaHaJIaM CBSI3U.

2. KananbHbIl ypOBEHB: YIpPaBICHHE JOCTYIIOM K Cpelle Mepeladyd Hu
dbopmMupoBaHUE KaJIPOB.

3. CeTeBoli ypOBEHb: MAPIIPYTU3ALIMS TAKETOB U YIIPABJICHUE aJpecaMu.

4. TpaHCHOpPTHBIN YpOBEHB: OOECreYeHHe HAJEKHOW JOCTAaBKH JIaHHBIX W
KOHTPOJIb OIIHUOOK.

5. CeaHCOBBIN YPOBEHb: YCTAHOBJIEHUE, MOAJICPKAHNE U 3aBEPIICHUE CEAHCOB
CBSI3U.

6. YpoBeHb MpeIcTaBICHUs: MpeodpazoBanue GopMaToB JaHHBIX.

7. llpuknagHoW ypOBEHb: IMPEAOCTABIECHUE YCIYI TOJb30BATEIAM U
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MPUIIOKECHUSIM.
N3yunTe GyHKINUU KaXKIOTO YPOBHS U B3aUMOCBSI3b MEX1y HUMHU.

[Tpotoxon TCP/IP siBnsieTcst ocHOBHBIM IpoTokojioM VHTepHeTa.

W3yunte ero apxuTekTypy U QyHKIUU:

— IP (Internet Protocol): oTBeuaeT 3a aapecanuro ¥ MapIIpyTH3AINIO TTAKETOB.

— TCP (Transmission Control Protocol): oOecneunBaeT HaAeKHYIO TOCTaBKY
JAHHBIX C KOHTPOJIEM OLIMOOK U YIPABIECHUEM ITOTOKOM.

— UDP (User Datagram Protocol): ucnons3yercss ajiss ObICTpoW Tepenayu
JAHHBIX 0€3 rapaHTUU JJOCTABKHU.

[Tonumanue pabOThl 3TUX MPOTOKOJIOB MOMOXET BaM Jydllle pa3o0parbcs B
npUHIMIAaX (PYHKIIMOHUPOBAHUS CETEH.

Uccnenyiite, Kak pa3nuyHble YCTPONUCTBA B3aMMOJICUCTBYIOT IPYT C IPYIOM B
paMKax KOMITBIOTEPHOM CETH:

— Kunenrt-cepBepHas apXUTEKTypa: B3aHUMOJEHCTBUE MEXIY KIUEHTOM
(HampuMep, KOMITBIOTEPOM TOJIH30BATEINS) U CEPBEPOM (LICHTPAIBHBIM Y3JIOM).

— IlupunroBas cerp (P2P): paBHOIpaBHOE B3aUMOJEWUCTBHE MEXKAY
YYaCTHUKAMHU CETU 0€3 HEHTPAIBHOIO CEpBEpa.

— MapuipyTu3atopsl: yCTpOCTBa, OTBEYAIOIINE 32 MEPECHUIKY JAHHBIX MEXKIY
pPa3IMYHBIMH CETMEHTAMHU CETH.

— KommyTaropsl: ycTpoiicTBa, 0OBEANHSIONINE HECKOJIBKO CETMEHTOB CETH U
o0ecreunBaroIIue CBA3b MEKYy HUMHU.

Pexomenayemas aureparypa: [4, 4. 1].

KoHnTposibHbIE BONPOCHI AJIs1 CAMONIPOBEPKH

1. Yrto Takoe JIoKagbHask CETh U KaKOBBI €€ OCHOBHBIE TTPUHIIUIIBI?

2. Kakue ycTpoicTBa MOTYT OBITh YaCThIO JIOKAJILHOM ceTh?

3. Yto Takoe JoKaJibHasi CETh U KaKOBBI €€ OCHOBHBIC TPUHIIUIIBI?

4. Kakue ycTpoicTBa MOTYT OBITh YACThIO JIOKAJIBHOM ceTr?

5. Kakue TUIbI TOMOJIOTHI CYIIECTBYIOT JJISl JIOKAJbHBIX CeTell (3Be3/1a, KOJIb-
110, IMHA)?

6. Kak xaxxnast Tomosorus BnuseT Ha GyHKIIMOHUPOBAHUE CETH?

7. Kakue OCHOBHbIE KOMIIOHEHTBI COCTABIISIOT JOKAJIBbHYIO CETh (CEepBeEpHI, pa-
0ouue CTaHIIMU, KOMMYTaTOPbl, MAPIIPYTH3ATOPHI)?

8. Kakue QpyHKIMM BBITOTHSIIOT KaXAbIH U3 3TUX KOMIIOHEHTOB?

9. Kakue nmpoTokosbl ucnonb3ytoTes B JokanbHbIX ceTsax (TCP/IP, Ethernet)

10.Kak 3Tu npoTOKoIb6l 00ECIeUNBAIOT NEpeavy U yrpaBieHHe JaHHBIMU?

11. KakoBa monenb OSI 1 kak oHa UCIIOJIB3YETCS B CETAX?

12. Kakuie pyHKIIMU BBITOJIHSIOT KaX bl U3 ypoBHeH Mozaenu OSI?

13. Kakue Mepbl 6€30MaCHOCTH MPUMEHSIOTCS B IOKAJIBHBIX CETAX ISl 3alUThI
OT HECAHKLIMOHUPOBAHHOI'O JOCTYyIa?

14. Kakue TeXHOJIOTHU UCTIONB3YIOTCS IS MU(GPOBAHUS 1 3aIUTHI TaHHBIX?



3.1.2 Tema 1.2 BBeaenue B JOKajJdbHble ceTH. bazoBasg koHdurypanus
KOMMYTaTopa

[lepeueHb n3y4aeMbIX BOIPOCOB:
1. BBenenue B JokaibHble ceTH. OCHOBHBIE KOMIIOHEHTHI JIOKAJIbHOM CETH:

CeteBble KapThl, KOHLIEHTPATOPBL, KOMMYTAaTOPbI, MAPUIPYTHU3ATOPBI.

2. Tunel nuanii cBa3u: KoakcuanbHblil kKabenb, BUTas mapa, ONTOBOJIOKOHHBIH
Ka0eIb.

3. bazoBas koHburypauust kommyratopa. Hactpoiika 0a30BbIX MapaMeTpoB
KOMMYTaTOpa: NMPUCBOCHUE MMEHM, YCTaHOBKA Iapoiisi, HacTporka IP-agpeca, yna-
JIEHHOE YIIpaBJICHHME KOMMYTaTOpoM: HacTpoika umHTepdeiica VLAN u muio3a 1o
YMOJTYaHHUIO.

4. be3onacHOCTh KOMMYyTaTOpa: yCTaHOBKA MapoJisl JUisl KOMaHJIHOTO PEXUMa.

Meroanyeckue yKazaHusi K M3y4eHHIO

N3ydenune ngaHHON TeMbl MPEACTaBIsAECT COO0OMl MEpBbIM IIar K MOHUMAHUIO
OPUHLUIIOB pabOThI JIOKAJIBHBIX CETEM M HACTpPOWKe ceTeBoro obopyaoBaHus. Kowm-
MyTaTop (switch) UrpaeT KitoueByIO poJib B CO3/1aHUU U YIPABICHUH CETAMU, 00ec-
II€YMBasi COCNMHEHNE MEXAY Pa3JINYHBIMUA yCTPOWCTBAMH BHYTpHU OIHOU cetu. IIpa-
BWJIbHAsl HACTPOMKa KOMMYTAaTOpPOB HeoOxoauma Jjisi odecriedeHus: 3PpHeKTUBHONU U
0e30IacHOM PabOThI CETH.

OCHOBHBIE 3TaIbl U3YYCHUS

N3yueHne OCHOBHBIX TEPMHUHOB U TOHATUI

[Ipexne Bcero, HEOOXOAUMO 03HAKOMHUTHCS C OCHOBHBIMH TEPMUHAMM U TIOHSI-
TUSIMU, CBSI3aHHBIMU C JIOKAJIbHBIMU CETSIMU U KOMMYTaTOpPaMHU:

— JlokanbHas cetb (LAN): rpymma KOMIBIOTEPOB U APYTUX YCTPOMCTB, CBS-
3aHHBIX MEX1y cO0OM B Ipesesax 0JJHOrO 3aHUs UM KaMITyca.

— KommyraTop (Switch): ycTpolicTBO, KOTOpO€ COEIMHSIET HECKOJIbKO
YCTPOWCTB B OJHY CETh U MO3BOJISIET UM OOMEHUBATHCS JAHHBIMHU.

— Ilopt xommyTatopa: uHTEpQEic, Yepe3 KOTOPBIM MOJIKIIOYAOTCS yCTPOU-
CTBa K KOMMYTaTopy.

— VLAN (Virtual Local Area Network): BupTyanbpHasi TJokajabHasi CETh, TO3BO-
JSOIAs pa3eauTh (U3HUUECKYIO CETh HA HECKOJIBKO JIOTUYECKUX CErMEHTOB.

— MAC-anpec: yHukanbHbI HACHTU(PUKATOP YCTPONCTBA B CETH.

— STP (Spanning Tree Protocol): mpoTokoJi, mpenoTBpamiaronyii NeTiiv B ce-
TSAX C U30BITOYHBIMU CBSI3AMHU.

N3yuenue apXuTeKTypsl U QyHKIHMI KOMMyTaTopa

Ha nanHom sTane Hy»HO U3y4UTh apXUTEKTypy KOMMYTaTOpa U €ro OCHOBHBIE
byHKUINA:

— (OyYHKUMOHUPOBAHUE MOPTOB: KaK JAHHBIE IEPENAIOTCS MEXAY MOpTaMu
KOMMYTaTopa.
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— Tabmuna MAC-aapecoB: MexaHH3M, MO3BOJIAIOMINNA KOMMYTAaTOpY y3HABaTh,
KAaKU€ yCTPOMCTBA MOJKIIOYEHBI K KAKAM ITOPTAM.

— Ympasienue TpauKoM: METOIbI MPHOPUTHU3AIMK TpapuKka U (GUIBTPALIUU
HEXKeJIAaTebHBIX MaKETOB.

— be3onacHocTh: 0a30BbIe Mephl 0€30MACHOCTU, TaKWE KaK OrpaHUYEHUE J10-
CTyIIa K TIOpTaM | 3allliTa OT aTak TUma «man-in-the-middle».

Kongurypamus kommyTtatopa

OCHOBHOI 4acThIO TaHHOTO 3Tarna OyAeT u3ydeHue rnpoiecca 6a30Boil KOHPU-
rypanuu koMmmyTtaTopa. OObIYHO MPOIIECC BKIIOYAET CISAYIONINE Iaru:

1. IMoaknroyeHne K KOMMYTATOpPY: MCHOJIb30BaHHE KOHCOJIBHOTO Kalels Win
Telnet/SSH st mOAKITFOYEHUS K yCTPONCTRY.

2. Hacrtpoiika untepdeiicoB: HazHaueHue [P-aapecoB u Macok mojceTed aiis
yTpaBJIeHUs] HHTEPPEHCOM.

3. Co3nanue VLAN: paznenenue Gpuanyueckoi ceTu Ha HECKOJIBKO JIOTHUYECKUX
CErMEHTOB.

4. Hacrpoiika STP: aktuBauus u HacTpoiika mpoTokoja Spanning Tree miis
MPEeAOTBPALICHUS NIETENb B CETH.

5. be3onacHOCTh: yCTaHOBKA MApoJIEW aJIMUHHUCTPATOpa U OTPAHUYECHHUE JO-
CTYIIA K OIPEJECIICHHBIM [TIOPTAM.

Pexomenayemas aureparypa: [5, . 5]

KoHTposibHbBIE BONIPOCHI AJIsl CAMONPOBEPKM:

1.YT0 Takoe JN0KaIbHAsI CETh, U KaKUE €€ OCHOBHBIE ITPEUMYIIECTBA?

2. Kakue TOIOJIOTUH MCTIONB3YIOTCS B JIOKAJIBHBIX CETSAX U UX OCOOCHHOCTH.

3. Kakuie 0oCHOBHbIE KOMIIOHEHTHI BXOJIST B COCTaB JIOKAJIbHOU ceTu?

4. Kak moAKIIOYUTh U HACTPOUTH 0a30BbIE TapaMeTphl KOMMyTaToOpa?

5. Kak o0ecrieuuTs yageHHOE yIpaBieHue KOMMYTaTOpoM?

6. Kakue npoToKoIbl 1 MOJIENN UCIIOJIB3YFOTCS B JIOKAJIBHBIX CETSIX?

7. Kakue mepbl 0€30MacHOCTH ClIeAyeT MPUHATh IPU HACTPOWKE KOMMYTATO-
pa?

8. Kakue Tumbl kabenei UCHONb3YIOTCA ISl TMOAKIIOUEHHUS YCTPOUCTB B JIO-
KaJIbHOM ceTn?

9. Kakue OCHOBHBIE NPOTOKOJIBI HCIOJB3YIOTCS JIsI MapIpyTHU3alUHd B JIO-
KaJIbHBIX CETSIX?

10. Kakre 0CHOBHBIE 3aja4M PEIAIOTCA MPU TOMOIIY JJOKAJIBHBIX CETEN?
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3.1.3 Tema 1.3 Ceru Ethernet. MAC u |IP-aagpecanusi. PaGora nporoko.sa
ARP. IIpunuunsl padorsl TexHosorun Ethernet

Ilepeyennb n3yyaeMbIX BOIIPOCOB

1.MAC-anpecamus: Onpeneneane U HasHaueHne MAC-agpecoB. CTpykTypa
MAC-aapecoB (48 Our, 12 mecrHaauarepuunsix nudp). UcnonszoBanue MAC-
aJpeCOB B JIOKAJIbHBIX CETSX.

2. IP-ampecamus: Omnpenenenue u HasHauenwe [P-aapecoB. Ctpykrypa IP-
anpecoB (ceTh u xoct). Kimacest IP-anpecoB u ux Ha3HayeHUE.

3. IIporokon ARP: Ha3nauenue u npunnun padbotel mpotokosia ARP. IIponece
paspemienust [P-anpecoB B MAC-anpeca. ARP-taGnuipl U ux TUMbl (IMHAMUYECKUE
U CTaTUYeCKue).

4. Texnonorust Ethernet: OcnoBHbie npuHIumbl padbotel Ethernet. CtpykTypa
kaapa Ethernet (MAC-aapeca, EtherType, nannsie). Pojib KOMMYyTaTOpoB B CETAX
Ethernet.

5.Ipunnuner padotel Ethernet: Mcronb3oBanue KOMMYTaTOPOB JIJIsi Mapuipy-
Tu3anuu nakeroB. Tabnuibsl MAC-aapecoB u ux posib B kommyTaropax. CKOpOCTH U
METO/IbI IEPECHUIKN JaHHBIX B KOMMYTaTOpaX.

MeToanueckue yKa3aHus K U3yUYEeHUIO

Tema oxBaThIBaeT KIItOUEBBIE acTIEKThI paboThl ceteil Ethernet, Bkimouas MAC
u [P-agpecanuto, nporokon ARP u npuHiumnsl GyHKIIMOHUPOBAHUS CaMOM TEXHOJIO-
ruu Ethernet. DTo BaykHbIE 3HAHUS JJ1s1 TOHUMAHUS CETEBBIX TEXHOJOTHI U MOCTpOe-
HUSI JIOKAJIbHBIX BhIYUCTUTENBHBIX ceTeit (LAN).

[enpro sABiISETCS MOJYyYE€HHE 3HAHUM O MpuHUUINAx pabdoTsl cetu Ethernet,
croco0ax aapecariyi yCTPOUCTB B CETAX, a TAKKE MOHUMAHUM MEXaHU3MOB Tepea-
YH JIAaHHBIX MEX]Iy YCTPOMCTBAMU C HCTOJb30BaHueM MpoTokosioB ARP u Ethernet.

[Tepen HauamoMm M3y4yeHUs] BaXKHO O3HAKOMUTHCS C OCHOBHBIMU TEPMUHAMU U
MTOHATHUSIMU

1. Ethernet — TexHoOTHs MEepeIaun JAaHHBIX B KOMITBIOTEPHBIX CETSIX, UCIIONb-
3ytoias KabelbHy0 HHPPACTPYKTYPY.

2. MAC-anpec — yHuKalnbHbIN (GU3HUECKHI aipec yCTPOIMCTBA B CETH.

3. IP-agpec — JormdYecKkuil ajapec YCTPOMCTBA B CETH, HMCIOJIb3YEMBIN IS
MapHIpyTU3aIlUU TaKETOB.

4. ARP (Address Resolution Protocol) — mpoToko1, mo3BoJIsoLIHii mpeodpas3o-
BbIBaTh [P-anpeca B MAC-aapeca.

5. Frame — kaap naHHbIX, nepenaBaeMbiii 1o cetu Ethernet.

6. CSMA/CD (Carrier Sense Multiple Access with Collision Detection) — me-
XaHU3MYTPABJICHUSAI0CTYITOMKCPEIeTIepe1aun,IaHHbIX.

7. MTU (Maximum Transmission Unit) — makcumaibHBIN pa3Mep Kaapa JaH-
HBIX, KOTOPBIN MOKET OBITh MEepeiaH Yepe3 CeTh.
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8. Hub, Switch, Router — cereBbie ycTpoicTBa, 0OECIIEUMBAIONINE KOMMYTa-
IIUI0 U MapLIpyTH3aIUIO Tpaduka.

HN3yuenne ocHoB TexHoJsioruu Ethernet

1. Ucropus pa3Butus TexHonoruu Ethernet.

2. Tunbl kabenei ¥ TONOJIOTUH CETH (3Be3/1a, IIUHA, KOJIBIIO).

3. Crangaptel Ethernet (10BASE-T, 100BASE-TX, Gigabit Ethernet ump.).

4. ®opmar kaapa Ethernet (3aronoBok, JaHHbIE, KOHTPOJIbHASL CyMMA).

5. Mexanuzm CSMA/CD wu ero pabora.

MAC-anpecanus

1. YUto Takoe MAC-aapec?

2. YaukanbHOoCcTh MAC-aapecoB 1 X HA3HAYCHHUE.

3. Kak mpoucxoaut oTmpaBka KaJgpOB [aHHBIX C HcHoJib30oBaHneM MAC-
aZpecoB.

4. Tabnuibl kommyTanuu (switching tables) u ux posp B nepenaye JaHHBIX.

IP-anpecanus

1. OcuoBbl TCP/IP monenu.

2. Paznuna mexay duzudeckum (MAC) u nornyeckum (IP) ypoBHsiMu.
3. Knaccei IP-anpecoB (A, B, C) u Macku nojceTen.

4. ITIporokou IPv4 u IPv6.

5. Jlunamuueckas u cratuueckas [P-agpecanus.

Pa6ota npotokona ARP

1. Haznauenne nporokona ARP.

2. Ilponecc npeodpazoanus [P-agpecoB B MAC-anpeca.
3. ®opmar ARP-3anpocoB u ARP-oTBeTOB.

4. KommmpoBanue ARP-3anucei.

5. IIpoGnemsl u orpannyeHust ARP.

[Tpunune padotsl TexHoioruu Ethernet

1. Kagpel aHHBIX U POLIECC X NEPENAYU.

2. Konnusuu u ux pazpenieHue.

3. YnpaBiieHUE MOTOKOM JaHHBIX.

4. TlonyiynIeKCHBIN U MOJTHOAYIUIEKCHBIN pEeXUMBI paOOTHhI.

5. be3onacHocTh u ayrenTudukanus B Ethernet-cersx.
Pexomenayemas ureparypa: [4, 4. 2].

KoHTposbHBIE BONIPOCHI AJIs1 CAMONIPOBEPKH

1. B uem ocHoBHOE oTimuue Mexay MAC-aapecamu u [P-agpecamu?
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2. Kak paboraet nmpotokon ARP npu nepenadye gJaHHBIX MEXy yCTPOWCTBAMU
B JIOKAJIbHOU CETH?

3. Kakne ocHOBHBIE KOMITOHEHTHI BXOAT B cocTaB Kaapa Ethernet?

4, Kak kommytatopbl Ethernet ucnonszyror Tabmuiet MAC-aapecoB s
MapIIpyTU3aIlUuU MaKeTOB?

5. B ueMm cocTouT Ha3HAUYCHHE cTaTHYECKUX 3anuceid B ARP-TaGmuie?

6. Kakme MeTompl MEpeCchUIKH JaHHBIX WCHOJB3YIOTCS B KOMMYyTaTopax
Ethernet?

7. Kakue npeumyiiecTBa ucnojb3oBanus Ethernet B mokanbHBIX ceTax?

8. Kak npoucxoaut paspemienne [P-anpecoB B8 MAC-aapeca ¢ moMoIIbio Mpo-
Tokoja ARP?

9. Kakue tumer MAC-anpecoB ucmoabs3ytores B ceTsx Ethernet (ogHoampec-
HbIE, MHOTOAJIpECHBIC, IIIMPOKOBEIIATEIbHBIC)?

10. Kakue mpeumyliecTBa W HEJOCTATKH HCIOJB30BAHUS IUHAMUYCCKUX U
cratnueckux 3anucer B ARP-ta0mnie?

3.2. Pazgea 2. CeTeBble TEXHOJIOTHH U CeTEBbIE MPOTOKOJIbI
3.2.1 Tema 2.1 Ilonumanue ceresoro yposusi creka TCP/IP. IP-agpecauus
u noaceru. Texnonorus DHCP

IlepeyeHnb n3yyaembiX BOIIPOCOB

1.ITonumanue cereBoro ypoBHs creka TCP/IP.

2. IP-agpecanus u moaceTH.

3. Texnonorusst DHCP.

MeToauveckue yKa3aHus K U3Yy4C€HUIO

JlaHHast TeMa OXBaThIBAET KJIIOUEBBIE ACTHEKTHI PabOTHI CETEBBIX MPOTOKOJIOB
Ha ypoBHe cetu B moxaenu TCP/IP. 3meck BBl mo3HakoMuTech ¢ ocHoBamu [P-
aZpecannu, U3y4uTe MPUHITUIIBI ISJICHUSI CEeTe Ha MOJICeTH U pa3depeTech C TeXHO-
Jorver aBTomMatudyeckoro HasHaueHus [P-agpecoB — DHCP. Otu 3Hanus saBisroTCs
0a30BBIMU JIJ1s1 TOHUMaHUsI PYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX ceTel U HeoOXOoau-
MBI JUISI JAJIbHEUIIIETO U3YUYECHUSI CETEBOU apXUTEKTYPBHI.

[Tonumanue cereBoro ypoBus creka TCP/IP

Crex TCP/IP — »sTt0 HabOp MNPOTOKOJIOB, OOECIIEUMBAIOIINX CBSI3b MEXIY
ycrpoiictBamu B ceTu. TCP/IP cocTOUT U3 HECKOJIBKUX YPOBHEH, KaXIblil U3 KOTO-
phIX OTBEUYaeT 3a OmpeAcsiéHHble (YHKUMHM mepenadud IaHHbIX. CeTeBOil ypOBEHBb
(WM ypoBEHb MHTEPHETA) OTBEYAET 3a MApUIPYTHU3AILMIO MAKETOB OT MCTOYHHUKA 0
MOJTy4aTessl Yepes CeTh.

OCHOBHBIE MPOTOKOJIBI CETEBOT'0 YPOBHS:

— IP (Internet Protocol) — ocHOBHOIT TIPOTOKOJI CETEBOTO YPOBHS, KOTOPBIA
oOecreynBaeT apecalyio 1 nepenayy JaHHbIX [0 CETH.
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— ICMP (Internet Control Message Protocol) — ucnonb3yercs 1sl AMarHoCTH-
KM COCTOSIHUS CETH U TIepelayul COOOIIeHHI 00 OmnOKax.

KiroueBbie MOMEHTHI:

— Crex TCP/IP paboTaeT 1o npuHIMIY UHKAIICYJISIIIUN JaHHBIX: JJAHHBIC TIepe-
JAI0TCS B BUJIE MMAKETOB, COAEPKAIUX 3aT0JIOBKU KaKJIOTO YPOBHSI.

— IIpotokon [P obecneynBaeT IOCTaBKY JAHHBIX [0 Ha3HAYEHUIO, HO HE ra-
PaHTUPYET HAJEKHOCTH JOCTaBKH.

IP-anpecanus

OcHogsl [P-anpecaruu

IP-anpec — 3TO yHUKaNbHBIN UACHTU(PUKATOP YCTPOMCTBA B CETH, COCTOSLIUMN
U3 4YETBIPEX YuUCeN, pa3leieéHHbIX ToukamMu (Hampumep, 192.168.0.1). CymectByer
JIBa OCHOBHBIX Tuma [P-agpecos:

— IPv4 — 32-OutHsblit afpec, IpeICTaBICHHbIN B AECATUYHON (hOpPME C TOUKAMHU.

— IPV6 — 128-0uTHBIii ajpec, UCIOJIb3YeMbIi JIs PACIIUPEHUSI BO3MOKHOCTEN
aJpecalyi.

Kunaccet IP-anpecoB (aiist [Pv4):

— Knace A: 1.0.0.0 — 126.255.255.255

— Knacc B: 128.0.0.0 — 191.255.255.255

— Kinacc C: 192.0.0.0 — 223.255.255.255

— Cnenuansnblie kiaccsl (D u E)

Macka nmojaceTu

Macka nojacetu onpenensieT, kakas yactb [P-ampeca oTHocuTCs K ceTH, a
Kakas — K xocty. Hanmpumep, macka 255.255.255.0 o3Ha4aeT, 4TO NEpBbIE TPU OKTETA
OTHOCSITCS K CETH, a MOCJIETHUMN — K XOCTY.

[Toncern

[TonceTy MO3BOJISIIOT pa3AeUTh OOJIBIIYIO CETh HA HECKOJBbKO MEHBIIHX, YTO
YIOPOIIAET YIPABJICHUE U TOBBIIIAET 0€30MaCHOCTh. DTO JIOCTUTAETCS MyTEM H3Me-
HEHUSI MAaCKH MOJICETH.

Texnonmorus DHCP

DHCP (Dynamic Host Configuration Protocol) — 3To mpoTOKoOJI, MO3BOJISIO-
MM aBTOMAaTU4EeCKHA HaszHayaTh [P-ampeca yctpoiictBam B cetn. Cepep DHCP BbI-
naér xkimentam [P-aapeca, Macky moJceTH, LUIO3 MO YMOJIYAHUIO U JApYyrue mnapa-
METpPbI KOHPUTYPATTHH.

ITpouecc nonyuenus [P-aapeca KIMEHTOM BKIIFOYAET YETHIPE dTamna:

1. DHCPDISCOVER: KnueHT oTnpapisieT HIMPOKOBEIIATEIbHOE COOOIIECHHE,
4yT0OBI HaiiTh cepep DHCP.

2. DHCPOFFER: Cepsep DHCP npemaraer knuenty cBodoansiii [P-agpec.

3. DHCPREQUEST: Knuenr 3anpammuBaet npeajioxenHsiii [P-aapec.

4. DHCPACK: CepBep noarBepxaaet HazHaueHue [P-anpeca u oTnpaBisier
JOTIOJIHUTEJIbHBIC MTapaMeTPbl KOH(PUTYpALTUH.

15



Pexomenayemas Juteparypa: [4, 4. 2].

KoHTposbHBIE BONIPOCHI AJIsl CAMONIPOBEPKH

1. O0BsicHuTe OCHOBHBIE paznuuus Mexxay npotokosamu TCP u UDP.

2. Onumurte mpouecc MapuipyTtusanuu naketos B cetu TCP/IP.

3. Kak onpenenuTb, HAXOAUTCS JIU XOCT B OJHOM MOJICETH C IPYTHUM XOCTOM?

4. IlpuBenute mpuMep pacuera mojceTH aig 3agaHHoro IP-agpeca m Macku
ITOZICETH.

5. B dem pa3zHunia Mexay craTU4ecKor W AuHaMmuueckoi IP-koHdurypanmeit?
Korpga nydmie nucnonp30BaTh KaxXAyr U3 HUX?

6. Kakue neiicrBus npennpunumaetr DHCP cepBep nmpu ucTedeHun cpoka
apensl [P-anpeca?

7. llouemy ucnonb3oBanue [Pv6 cTaHOBUTCS HEOOXOIMMBIM B COBPEMEHHBIX
ceTax?

8. Kakue npo6seMbl MOTYT BOBHUKHYTh IPU HEMPABUIIBHONW HACTPOMKE MUT032
10 YMOJIYaHHIO?

9. Onummte cuenapuii ucnonaszoBanust DHCP relay arenra B cnoxHo# ceTu.

10. Kako#t Tun cooOIIeHni UCHOIb3YET KIUEHT MPH 3apoce KOH(PUTypauu
ot DHCP cepgepa?

11.Yt1o Takoe ctek mpotokosioB TCP/IP? Kakue ypoBHU OH BKIIIOYAET?

12. KakoBa posb kaxaoro u3 yerbipex ypoHeil TCP/IP (npukmnanHoro, TpaHc-
MOPTHOT'O, UHTEPHET-YPOBHS M YPOBHS CETEBOTO MHTEp(Peiica)?

13. Yem otnuuarorcs nporokosisl IPv4 u IPv6? Kakue npeumyiiecta npeo-
craiseT [Pv6?

14. Kak nanHble nepeaarorcs yepes ceth ¢ ucnosibzoBanuem TCP/IP? Yro Ta-
KO€ MapuIpyTH3aus?

15.Y10 Takoe [P-aapec? 13 kakux yacTtei OH COCTOUT?

16. Kak pa6orarot knaccel [P-agpecos (A, B, C)? Uem onu oTiinyarorcs?

17. Yto Takoe Macka MOJCETH U KaK OHA WCIIOJNB3YETCS I Pa3JeeHUs] CETH
Ha rnojceTn?

18. Kak paccuntaTth KOJMYECTBO BO3MOKHBIX MOJICETEN U XOCTOB B CETU?

19. YUto Takoe mMMpPOKOBEIIATENbHBIA AAPEC U AAPEC CETU?

20. Kakue ommOKu MOTYT BO3HHMKHYTHh TPHU HEMPaBHIbHOW HacTpoiike [P-
aJpecaly Ui MacKH IOJCETH?

21. Yto takoe DHCP (Dynamic Host Configuration Protocol)? [{nst dero on
UCTIOJIb3YETCA?

22. Kaxk paboTaer mporiecc Bbiaaun IP-agpeca uepes DHCP (DORA-Discover,
Offer, Request, Acknowledge)?

23. Kakue cymectBytoT MeTosl Boiienenus [P-agpecos B DHCP (aunamuue-
CKO€, aBTOMaTHYECKOE U CTAaTUYECKOE pacrpeieeHue)?

24. Yto takoe DHCP lease u kak ocyiecTBiIsieTcss ero OOHOBJICHHE?
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25. Kakue mpenmytiecTBa mpeaoctapisieT ucnoiab3oBanne DHCP B Gonbmmx
ceTsax?
26. Kak pa6otator DHCP relay arents! u 3auemM OHU HY>KHBI?

3.2.2 Tema 2.2 IlonmmManue TpaHCcHOPTHOro ypoBHs creka TCP/IP.
Onucanue GyHKUME MapLIPyTH3ALUH

IlepeyeHb n3y4aemMbIX BONPOCOB

1. Onucanne TpancnoptHoro yposus creka TCP/IP.

2. IIpotokossl TCP u UDP.

3. ®yukuuu npotokoaa TCP.

4. @ynkuuu nporokona UDP

5. Mapuipytuzanus B creke TCP/IP

6. [IpoTOKOIBI MaPIIPYyTU3ALUH.

Meroanyeckue yKa3aHusi K H3y4eHHIO

TpaHCHOPTHBI YpPOBEHb SBISETCS OJHUM M3 KIHOYEBBIX YPOBHEH MOJEIH
TCP/IP, o0OecnieunBaromMM HAJIEKHYIO NepeAady JaHHBIX MEXAY NPHIOKEHUSIMU.
MapuipyTtu3zanus — Mpouecc BHIOOpa ONTUMAIBLHOIO MyTH MEPEAAUn TaHHbIX OT UC-
TOYHHMKA /10 ToJydarensi depe3 cerb. O0a 3TH aclmeKkTa UrparoT BAXKHYIO POJIb B
(YHKIIMOHUPOBAHUHU CETH U 00ECTIEUNBAIOT LIEIOCTHOCTD MEPEIABAEMbIX JaHHBIX.

[lenbto u3yueHuss JAaHHOM TEMbl SBJISETCS NMOHMMAHHE MPHUHLUIIOB PaOOTHI
TPAHCHIOPTHOT'O YPOBHS M MeXaHW3MOB MapuipyTuzauuu B cetsix TCP/IP. Oto Bkito-
4aeT CIEAYIOIINE aCIIEKThI:

— ITonnmanue Ha3HaueHus U QyHKIMI TPAHCIIOPTHOTO YPOBHS.

— N3yuenune npotokosoB TpaHcniopTHOro ypoBHs (TCP u UDP).

— OcBoeHrEe OCHOB MAapIIPYTU3ALMU TAKETOB JAHHBIX B KOMITBIOTEPHBIX CETSIX.

— O3HaKOMJIEHHE C OCHOBHBIMH AJITOPUTMAMU MApIIPYTU3ALIHH.

TpaHCIIOPTHBIN YPOBEHD
1. HazHaueHne TpaHCIOPTHOTO YPOBHSA

OO0bsicHUTE Ha3HAYEHUE TpaHCIOPTHOTrO ypoBHA B creke TCP/IP. Onummre,
Kakue (PYHKIIMH OH BBINIOJHSET AJIs 0OecTieyeHUs] Ha/IeKHOM IOCTaBKU JaHHBIX MEX-
Iy TPUIOKEHUSMHU.

2. [IpoTOKOIIBI TPAHCTIOPTHOTO YPOBHSI
PaccmMoTpuTe 1Ba OCHOBHBIX TMPOTOKOJIAa TpaHcmopTHoro ypoBHs: TCP
(Transmission Control Protocol) u UDP (User Datagram Protocol).

— TCP: TlogpobHO H3yuyuTe MEXaHU3M HAJEKHOW Nepenauyd JAHHBIX C HC-
MOJIb30BaHUEM TIOITBEpKAeHUS ToiyueHus: makeToB (ACK), KOHTpOIIsI eperpys3Ku u
ycraHoBJieHus coenuHenus (three-way handshake).

— UDP: U3zyuute 0cOOEHHOCTH Tepeaul JaHHbIX 0€3 YCTaHOBKU COEJIMHE-
HUS M OTCYTCTBUE TApAHTHH JIOCTABKU MAKETOB.
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3. ITopThl U MyJIBTUILIEKCUPOBAHUE
[TosicHuTe, Kakyro poJib UTPAIOT MOPTHI B TPAHCIOPTHBIX MPOTOKOJax. O0b-
SICHUTE TIPUHIIUTIBI MYJIbTUILIEKCUPOBAHUS U JIEMYJIbTUILICKCUPOBAHUS TAHHBIX.
4. ®parmeHTaIysa U cOOpPKa MaKeTOB
OOG6cyaute mporecchl ¢hparMeHTallMk U COOPKH MAaKETOB HA TPAHCIIOPTHOM
ypoBHe. Kakum 00pa3oM OCYIIECTBISIETCS BOCCTAHOBJICHHE WCXOTHOM IMOCIIEIOBA-
TEJILHOCTH JaHHBIX?

OyHKIMU MaplIpyTH3ALUN

1. Onpenenenne MapuIpyTU3ALHH

JlaiiTe onpenieneHre MapIpyTU3aLUU U ITOSCHATE €€ 3HAYCHUE B CETEBBIX TEX-
HOJIOTHSIX. ONUIINTE OCHOBHBIE 33J1a4M, PEIIAEMbIE C ITIOMOILBIO MapIIPyTH3aL1H.

2. MapuipyTu3atopsl U TabJIULBI MapIIPYTU3ALUN

Pacckaxxute 0 posii MapuIpyTHU3aTOpPOB B Ipoliecce Mepefayu AaHHbIX. UYTo
Takoe Tabauma mapipyruzanuu? Kakve qaHHble OHAa COAEPKUT U KaK UCIOJIb3YeT-
ca?

3. AJIrOpUTMBI MapUIpyTU3ALNU

W3yuuTe pa3nuyuHble AITOPUTMbBI MapIIPyTH3ALUU, TAKUE KaK:

— Crarnueckasi MapLpyTu3arus.
— JInHaMu4eckas MapIIpyTH3aLHs.
— IIporokonsl mapmpytuzanuu (RIP, OSPF, BGP).

4. MeTpuku MapupyTHU3auu

PaccMOTpuM METpHKH, UCIIONBb3yEeMbI€ 71l OLIEHKM KauyecTBa MaplIpyTOB, Ta-
KM€ KaK 3a/IepXKa, IPOIYCKHAsi CHOCOOHOCTh U CTOMMOCTh MapIIpyTa.

5. KoHBEepreHTHOCTh U CTaOUIILHOCTH MapUIPYTOB

Omnpenenure NOHATHS KOHBEPTEHTHOCTU U CTAOMIBHOCTU MapuIpyToB. [Touemy
BaYKHO MOJAEPKUBATh CTAOUIIbHYIO pA00OTy MapUIPYTU3ALIH?

6. YnpasieHue MappyTA3aluen

Hccnenyiite METOIbl YNPABICHUS MapLIPYyTU3alUUEH, BKIIOYAs IMOJUTHUKY
MapIIpyTH3aLUU U aAMUHUCTPUPOBAHNE MAPIIPYyTU3aTOPOB.

Pexomenayemas qureparypa: [6, 1. 7].

KoHTposibHBIE BONIPOCHI AJIs1 CAMONIPOBEPKH

1. Kakue npoTOKOJIbI UCIIOJIb3YIOTCS Ha TpaHCIOpTHOM ypoBHe cteka TCP/IP u
KaKOBBI UX OCHOBHbIE (DYHKLIUH?

2. B yem 3akitogaeTcs OCHOBHOE pasznuune Mexay npotokoiamu TCP u UDP?
Kakune npuiiokeHust uCIoIb3yIOT KaX bl U3 3TUX IPOTOKOJIOB?

3. Kak nporokon TCP obecnieunBaeT HaIexKHYIO JOCTaBKY JaHHBIX? Kakue
MEXaHU3MbI UCIIOJIb3YIOTCS JI1 BOCCTAHOBJIEHUS MTOCIIEe OIMOOK M YIIPABJICHUS MO-
TOKOM?

4. Kakue npunoxenus ucnonb3ytor UDP u nouemy? Kak UDP oOpabatsiBaet

MOTEPIO AKETOB U OIMUOKH?
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5. Kak mapmpytuszanus peanusyercs B cteke TCP/IP? Kakue npoTokosbt
Y4acTBYIOT B MapIIpyTH3allMU U KaKk OHH paboTaroT?

6. OnumuTe OCHOBHBIE MTPOTOKOJIBI MapiipyTu3amuu, Takue kak OSPF u RIP.
Kak oHu B3auMoA€iCTBYIOT ¢ MPOTOKOJIOM [P?

3.2.3 Tema 2.3 CraTtu4yeckas 1 AUHAMHYECKasi MapupyTusanus. Onuca-
HHeE NPoLecca J0CTABKH MAKeTOB

IlepeyeHb n3y4aemMbIX BONPOCOB

1. Cratnueckas 1 ITMHAMHYECKAsk MapIIPyTH3ALH.

2. Onmcanue npouecca J0CTaBKU NakeToB. KOMITOHEHTHI JUIsl HACTPOMKH CTa-
TUYECKOTO MapIIpyTy.

3. Tabnuipl MapIIpyTH3ALUU.

Meroanuyeckue yKazaHusi K M3y4eHHUI0

MapupyTtuzanus — 3T0 IpoLecc BbIOOpa ONTUMAJIBHOTO MYTH Mepeaadn JaH-
HBIX MEXAY y37aamu ceTd. OHa UrpaeT KIIOUEBYIO poJib B 00ECIIEUEHNN HAJIC)KHON U
s dexkTuBHON paboThl ceteld, Bkmtodas MurepHet. [loHnMaHue npuUHIMIIOB cTaTUye-
CKOM M TMHAMHUYECKOW MaplIpyTH3alUHU, a TAK)KE MEXaHU3Ma JOCTABKU MAKETOB SIB-
JSeTC BaXXHBIM aCIEKTOM CETEBOTO aJIMUHHCTPUPOBAHUS U Pa3pabOTKH CETEBBIX
IIPUIIOKEHUM.

1. ITonnmanne ocHOB MapuipyTu3zanun: CTyIEeHTBI JOJDKHBI YMETh Pa3iandarh
CTaTUYECKYIO0 U JUHAMUYECKYIO0 MaplIpyTH3aLHUI0, TOHUMATh TPUHIUIIBI UX paOOTHI
Y IPUMEHSTh 3TH 3HAHUS HA MTPAKTUKE.

2. Onucanue npouecca I0CTaBKM MmakeToB: CTyIEHThI JOJKHBI pa30upaThes B
Ipolecce Mepeiayl JaHHBIX Yepe3 CeTh, HauMHasg OT (POPMHUPOBAHUS MAaKeTa 70 €ro
JOCTABKH IOJIy4aTellto.

3. I[IpuMeHenune 3HaHuil Ha npakThKe: CTYIEHTHI TOJKHBI HAYYUThCS KOH(H-
TYpUpOBaTh MaplIPyTU3aTOPbl U YNPABIATh UMM, UCIOJbB3YS MOJTYYEHHbIE TEOPETH-
YECKUE 3HAHUS.

OcCHOBBI MAapUIPYTH3ALIUH

OnpeneneHue MapupyTU3aluu

MapuipyTtruzanus — 3TO MPOLECC OMNPENETIeHUs] HAWIydIllero Mapupyra s
nepenayn JaHHBIX OT OTIPABUTENS K MOJy4YaTesto Yepe3 CeTh. ITOT MPOLECC BKIIO-
gaeT B ce0s BbIOOp Hambosee d(PPEeKTUBHOTO MyTH CPEaU MHOKECTBA BO3MOKHBIX
BapUaHTOB.

Craruyeckasi MapuIpyTU3aLus

Craruueckas MapuIpyTU3alMs MOApa3yMeBaeT pydyHoe N00aBlIeHHE MapuIpy-
TOB B TaOJMIy MapLIpyTU3alUU. AJIMUHUCTPATOP BPYUYHYIO HACTpaWBaeT Maplipy-
ThI, yKa3bIBas, KAKUM 00pa30M JaHHbIE OYAYyT NEepelaBaThCs MEXAY ONpeaesIeHHbIMU
CETSIMU.
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[Ipenmyiecrna:

— IIpocToTa HACTPOUKHU.

— Huskas Harpyska Ha npoueccop.

Henocrartku:

— OtcyTcTBHE THOKOCTH.

— TpeOyeT mocTOSTHHOTO BMEIIATEIhCTBA A IMUHUCTPATOPA.

JuHamu4deckasi MapIiipyTH3aIus

Jlunamuyeckass MapuipyTusalusi OCHOBaHa Ha aBTOMATHYECKOM OOHOBJICHUU
TaOJIMIIBI MAPUIPYTU3AIMHU B 3aBUCUMOCTH OT U3MEHEHHI B TOIMOJIOTUHU ceTU. Mapii-
PYTBI ONPEAETSAIOTCS C TOMOIIBIO CIENUATBHBIX IPOTOKOJIOB MAPIIPYTU3ALIMH, TAKAX
kak RIP, OSPF u BGP.

[Ipenmymecrna:

— ABTOMaTHYECKOE OOHOBJICHUE MapIIPYTOB.

— I'nOKkocTh 1 aganTaius K U3MEHEHUSIM B CETH.

Henocratku:

— bonee cnoxxHas HacTpoiika.

— [loBbIIEHHAs HAarpy3Ka Ha NPOLIECCOP.

[Iponecc nOCTaBKU MAKETOB

@opMHUpOBaHUE MTAKETa

[lepenaua maHHBIX B CETSIX OCYIIECTBISIETCS MOCPEACTBOM IEpe/lauyn MaKETOB.
[TakeTbl copepkaT 3aroJioOBOK, BKJIIOYAIOIIMM aJpec MUCTOUYHMKA W HA3HAYCHMS, a
TaKKe MOJIE3HYIO HATPY3KYy (JaHHBIE).

ITepenaya nakera

[TakeT nepenaercst OT OJHOTO y3ja K APYromMy 4epe3 MpOMEXyTOUHbIE YCTPOil-
cTBa (MapupyTuzaTopbl). Kaxapiii MapuipyTu3aTop NpUHUMAET PEUICHUE O TOM, KY-
Jla HaIlpaBUTh MTAKET, OCHOBBIBASICh HA TA0JIMIIE MapIIPyTHU3ALINH.

Tabnuiia MapIpyTU3auu

Tabnuiia MmapuIpyTu3auu CoAep>KUT UHPOPMAIIUIO O BOBMOXKHBIX MapIIpyTax
Y UCTIOJNb3YyEeTCs JJIsl MPUHATHS pElIeHUu O nepenaye nmaketoB. B ciiydae cratuye-
CKOM MapuipyTU3aluu TaOauIa 3amoJIHIETCS BPYYHYIO, TOT/ia KaK B JTMHAMUYECKOU
MapUIpyTU3alUY OHA OOHOBJISIETCS] aBTOMATUYECKH.

[IpoTOKOJIBI MapLIpyTU3aALUU

[TpoTokonsl Mapuipytuzauuu, Takue kak RIP, OSPF u BGP, ucnonb3yrorcs
U1 oOMeHa nH(popMalmein 0 MapuIpyTax Mex1y MapupyTu3aropaMy U aBToMaTuye-
CKOT'0 OOHOBJICHHMS TAOJIUI] MapIIPyTHU3AIUH.

Pexomenayemas qureparypa: [6, 1. 5].

KoHTpoJsbHbIE BONPOCHI 1JIs1 CAMONIPOBEPKH

1. Kakre oCHOBHBIE KOMITOHEHTHI HEOOXOUMBI JIJIi HACTPOUKH CTATHUYECKOTO
Mapuipyrta?
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2. Kakue mpoTOKOJIbI JUHAMHYECKON MapIIPyTU3aIMH UCTIONB3YIOTCS AJIs T0-
CTPOEHUS TaOJIUIl MapIIPyTU3ALUH?

3. B yeMm 3akimouaeTcs OCHOBHOE IMPEUMYIIECTBO CTATHMYECKOW MapIIpyTH3a-
1M B TU1aHe O6e30macHoCTH?

4. Kak puHaMuyeckas MapuIpyTU3alys MOMOTaeT B cly4yae OTKa3a OJHOIO U3
MapuIpyTHU3aToOpOB?

3.2.4 Tema 2.4 Texnosorus NAT. CoequHeHue JOKAJIbHON CETH C CETHIO
Internet. Ynpasiaenue Tpagukom ¢ ucnojb3oBannem ACL

Ilepedyenb n3yyaeMbIX BOIIPOCOB

1. Onpenenenuie u ocHoBHast GyHKiMs NAT.

2. Tunel NAT. Onummre cratudeckuid, nuHamuueckuii NAT u PAT (Port
Address Translation).

3. I[Ipumenenue NAT. IIpeoOpazoBanue anpecoB. Poas NAT B moakimrodeHun
Kk UnatepHerty. [Ipenmyiecra ucnonszoBanust NAT.

4. Yopasnenue TpadukoM ¢ ucroiab3opannem ACL

5. Tunsr ACL. Hactporika ACL. [Ipumenenne ACL.

MeToauueckue yKazaHusi K U3y4eHu10

Nzyuenue texnomoruu NAT (Network Address Translation), e€ ponu B coenu-
HEHUU JIOKAJBHBIX CeTel ¢ Tio0anbHON ceThio VHTEepHeT, a TakKe MNPUHIIUIIOB
yIpaBJiIeHUs TPa(pUKOM C MOMOUIBIO CTUCKOB KOHTpos noctyna (ACL).

JlanHass Tema OXBaThIBAa€T TPH KIIIOUEBBIX acrekTa padorel cerei: NAT
(Network Address Translation), coenuHenue JoKalabHBIX ceTeil ¢ MHTepHETOM H
yIpaBJIeHHE TPAPUKOM C TTOMOIIBIO CITUCKOB KOHTpoJis poctyna (ACL). DTu TexHo-
JIOTUU SIBIISIFOTCSI BOXKHBIMU DJIEMEHTAMH COBPEMEHHBIX CETEBBIX MH(PPACTPYKTYp H
HCTIONB3YIOTCS IS obecrieueHus Oe30macHoCTH, dKoHoMuu IP-anpecoB u ympasie-
HUSI MOTOKaMU JaHHBIX.

[Tociie 0ocBOEHUSI JTaHHOM TE€MBbI BBl CMOXKETE:

1. ITonumarp npunnunsl padboTel TexHoiaoruu NAT u e€ mpuMeHeHue B Kop-
MOPATUBHBIX CETSX.

2. HactpauBaTh MOJKIIIOUEHHE JOKAJIbHOW CeTH K riobanbHOu cetu (MuTep-
HET).

3. YhpaBnsaTh ceTeBbIM TpahUKOM C MCTOJIB30BAHHEM CIUCKOB KOHTPOJIS JI0-
ctyna (ACL).

4. Pazouparhcsi B BOIpocax 0€30MacCHOCTH U ONITUMM3ALMK CETEBOTO Tpaduka.

OCHOBHBIC aCTIEKThI U3YUYECHUS:

1. ITonumanue texnosoruud NAT

— Yrto Takoe NAT?
— [punammn padoter NAT.
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— Bunpsl NAT (cTtaTudeckuil, AMHAMUYECKU).
— IIpeumymectBa u Hepoctatku NAT.
2. Ilpumenenne NAT s coennHeHus J0KanpHOM cetn ¢ IHTepHETOM
— Kondurypanus NAT Ha mapiipyTtuzarope.
— Pazuuns mexay PAT (Port Address Translation) u oosraasiM NAT.
— IIpumepsn! HacTpoviku NAT i pa3nuyHbIX CLIEHAPUEB.
3. Ympasnenue Tpadukom c ucnonaszoBaarem ACL
— Onpenenenne ACL
— Tunet ACL (cTangapTHbIE U paclIUPEHHBIE).
— [Ipumenenue ACL st punbrpanuu tpaduka.
— Hactpoiika ACL Ha mapuipyTu3aTopax 1 KOMMYyTaTopax.

Network Address Translation — TexHoyorust peoOpa3oBaHUs CETEBBIX ajpe-
COB.
Tunsl NAT:
— Static NAT: Cratuueckoe npeodpa3oBaHe aipecoB.
— Dynamic NAT: lunamuyeckoe npeoOopa3zoBaHue aJpecoB.
— Port Address Translation (PAT): IIpeoOpazoBaHHETOPTOB.

[Ipumenenue NAT:
— DxkoHoMus yosnyHbIX [P-agpecos.
— CKpbITHE BHYTPEHHEN CTPYKTYPBI CETH OT BHELIHUX I10JIb30BaTEIEH.
— [loBrImieHre ypoBHS 0€3011aCHOCTH.

VYnpasnenue tpadukom c ucnonab3oBanuem ACL.
Access Control List — criucku koHTpoJis moctyna. [103BoNsfoT (GUIBTPOBATH
MaKeThl HA OCHOBE pa3IudHbIX kputepues (IP-agpec, mpoToko, mopT u ap.).
Tunsr ACL:
— Crangaptasie ACL (punbrpanus o [P-anpecy ncrounuka).
— Pacmupennsie ACL (punbTparust mo MHOXKECTBY TapaMeTpPOB).

[Tpumenenue ACL:
— OrpanuueHue A0cTyna K onpeeIEHHbIM CEPBUCAM.
— brokupoBKa HeXeNnaTeIbHOro Tpapuka.
— IloBhbIlIeHHE 6€30MACHOCTH CETH.
Pexomenayemas ureparypa: [4, . 5].
KoHTposibHBIE BONIPOCHI AJIs1 CAMONIPOBEPKH
1.Kakue ocHoBHBIE PyHKIMHU BhINTOIHSAET NAT B COBpeMEHHBIX CETAX?
2. OnummTe pa3HUIly MEXIY CTaTUYECKUM U JuHaMuueckuM NAT.
3. Kaxk PAT (Port Address Translation) momoraer B sxonomuu IP-agpeco?
4. Kax NAT Bnusier Ha 0e30nmaCcHOCTb ceTH?
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5. Kakue npenMyiiecTBa U HeOCTaTKU ucnoyib3oBanusi NAT B JIOKaJIbHBIX ce-
TSIX?

6. Uto Takoe ACL 1 KaK OH UCTIONB3YETCS IS yIpaBIeHHs Tpahurom?

7. Kax nactpouts ACL st orpaHudeHus BXoJiA1ero tpaduka B ceT?

8. Kak NAT u ACL B3auMoJeHCTBYIOT 1Jisi oOecredeHus Oe30MacHOCTH U
yIpaBieHUs TpapuKom B ceTH?

9. Uro Takoe NAT u 117151 94€TO OH UCTIONB3YETCS ?

10. Onwummte cratudeckuit, guHamuueckuidi NAT um PAT (Port Address
Translation).

11. Kak NAT nomoraetr B skxoHoMuH [P-aapecoB u obGecrnieueHnu 6e30macHo-
CTHU ceTu?

12. Kak NAT npeobpasyer BHyTpeHHHe (mpuBatHbie) [P-anapeca B BHemIHUE
(myGnu4aHbIe) 1 HA000POT?

13. Kak NAT mno3BoJisIeT HECKOJIbKUM YCTPOMCTBAM B JIOKAJIbHOM CETH MOJ-
Kitouatbes K TaTepHery uepes oaun nmyonuunsiid [P-agpec?

14. Kak NAT nomoraet pemuts npodiemy aeduinura [P-agpecor B [Pv4?

15. Kakx NAT noBsimaeT 60€30nacHOCTb U COKpaiaet pacxoanl Ha [P-anpeca?

16. YUrto Takoe Access Control List (ACL) u a1 4ero oH UCTIOJIb3yeTCs ?

17. Onumute ocHoBHBIE THITBI ACL (BXOASIIINE U UCXOISAIIUE CITUCKH).

18. Kak HacTpauBaroTCs COUCKH KOHTPOJS OCTyIa JUisl yIopaBieHHus Tpadu-
KOM B ceTHu?

19. Kak ACL nomoraer B OTrpaHMYEHHUM JOCTYyNa K ONpPEACICHHBIM pecypcam
ceTu?

4. IPAKTUYECKHUE 3AHATHUA 1O JUCLHUIIJIMHE

[IpakTrueckne 3aHATHS HANPABJICHBI Ha YIIIYOJICHHE 3HAHUN M 3aKpEIJICHHC
OCHOBHBIX TIOHATHH W METOOB, M3y4aeMbIX B paMKaX JTUCIUATLIAHBI.

OcHOBHAas 1eNTb 3aHATHN — HAYIUTHCS TPUMEHSTh TCOPETHUCCKUE 3HAHUS TSI
pElIeHMs MPUKITIaIHBIX 3a/a4.

[lenp mpakTUueckux paboOT MO AMCIMIUIMHE: OCBOCHHUE M 3aKpeIUIeHHe Ha
MPAKTUYECKUX 3aHATHUSIX OCHOBHBIX TOJIOKEHUN TEOPHH Tepeaadd JaHHBIX U CeTe-
BBIX TEXHOJIOTHU.

[TpakTuky™m comepKuT 8 pador.

[IpakTtrueckue pabOTHI MPOBOASTCS B KOMIBIOTEPHBIX KJIaccaX WHCTUTYTA
IU(POBBIX TEXHOJIOTHUH.

B PE3YJbTATC BLIMMOJHCHUS HNPAKTHUCCKHUX pa60T OKHNAACTCA, 4YTO CTYACHTHI
HpI/IO6peTYT HAaBBbIKH I10 PCAIM3AIIMU W IKCILNIyaTallu KOMIIBFOTCPHBIC CCTU U CUCTC-
MBbI TGHCKOMMYHHK&HHﬁ; AHAJIUM3UPOBATE U BBIABJIATH IIPUYHMHBI CIIOKHBIX HpO6J’I€M,
BO3HHKAIOMINX HAa CCTCBBIX YCTpOfICTBaX I/IH(l)OpMaI_II/IOHHO-KOMMYHI/II(aI_[I/IOHHBIX CH-
CTCM, BBIIBJIATH H YCTPAHATH CJIOKHBIC HWHIOUJACHTBI, BO3ZHUKAIOIHUC HA CCTCBBIX
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yCTporcTBax HWH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX CHUCTEM; JTOKYMEHTHPOBAThH
npeajiaraemMbie peiieHus. byayT BianeTb HaBbIKaMHu pa3pabOTKU U aIMUHHCTPUPO-
BaHUS KOMITBIOTEPHBIX CETEH U CUCTEM TEIIEKOMMYHUKAIUN.

TemaTuyeckuii MJIaH NPAKTHYECKUX 3aHATHII TpUBEAEH B Tabiwmie 1 .

MeToanyecKkue yKa3aHus K U3y4CHUIO

1. U3ydyeHue JEKIIMOHHOTO MaTepuasa U KOHCIIEKTOB:

— Ilepen mpakTUYECKUMH 3aHATUSIMUA HEOOXOIMMO TTPOPA0b0TaTh COOTBETCTBY-
FOIIME Pa3Aebl JICKIHOHHOTO MaTepuara.

— PexkoMmeHayeTcst BECTH KOHCHEKT 3aHATUNA M JOMOJHUTEIBHO NEPECMOTPETH
€ro MnepeJl Ha4yajaoM NPaKTUYECKOTO 3aHATHUS.

2. IlpopaboTka y4eOHOM TUTEPATYPHI:

— Hcnonw3yiiTe OCHOBHBIC YUEOHUKH U METOIUYECKHE TTOCOOMS, PEKOMEHI0-
BaHHBIEC MPETOIABATEIIEM.

— Jnst r1yGoKOTOo MOHMMAaHUS TEOPUU PEKOMEHJIYETCsl 00pamaThes K JI0MOJI-
HUTEJILHOM JIUTEpaType.

3. IToaroToBkKa BOIPOCOB:

— CocTaBbpTe CIMCOK BOITPOCOB M0 MATEPHUAIy, BEI3BABIIEMY 3aTPYIHEHUS.

— OOcyXaeHrue 3TUX BOMPOCOB Ha MPAKTUUECKOM 3aHSTUU MOMOXKET YCTpa-
HUTB IPOOEIBI B 3HAHUSIX.

4. Borpocsl 17151 CAMOKOHTPOJIS:

— Ilepen kaxapIM 3aHATHEM PEKOMEHYETCS MPOBEPATH CEOSI C TTOMOIIbIO BO-
MPOCOB 11 CAMOKOHTPOJII U3 METOJMYECKHX YKA3aHWUW K JICKIIMOHHBIM 3aHATHSIM.
DTO MO3BOJIUT OLIEHUTh YPOBEHb CBOEH MOATOTOBKH.

PexomenmyeTcsi B X07ie BBIMOJTHEHUS 3aJaHUsl HA MPAKTUUECKYIO paboTy HcC-
II0JIb30BaTh JIOCTYIHBIE B KOMIIBIOTEPHOM KJIACCE CPEICTBA KOMIIBIOTEpU3ALUU U
AJIEKTPOHHOTIO JOCTyNa K UHPOPMAIMOHHBIM pecypcaM Kadeapsl, cetu HTepHeT.
[ToaroroBka oT4eTa MO BBIMOJHEHHOW MPAKTUYECKONW paboTe OCYIIECTBISAETCS B CO-
OTBETCTBUU C pEKOMEHIOBAHHOM TIpenojaBareneM GopMon oTueTa.

PexomeHmyeTcsi MPUKPENUTh OTYET MO KAXKIOM MPaKTUYECKOM paboTe B KOH-
terinep B OMOC. B 3Toi1 ke cuctemMe MOKHO TOCMOTPETh TpeOOBaHUS TIPerno1aBaTe-
751 110 (hopMe OTUETa U IO CPOKAM BBITIOJIHEHUS 3a1aHUH.

INPAKTUYECKOE 3AHSTHUE Ne 1
Onpenenenue MAC-aapeca padoueii CTAHIIMUA PA3JIMYHBIMH CIIOCO0AMU

[Henbs paboThl: HAy4UTHCS OMpeAeisaTh (U3UYECKUN aJpec CEeTeBOro MHTEp-
detica (MAC-aapec) Ha pa3IUYHBIX OMEPAIMOHHBIX CHCTEMaX, UCIIOJIb3Ysl BCTPOCH-
HbIE HHCTPYMEHTHI U YTHIIUTHI KOMaHTHOW CTPOKHU.

DTaIbl BBITIOJTHEHUS:

Omnpenenenue MAC-aapeca Ha Windows:

1. OTkpoiiTe KOMaHAHYIO CTPOKY (cmd):
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— Haxxmute coueranue kimaBum Win + R.
— Benute komanay cmd u Haxxmute Enter.
2. BpImosHUTE KOMaHy:
ipconfig /all
3. Haiinure ctpoky Physical Address — 310 u ects Batnt MAC-aapec.

Omnpenenenne MAC-anpeca Ha Linux:
1. OTkpoitTe TepMUHAIL.

2. BeinmoaHuTe 0JJHY U3 KOMaH/I;
ifconfig | grep ether

Wnu:
ip link show

3. Haiigute ctpoky c ether unu link/ether — 3To u ects Batu MAC-anpec.

Omnpenenenne MAC-anpeca uepes rpadudeckuii uHTEpdenc:
1. s Windows:
— Ortkpoiite [Tanens ynpasnenuss — LleHTp ynpaBieHUs CETIMH U OOIIMM
JOCTYIIOM.
— BoiOepuTe akTHBHOE MOAKIIOUEHUE U nepeiiaure B CBONCTBA MOAKIIIO-
yeHna — CBeneHus.
— IlocMoTpuTe 3HaUeHne napamerpa PU3NUECKUN apec.

Jlnst Linux:

— 3alinuTe B HACTPOUMKHU ceTu uepes rpaduyeckuil nHTepdeiic Bamero auc-
TpUOyTHUBA.

— Ilepelinure B CBOMCTBA aKTUBHOTO MOJKIIOUYECHUSI U HAWIUTE TaMm Iapa-
meTp Hardware Address.

OTOT MPaKTUYECKUN YPOK TTOMOXKET BaM OCBOUTH 0a30BbI€ HABBIKM PAOOTHI C
CETEBBIMU NTapaMEeTPaMHU U JTyUllle TOHUMATh pabOTy CETEBBIX MPOTOKOJIOB HA YPOBHE
(du3nueckoro ajapeca.

MeToanuecKkue yKa3aHusl M MOPAJAOK BbINOJTHEHUS PA00ThI

1. IIpuiiTu Ha 3aHATHE MOJTOTOBJICHHBIM, a 3HAYUT 3apaHEe U3YUUTh MpeIie-
CTBYIOILIM JICKIIMOHHBIA MAaTepUaJl U KPATKUE TEOPETUUECKHUE CBEJCHUS B METOAU-
YECKUX YKa3aHMSIX.

2. BeINOJIHUTE 3aJJaHUE MO ITyHKTaM.

3. OdopMUTH OTYET TIO MPAKTUYECKOH padote, pazmectuth ero B DMOC u 3a-
UIUTUTb MPETOIaBaTENIO.

Conepxanue oTuéra:

— Ha3BaHME U 11eJIb paboThI;
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— JTaIbl BBIIOJIHECHUS;
— OTBETUTh HA KOHTPOJIbHBIE BOMPOCHI.
Kpurepuii ouenku
BrinonHenue 3aaHus OLIEHUBAETCS TI0 CIACAYIOIUM KPUTEPUSIM:
— IIpaBunbHOCTh onpenenenuss MAC-anpeca Ha BCeX YKa3aHHBIX M1aTdopmax.
— OTBETHI HA KOHTPOJBHBIE BOIIPOCHI.
— [TostHOTa M KOPPEKTHOCTH onKcaHus npouecca noucka MAC-aapeca.
KoHTpoJibHBbIE BOIPOCHI
1. Yto Takoe MAC-anpec?
2. KakoBo nHaznauenne MAC-anpeca B ceTsx?
3. Kakue komanzasl ucnonb3ytoresa ais onpenenenus MAC-anpeca B pa3HbIX
oC?
. [Touemy BaxxHo ymeth HaxoauTh MAC-anpec pasHbiMu criocobamu?
. Moxuo nmu uamenuts MAC-anpec? Ecnu 1a, To 3a4€M 3TO HYKHO?
. Kakue cymectByror ciocoos! namenennst MAC-aapeca?
. Uem otmmuaercs MAC-aapec ot [P-agpeca?
. I'ne ucnonszyercsa unpopmanus o MAC-aapece B JOKaIbHOU ceTh?
9. Kak y3nate MAC-anpec y1anéHHOro ycTpoicTBa B c€Tu?
10. Moxet mu MAC-aapec UCTIOIb30BaThCS IS UICHTU(DUKAIIUU YCTPONCTB B
WHTEpHETE?

0 3 N L A~

INPAKTHYECKOE 3AHSITHUE Ne 2
Onpenenenue IP-agpeca, Macku noJaceT U MLIKO3a MO0 YMOJTYAHHUIO

[ens paboOThI: HAyYUTHCS OMPEEIATh CETEeBbIE MapaMeTpsl Kommbiotepa (IP-
aJpec, MAcKy MOJICETH U IUII03 MO0 YMOJYaHUIO), UCIOJb3ysd KOMAaHIHYI CTPOKY
onepauroHHoM cuctembl Windows.

DTarnbl BBIIOJHECHUS:

1. OTKpBITHE KOMAHIHOW CTPOKH

— Haxxmure xomOuHanmro kiasum Win + R.
— Beaure komanay cmd u HaxkmuTe Enter.
2. [TonyyeHue ceTeBbIX MApaMeETPOB
— B oTKpBIBIIENCS KOMAHIHOW CTPOKE BBIMIOJHUTE CIEAYIONYIO KOMaHIY:
ipconfig /all

— DTa KOMaH/a BBIBEJET MOJHYI0 MH(OpMaIuio 000 BCEX CETEBbIX MHTEP-
¢elicax Balero KOMIbTEpA.
3. [louck HEOOXOAMMBIX TAPAMETPOB
— Haiinure cereBoit mHTEpdeiic, KOTOpPHI Bac HHTEpecyeT (Hampumep,
Ethernet wim Wi-Fi).

— OOpaTuTe BHUMaHUE Ha CIAEAYIOLUIUE TApaMETPBhI:
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— IPv4-aapec: Oto Bam nokanbHblid [P-agpec B cetn.
— Macka noacetu: Onpenenser pa3mep Balie moACceTH.
— OCHOBHOM 1ITI03: AJIpec MapuIpyTU3aTopa, Yepe3 KOTOPhIA OCYIIECTBIIS-
etrcst goctyn B UHTepHeT.
4. 3anuce pe3ynbTaToOB
— 3anuImuTe 3Ha4YEeHUS HalIEHHBIX TapaMeTPOB B y100HOM (opMare.
MeToanuyecKkue yKa3aHus M MOPAIOK BbINOJHEHUS PA00ThI
1. IlpuiiTi Ha 3aHATHE TOJATOTOBIEHHBIM, a 3HAUYUT 3apaHee U3YUUTh Ipele-
CTBYIOIIUH JICKIIMOHHBIN MaTepuail U KpaTKue TEOPETUUECKUE CBEJICHUS B METO U~
YECKUX yYKa3aHUSIX.
2. BBIoTHUTS 3a7aHUE TIO TYHKTAM.
3. OpopMUTH OTYET MO MpaKTUUECKOil padote, pazmectuth ero B DMOC u 3a-
IIUTUTH MPENOAABATEIIO.
Conepxanue oTuéra:
— Ha3BaHME U LIeJIb pabOoThI;
— JTaIbl BBIOJHEHUS
— OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI.
Kpurepnii ouenkn
Ouenka «OTIMYHOY:
— CTyJIeHT NpaBUJILHO BBITIOJIHUII BCE ATAIbI 3aJaHUS.
— be3ommbouno ompegenwn u 3amucan [P-aapec, macky mojcetu U aapec
[UII03a 110 YMOJIYAHHUIO.
— OTBeTUI Ha BCE KOHTPOJIBHBIE BOMPOCH O€3 OMIMOOK.
— JleMOHCTpUPOBaJ IIyOOKOE ITOHUMAHUE TEMBI.
Ouenka «Xopomuoy:
— 3agaHue BBIITOJIHEHO NOYTH 0€3 OMIMOOK.
— B03MOHO, OMYIIEHO HECKOJIBKO HE3HAUYUTEIIbHBIX HETOUYHOCTEHN MPHU OIpe-
NEJICHUY MTapaMeTPOB WJIN 3alIMCH 3HAYEHUH.
— OTBeThl Ha KOHTPOJIbHBIE BOMPOCHI JJaHbI BEPHO, HO MOTIJIM COJIEPKATh He-
00JIbIIINE OMMOKH WIIA HEJIOTTOHUMAHMUS.
Ouenka «Y 10BJIETBOPUTEIBLHON!
— BpInoTHeHBI OCHOBHBIC ATallbl 33J]aHuUsI, OJTHAKO €CTh 3HAYUTEIIbHBIC OIIHO-
KH.
— Onpenenénnple NapaMeTphl COAEPKAT OMIMOKHU HIIA MPOITYCKH.
— OTBeThl Ha KOHTPOJBHBIE BOMPOCHI HEMOJHBIC WM COACPKAT CEPbE3HBIC
OIIIUOKH.
Ouenka «HeynoBIeTBOPUTETBHOY !
— 3a/1aHue BBITOJIHEHO C OOJIBIINUM KOJIUYECTBOM OIIHOOK.
— [TapameTpsl onpeeneHbl HEBEPHO MIIM BOBCE OTCYTCTBYIOT.
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— OTBeTHI HA KOHTPOJIBHBIE BOIPOCHI IEMOHCTPUPYIOT ci1ad0€ 3HaHUE MaTepU-
ana.

OTH KpUTEpUU NOMOT'YT OOBEKTHUBHO OLEHUTH YPOBEHb MOATOTOBKH CTY/IECHTA
U BBISIBUTH 00J1aCTH, TPEOYIOIIUE TOMOJIHUTEILHOTO U3YUCHUS.

KoHTpoJibHBbIE BOPOCHI

1. Yto takoe IPv4-anpec?

2. KakoBo Ha3HaUYE€HUE MACKH MOJICETH?

3. JIs1st 4ero Hy>KeH OCHOBHOM IILITIO3?

4. Kakne KoMaHAbl MOKHO HUCITOJIB30BaTh ISl MOJyYEHUSI CETEBBIX MapaMeT-
poB B Linux?

5. Kakas undopmanus BeiBoauTCA KoMaHAou ipconfig /all?

6. MoxHno nmu u3menuts [P-anpec Bpyunyro? Eciu na, TO Kak 310 caenars?

7. Kakue ele KoMaH/Ibl HCIIOJIb3YIOTCS U1 JUArHOCTUKHU ceTd B Windows?

8. Kak y3nats MAC-aapec yctpoiicta?

9. Uem orimmuaerca nuHamudeckuit [P ot cratmueckoro?

10. Kakne nomoyIHUTENbHBIE MHCTPYMEHTHI CYIIECTBYIOT JJISI AaHAJIN3a CETEBO-
ro Tpaduka?

INPAKTUYECKOE XAHSATH Ne 3
IMporoxkoa ARP. IIpocmoTtp u u3menenue 3anuceit ARP-TaduubI

Heap 3agaHMsA: HAy4YUTbCS NPOCMATPUBATh M MU3MEHATH 3anucu ARP-
TaOJIMIIBI HA KOMITBIOTEPE, a TaKKe MOHUMATh MPUHIIUIIBI padoThl poTokosia ARP B
JIOKQJIbHOU CETH.

DTanbl BHIMOJHECHHUS:

1. ITpocmoTp Tekymieir ARP-Tabimibl

— Otkpoiite komaHHYI0 cTpoky Windows (cmd).

— BBeaute komanay arp -a. 9TO MO3BOJUT BaM MPOCMOTPETh TEKYLIUE 3aIlH-
cu ARP-Tabuiib! Bamero KoMmbroTepa.

— 3anuiuTe pe3yabTaThl BHIBOJA KOMAaH/AbI B (paiiil Wik OJIOKHOT.

2. Jlo6aBnienne cratndeckoi 3amucu B ARP-Tabnuiy

— Onpenenure [P-agpec 1 MAC-aapec ycTpoiicTBa B Ballleid CETH, KOTOPOMY
BbI XOTUTE 100aBUTh CTATUYECKYIO 3amuch. Hampumep, 3T0 MOKET OBITH BaIll poyTep.

— Hcnonp3yiiTe craeayronyto KoOMaHay uis J0OaBICHUs CTaTUYECKON 3aliv-

CH:
arp -s [IP-agpec] [MAC-anpec]
[Tpumep:
arp -5 192.168.0.1 00-11-22-33-44-55
— IpoBepwTe, q00aBHIACH M 3alIMCh B TAOJIMILY, BEIIIOJIHUB CHOBA KOMAHIY
arp -a.
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3. Y nanenwue 3ammcu n3 ARP-Tabmuis
— Haiinure auHaMuyecku J0OABICHHYIO 3allMCh B TaOIUIIE KOMaHOM arp -a.
— Y anure 3Ty 3auch ¢ MOMOIIBIO CIEAYIOIEH KOMAHIBI:
arp -d [IP-agpec]
[Tpumep:
arp -d 192.168.0.1
— YOenurech, 4TO 3alUCh YAAJICHA, TOBTOPHO MPOBEPUB TAOJHIy KOMaH-
IO arp -a.
4. Ounctka Bcerd ARP-Ta0munm!
— Ouncrure Bcto ARP-Tabnuiry ¢ moMoIb0 KOMaH/IbI:
arp-d*
— IlpoBeppTe pe3yapTaT KOMaHAOW arp -a, 4ToObl yOEauThCs, UTO Tadauia
mycrasl.
5. 3arnoaHeHre TaOauIlbl 3aHOBO:

[lepe3arpy3ute KOMIBIOTEDP WU OTKIHOYUTE/BKIIFOUUTE CETEBOU UHTEP(ENC,
yTOOBl YBHUJETh, Kak 3amojiHgercsi ARP-tabnuiia aBTOMAaTUYEeCKHd MPU B3aUMOJIEH-
CTBHUHM C YCTPONCTBAMU B CETH.

— Yepes HECKOJIBKO MUHYT MPOBEPHTE COCTOSHUE TAOIMITBI KOMAHO0M arp -a.

MeToaudeckue yKa3aHus M MOPSIJIOK BHINOJTHEHUS PadoOThI

1. IlpuiiTu Ha 3aHATHE MOJTOTOBJICHHBIM, a 3HAYUT 3apaHee U3YUUTh Mpe/Iie-
CTBYIOIIIMM JICKIIMOHHBIA MaTepUall U KPATKUE TEOPETUUECKHUE CBEJICHUSI B METOIM-
YECKUX YKa3aHUSX.

2. BeIMOJIHUTE 3aJJaHKE 1O ITyHKTaM.

3. OpopMuTh OTYET MO IpPaKTUUECKO# paboTe, pazmecTtuth ero B OMOC u 3a-
IIUTUTh MPETOIaBaTENIO.

Conepxanue oruéra:

— Ha3BaHUE U I1EJIb pabOTHI,

— 3Tanbl BHITOJIHEHUS

— OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI.

Kpurepum ouenkmu:

— Ilonumanue Ttembl: CTYJIEHT IEMOHCTPUPYET TOHUMAHKUE MPUHITUIIOB pado-
ThI ipoTokojia ARP n Haznauenust ARP-TaGnuiibl.

— Breimonaenue stanoB: Bee miaru 3aiaHus BBITIOJHEHBI KOPPEKTHO, O€3 OIIH-
OO0K.

— AHanu3 pe3ynbTatoB: CriocoOHOCTh OOBSICHUTH MOJYUYECHHbBIE JaHHBIE U pe-
3yJIbTaThl BBIIIOJHEHHBIX IEMCTBUMU.

— OtBeThl Ha BOMpOChl: OTBETHI Ha KOHTPOJbHBIC BOMPOCHI IMOJHBIE W Mpa-
BUJIbHBIE.

KonTposabHbIe BONIPOCHI

1. Yro Ttakoe mpoTokoa ARP?
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2. Kakyto poinb urpaer ARP-Tabnuna B padote cetu?

3. Kakue tumbl 3amuceit cymectByioT B ARP-tabnune? Onummre pasHUILY
MEXK]ly HUMH.

4. IloueMy BakHO yMETh ynpaBisith ARP-3anucsimu?

5. KakoBbI BO3MOKHbBIE TPUUUHBI OUUCTKH ARP-Ta0nuib1?

6. Kakue koMaHbl UCMIOIB3YIOTCS JIJIsi MPOCMOTpPA, 100aBICHUSA, YIAJICHUS U
ourcTki ARP-TaGanimer?

7. Kak BpyuHy10 100aBUTh CTaTHUECKYIO 3anuch B ARP-Ta6nuiry?

8. Kakue nmpobseMbl MOTYT BOSHUKHYTh MTPU HAJTUYUK HENPABUWIBHBIX 3ace
B ARP-tabnuie?

9. MoxHo mm ucnons3oBatb ARP nmns arak tuma «ARP-spoofing»? Ecnu na,
TO Kak?

10. Kak npoBepuTh, M3MeHUIACh U 3anuch B ARP-tabnuiie mocie BHeCeHUS
U3MEHEHU?

INPAKTUHYECKOE 3AHSATHE Ne 4
Pacuer mapamerpos IP-ceTn

Heab padoTbl: HAy4YUTHCS paccUUTHIBATh mapameTpbl [P-cetu (cereByro
MackKy, Mana3oH aJpecoB CEeTH, NIUPOKOBEIIATEIbHbBIC aIpeca), UCIOIb3Ys pa3-
nuuHble kinaccel cetedl 1 CIDR-HOTanuro.

DTamnbl BHIMOIHEHUS:

1. TeopeTrnueckast MOATOTOBKA:

— IloBTOpenue ocHoB paboTs! [P-ipoTokona (IPv4).
— Uzyuenue knaccos ceteit (A, B, C) u CIDR-noTammu.
— IloHnMaHue NPUHITUIIOB pacuéTa CETEBOM MacKH, IMana3oHa aJpecoB CETH
Y IIUPOKOBEIIATEIBLHOTO aApeca.
2. IIpakTUuecKre BbIYUCICHUS:
— Paccuurats cereBble mapameTpsl A1 3agasHoro IP-agpeca u macku.
— IIpoBepUTh KOPPEKTHOCTH MOJTYUYECHHBIX PE3YJbTATOB C MOMOILBIO OHJIAMH-
KaJIbKYJISITOPOB.
3. JIokyMeHTUpOBaHUE:
— 3anoaHUTH TAa0JIMIY C pe3yabTaTaMU PacuyeToB.
— OnucaTh X0/ pelieHus 3aa4 U MOSCHUTh KaK/IbIU 11ar.

3aganue:

1. Bam BbI1IaHO HECKOJIBKO 3aJaHUN, KaXKI0€ COAEepKUT oauH [P-aapec u coot-
BETCTBYIOILYIO0 MacKy. Hanpumep:

— IP-ampec: 192.168.0.10, macka: /24
— IP-anpec: 172.16.15.20, macka: /22
— IP-ampec: 10.50.25.30, macka: /18
2. JIna kaxa0ro 3a/laHus BBITIOJIHUTE CIICAYIOIIHUE IIaru:
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— Onpenenure Kjiacc CeTH.
— IlepeBenuTe MacKy B JECATHUHYIO GOPMY.
— Hanipure ceteBoii anpec.
— Onpenenure NMepBbIN U MOCIEAHUN BO3MOXKHBIE a/Ipeca XOCTOB.
— YKa)XuTe NIMPOKOBEIIATENbHBIN aJIpec.
3. Pesynbratel ohopMute B BUIE TaOIHIIBI, TI€ CTOJIOIBI Oy IyT COAEPKATD:
— Homep 3ananus,
— Knacc cern,
— Macka B iecaTUaHOM Gopme,
— CereBoii aapec,
— JInanaszoH aapecoB XOCTOB,
— [lIupokoBemaTenbHbIN aapec.
MeToanuyecKue yKa3aHUs M MOPAIOK BbINOJHEHHUS Pa00ThI
1. TlpuiiTy Ha 3aHSATUE MOATOTOBJICHHBIM, a 3HAUYUT 3apaHee U3yYUTh Mpeie-
CTBYIOIIMM JICKIIMOHHBINA MaTepual U KPaTKUE TEOPETUUECKUE CBEJECHUS B METOINY-
Ke.
2. BBITIOJTHUTE 3a/1aHAE.
3. OdbopMuTh OTYET IO MPAKTUUYECKON padote, pazmectuTh ero B JUOC u 3a-
IIUTUTH MPENOAABATEIIO.
Copepxanue oruéra:
— Ha3BaHME U LIeJIb pabOThI;
— BBINIOJIHEHUE 33/IaHUS 110 TyHKTaM
— OTBETUTh HAa KOHTPOJIbHBIE BOPOCHI
Kpurepuu ouenku:
1. IIpaBusibHOCTB pacu€ToB: Bee mapaMeTpsl paccuuTaHbl BEpHO (ceTeBas Mac-
Ka, TMaIa3oH aJpecoB, NIMPOKOBEIATEIbHBIN aJIpec).
2. IlonnoTa opopmienus: Tabnauia 3anogHeHa MPaBUILHO, BKIIFOUEHBI BCE HeE-
00X0/IMMbIE TaHHbIC.
3. Jloruka pemennii: Onucanne XoAa pPEMIEHUs MOKa3bIBAET TOHUMAHHUE TIPO-
recca pacyéra.
4. I'pamoTHOCTB: OTCYTCTBUE OLIMOOK B OPOPMIICHUHU TEKCTA U TAOJIHLI.
5. OTBeTHI HA KOHTPOJIbHBIE BOMPOCHI.
KoHTpoJibHBIE BONIPOCHI
1. Yto Takoe cereBas macka?
2. Kakue cymecTByroT kinacchl cereit [Pv4? B uém ux paznuums?
3. Kak paccunrarh Auana3oH aJipecoB XOCTOB JJi 3aJJaHHOMN ceTu?
4. Yto Takoe UPOKOBEIIATEIbHBINA aJIpeC U KaK €ro OnpeaeaInuThb?
5. B uém 3axmouaercst pasauia Mexay mackoi B ¢popmare CIDR u gecstud-
HBIM IIPEACTABICHUEM?
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MMPAKTUYECKOE 3AHATH Ne 5
IP-mapmipyruzanus. IIpocMoTp 1 u3MeHeHne TA0IMIBI MAPIIPYTH3ALUH

Ieab padoThl: HAYYUTHCSA MIPOCMATPUBATD U U3MEHATH TAOJIUITY MapIIpy-
TH3allMd Ha YCTPOMCTBAX MOJ yINPABICHUEM OINEPAIMOHHBIX CUCTEM CeMeHCTBa
Linux u Windows. M3yunuth KOMaHAbl U TPUHIUIEI pabOTHI ¢ Tabauieil Mapii-
pyTHU3AIUH.

JTanbl BbINOJHEHNS:

1. IIpocmoTp TeKylIeH TabNUIIbl MapIIPyTU3AIIH

— Windows:

route print

— Linux:
ip route show

OTMCaHUE:

Hcnonb3yiiTe yKa3aHHbIe KOMaH/BI JIJIsl POCMOTPA TEKYIIUX MapIIpyTOB Ha
BamieM ycrpoiictBe. OOpaTuTe BHUMaHUE HA CTPYKTYpPY BBIBOJIAa: UHTEPPEIC, NUTIO3,
METpPHKA U APYTHUE MapaMETPHI.

2. JloGaBieHre MapuipyTa BpyIHYIO

— Windows:

route add 192.168.0.0 mask 255.255.255.0 192.168.10.1 metric 20

— Linux:

sudo ip route add 192.168.0.0/24 via 192.168.10.1 dev eth0

Onucanue:

JloGaBbTe HOBBIM cTatnueckuii mMapmpyt ans cetu 192.168.0.0/24 uepes
nuito3 192.168.10.1. B cnyuae ¢ Windows Takke yka3aHa MeTpUKa MapiipyTa
(metric 20), a B Linux — unrepdetic yctporictsa (dev eth0).

3. Ynanenue mapuipyra

— Windows:

route delete 192.168.0.0
— Linux:
sudo ip route del 192.168.0.0/24

Onucanue:

VYnanute noOaBieHHbI paHee MapuIpyT. BakHO MOMHUTH, 4TO MOCHE ynaa-
JICHUSI MapIIPyThl OYyT BOCCTAHOBJIEHBI aBTOMATUYECKH TOJIBKO B ClTydae JUHAMU-
YECKON MAapUIPYTU3ALIHUH.

5. IIpoBepka usmMeHeHui

[ToBTOpHTE KOMaHIy MTPOCMOTpa MapUIpyTOB (route print uiu ip route show)
U yOeIUTECh, UYTO U3MEHEHHUS OBLIIM BHECEHBI KOPPEKTHO.
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MeToanyeckue yKa3aHusi M NOPSAOK BbINOJHEHHs PadoThI
1. ITpuiiTi Ha 3aHATUE TOATOTOBIEHHBIM, a 3HAUYUT 3apaHee U3YUUTh Ipeie-
CTBYIOLIUH JIEKUMOHHBI MaTepuail U KpaTKUE TEOPETUUECKHUE CBEICHUS B METOIU-
YECKUX YKA3aHUSIX.
2. BbINoMHUTH 337]aHUE IO MYHKTAM.
3. OdbopMuTh OTYET TIO TIPAKTUUYECKON padote, pazmectuth ero B DMOC u 3a-
LIUTUTh PETOJaBaATENIO.
Conepxanue oTuéra:
— Ha3BaHME U 11eJIb paboThI;
— JTaIlbl BBIIOJIHEHUS,
— OTBETUTh Ha KOHTPOJIbHBIE BOITPOCHI.
Kpurtepun onenku
1. IIpaBHIIBHOCTH BBINIOJHEHUS TANOB!
— YcneumHslid IpocMOTp TeKyIeH TaOauIbl MapLIpyTH3aLUH.
— IIpaBuibHOE 100aBIEHHE HOBOTO MapIIpyTa.
— BepHas KoMaH/1a yJ1ajeHusl MapuipyTa.
— IIpoBeneHne NPOBEPKU BHECEHHBIX N3MEHEHU M.
2. IloHnMaHKEe MPUHIMIIOB MapIIPyTH3ALUU:
— OTBeTbl Ha KOHTPOJIbHBIE BOMPOCH! AEMOHCTPUPYIOT MOHUMAaHUE 0a30BBIX
koHuenuuii [P-mMapmpyTuzanun u padoThl ¢ TAOIMIIAMU MapIIPYTHU3AIUH.
3. AKKYpaTHOCTb U BHUMATEIbHOCTD:
— OtcyTcTBHE OIIMOOK B CHHTAKCUCE KOMAH/I.
— YeTKoe BBIITOJIHEHHE BCEX LIAroB 3a/IaHMSL.
4. JlononHUTEIbHBIE OAIUIBI:
— HMcnonb3oBaHue paclimpeHHOro (pyHKIMOHAIa KoMaHa (Hampumep, yKasa-
HUE€ METPUKHU WU UHTEPPEICOB).
— JIOIIOJIHUTEIIBHBIE MCCIIEAOBAHUS M 3KCIEPUMEHTHI C PA3NIMYHBIMU Mapa-
METpamMH MapLIpyTH3aLUU.
Takum oOpa3om, JaHHOE MPAKTUUYECKOE 33JJaHME MO3BOJISECT 3aKPEIUTh 3HAHUS
0 paboTe ¢ Tabnuiel MapIIpyTU3alud U TPUOOPECTU MPAKTUUYECKUE HABBIKKA B ITOU
o0nacTu.
KoHTpoJibHBIE BONIPOCHI
1. Yro Takoe Tabiuiia MaprpyTHU3anumn?
2. Kakue komMaHAbl UCMIONB3YIOTCS ISl IPOCMOTPA TaOIUIbl MAPUIPYTU3ALIMH
B Windows u Linux?
3. Kak no6aButh crarnueckuii mapmpyT B Windows u Linux?
4. J1nst yero UCHOJIb3yeTCs MapaMeTp metric B KOMaHie 100aBIeHUsI MapIpyTa
B Windows?
5. UeM oTiauyaercss CUHTAKCUC KOMAaHJ YIIPABJICHHUS MAapLIpyTU3alUEN B
Windows u Linux?
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6. Kakue nnrepdeiicsl yyacTBYIOT B MAPIIPYTaxX U 3a4eM HYKHO yKa3bIBaTh HX
B KOMaHJax?

7. I[loueMy Ba)KHO IPAaBWIIBHO HACTPOUTHh MAPUIPYTU3ALMIO B CETH?

8. Kakue nonoaHuTeNbHbIE TapaMeTpbl MOTYT UCIIOJIB30BATHCS MPU HACTPOUKE
MapuipyToB?

9. Uto nmpou30MAET, €CiIM HENMPABWIBHO YKa3aTh IUII03 WIM MACKY CETH IpU
no0aBiieHUH MapIipyTa?

10. Kakue cymiecTBylOT crocoObl aBTOMAaTUYECKOW HACTPOMKH MapIIpyTu3a-
uuu’?

MMPAKTUYECKOE 3AHSTHE Ne 6
IIporokoisl TpancnopTHoro yposusa TCP u UDP. Homepa nopros

eab padoThl: u3yueHue NpuHUUNOB padboThl npoTokoiaoB TCP u UDP,
NOHMMAaHUE Ha3HAYEHUS HOMEPOB IOPTOB M HX POJIM B CETEBBIX KOMMYHHKAa-
USIX.
Onpenenenue XxapakTepUCTUK IPOTOKOJIA:
— Onpenenure, KAKOM MPOTOKOJ UCHOJIB3yEeTCS s Nepeaadn Ppailion
(manpumep, HTTP, FTP), u nouemy BbIOpaH UMEHHO 3TOT MPOTOKOJI.
— OOBsCHUTE, KaKUE€ HOMEpPa MOPTOB MCMOJIb3YIOTCS CTaHAAPTHO JJIS
ATUX IPOTOKOJOB.

PaboTa ¢ yTuiuTamMu 1MarHOCTUKU CETH:
— Ucnonp3yiite koMaHay netstat WM aHAJIOTUYHYIO YTUIUTY JJIsl IPO-
CMOTpa aKTUBHBIX COCIMHEHUN Ha BalleM KOMIBIOTEPE.
— IIpoananusupyiiTe BBIBOJ KOMAH/bI U ONPENEIUTE, KAKHE MPUITOKE-
Hus ucnonp3yoT TCP nu UDP coenunenus.
— Haiinutre u 00bACHUTE Ha3HAYEHUE MOPTOB, UCIOJb3YEMBIX ITUMH
NPUJIOKEHUSIMH.

Co3anue npocToro cepBepa v KIMEHTA:

— Hanumurte npoctyto nporpammy Ha Python (unm npyrom s3bike
OpOrpaMMUPOBAHUS), PEATU3YIONIYI0 cepBep M KiIMEeHT Ha ocHoBe TCP unwu
UDP.

— IIporectupyiite paboTy mnporpammbl, mepenaBas TaHHBIE MEXITY
KJIMEHTOM U CEPBEPOM.

— OOcyauTte mpeuMyllecTBa WU HEJOCTAaTKHM BBIOPAHHOT'O MPOTOKOJA
JUISL BalllEW peanu3aluu.

AHaJIu3 pe3yJabTATOB:
— IloATroTOBBTE OTYET, BKIIOYAIOIIUMN:
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— Onucanue BBIMOJTHEHHON paboThI.

— Pe3ynbTaThl aHanusa ceTeBOM aKTUBHOCTH.

— Kox HanncanHOM NporpaMMBbl U IMOSICHEHUS K HEMY.

— BBIBO/IBI OTHOCHUTEIBHO BBIOOpA MPOTOKOJA U UCIOJb30BAHUS HOME-
POB IIOPTOB.

3amura padoThI:

— IlpeactaBpTe pe3ynbTaThl CBOEH pabOTHI mepej mpenojaBaTelieM WU
TPYIION.

— OTBeThTE Ha BOMPOCHI, Kacarolurecss BLIOpaHHOW TEMBI.

Kpurepuu onenku

l. TloHnMaHne TEOPETUYECKOTO MaTepualia: NPaBUIBHOCTh OTBETOB Ha
KOHTPOJbHBIE BOMPOCHI, TNIyOMHA MOHUMAHUS TEMBI.

2. KadyecTBO NMpakTUYECKON YaCTU: KOPPEKTHOCTh HANIMCAHUS MPOTPAMMBI,
yCIElIHas neperaya JaHHbIX MEXKAY KIMEHTOM U CEPBEPOM.

3. AHanu3 U BBIBOJIBI: TIOJTHOTA OTYETA, HATMYME 00OCHOBAHHBIX BHIBOJIOB
U PEKOMEHIaluN.

4. Tlpe3eHTanus U 3aliuTa: YMEHHUE SICHO U CTPYKTYPUPOBAHHO MpEJCTa-
BUTH CBOIO pabOTy, OTBE€UATh HA JOMOJHUTEIbLHBIE BOMPOCHI.

KoHTpoJbHBIE BONIPOCHI

1. B uem ocHoBHOE paznuuue mexay nporokonamu TCP u UDP?

2. Kakue Tumsl npuioKeHui Jaie Bcero uenoib3yror TCP? A UDP?

3. UTo Takoe HOMEp MOPTa U 3aYEM OH HYKEH?

4. Kak Bbl omnpenessiyii aKTUBHBIC COCAUMHEHUS W KCIOJIb3yeMbIE MOPTHI Ha
CBOEM KOMIIbIOTEpE?

5. [Touemy BbI BBIOpaAIM TOT WM MHOW TTPOTOKOJ JIJIsi CBOEH MPOrpaMMbl?

6. Kakue npoOnemMbl MOTYT BO3HUKHYTh IpH TNepenaude naHHbix yepe3s UDP?
Kak nx nzbexars?

7. Kak obOecrieunBaeTcs HaJIexKHOCTh nepeaadn 1anHbix B TCP?

8. HazoBuTte cranmapTHbie HOMepa MOPTOB JjIs omyssipHbix cepBucoB (HTTP,
SSH, DNS).

9. MOXHO 71 UCIOJIb30BaTh OJUH M TOT K€ MOPT JJIS Pa3HbIX MPUIIOKEHUN
onHOBpeMeHHO? Ecnu fa, To Ipy Kakux yCIOBUSX?

10. KakoBsl ocHOBHBIE miaru yctanoBiaeHus: TCP-coequnenus (handshake)?

IMPAKTHYECKOE 3AHSTHUE Ne /7
JlokaabHbie BupTyajabHblie ceTu (VLAN), Mmarucrpasbhble (trunk) coenuHeHust
MeXKIAy KOMMYTaTOpaMu
Heanb padoThl: TO3HAKOMUTHCS ¢ mpuHIUIaMu paboTel VLAN u HayuuThCs
HacTpamBaTh WX HA KOMMYTaTOpax, a TaKKe OCBOUTH HACTPOWKY trunk-coenmHEHHIA

1S iepeaadn Tpadguka Heckoabkux VLAN uepes oo Ghu3ndecKkoe CoeMHEHUE.
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JTanbl BbINOJHEHUS
1. [TogroroBka 000py1O0BaHUS
— YOeaurech, 4TO y Bac €CTh AOCTYN K kommyTatopy Cisco Wiu Ipyromy
obopynoBaHuto, mnojaepxkuBarIiiemy padory ¢ VLAN u trunk-coenunenusimu. B
cily4ae OTCYTCTBHUSI (PU3UUYECKOr0 000PYOBAaHUSI MOKHO HUCIIOJIb30BATh CUMYIISATOPBI
ceteBoro obopynosanus, Takue kak Packet Tracer mim GNS3.
2. Co3nanne VLAN
Hactpoiite 1Ba VLAN Ha 0JHOM KOMMYTaTOpE:
— Cosnarite VLAN c Homepom 10 u HazoBuTe ero Sales.
— Cosznaiite VLAN ¢ Homepom 20 u HazoBuTte ero Marketing.
Hcnonp3yiiTe cneayromme KOMaHIbl Ha HHTepdelice KOMaHIHON CTPOKH
(CLD):
Switch(config)# vlan 10
Switch(config-vlan)# name Sales
Switch(config-vlan)# exit

Switch(config)# vlan 20
Switch(config-vlan)# name Marketing
Switch(config-vlan)# exit
3. Haznauenne noptoB kommyTaTopoB B VLAN
HasnaubTe nopThl KOMMyTaTOpa B cOOTBETCTBYIOIME VLAN:
— ITopter FastEthernet0/1 u FastEthernet0/2 — 8 VLAN 10 (Sales).
— ITopt FastEthernet0/3 — 8 VLAN 20 (Marketing).
I[JISI 9TOrI'0 BBIIIOJIHUTEC CICAYIONINC KOMAaHAbI:
Switch(config)# interface FastEthernetO/1
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit

Switch(config)# interface FastEthernet0/2
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit

Switch(config)# interface FastEthernet0/3
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 20
Switch(config-if)# exit
4. Hactpotika trunk-coeaunenus
Hactpoiite trunk-coeanHeHue MexJIy IBYMsT KOMMYyTaTopamMH Ha IOPTax
GigabitEthernet0/1. OtoT untepdeiic Oyaet nepeaaBarh Tpadpuk o6oux VLAN.
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Ha nepBoM KkOMMyTaTOpE BBITIOJIHHUTE:
Switchl(config)# interface GigabitEthernet0/1
Switch1(config-if)# switchport mode trunk
Switchl(config-if)# end
HaBTopoMkommyTaTope:
Switch2(config)# interface GigabitEthernet0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# end
5. [IpoBepka xoHpurypauu
[TpoBeprTe nmpaBmiabHOCTH HacTpoiikn VLAN u trunk-coennHeHuU ¢ TOMOIIBIO
KOMaHA:
— IIpocmoTpuTte cimcok HacTpoeHHbIX VLAN:
Switch#show vlan brief
— Ybenurech, uTo trunk-mopt KOppekTHO nepeaaeT nanHbie Bcex VLAN:
Switch#show interfaces trunk
6. TecTupoBaHmEe CBA3H
[loaxkmtounTe YCTPOMCTBA K COOTBETCTBYIOLIMM MOpPTaM U YOEAUTECh, UTO
yctpoiictBa BHYyTpU ojiHOTO VLAN Moryt oOmarhscs Apyr ¢ Apyrom, HO HE MOTYT
0OMEHMBAThCS JaHHBIMU € yCTporcTBamMu u3 apyroro VLAN.
MeToauveckue yKa3aHus M MOPSIA0K BbINOJTHEHUS PadOThI
1. IlpuiiTu Ha 3aHATHE MOJTOTOBJICHHBIM, a 3HAYUT 3apaHee U3YUUTh MpeIie-
CTBYIOLIMM JIEKIIMOHHBIA MaTEPUaJl U KPATKUE TEOPETUUECKUE CBEICHUS B METOIU-
YECKUX YKA3aHUSX.
2. BoInoHUTH 3a7jaHUE TIO YHKTAM.
3. OpopMuTh OTYET MO MpaKTUUECKOl pabdoTe, pazmectuth ero B DMOC u 3a-
IIATUTH MPETOIABATEIIO.
Conepxanue oruéra:
— Ha3BaHHE U ICJIb paOOTHI;
— 3Tanbl BHIMOJIHEHUS
— OTBETUTH HAa KOHTPOJBbHBIE BOITPOCHI.
Kpurepum ouenkmu:
— [losHOTA BBHITIONTHEHUS 3aJaHus: Bcee maru BBITIOJHEHBI COTJIACHO UHCTPYK-
LIHH.
— IIpaBunbHOCTE HacTpolku: VLAN co3maHbl 1 Ha3HA4YE€Hbl HA MPABUJIbHbBIC
nopThl, trunk-coennHenne paboTaeT KOPPEKTHO.
— YMmenue npoBepsATh KoHpuryparuio: Mcrnonp30BaHbl KOMaHABI ISl IPOBEP-
KU IIPaBUJIBHOCTU HACTPOEK.
— [Nonnmanue mpuHIMNOB paboThl: OTBETHI HA KOHTPOJIBHBIE BOMPOCHI TIOKA-
3BIBAIOT IOHUMAHUE TEMBI.
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KonTpoabHbIe BONPOCHI

1. Yro Takoe VLAN? KakoBbl npenmymiecTBa ucnoiyibzoBanust VLAN?

2. Kakue Tumsl mopToB cymiecTByIOT B koHTekcTe VLAN: access u trunk? Yem
OHM OTJINYAKOTCSA?

3. Kak HacTpouTh MOPT KOMMYTaTopa B PEXUM access M Ha3HAYUTh €ro B
onpeneneHHsii VLAN?

4. Kak mpaBuJIbHO HACTPOUTH trunk-mopT uist epenayn Tpapuka HECKOIbKUX
VLAN?

5. Kakue xoMaHIbl MCIIONB3YIOTCS I mpoBepku HacTpoek VLAN wu trunk-
coequHEHUN?

IMPAKTUYECKOE 3AHSATHE Ne 8
Koundurypuposanue padorsl nporokosia STP

Heanb padoTbl: HayuyuThCs KOH(UIYpUPOBAHUIO MPOTOKOJa Spanning Tree
Protocol (STP) na xommyrtaropax Cisco sl NpeAOTBpalleHUs] METelb B CETH
Ethernet u obecriedenust 0TKa30yCTONYUBOCTH CETEBOM MHPPACTPYKTYPHI.

Oraribl BBINOJIHEHUS:

1. [TonroroBka 060pyAOBaHUS:

— YO0eaurech, 4TO y Bac €CTh JIOCTYI K JJA0OPATOPHOMY OOOpPYAOBAHUIO HIIA
cumyiaropy ceret (Hanpumep, Cisco Packet Tracer).

— llogkmrounTe Tpu KOMMyTaTopa MeEXIy co0oil uepe3 MOpThI
FastEthernet0/1-FastEthernet0/3.

2. HacTpoiika 6a30BbIX MapaMeTPOB:

— 3anante [P-agpeca Ha Bcex yCTpOMCTBax.

— Bxmtounte VLANs u HaszHaubTe MHTEPPEHCHl COOTBETCTBYIOLIUM
VLAN'am.

3. AxrtuBanusa STP:

— AxTtuBupyiite npotokona STP Ha Bcex kommyTaropax KOMaHI0i spanning-
tree mode pvst.
— IIposeprte cratyc STP xomanoit show spanning-tree.

4. OnpeneneHnue KOPHEBOTO MOCTa:

— Hacrtpoiite oquH U3 KOMMYTaTOpOB KaK KOPHEBOM MOCT C MOMOIIBIO KO-
MaHJIbl spanning-tree vlan X root primary, rae x — Homep VLAN.
— IIpoBepsiite namenenus B tononoruu STP nocne HacTpOUKwy.
5. OnTumu3anus KOHPUTypauuu:
— V3MeHuTe npuopuTeT KOMMYTAaTOPOB JUIsl BHIOOpA pPE3epBHOTO KOPHEBOTO
MOCTA.
— HWcnonw3yiiTe koMaHay spanning-tree portfast qjas yckopeHusi akTUBAIUU
OPTOB.
6. [IpoBepka paboTOCIIOCOOHOCTH:
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— Co3paliTe BUpTyajabHbIE MAILIMHBI U TOAKIIOUNTE UX K pa3HbiM VLAN'am.
— [IpoBenuTe MUHT-TECTHI MEXKTy MAIIMHAMU JJISl IPOBEPKU CBSI3HOCTU CETH.
7. JJOKyMEHTUPOBAHUE PE3YIbTATOB:
— 3anuIIuTe BCE BHIMIOJIHEHHBIE KOMAH/Ibl U PE3YJIbTAThI IPOBEPOK.
— Cnenaiite BbIBO/ABI 0 padote STP u ero BIUSHUY Ha CETh.
MeToanuyeckue yKa3aHus U MOPAIOK BbINOJHEHUS PA00ThI
1. IlpuiiTu Ha 3aHATHE MOJTOTOBJICHHBIM, a 3HAYUT 3apaHee U3YUUTh MpeIie-
CTBYIOILIMI JIEKIIMOHHBI MATEPUAI U KPATKHUE TEOPETUUECKUE CBEJICHUS B METOIU-
YECKUX YKA3aHUSIX.
2. BbINoMHUTH 337jaHUE IO MTYHKTAM.
3. OdbopMuTh OTYET TIO TIPAKTUUYECKON padboTe, pazmectuth ero B DMOC u 3a-
IIUTUTb MPETOIaBaTENIO.
Conepxanue oTuéra:
— Ha3BaHME U 11eJIb pabOTHI;
— JTaIlbl BBIOJHEHUS
— OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI.
Kpurepum onenkmn:
— IlonHoTa BBINOTHEHUS 3afaHus: Bce 3Tambl BBINOJHEHBI KOPPEKTHO U MO-
CJI€0BATENBHO.
— IlpaBunbHOCT, HacTpoek: OTcyTcTBHE OIIMOOK B KOHPUIYyparusax
YCTPOMCTB.
— PesynpTaTuBHOCTE: CeTh PYHKIIMOHUPYET COTIACHO 3aIaHHON TOTIOJIOTHUH.
— JlokymenTanusi: [logpoOHBIil OTYET C KOMaHAAMH U pe3ybTaTaMu TECTOB.
— AnHanu3 u BbIBOJABL: ['paMOTHBIE OOBSCHEHUS] MPUHIUIOB paboThl STP wu
BIIUSIHUSI HACTPOEK Ha CETh.
KonTpoabHbIe BONPOCHI
1. Yto takoe STP u 3aueM OH HY>KEH?
2. Kakue cymiectByroT peskuMbl paboTsl STP? B uém ux paznuuus?
3. Kak BbIOpaTh KOpHEBOI MOCT B ceTU?
4. Kakue nmapaMeTphl BIUSIOT Ha BEIOOP KOPHEBOTO mopTa?
5. Jlnst wero ucnofib3yercst KoMaHaa spanning-tree portfast?
6. OnummTe npouecc nepecyera tomnojiorud STP npu U3MEHEHUH COCTOSHUS
MOPTOB.
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5. METOJUYECKHE PEKOMEHJIAIIMA IO CAMOCTOSTEJIb-
HOM IMOJIOTOBKE

BneaynuTtopHas camocTosiTenbHass padoTa B paMKax AaHHOW JAUCIUILIMHBI
BKJIIOYAET B ceO4:

* MIOJIFOTOBKY K ay/IUTOPHBIM 3aHATUSAM (JICKUMAM, MPAKTUUECKUM 3aHITHUIM) U
BBIIIOJIHEHUE COOTBETCTBYIOLINX 3aJaHUM;

* CAaMOCTOSITEIBHYIO paOOTy HAJ OT/ICTLHBIMU TEMaMH Y4EOHOU TUCITUTIIINHBI B
COOTBETCTBHM C TEMAaTUYECKUM IJIAHOM;

* IOATOTOBKY K 9K3aMEHY.

IHoaroroBka K JIEKUMOHHBIM 3aHATUAM

[Ipr MOATrOTOBKE K JIEKIIMM PEKOMEHIYETCSI TIOBTOPUTH PAaHEE U3YUYEHHBIA Ma-
TE€pHUaj, YTO JaeT BO3MOXKHOCTh IMOJIYYUTh HEOOXOJIMMbIC Pa3bsICHEHUS MpPErnoaaBa-
TeJI1 HEMOCPEACTBEHHO B XOJ€ 3aHATUA. PEKOMEHIyeTCs BECTH KOHCIIEKT, TJIABHOE
TpeOOBaHNE K KOTOPOMY OBITh CUCTEMATHUYECKHUM, JIOTHUECKH CBS3aHHBIM, SICHBIM U
KpaTkuM. [1o OKOHYaHUIO 3aHATHA 0053aTEIBHO B YaChl CAMOCTOSITEIIbHON MOATOTOB-
KM, TI0 BO3MOXHOCTH B 3TOT K€ JI€Hb, IOBTOPUTh M3y4aeMbIil MaTepuai U J0pado-
TaTh KOHCIIEKT.

IHoaroroBka K NPpaKTH4eCKUM 3aHATUAM

[ToaroTroBka K NpakTUYECKUM 3aHATUSAM IPEAYCMAaTPUBACT:

* U3YUYCHHUE TEOPETUUECKHUX MOJIOKECHUH 10 U3y4aeMOU TEME;

* JIETAJIbHYIO MPOPabOTKy y4eOHOro MaTtepuayia, pEeKOMEH/I0BAaHHOUM JUTEpaTy-
PbI 1 METOAMYECKOHN pa3pabOTKU HA MPECTOSIISE 3aHATHE.

CamocrosiTenbHas paboTa HaJl OTACIbHBIMU TEMaMHU y4eOHOM TUCIUIUINHBIL:
[Ipu opranu3zaiuy caMOCTOSTEILHOTO U3YYSHHS psJia TEM JICKITMOHHOTO Kypca 00y-
yaeMblii paboOTaeT B COOTBETCTBUM C YKa3aHUSIMHU, BBIJAHHBIMU IPEMOJIaBATEIIEM.
VYkazanusi 1o U3y4eHUIO TEOPETUUYECKOTO Marepuala Kypca COCTaBIArOTCA audde-
PEHIIMPOBAHHO IO KAXKJION TeME W BKIIOUAIOT B CE0s CICTYIOIINE DJIEMEHTHI: Ha3Ba-
HUE TEMBI; LU U 3aJa4d U3YUYCHUS TEMBI; OCHOBHBIE BOIPOCHI TEMbI; XapaKTEpHU-
CTUKY OCHOBHBIX MOHSITUN W ONpeleNeHul, HeoOX0AUMBIX 00ydaeMOMy ISl YCBOE-
HUSI JAHHOW TEMBI, CIIUCOK PEKOMEHIYEMOM JIMTEpaTyphl; HauboJiee BaxKHbIe (par-
MEHTBI TEKCTOB PEKOMEHIyEMbIX UCTOYHUKOB, B TOM UHCIIe TaOJIUIIbl, PUCYHKH, CXe-
MBI ¥ T. T1.; KPaTKUE€ BBIBOJIbI, OPUECHTUPYIONIHME 00y4aeMOTO Ha OMPEIEIECHHYIO CO-
BOKYIIHOCTh CBEJICHUW, OCHOBHBIX HJICW, KIFOUEBBIX IOJOXKEHHUM, CUCTEMY IOKa3a-
TEIbCTB, KOTOPhIE HEOOXOUMO YCBOUTh; KOHTPOJbHBIE BOMPOCHI, NMpeHA3HAUYECHHbIC
IUI1 CAMOIIPOBEPKU 3HAHUM.

IToaroroBka K 3K3aMeHy

[Ipu moATrOoTOBKE K 3K3aMEHY OOJBIIYI0 POJh UTPAIOT MPABMIBHO MOIATOTOB-
JICHHBIE 3apaHEe 3allMCH U KOHCIIEKTBL. B 3TOM ciydae ocraercs JIMIb NOBTOPUTH
NPOWJIEHHBIN MaTepuas, y4ecTb, 4YTO ObLJIO MPOIYIIEHO, BOCHOJHUTH MPOOEIbl, 3a-
KpENUTh paHEE U3YUYEHHBIA MaTepuall.
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B xozie caMoCTOSITeNIbHOM MOATOTOBKU K SK3aMEHY MPU aHAIN3€ UMEIOLIEroCs
TEOPETHUYECKOTO U JJA0OPAaTOPHOIO MaTepHalla CTYAEHTY TakKe PEKOMEHIYETCs Mpo-
BOJIUTH MOCTAHOBKY PA3JUYHOTO PoOJia 3aJad MO M3y4yaeMOW TeME, UTO MOMOXET B
JaNbHEHIIEM BBISBIATh KPUTEPUU TPUHATHS T€X WIM UHBIX PEHICHUH, MPUYUHBI CO-
BEPIICHUS ONPEIEIEHHOTO poia omuOoK. [Ipu oTBETE Ha BOMPOCHI, MOCTABIICHHBIE B
XOJIE CaMOCTOSITENIbHOM MOATOTOBKH, OOyYaroluiicsi BhIpabaThiBaeT B cede Crocoo-
HOCTb JIOTUYECKH MBICJIUTh, UCKaTh B aHAM3€ COOBITUM MPUYMHHO-CJIEIACTBEHHbBIC
CBSI3H.

Bonpocsl 1 3a1a4u 1/ CAMONOATOTOBKH

3AJTAYA 1

HaCTpOﬁTC IMPOCTYIO JIOKAJIIBHYIO CCTh JOMA HJIU B Ha60paT0pI/II/I.
Hcnonb3yiiTe ”HCTPYMEHTBI AUArHOCTUKH CETH, TaKUME Kak ping, traceroute u
nslookup.

Hccnenyiite KOH(pUTypallMOHHBIE (paiiiibl CETEBBIX YCTPOUCTB U MPOTOKOJIOB.
3AJTAYA 2

Co3manue mpoCTOM JOKAJIBHOM CETH C UCIIOJIb30BAHUEM KOMMYTATOPA.

— Hactpoiiky VLAN u nipoBepky pabOTbl CETMEHTOB CETH.

— Ilpumenenue 0a30BBIX Mep 0€30MACHOCTH, TAKUX KaK M3MEHEHHE MapoJs
aIMUHUCTPATOPA U OTKIIIOUCHHE HEUCIIOIb3YEMbIX TTOPTOB.

3AJIAYA 3

1. Co3nath cxemy HebOompmol Ethernet-cetn, BKIrOUarome HECKOJIBKO KOM-
NBIOTEPOB, KOMMYTATOP U MaplIpyTU3aTOpP.

2. Onpenenuts [P-aapeca u Macku nojiceTen s Kaxa0ro yCTponucTBa.

3. CMmozenupoBaTh NPOLECC MEPEeJayu TaHHbIX OT OJJHOTO KOMITBIOTEpA K JIpY-
romy ¢ ucnojib3opanuem ARP.

4. TloctpouTth TaOIUILy KOMMYTAIIUU JJIsI KOMMYTATOpa.

3AJTAYA 4

[IpakTHueckoe 3anaHue:

— Paccuuraiite nuanazon IP-agpecoB myis 3alaHHOM CETH C MCIOJIB30BAHUEM
MACKH MOJICETH.

— Onpenenute, kakue yactu [P-afipeca OTHOCSATCA K CETH U XOCTY.

[Tpumep:

Jns cetu kimacca C (192.168.1.0/24) ¢ mackoii nojcetu 255.255.255.224:

— KonuuectBo moxaceren:

— KonnuecTBo XOCTOB B KaX 01 MTOACETH:

[IpakTnueckoe 3amanue:
— Pa3genure 3aaHHYI0 CETh HA MOJICETH C YKA3aHHBIM KOJIMYECTBOM XOCTOB.
— Paccuuraiite nuamna3onsl [P-agpecoB i KaxX 01 MOJICETH.
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3AJJAYA 5
1. Hactpolika MmapuipyTtuszaropa
Hactpoiite BupTyanbHblii MapuipyTusatop (Hampumep, ucnonb3ys Cisco
Packet Tracer wiu pyroit CUMyNSATOp) AJsl peain3alldyd CTaTUYECKON M JUHAMUYe-
CKOW MapuIpyTU3ALUH.
2. Ananu3s tpaduka
[IpoBeaute aHanmu3 ceTeBoro Tpaduka ¢ ucmoiab3oBanuem Wireshark wmm
AHAJIOTMYHOT0 UHCTpYMEHTA. OIpeaenuTe TUIIBI TAKETOB, EPEAAOIINXCA 110 CETH, U
POCIIEIUTE MPOLECC UX MAPUIPYTU3ALIHH.
3. MoaenupoBaHue ceTu
Co3zpaiite IpOCTyO0 TOIOJOTHI0 CETH U CMOJEIMPYWTE Nepenady JaHHBIX
MeK)y y3i1amMu. OTCIIEeKUBAUTE MAPLIPYTHI CIENOBAHUS TAKETOB U UCCIIEYHUTE BIIU-
SIHUE Pa3JIMYHBIX (haKTOPOB Ha BHIOOP MapIIpyTa.
3AJTAYA 6
1. Hactpoiika Static NAT:
— BriOpath Ba ycTpoicTBa: 0JHO OyJeT UMUTUPOBATh BHYTPEHHIOIO CETh,
IPYro€ — BHELIHIOIO.
— YCTaHOBUTH CTATUYECKUI MapIIPYT MEK]y YCTPOHCTBaAMU.
— Cosnars npaBuia NAT s npeoOpa3zoBanusi BHyTpeHHUX [P-anpecoB Bo
BHEIIIHUE.
2. Hacrtpoiika Dynamic NAT:
— Wcnonp3oBars myn [P-agpecoB 11 1MHAMUYECKOTO HA3HAYEHUS BHEITHUM
YCTPOMCTBAM.
— IIpumenste ACL aJist orpaHUYEHUs 10CTyNa K ONPEIEIEHHBIM PECypcam.
3. Ananu3 pabotsl NAT:
— OrTcrexxuBaHle MAaKeTOB C MOMOIIbIO YTUIUT Bpoae Wireshark wmm
tcpdump.
— IIpoBepka koppekTHocTr padoTsl npaBuil NAT depes ping u traceroute.

[TonkmroueHue nokaibHOM cetn K UHTEpHETY
[ToaxiroueHue yepes3 poyrep:
— Posib MapuipyTu3aropa B COEIMHEHUHU JIOKAIbHOM CETHU C TJI00AIbHOM.
— Hactpoiika DHCP-cepBepa mnst aBromarnueckod pasnauu [P-appecos
BHYTPH JIOKaJIbHOM CETH.
be3onacHOCTh NOAKIIOYEHUS:
— Mcnonb3oBanne MexceTeBbIX dkpaHoB (firewalls).
— IIpumenenue VPN-TexHomoruii 11 mm@poBaHus nepeaaBaeMbiX JTaHHBIX.
Mapupyruszanus:
— IIpunnumel paboThl MPOTOKOJIOB MapuipyTuzaiuu (Hanpumep, RIP, OSPF,
BGP).

— Hacrtpoiika cTaTiuecKkor U JUHAMUYECKON MaplIpyTU3aLU K.
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1. Hactpolika MapuipyTu3aTopa:
— Kondurypanus uarepdeiicos WAN u LAN.
— Haznauenue BHemHero [P-anpeca u Hactpoiika DNS-cepBepoB.
2. TecTupoBaHU€ COCTUHEHHUS:
— IIpoBenieHne TeCTOB CKOPOCTU MHTEPHETA.
— Anamu3 paboTbl ceTeBOM HHPpPACTpyKTypbl ¢ momormisio SNMP-
MOHHUTOpPHUHTA.
3. Anarnoctuka npooiuem:
— Pemnienne BO3MOXKHBIX OHIMOOK COEAMHEHUS C MOMOIIbIO KOMaHJ ping,
tracert u nslookup.

Bomnpoce! AJ1s1 caMONOATOTOBKH

1. Yro Takoe koMmnbroTepHas ceTb? Kakue ObIBaOT TUIIBI cETEN?

2. B uém paznuna mexay okaiabHo# cetbio (LAN), rmo6ansHoiiceThio (WAN)
u Metropolitan Area Network (MAN)?

3. O0bsicaute mpuHiun padotel npotokona TCP/IP. KakoBbl ero OCHOBHbIE
dyHKuun?

4. Yem ornuvaercss mapupyrtusainus ot kommyranuu? [lpuBenure nmpumepbl
YCTPOMNCTB, BBITOJHSAIOMIMX 3TH QYHKIIUU.

5. Yro Takoe [P-anpec? Kak knaccudunupyrorcs [Pv4 u [IPv6 agpeca?

6. Uro Takoe momeHHoe nms u cucrema DNS? Kak npoucxomaut paspenienue
nMeH?

7. Onummte ypoBau Mojenu OSI. KakoBo Ha3Hau€HHE KaK0TO YPOBHS?

8. Kak paboraer mporokon HTTP/HTTPS? Kakue npeumyiiectBa HUMEET
HTTPS nepeq HTTP?

9. Yro Takoe Wi-Fi u kak oH ¢pyHkuronupyer? Kakue cylecTByrOT CTaHAAPTHI
OecrpoBOIHOM CBS3U?

10. O6bsicHuTe NPUHIUIIBI MM poBaHUs JaHHBIX. Kakue alropuTMbl UCTIOIb-
3YIOTCS Yalle BCero?

11. B uém 3akntouaercs pasnuna mexay VPN u npokcu-cepsepom?

12. Yto Takoe oOnaunbie BeruncieHus? Kakue Buabl 001aK0B Bbl 3HaeTe?

13. Yto takoe daitpBosui? [ 4ero oH Hy>KeH U Kakue (QYHKIIMH BBITTOTHSIET?

14. OOBsiCHUTE pa3HUILy MEXKY MPOBOAHBIMH U OECIIPOBOIHBIMU TEXHOJIOTH-
SIMU TIepeJauM TaHHBIX.

15. Yto Takoe Tomosiorusi cetu? Kakue Tomonoruu Hanbosiee pacrnpocTpaHe-
HBI?

16. Kakue cymecTBylOT METOJIbl YINPAaBICHUS JOCTYIIOM K Cpele MNepeaadu
JTAHHBIX ?

17. Yro takoe QoS (Quality of Service)? Kakue MexaHH3MBbI UCIOIb3YIOTCS
TSl o0ecneyeHus: KayecTBa 00CIyKUBaHUs?

18. Yro Takoe BupTyanusanus ceteii? Kakue e€ 0CHOBHBIE ITPENMYLIECTBA?
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19. Uto Takoe xoHTeHT-GunbTpanusa? Kakue cnocoObl (GuiabTpaluu KOHTEHTA
BbI 3HaeTe?

20. O6bsicHuTe, KaK pabOTAIOT aHTUBUPYCHBIE MPOTPAMMBI U CHUCTEMBbI OOHa-
pyxxenust BropkeHuit (IDS).

21. Yro Takoe MapuipyTuzaTtop M kommyrtarop? Kak OoHU B3aMMOJEHCTBYIOT
IpYT C Apyrom?

22. Yto Takoe HIMPOKOBEIIATEIbHAsI PACChUIKA U MHOTOQJIpECHAsl pacchlika?
Korna onn npumMmensitoTcs?

23. Yro takoe NAT (Network Address Translation)? KakoBbl ero oCHOBHBIE
e U IpUMEeHeHne?

24. Yro Takoe TyHHenupoBanue? Kak oHO ncronb3yeTcs B CeTAX?

25. Yto Takoe ayreHTHU(UKaLMs U aBTopu3anusa? Kakue MeTobl HCIONb3yIOT-
Csl ISl peau3aliy 3TUX IPOLECCOB?

26. Uto Takoe mumdpoBaHWE CHUMMETPUYHBIM KJIIOYOM U aCUMMETPHUYHBIM
KJIIFOYOM? B KakuXx cirydasXx MPUMEHSAETCS KaXIblii METOA?

27. Yto takoe DHCP u ARP? Kak o pyHKIIMOHUPYIOT?

28. Yo takoe DDoS araka? Kakue Mepsl 3aIUTHI OT HEE CYIIECTBYIOT?

29. Uro takoe SDN (Software Defined Networking)? Kakue Bo3MOXHOCTH OHa
npeajaraer?

30. Uto Takoe VLAN? KakoBbI €€ OCHOBHBIE IIETTH M UCTIOJIb30BaHHE?

31. Yro Takoe nporokon RIP u OSPF? Kak onu paznuyarorcs?

32. Uto Takoe SNMP? Kak oH HCTIOJIB3yETCS 1711 MOHUTOPUHTA U YIIPABICHUS
CeTAMU?

33. Uro takoe Power over Ethernet (POE)? KakoBa ero poJjib B COBPEMEHHBIX
ceTsax?

34. Yro takoe MPLS? Kak oHa ucnonp3yercst B TEJIEKOMMYHUKALIMOHHBIX Ce-
TAX?

35. Yro takoe IGP u EGP? B uém ux otnuuune?

36. Yto Takoe texnosnorusa SG? Kakue HOBbIE BO3MOKHOCTHA OHA ITPUBHOCHT B
repesavyy JaHHbIX ?

37. Uro takoe cetb Mutepuer Beuieil (IoT)? Kakue BBI30BBI U MEPCIIEKTUBBI
CBSI3aHbI C ATON TEXHOJIOTHEHN?

38. Uro takoe VoIP? Kak 3Ta TeXHOJOTHS UCMOJB3YETCs I Mepeayu rojo-
COBBIX JIaHHBIX YEPE3 UHTEPHET?

39. Uto Takoe BYOD (Bring Your Own Device)? Kakue npobiembl 6e3omac-
HOCTHU BO3HUKAIOT [IPU BHEAPEHUH TaKOW MOTUTUKU?

40. Yro Takoe [PSec? Kak on obecrnieunBaeT 0€30MacCHOCTh JAHHBIX B CETAX?

41. Yto takoe WPA u WEP? B uém ux pa3znuuus U HeIOCTaTKU?

42. Yro Takoe MOTOKOBas mnepenada JaHHbIX? Kakue TeXHOJIOTMU UCIMOJIb3Y-
FOTCS JUIS IIOTOKOBOTO BEIAHUS?
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6. KOHTPOJIb U ATTECTALIUA

Kpurepuu oueHKHu pe3yibTaTOB OCBOCHHUS AU CIUIIIUHBI

YHuBepcanbHas cucTeMa OIIEHUBAaHUS PE3yIbTaTOB O0yUEHHUsI BKIIOYAET B Ce-
051 CCTEMBI OIIEHOK: 1) «OTIMYHOY», «XOPOIIO», KYAOBICTBOPUTEIILHOY, «HEYI0BIIC-
TBOPHUTEIBHOY; 2) «3a4TEHOY, «HE 3a4TeHO»; 3) 100-0aIpHy0/TTPOIICHTHYIO CHCTE-
MY W TIPaBHIIO TIEPEBOJIa OIICHOK B IATHOAILIHLHYIO cHCTeMy (Tadimia 2).

Ta6Jmua 2 — Cucrema OLOCHOK N KPUTCPHUH BBICTABJICHUA OLICHKHU

Cucrema
OLIEHOK

Kpurepuii

2 3 4 5
0-40 % 41-60 % 61-80 % 81-100 %
«Hey/10BJIeTBO- «YAOBJIETBO-
«XOpOLIO» «OTJIHYHO»
PUTEJIbHO» PUTEJLHO»
«He 32a4TEeHO» «3aYTEHO»

1 CucreMHOCTD
" MOJIHOTA
3HAHUHA B OT-
HOIIIEHUU H3Y-
YyaeMbIX
00LEKTOB

OO6nagaer 4YacTuy-
HBIMH H pa3pos-
HEHHBIMH 3HAHWI-
HE

MH, KOTOpBIE

MOJKET HAY4HO-
KOPPEKTHO ~ CBSI3bI-
BaThb MEXIy COO0Oi
(TOJIBKO HEKOTOpBIE
U3 KOTOPBIX MOXKET

CBA3BIBATH MCKIY

O6namaeTr MHUHH-
MaJIBHBIM  Ha0o-
pOM 3HaHUM, He-
O0XOIMMBIM IS
CHCTEMHOI'O

B3DJISIa HA U3Y-

YaeMbId 00BEKT

Ob6magaer Habo-
poMm 3HAHUM,
JIOCTaTOYHBIM

JUISE CUCTEMHOTO
B3MIISAJIa HA HU3Y-

4aeMbIi 00BEKT

OO6nagaer IOJHO-
TOM 3HAHWUM W CH-
CTEMHBIM  B3IVIS-
JIOM Ha u3y4ae-

MBI O0OBEKT

co0oit)
2 Pabora c un- | He B cocrosuuu | MoxeT Halith | MoxxeT HalTH, | MoXeT HalTH,
popmanmen HaxXOIUTh HEo0X0- | HEOOXOAUMYIO MHTEPIPETUPO- | CUCTEMATU3HPO-
auMyro  uHpopMa- | ”HPOpPMalMilo B | BaTb M CHCTEMa- | BaTb  HEOOXOAM-
1uio, JM00 B CO- | paMKax IIOCTaB- | TU3UPOBATh He- | Myl0  MH(pOpMa-
CTOSSHUM HaXOAWTb | JICHHOW 3aJ1aun 00X0IUMYIO LU0, a TakKxke
OTAENbHbIE  (par- UH(QOPMAIIMIO B | BBIIBUTH HOBBIE,
MEHTBl MH(pOpMa- pamMKax IOCTaB- | JIONOJHUTEIbHBIE
MU B paMKax IIo- JICHHOM 3aJ]a4yil | ICTOYHUKU  MH-
CTaBJICHHOM 3a7a4u dopmanuu B pam-
Kax IOCTaBIICH-
HOM 3a7a4u
3 HayuHoe He w™oxer nenars | B cocTossHuM | B cocrosauuu | B COCTOSIHUH
OCMBIC/ICHHE Hay4yHO- OCYILECTBIIATh OCYIIECTBIISATH OCYIIECTBIIATH
H3y4aeMoro KOPPEKTHBIX BBIBO- | HAYYHO- CUCTEMaTH4e- CUCTEMATUYECKUI
SIBJICHHSI, MPO- | JIOB U3 UMEIOIIMXCS | KOPPEKTHBIN aHa- | CKUMl UM Hay4yHO- | U Hay4HO-

necca, o0beKrTa

Yy HETO CBEJICHMI, B
COCTOSHMM  IIpO-

aHAJIM3UPOBATh

JIU3  IPEeAoCTaB-
JeHHoW  uHOp-
Maiuu

KOPPEKTHBIN
aHaJIN3  TIPEo-

CTaBJIEHHOU

KOPpPEKTHBIN aHa-
IU3  TPEAOCTaB-

JeHHoW  uHoOp-
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Cucrema 2 3 4 5
OLICHOK 0-40 % 41-60 % 61-80 % 81-100 %
«HEYI0BJIETBO- «YIOBJIETBO-
«XOPOILI0» COTJIMYHO»
PUTEILHO» PHUTEILHO»
Kpurepuii «HEe 32YTeHO» «3a4TEHO»
TOJIBKO HeKOTOpBIe I/IH(bOpMaLII/II/I, MalM1, BOBJICKACT

N3 HMCHOIIUXCS y
HETr0 CBEICHUU

BOBJICKA€T B HUC-
CJIICOJOBAHUEC HO-

B HCCICAOBAHUC
HOBBIC PCJICBAHT-

BbIE PpEJICBAHT- | HbIE TOCTABJICH-

HEBIC 3ajaue | HOM 3ajadye JdaH-

JaHHEIE HbIC, TpeJIaract
HOBBIC  PaKypChl
IMOCTaBJICHHOM
3a71a41

4 OcBoenue

B cocrosaum pe-

B cocrostHuu pe-

B COCTOSIHUU

He Tonwko Biaae-

CTAHIAPTHBIX m1aThb TOJIBKO | IIaTb IOCTABJICH- | pC€UIaTh IIOCTaB- | €T AJTOPUTMOM H
aJropurmMoB (bpaFMeHTI)I II0- | HBIC 3aJa4u B CO- | JICHHBIC 3aJa4u | IOHUMAcCT €ro
peuicHudA IMpPo- CTaBJICHHOM 3aJa4yn | OTBETCTBHU C 3a- | B COOTBCTCTBHMH | OCHOBBI, HO H
(beccvaam,- B COOTBCTCTBHUU C | JaHHBIM ajiro- | ¢ 3aJadHHbIM aji- | [Ipciaract HO-
HBIX 3aJ1a4 3alaHHbIM aJiro- | puyTMOM TOpUTMOM, IIO- | BBIC PCHICHHA B

PUTMOM, HE OCBOMII
MPEJI0KEHHBIN

HHUMAaCT OCHOBBI
MMPEAIIOKCHHOIO

paMKax  IIOCTaB-

JIEHHOMU 3aJ1a4u

aIrOpuT™M, JOIyC- ajaropuTMa

KaeT OoImnoOKu

OueHnBaHUE TECTOBBIX 3aJJaHUN 3aKPBITOrO TUIA OCYIIECTBISETCS IO CUCTEME
3auTeHo/He 3auTeHo («3auTeHo» — 41-100 % mpaBUIBHBIX OTBETOB; «HE 3aYTEHO» —
MeHee 40 % mpaBWIBHBIX OTBETOB) WM MATUOAIILHOM cucTeMe (OLICHKA «HEY0BIIe-
TBOPUTENBbHO» — MeHee 40 % MpaBUIIbHBIX OTBETOB; OLIEHKA «yJA0BJIETBOPUTEIBHOY» —
oT 41 1o 60 % npaBUIBHBIX OTBETOB; OLIEHKA «Xopouo» — oT 61 1o 80 % npaBuib-
HBIX OTBETOB; OIleHKa «OTAUYHO» — OT 81 710 100 % mpaBUIIbHBIX OTBETOB).

TecToBbIe 3a7aHUSI OTKPBITOIO THIIA OLIEHUBAIOTCS MO CHUCTEME «3aYTEHO/HE
3auTeHo». OUEeHUBaeTCsl BEPHOCTh OTBETA MO CYIIECTBY BOMPOCA, IPU 3TOM HE YUH-
THIBAETCSI IOPSIJIOK CJIOB B CJIOBOCOYETAHUH, BEPHOCTh OKOHYAHUM, MTAJIEHKU.

3agaHue OTKPBITOrO W 3akpbiToro tuna npusBefeHbl B POC (IpUIOKEHUH K
pabodemMy MOJIYIIIO).

TurnoBble KOHTPOJIbHBIC 3aJaHUSI W HHBIE MaTepuaybl, HEOOXOAMMBIC IS
OIIEHKH PE3yJIbTATOB OCBOCHUS TUCIUIUIMH MOJYJIS (B TOM YKCIIE€ B IPOLIECCE OCBOE-
HUS), @ TAK)KE€ METOJIMYECKUE MaTEepHUasbl, ONPEACISIONINE MPOLEAYPhl 3TOW OLEHKHU
MIPUBOJIATCS B MPWIOKEHUH K paboueit mporpamme Moayisi. OlieHuBaHue pe3yiibTa-
TOB OOyYE€HUS MPOBOJIUTCS C MPUMEHEHUEM DJIEKTPOHHOTO OOy4YeHUs, TUCTAHIIMOH-
HBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.
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