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MpakTnyeckan paborta 1. PesepBHOe KOonNuMpoBaHue: Lenu, MeToabl, KOHLUEenuuu,
nnaHUupoBaHue, POsb XypHana TpaH3akuuin. Buagbl pe3epBHbIX KONUM

PesepBHoe KonunpoBaHue: Ha3Ha4YeHuWe, BUAbl

Pe3epBHOe konupoBaHue (aHr. backup copy) — npouecc co3gaHns Konmm JaHHbIX
Ha HocuTene (KECTKOM AMCKe U T. A4.), NpegHa3Ha4YeHHOM 4S9 BOCCTAHOBNEHUSA AaHHbIX B
OpPUrMHANbLHOM MM HOBOM MECTE WUX PacrofioKeHUss B Clyyae UX MOBPEXOEHUS WUnu
paspyLleHns.

Uenb:

PesepBHOe konvpoBaHMe HeobxoauMo Ansi BO3MOXHOCTU ObICTPOro U Hegopororo
BOCCTaHOBMEHMS MHGOpMaL MK (QOKYMEHTOB, NpOorpamMm, HacTPOEK U T. A.) B Criyvae ytepu
pabouen konum nMHdopmaunmn no kakon-nmdo npuynHe. Kpome atoro, pewaetcsa npobnema
nepegayv AaHHbIX U paboTbl ¢ OOLLMMKU AOKYMEHTaMU.

TpGﬁOBaHMﬂ K Cucteme pe3epBHOro KonmpoBaHus:

1. HapéxHocTb XpaHeHuMs WHdopmaumm — obecneunBaeTcs MPUMEHEHNEM
OTKa30yCTOM4YMBOro obopyaoBaHNA CUCTEM XpaHeHus, aybnupoBaHuem uHdopmaumm u
3aMeHOMN YTEPSHHOW KOMUU APYron B ClyyYae YHUMTOXEHUA OAHOW M3 Konuin (B TOM Yucne
KaK YaCTb OTKa30yCTOMYMBOCTN).

2. MHoronnaTtOpMEHHOCTb - MOSIHOLEHHOE (PYHKLUMOHUPOBAHNE CUCTEMbI
pe3epBHOro KOMMPOBaHWS B reTeporeHHon ceTu (reteporeHHas KOMMbloTepHas ceTb —
BblMMCINTENBbHASA CETb, COeANHSOLLAs NEPCOHabHbIE KOMNbIOTEPLI U APYrne YCTPOUCTBa
C pasnMYHbIMM OMEpaLMOHHbIMK _CUCTEMaMM WU NPOTOKONaMWU _Nnepenadn OaHHbIX)
npegnonaraeT, YTO eé cepBepHas YacTtb OyaeT pabotaTb B pasnuyHbIX OnepauyoOHHbIX
cpegax W nogdepxuBaTb KIMEHTOB Ha CaMbiX pasHbiX annapaTHO-NporpaMMHbIX
nnatdgopmax.

3. MpocToTa B akcnnyaTauMm — aBTomaTm3aums (no BO3MOXHOCTM MUHUMN3MPOBaTb
yyacTve 4ernoBeka: kak nonb3oBaTtens, Tak U agMmuHucTpaTopa).

4. bbIiCTpoe BHegpeHne — npocTasd yCTaHOBKa WM HaCTpowka nporpamm, 6bicTpoe
oby4eHne nonb3oBaTenNen.

KnioueBbIMM napameTpaMm pe3epBHOro KOMMPOBaHMWSA ABMAIOTCSA:
- RPO — Recovery Point Objective;
- RTO — Recovery Time Objective.

RPO onpeaensieT TO4Ky oTKata — MOMEHT BPEMEHM B MPOLLSIOM, Ha KOTOpPLIN ByayT
BOCCTaHOBSEHbI AaHHble, a RTO onpegenset Bpems, HeobxoamMmoe A5 BOCCTaHOBIEHMS
N3 pe3epBHON KOMUW.

Buabl pe3epBHOro KONMpPoOBaHUA
CyLLecTByeT HECKONbKO BUOOB PE3EPBHONO KOMMPOBAHUS:
1. MonHoe pe3epBHOe konupoBaHue (Full backup)

MonHoe konupoBaHMe OObIMHO 3aTparMBaeT BCHO CUCTEMY U Bce dannbl.
ExxeHepenbHoe, exeMecsyHoe W exeKkBapTanbHOe  pe3epBHOE  KOMuMpoBaHue
nogpasymeBaeT co3gaHue NOMHOM Konun Bcex AaHHbIX. OBbIYHO OHO BbINOSHAETCA Toraa,

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx
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Korga KonupoaHune 6onblworo o6bEma OaHHbIX HE BNUSET Ha pa60Ty opraHnsauunin. ans
npenorBpaleHns B6onbworo o6bEmMa MCNONb30BaHHbLIX pecypcoB UCMNOJb3YT arirfOPUTMbl
cXatnd, a TaKXKe Cco4YeTaHne 3TOoro Bumada C AOPYyrMMu: ,D,Vld)(bepeHLWIaJ'leblM nnu
MHKPEMEHTHbIM. MonHoe pes3epBHOE KONMunpoBaHMe He3aMeHMMO B Criy4dae, Korga HyXHO
noaroToBUTb pe3epBHYHO KOMUIKO O114 6bICTpOFO BOCCTaHOBJ1IEHUA CUCTEMbI C HYIIA.

O6bIYHO, MOnHbLIE pe3epBHble KoM genakT nepnoamnyeckm u 06begmHAT UX C
apyrmuMmm tnunamMum pe3epBHOro KornmpoBsaHuA.

MpenmywectBa Full Backup:
e ObICTPOE BOCCTAHOBIIEHNE AAHHbIX
e MpOCTOE ynpaBneHue
e BCe JaHHble cogepXaTbCs B OQHOWN pe3epBHON KONuu
Hepoctatku Full Backup:
e TpebyeT MHOro MecTa Ansa XpaHeHnsa pe3epBHbIX KOMnin
e BbICOKasd 3arpyska cetu

e [NONNTENbHOE BbINOJIHEHNE pe3epBHOIo KONMNpoBaHUA

Full Backup

Source Date Backup Repository

= =8

1 full backup 2 full backup 3 full backup

2. AnddepeHumnanbHoe pesepBHoe konupoBaHue (Differential backup)

Mpn andepeHymanbHOM («pa3HOCTHOMY ) pe3epPBHOM KOMMPOBAHUK Kaxabl dpann,
KOoTopbli Obln M3MEHEH C MOMEeHTa NocnedHero MOSHOro Pe3epBHOr0 KOMMPOBaHUSA,
KonupyeTca Kaxabli pas 3aHoBo. [duddepeHunansHoe KonupoBaHWe YCKOpSAeT npoLecc
BOCCTaHoBIeHUA. Bce konum cbannos genarTcs B onpeaesiéHHble MOMEHTbl BDEMEHMU, YTO,
Hanpumep, BaXKHO Mpu 3apakeHnn BUpycamu.

OudbdepeHunanbHaa pesepBHasi KOnusa no3BonsieT ObICTpee BOCCTaHaBnMBaTb
AAHHbIE NO CPABHEHUIO C MIHKPEMEHTHBIM pe3epBHbIM KOMMPOBAHMEM, MOCKOMbKY 4S5 3TOro
TpebyeTcsa BCEro ABe 4acTu pe3epBHOW KOMUW: MOMHaa pe3epBHas KOMWUS U NOCHeaHss
andpdbepeHumanbHaa pesepBHaa  konus. CKOPOCTb  pPe3epBHOr0  kKonupoBaHus  /
BOCCT@HOBJIEHUS, HaxoauTCA rae-To Mexay MOfHbIM W UHKPEMEHTHbIM  MEeTOAO0M
pe3epBHOro KonvpoBaHus. Pe3epBHOe KoNMpoBaHUE BbINOMHAETCA ObicTpee, YeM nonHas
pe3epBHas KOMus, HO MeafleHHee, YeM WHKPEMEHTHOE pe3epBHOE KOMMpoOBaHUe.
BoccTaHoBRnEeHME BbINOMHAETCA MeASIEHHEE, YEM Y NMOMHOW PE3EPBHON KOMUK, HO BLICTpee,
YeM Y WHKPEMEHTHbIX pe3epBHbIX Konui. O6bemM namaTn, HeobXxoauMbIN  ONS
AndepeHUnanbHOro pe3epBHOro KOMMPOBaHUSA, MO KpanHeW Mepe Ha onpeneneHHbIn
nepuvog MeHbLUue, Yem TpebyeTcsa Ans NOMHOMo pe3epBHOro KONMPOBaHUSA M Borblue, Yem
TpebyeTcsa Ans UHKPEMEHTHOrO Pe3epPBHOIrO KONMMPOBaHUS.

MpenmywectBa Differential Backup:
LokymeHm ynpaensiemcs ripoepammHbimu cpedcmeamu 1C: Konnedx
lposepb akmyanbHOCMb 8epcuu Mo opuauHary, xpaHsawemycs 8 1C: Konnedx




KMPK BIrAP® ®I'bOY BO «KI'TY»
MO-09 02 07- MAK.07.02.T13

Cemecbl/IKaLll/lﬂ VIH(*)OpMaLI,VIOHHbIX cncremMm C. 5/45

e pe3epBHOE KOonmnposaHme 6bICTpee, 4yeM rnorsriHoe, Ho MeaneHHee, 4emM MHKpEMEHTHOE
e BOCCTaHOBJIEHUE 6bICTpee, 4yeM NHKpeMEeHTHOEe, HO MeaJieHHee YeM MNoJIHoe

o Oonee HagexHbIn crnocob (ons BocCTaHOBMEHUs TpebyeTca TONbKO MNOMHas u
nocrnegHsa pesepBHasi Konus)

HepnocTtatku Differential Backup:

e Kaxabln I'IOCJ'Ie}J,yIOLLI,I/Iﬁ Oakan BbINOMHAETCA AOonblue Mo BpeMEHN N 3aHUMaeT
OonbLle ANCKOBOro NPOCTpaHCTBa B XpaHUnuwie

Differential Backup

Backup Repository

Source Date Full backup

| 3 Differential
backup

| 2 Differential
backup

1 Differential
backup

il

3. UHKkpemeHTHOE pe3epBHOe KonupoBaHue (Incremental backup)

Mpu po6GaBOYHOM («MHKPEMEHTHOM») PE3epPBHOM KOMUPOBaAHUM MPOMCXOOUT
KOMMpoBaHWe TOMbKO TeX (hannos, KOTOpble OblfM N3MEHEHDbI C TEX MOP, KaK B NOCNegHUA
pa3 BbIMNOMHANOCL norHoe unu gobaBoyHOe pesepBHOe KonupoBaHue. [locnepyoulee
WHKPEMEHTHOE pe3epBHOE KonupoBaHve [06aBnseT Tonbko aunnbl, KOTopble Oblnv
M3MEeHeHbl C MOMeHTa npeablayLiero. MHKpeMeHTHoe pe3epBHOE KOMMpoBaHWE 3aHUMaeT
MeHbLLE BPEMEHU, TaK Kak KONUpyeTcsl MeHbluee Konuyectso gpannoB. OgHako npouecc
BOCCT@HOBMIEHUA [aHHbIX 3aHMMaeT Oonblie BpeMeHW, TakK Kak [dOSMKHbl ObiTb
BOCCTaHOBSIEHbI AaHHbIE NOCNeAHEro NosIHOro pe3epBHOro KOMMPOBaHUS, a TakKe AaHHble
BCEX MNOCMeayllWmnX WHKPEMEHTHbLIX pe3epBHbIX KonupoBaHui. B otnuuve oT
AndpepeHUnanbHOro KONMpoBaHUs, U3MEHUBLUMECS WUIM HOBble (haunbl HE 3amMellaroT
cTapble, a 4OBaBnATCA HA HOCUTESb HE3aBUCKMO.

NMpeumywectBa Incremental Backup:

e BbICOKAsl CKOPOCTb PE3EepPBHOr0 KOMMPOBaHUS  (KOMMPYHTCA TONMbKO  GMoKK
N3MEHEHHbIX AaHHbIX)

e MeHblLEe MecTa Ansi XpaHeHus (N0 CPaBHEHMIO C NOJSTHbLIM)
e 0OonblUee KONMYEeCTBO TOYEK BOCCTAHOBIEHUS
Hepoctatku Incremental Backup:

e HM3Kas CKOPOCTb BOCCT@HOBMEHUSI [OaHHbIX (HEOOXOAMMO BOCCTAHOBUTL Kak
HayarnbHy MOSHYO KOMKWIO, Tak 1 BCe nocneaytowmne 6rokn)

e MeHee HagexHa (3aBUCUT OT LIeSTOCTHOCTM BCEX BFIOKOB B LIEMOYKE)

LokymeHm yripaensiemcs npoepamMmHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx
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Incremental Backup

Backup Repository

Source Date Full backup

1 Incremental 2 Incremental 3 Incremental
backup backup backup

e T

BOCKpeceHse 10HeJenNbLHnK BTOPHW cpeja

4. KnoHnpoBaHue

KrnoHnpoBaHue no3BonseT CKoNMpoBaTb LENbIN pa3gen unm Hocuternb (YCTPOMUCTBO)
CO BCemu havinamm u katanoramu B pyrov pasgen unun Ha apyrom Hocutenb. Ecnv pasgen
ABNSETCA 3arpy304HbIM, TO KITOHMPOBAHHLIN pasaen Toxe 6yaeT 3arpy304HbIM.

5. Pe3epBHO€e KOonupoBaHue B Buae obpasa

O6pas — To4Hada Konus BCero pasgena unu Hocutens (YCTponcTea), XpaHaLascs B
OAHOM (haune.

6. PesepBHOe KonupoBaHue B peXxume peanbHOro BpeMeHu

PesepBHOe KOMMpPOBaHME B peXx MMe pearibHOro BpeMeHu Mo3BOSsieT co3faBaTb
Konuu ¢painos, KaTanoros 1 TOMOB, He NMpepbiBas paboTy, 6e3 nepesarpysku KoMnbloTepPa.

7. XonogHoe pesepBMpoBaHue

Mpn XonogHoM pe3epBUPOBaHUM 0as3a [aHHbIX BbIKMAOYEHA WNKW 3akpbiTa Ons
notpebutenen. ®annbl OaHHbIX HE U3MEHSIIOTCA M KONUsA 6asbl JaHHbIX HaAXOAUTCH B
corracoBaHHOM COCTOSIHUM MPW NOCNeayHLLEM BKIIOYEHUN.

8. Nlopsayee pesepBupoBaHme

Mpu ropsyem pesepBupoBaHUM 6asa [JaHHbIX BKAKOYEHa W OTKpbITa Ans
notpedutenen. Konus 6asbl gaHHbIX NPUBOAUTCS B COMNAacoOBaHHOE COCTOSIHWE MNYTEM
aBTOMATUYECKOrO MPUIIOXEHUS K HEW XYpHanoB pe3epBMPOBaHMS MO OKOHYaHWUU
KonupoBaHUs oansoB AaHHbIX.

3apaHue.

CospaiiTe npeseHTaLMIo No MaTepuanam nekummn Pe3epBHoe KonvpoBaHue

MpakTnyeckasn paborta 2. YTUNUTbI pe3epBHOro KONMPOBaHUA
Cxembl poTtauum

CmeHa pabodvero Habopa HocuTenenm B npouecce KONMMpoBaHWSA HasbiBaeTCA WX
poTauven. [na pe3epBHOrO KOMMPOBAHMS OYEHb BaXKHbIM BOMPOCOM SABMSETCA BblOOp
NoAXoAsALLEeN CXeEMbl pOTaumMm HoCcUTenen (HanpUMep, MarHUTHbIX JIEHT).

1. OgHopa3oBoe KonupoBaHue

lMpocTenwas cxema, He NpegycmaTpuBarowas potaunm Hocutenen. Bece onepaunn
npoBoaaTcA BpyYHyt. [lepen konmpoBaHMeEM agMUHUCTPATOp 3a4a€T BpeMda Havana

LokymeHm yripaensiemcs npoepamMmHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx
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pe3epBHOro KoOnmpoBaHud, rnepeyvncriaeT ¢)a|7|nosb|e CUCTEMbI WUJTN KaTalJlorn, KOoTopble
HY>KHO KOMNMnpoBaTb. 3Ty |/|chopmau,|/|+o MOXHO COXpPaHUTb B 0ase gaHHbIX, YTOObI €€ MOXHO
ObINoO Mcnonb3oBaTb CHOBA. |-|pl/l OQHOPa30BOM KoOMNMMpoBaHUN 4alle BCEero npuMeHAeTCA
noyfiHoe KornnpoBaHme.

2. NpocTasa poTtauus

MpocTtasa poTauusi noAapasymeBaeT, 4YTO HeKUA Habop RNeHT Mcnonb3yeTcs
UMKnuyeckn. Hanpumep, UMKN poTauum MOXET COCTaBnATb HeAdernto, Toraa OTAeNbHbIN
HoCUTENb BblAensieTcs Ans onpeaenéHHoro paboyero gHA Hegenwu. HepgocTtatok AaHHOM
CXEeMbl — OHa He 0YeHb NMOAXOAMT AN BEAeHUsl apXMBa, NOCKOSbKY KONMYECTBO HOCUTENE
B apxuBe ObICTpo yBenuumBaeTcs. Kpome Toro, MHKpemeHTanbHas/audpdepeHumnanbHas
3anMcb NPOBOAMTCS Ha OOHU U Te e HOCUTENU, YTO BEAET K MX 3HAYMTENbHOMY M3HOCY W,
Kak cneacTeue, yBenuunBaeT BEPOSTHOCTb OTKasa.

3. «den, oTeu, CbIH»

[laHHas cxema uMeeT nepapxmyeckyto CTPYKTYpy M npegnonaraet UCNofb3oBaHue
KoMnnekTa u3 Tpéx HabopoB HocuTenen. Pas B Hegento Aenaetcs nonHas Konuvsa OUCKOB
KomnbtoTepa («OTeu»), exegHeBHO Xe MNpoBOOAMTCA  WMHKpeMeHTanbHoe  (Mnwn
anddepeHumanbHoe) KonupoBaHue («CbiHy»). [JONONMHUTENbHO pa3 B Mecsil NpoBOANUTCS
eLwé oaHo nosniHoe KkonupoBaHue («aea»). CoctaB exeaHEBHOro N exxeHeaenbHOro Habopa
NocTosiHEH. Takum obpa3om, MO CPaBHEHUID C NMPOCTON poTauMeEN B apxmBe coaepxartcs
TONbKO E€XEMECSIYHbIE KOMUU MNMIKC MOCreaHune exeHeaerbHble N eXeOHEBHbIe KOMuW.
Hepoctatok gaHHOM CXeMbl COCTOMT B TOM, YTO B apxXuB NonagarT TOMbKO AaHHble,
MMEBLLUNECH Ha KOHEL, MecsiLia, a Takke B M3HOCE HOCUTENEN.

4. «XaHonckaa bawHA»

Cxema npusBaHa yCTpaHUTb HEKOTOpPbIEe U3 HEAOCTATKOB CXeMbl MPOCTON poTaumm 1
potaumn «[en, oTteu, cbiH». Cxema NOCTpoeHa Ha NPUMEHEHUUN HECKOSbKMX HabopoB
HocuTenen. Kaxabin Habop npegHasHadeH Ana HeOoenbHOro KOMMPOBaHUS, Kak B CXeme
NPOCTON poTaumm, HO 6e3 N3bATUA MOMHbIX KONUK. VIHbIMKM crnoBamu, OTAEeNbHbIN Habop
BKIlOY@eT HocuTenb C MNOSIHOW HederbHOW KOMUeMn U HOCUTENIM C  eXeOHEBHbIMU
WHKpeMeHTanbHbiMK  (anddepeHumaneHbiMm)  konnamun.  Cneundudeckan npobnema
CXeMbl «xaHoKckasa 6alHay — eé 6onee BbiCOKasi CIIOXKHOCTb, YEM Y OPYINX CXEM.

5. «10 HabopoB»

[laHHas cxema paccumTaHa Ha gecaTb HabopoB HocuTenen. lNepuoag n3 copoka
HeJenb AenuTca Ha OecAaTb UUKNoB. B TeyeHne umkna 3a kaxgbiM Habopom 3akpennéH
OOMH JeHb Hepgenwu. 1o npowecTBuM YeTbipEXHeOeNbHOro uukna Homep Habopa
caBuraeTcs Ha oauWH AeHb. WHbIMM crnioBamu, ecnv B MEPBOM LUMKIE 3a NOHeOerbHUK
oTBeyan Habop Homep 1, a 3a BTOPHUK — HOMeEP 2, TO BO BTOPOM LIMKIE 3a NOHeAeNbHUK
oTBe4vaeT Habop HoMep 2, a 3a BTOPHUK — Homep 3. Takas cxema no3BonsieT paBHOMEPHO
pacnpefenuTtb Harpysky, a, crefaoBaTeribHO, U U3SHOC MeXAy BCEMU HOCUTENSAMMN.

Cxembl «XaHonckas 6awHs» n «10 HabopoB» MCNONb3YHTCA HEYacTo, Tak Kak
MHOTME CUCTEMbI PE3EPBHONO KOMMPOBAHUSA NX HE NOOLEPXKNBAIOT.

XpaHeHue pe3epBHOWN KONMUMU
e JleHTa cTpymepa — 3anuCb pPEe3EpBHbIX AAHHbIX HA MAarHUTHYIO JEeHTY
cTpumepa;

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx



https://ru.wikipedia.org/wiki/%D0%A5%D0%B0%D0%BD%D0%BE%D0%B9%D1%81%D0%BA%D0%B0%D1%8F_%D0%B1%D0%B0%D1%88%D0%BD%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D1%80%D0%B8%D0%BC%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D1%80%D0%B8%D0%BC%D0%B5%D1%80
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e «O6nayHbin» 63kan — 3anUCb pPe3epBHbIX AaHHbIX MO  «0b6rayYHOM»
TEXHOMNOMMN Yepes OHManH-cryxbbl cneumnanbHbIX NPOBaNaEpPOB.;

¢ DVD nnu CD — 3anucb pesepBHbIX AaHHbIX HA KOMMNaKTHbIE AUCKN;
e HDD — 3anucb pe3epBHbIX AaHHbIX HA XXECTKUN ANCK KOMMbIOTEPA;

e LAN — 3anucb pesepBHbIX AaHHbIX Ha MO0y MallnMHy BHYTPU fOKarbHON
cetu;

e« FTP — 3anucbk pesepBHbIX JaHHbIX Ha FTP-cepsepbl;

o USB — 3anunck pesepBHbIX 4aHHbIX Ha ntoboe USB-coBmecTMoOe yCTPONCTBO
(Takoe, Kak bnall-kapTa UM BHELLHUIN XXECTKNA OUCK).

MpuynHbI yTepu nHcgpopmauum
JdKcnnyaTauMoHHbIe MNOSIOMKU HOcUuTernen nicpopmaumm

OnucaHue: cny4YainHble NOSIOMKU B Mpefenax CTaTUCTUKUA OTKa30B, CBS3aHHblE C
HEOCTOPOXXHOCTLIO UMK BbipaboTKol pecypca. Ecnn BaxHasi MHpopMaums yxe noTepsiHa,
TO MOXHO 00paTUTbCA B  CrleuuanusMpoBaHHYK CNyX0y, HO HaOéXHOCTb He
CTOMpPOLEHTHas.

PeweHune: xpaHuTb BCHO WHMoOpmMauuo (Kaxabin  dann) MUHUMYM B OBYX
ak3emnndapax (NPUYEM KaKObI 3K3eMNNAp Ha CBOEM HocuTene AaHHbiX). Ona atoro
NMPUMEHSAOTCA:

« RAID 1, obecneumBaowmin BOCCTAaHOBIIEHME CaMOM CBEXen MHdopmaunn.
dannbl, pacnonoxeHHble Ha cepaepe ¢ RAID, 6onee 3awmnileHbl OT NOSIOMOK,
YeM XpaHsLWKMEeCH Ha floKarbHOW MalUWHE;

e Py4yHOe unn aBTOMatudeckoe KonnmpoBaHue Ha Apyron Hocutesnb. [na atoro
MOXET WCMONb30BaTbCA CUCTEMA KOHTPOMNsS BEPCUN, Cneumannu3mpoBaHHas
nporpaMmma pe3epBHOro KONMPOBaHUS UK NOAPYYHbIE CpeacTBa Hanogobue
nepuogmyeckun 3anyckaemoro cmd-gavna.

CTuXnHble U TeXHOreHHble 6eacTBUA

OnucaHue: WTopM, 3emreTpsicCeHne, Kpaxa, noxap, nNpopbiB Bogonposoga — BCE
3TO MOXEeT [MpuMBECTM K MNoTepe BCEX HOCUTEeNeW [aHHbIX, PacrofiOXeHHbIX Ha
onpenenéHHon TeppuTopun.

Bopbba: eanHCTBEHHBIN CNOCco6 3alnTbl OT CTUXUIHBLIX 6e4CTBUA — AepaTb YacTb
pe3epBHbIX KONWUI B A4pYroM noMmelleHmn. B yactHocTi, nomoraeT pe3epBHOE KONMPOBaHUe
yepe3 ceTb Ha KOMMbIOTEP, PACMOSIOXKEHHbIA AO0CTaTOMHO Adaneko (Mnm B obnadHoe
XPaHUMNLLE OaHHbIX).

BpenoHocHble nporpaMmmbl

OnucaHue: B 3Ty KaTeropuo BXOAUT CNy4YarnHo 3aHecéHHoe 10, KoTopoe HamMepeHHO
nopTUT MHOPMaLMIO — BUPYCbl, YEPBU, «TPOSAHCKME KOHM». VIHOoraa dhakt 3apaxeHus
obHapyXnBaeTcs, Korga Hemanasi YacTb MHPOPMaLIMN NCKaXEHA NN YHUYTOXEHA.

Bopbba:

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx



https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D0%BB%D0%B0%D1%87%D0%BD%D0%BE%D0%B5_%D1%85%D1%80%D0%B0%D0%BD%D0%B8%D0%BB%D0%B8%D1%89%D0%B5_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BA%D1%82-%D0%B4%D0%B8%D1%81%D0%BA
https://ru.wikipedia.org/wiki/HDD
https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/FTP
https://ru.wikipedia.org/wiki/USB
https://ru.wikipedia.org/wiki/USB_flash_drive
https://ru.wikipedia.org/wiki/HDD
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D0%BA%D0%B0_%D0%BE%D1%82%D0%BA%D0%B0%D0%B7%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%81%D1%83%D1%80%D1%81_(%D1%82%D0%B5%D1%85%D0%BD%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/RAID
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D0%BA%D0%BE%D0%BD%D1%82%D1%80%D0%BE%D0%BB%D1%8F_%D0%B2%D0%B5%D1%80%D1%81%D0%B8%D0%B9
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B8%D1%85%D0%B8%D0%B9%D0%BD%D1%8B%D0%B5_%D0%B1%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D1%85%D0%BD%D0%BE%D0%B3%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BA%D0%B0%D1%82%D0%B0%D1%81%D1%82%D1%80%D0%BE%D1%84%D0%B0
https://ru.wikipedia.org/wiki/%D0%A8%D1%82%D0%BE%D1%80%D0%BC
https://ru.wikipedia.org/wiki/%D0%97%D0%B5%D0%BC%D0%BB%D0%B5%D1%82%D1%80%D1%8F%D1%81%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B0%D0%B6%D0%B0
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B6%D0%B0%D1%80
https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%B4%D0%BE%D0%BF%D1%80%D0%BE%D0%B2%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D0%BB%D0%B0%D1%87%D0%BD%D0%BE%D0%B5_%D1%85%D1%80%D0%B0%D0%BD%D0%B8%D0%BB%D0%B8%D1%89%D0%B5_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D0%BB%D0%B0%D1%87%D0%BD%D0%BE%D0%B5_%D1%85%D1%80%D0%B0%D0%BD%D0%B8%D0%BB%D0%B8%D1%89%D0%B5_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%92%D1%80%D0%B5%D0%B4%D0%BE%D0%BD%D0%BE%D1%81%D0%BD%D1%8B%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D1%8B
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B9_%D0%B2%D0%B8%D1%80%D1%83%D1%81
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%87%D0%B5%D1%80%D0%B2%D1%8C
https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%BE%D1%8F%D0%BD%D1%81%D0%BA%D0%B0%D1%8F_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0
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YcTaHoBKa adHTUBUPYCHbIX MporpaMmMm Ha pa6o-||/|e CTaHuunn. npOCTeVIUJMe
adHTUBUPYCHbIE Mepbl — OTKIMIOYEeHNE aBTO3arpy3ku, U3onAauua nokarnbHomn
ceTun ot MHTepHeTa, nT. O.

ObecneyeHre LeHTpann3oBaHHOro OOHOBIEHUS: NepBast KONUa aHTUBMUpYca
nosiydaet obHoBNeHNa NpsMo n3 NHTepHeTa, a apyrue Konmm HacTpOEHbI Ha
nanky, Kyda nepBas 3arpyxaeT OOHOBMEHWS; TakKe MOXHO HacCTpPOUTb
NpoKcu-cepBep Taknm obpasom, YToObl OBHOBNEHUS KILLIMPOBANUCH (3TO BCE
Mepbl ANA YMeHbLUEHNS Tpaduka).

MmeTb konuu B TakoM MecTe, OO KOTOpOro BUpYC He pobepértca —
BblOENEHHbIN cepBep UM CbEMHbIE HOCUTENMN.

Ecnu konupoBaHune ngéTt Ha cepBep: obecneunTb 3alumMTy cepsepa OT BUPYCOB
(nMbo yctaHoBUTL aHTMBMpPYC, nMBo wucnonb3oBatb OC, Ans KOToOpow
BEPOSATHOCTb 3apaXkeHns Mana). XpaHuTb BEpCuMM OOCTAaTOMHOW [aBHOCTWU,
4yTOObI CyLlecTBOBana KOMUsl, He KOHTAKTMpOBaBLWlasi C 3apaKEéHHbIM
KOMMbIOTEPOM.

Ecnn KonnpoBaHwue NOET Ha CbEMHbIE HOCUTENN: YaCcTb HOCUTENEN XPaHUTb
(663 OOMncbiBaHNA Ha HI/IX) AOCTaTOYHO A0Mro, YToObI cywiecrtBoBarlia Konwus,
He KOHTaKTupoBaBLlada C 3apa)KéHHbIM KOMMbIOTEPOM.

Mcnonb3oBaHne HocuTenen ¢ ogHokpaTHou 3anucbkto: CD-R, DVD-R, BD-R.
Nx 06BbEM HegocTaToueH ANst CEPLE3HbLIX NPUMEHEHUIA.

YenoBeueckun chaktop

OnuncaHue: HaMepeHHOE NN HEHaMEPEHHOE YHUYTOXEHNE BaXXHON MHpopMaumm —
4YenoBeKOM, creynanbHO HanMcaHHOW BPeAOHOCHOW nporpamMmmon unm coomnHbim MO,

bopbba:

TwaTenbHO paccTaBuTb NpaBa Ha BCe PeCypCbl, YTOOLI Apyrve nosfib3oBaTenu
He MornuM moguduumpoBaTb Yyxue daunnbl. VcknwodeHune penaetcsa gng
CUCTEMHOrO agMUHUCTPaTopa, KOTOpbIA LOMmKeH obnagate BCEMU NpaBamu
Ha BCE, 4YTOoObl ObITb CNOCOGHBLIM MCNpPaBUTb OLWIMOKM MOMb30OBaTENEN,
nporpaMmm u T. 4.

MocTpontb paboTaroLLyto CUCTEMY Pe3EepPBHOIMO KOMUPOBAHWA — CUCTEMY,
KOTOpOW N0AM peanbHO MONb3YyTCA M KOTopas AOCTaTOYHO yCTOMYMBaA K
owunbkam onepatopa. Ecnn nonb3oBaTenb He MNONb3yeTcsd CUCTEMOWN
pe3epBHOro KONMPOBaHWS, BCA OTBETCTBEHHOCTb 3@ COXPaHHOCTb JIOXUTCA Ha
Hero.

XpaHuTb BepcuM [OOCTaTOYHOM [OdaBHOCTW, 4TOObl Mpu  oBHapyXeHuu
NCNOPYEHHbIX AaHHbIX dbainn MOXHO Bblfo BOCCTAHOBUTD.

Mepen nepeycraHoBkon OC cnegyet o6si3aTenbHO KONMpoBaTb BCE
cogepxmmoe pasgena, Ha kotopon 6yaet yctaHoeneHa OC, Ha cepBep, Ha
apyrown pasgen nnu Ha CD/DVD.

OnepaTtmnBHo 06HOBNATL MO, KOTOpPOE 3ano403PEHO B NOTEPE AAHHbIX.

3aTpyaHeHus npu pe3epBHOM KONMUPOBaHUMU

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx



https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D1%82%D0%B8%D0%B2%D0%B8%D1%80%D1%83%D1%81
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BA%D1%81%D0%B8-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/w/index.php?title=%D0%AD%D0%BA%D0%BE%D0%BD%D0%BE%D0%BC%D0%B8%D1%8F_%D1%82%D1%80%D0%B0%D1%84%D0%B8%D0%BA%D0%B0&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BB%D0%BE%D0%B2%D0%B5%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D1%84%D0%B0%D0%BA%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%BD%D1%8B%D0%B9_%D0%B0%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
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3akoHbl 06 ABTOPCKOM npase N ApYyrnx UCKMHYNTESTbHbIX NMpaBax MOryT 3arnpeLaTtb
nin orpaHn4ymBaTb KonupoBaHUe. WHorpa and pe3epBHOro KonmnpoBaHUA
npegycMmaTtpmnBaroTCAa MUCKIKYEeHUA (CM. CsobogHoe wucnonb3oBaHue HpOMSBe,ﬂeHMVI,
orpaHn4yeHund n NCKrnto4YeHmns B obnactu aBTOpPCKOro npaBa).

YcnoBusa Ucnosnb3oBaHuA nponpueTapHoOro nporpaMmMmHoro obecne4veHus u Apyrnx
HeCcBOBOAHbIX I'IpOI/I3BeD,eHI/IIZ TakXKe MOryT orpaHudmBatb WUIKM 3anpellatb pe3epBHOE
KonnpoBaHue.

TexHunyeckune Mepbl 3allnTbl OT KOMNPOBaHUA 3aTpPyaHAKT pe3epBHOE KonnpoBaHne
HEe3aBUCMMO OT 3aKOHOB U yCJ'IOBI/IIZ.

3apaHue

CospaTb UHTENNeKT-kapTy no Teme Cxembl poTauuun B nporpamme xMind
TpeboBaHus K MHTENNEKT-KapTe:

1. KapTa gosmkHa packpbiBaTb TEMY NEKLUNN NOMHOCTbLIO;

2.  [omxkHa 6bITb OTpaXkeHa CTPYKTypa OOKyMeHTa (rnaBHble pasgensl, nogpasgernsi,
TEPMUHOMOIS, onpeaeneHns TePpMUHOB (€CNW TakoBble UMEKTCS B NEKLUMOHHOM
maTepuane) n T7.4.);

3. He pgomxHo ObITb 60nbLLMX BNOKOB TEKCTOBOrO MaTepmana B 04HOM pasfene.
PekomeHayeTca pa3bmBaTb 3TOT TEKCT HA HECKOSbKO NOApPa3AesioB UM KOHCNEKTUBHO
coKpaluaTb;

4. MoXHO UCnonb3oBaTh UNMOCTPALIMM B Ka4eCcTBe pasaenoB U Noapas3aernos;

5.  Tunom cBs3n OTHOLLEHNSI pEKOMEHAYETCS NOMb30BaTbLCA B CryYasXx, ecrniv pasaen
UNWN NOHATUE MMEET OTHOLLEHME K HECKOIbKUM pasfenam;

6. KapTta He gomkHa ObiTb KONuen nekummn.

CoxpaHuTb AoKyMeHT B nporpamme xMind nog cBoen pamunmen n nepecnatb
npenogasaTernto.

MNMpakTnyeckasn paborta 3. BrniokupoBaHue NopToB
OcHoBHble noHATUA Active Directory
Cnyx6a Active Directory

Pacwupsiemasa n macwrabupyemasn cnyxba katanoros Active Directory (AKTUBHbIN
KaTanor) no3sonseT aheKTUBHO yNpaBnATb CETEBLIMU PECYPCaAMM.

Active Directory - amo uepapxu4yecku op2aHU308aHHOe XpaHunuuje OaHHbIX
06 obwbekmax cemu, obecne4dusarujee y0ob6bHble cpedcmea Osisi noucka u
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ucnosib3oeaHusi amux 0aHHbIX. KomnbloTep, Ha koTopoMm paboTaeT Active Directory,
Ha3blBaeTcsa KoHmpoJsiiepom domeHa. C Active Directory cBAzaHbl npaktnyeckm Bce
alMUHUCTPATUBHbIE 3a4auM.

TexHosnorusa Active Directory ocHoBaHa Ha cTaHOapTHbIX VIHTepHeT — npoTokonax u
noMoraeT YeTKO onpeaensaTb CTPYKTYpY ceTu.

Active Directory n DNS
B Active Directory ucnonbayetcs JOMeHHas cuctema UMeH.

Domen Name System, (DNS) — ctaHgapTHasa cnyx6a HTepHeTa, opraHuaytoLas
rpynnbl KOMMABLIOTEPOB B AOMEHLI. [loMeHbl DNS nmetot nepapxmyeckyro CTpykTypy, Kotopas
cocTaBnsieT OcHoBy WHTepHeTa. PasHble ypOBHM 3TOW wuepapxun uaeHTuuuupyot
KOMMNbIOTEPLI, AOMEHbI OpraHn3aunn u JoOMeHbl BepxHero ypoBHA. DNS Takke crnyxuT ans
npeobpasoBaHnsa MMeH y3roB, Hanpumep zeta.webatwork.com, B uncneHHsle IP-agpeca,
Hanpumep 192.168.19.2. Cpeacteamn DNS nepapxumio gomeHos Active Directory MoxHO
BNMCaTb B NPOCTPAHCTBO VIHTEpHETa UM OCTaBUTb CaMOCTOATENBHON U U30NMPOBAHHOWN
OT BHELUHEero JocTyna.

[ns poctyna K pecypcam B AOMEHE MPUMEHSETCS MOSHOE UMS y3na, Hanpumep
zeta.webatwork.com. 3gecb zeta — vma MHaAMBMAYanbHOro kKomnbtoTepa, webatwork —
AOMEH OpraHusauum, a com — [JOMEH BEpXHero ypoBHs. [JOMeHbl BEpPXHEro YpPOBHS
cocTaBnaT yHAaMeHT nepapxmm DNS n notoMmy HasbiBaloTCS KOpHeebiMU GOMeHaMu
(root domains). OHW opraHusoBaHbl reorpaduyecku, C Ha3BaHUAMM Ha OCHOBE
ABYXOYKBEHHbIX KogoB cTpaH (ru ana Poccum), no Tuny opraHmsauum (com pang
KOMMEPYECKUX OpraHn3auuni) n no HazHayveHuo (mil 4na BOEHHbIX OpraHn3aumi).

OOblyHble AOOMeEHbI, Hanpumep, microsoft.com, HasbiBalOTCA pPodumesibCKUMU
(parent domain), nNOCKONbKY OHM 0OpPasylT OCHOBY OPraHM3auUMOHHOW CTPYKTYpPbI.
Pogoutenbckne [OMEHbI MOXHO pas3genuTb Ha NoAAOMEHbl Pas3HbiX OTAENIeHUMA unu
yoaneHHbIx dounmanos. Hanpumep, nonHoe umsi komnbtotepa B ocpmce Microsoft B8 Cuatne
MOXeT ObITb jacob.seattle.microsoft.com, roe jacob — ums komnbtoTepa, sealtle —
nogaomeH, a microsoft.com — poautensckuii goMeH. [Jpyroe Has3BaHMe NogaoMeHa —
doyepHuli domeH (child domain).

KomnoHeHTbI Active Directory

Active Directory obbeauHsieT U3MYECKYID UM NOMMYECKYD CTPYKTYpYy Ans
KOMMOHeHTOB ceTwu. Jlornyeckune ctpyktypbl Active Directory nomoraioT opraHnsoBbiBaTb
006BbeKTbl KaTanora v ynpaBnaTb CeTEBbIMU Yy4ETHbIMU 3anncammn 1 obwmmmn pecypcamu. K
NOrMYeCcKon CTPYKTYpe OTHOCHTCS crneytolme afieMeHTbl:

. op2aHu3auuoHHoe nodpa3sdesieHue (organizational unit) — nogrpynna
KOMMbIOTEPOB, Kak NpaBuIio, oTpaxaroLwas CTPYKTYPY KOMMNaHUu;

. domeH (domain) — rpynna KOMMbHOTEPOB, COBMECTHO WCMOMb3YHLLMX
obwyto B[l katanora;

. depeso domeHoe (domain tree) — oOOWH WNN HECKOSbKO [AOMEHOB,
COBMECTHO UCMOMb3YOLWNX HENPEPLIBHOE NMPOCTPAHCTBO UMEH;

. nec domeHoe (domain forest) — O0OOHO WNM HECKONbKO [AEPEBLEB,

COBMECTHO UCNOJb3YHOLNX Mchopmau,vno Katanora.

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
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dunsnyeckne anemeHTbl nomMorarT nnaHnpoBaTb pearibHYyO CTPYKTYPY CeTwu. Ha
OCHOBaHWUN (bVISI/I‘-leCKVIX CTPYKTYpP d)OpMI/IpyPOTCFI ceTeBble CBA3N U (bmsmqecme rpaHunubl
ceTeBbIX peCypCoB. K (*)VISI/IHGCKOVI CTPYKTYp€e OTHOCATCA crieayruine 3rieMeHTbl:

* nodcemb (subnet) — ceTeBasa rpynna ¢ 3agaHHou obnactbto IP- agpecoB u
CeTeBOW MaCKOW;

* calim (site) — ogHa unu Heckonbko nogceten. CanT ucnonb3yeTcs ANa HAaCTPONKK
AOCTyna K Katanory n ons pennvkaumm.

OpzaHu3ayuoHHbIe nodpasodesieHusl

OpraHunsaumnoHHble nogpasgeneHus (OlM) — 3To noAarpynnbl B JOMEHaX, KOTopble
4acTo OoTpaxarwT (YHKUMOHANbHY CTPYKTypy opraHmsauuun. Ol npeactasnsaT cobon
CBOEro pofda flormyeckme KOHTENHEPDI, B KOTOPbIX pa3MeLlaloTcs y4eTHble 3anmcu, obuine
pecypcol u gpyrme OIl. Hanpumep, MOXHO co3gaTb B JoMeHe microsoft.com
nogpasgeneHvs Resourses, IT, Marketing. [loTom 3Ty cxeMy MOXHO pacLMpUTb, Y4TObLI
OHa cogepana go4yepHue nogpasgeneHus.

B OIl paspelwaetcsa nomewatb OO6beKTbl TOMLKO U3 POAUTENBCKOro AOMeEHa.
Hanpumep, Ol n3 gomeHa Seattle.microsoft.com cogepxat o6bekTbl TOMbLKO 3TOro
aomeHa. [lo6asnatb Tyga o6bekTbl 3 my.microsoft.com Henb3s. Ol odeHb yaobHbI Npu
opMNPOBaHUN PYHKLMOHANBHON MM BuU3HeC — CTPYKTypbl opraHusauuu. Ho 3To He
€NHCTBEHHas NpuUYnHa UX NPUMEHEHMUS.

OlN nosBonsalT onpeaenaTb rPynnoByd MOAUTUKY Anst Hebonblioro Habopa
pecypcoB B JOMeHe, He NpumeHas ee Ko Bcemy gomeHy. C nomowsto Ol cosgarotcs
KOMMNakTHble 1 6onee ynpasnsemMble npeacrtaBneHuss 0O6beKkToB Katanora B JOMEHe, YTO
nomoraeT 3apPeKTUBHEE YNpaBnsATb pecypcamu.

Ol no3BonsOT AenernpoBaTth NOMHOMOYNSA YU KOHTPONMPOBATb aAMUHUCTPATUBHbIN
AOCTYn K pecypcaMm [dOMeHa, 4YTo romoraeT 3agaBaTb Npedenbl  MNOSTHOMOYMNA
agMUHUCTPATOPOB B AoMeHe. MoXHO nepegaTtb nonb3oBatento A agMUHUCTPATMBHbIE
nonHoMmounss Tonbko Ans ogHoro O M B To e Bpems nepegaTb nonb3oBaTenio B
agMUHUCTPaATMBHbIE NonHoMouus ans Bcex Ol B AOMeHE.

JomeHbi

domeH Active Directory — 31O rpynna KOMnbOTEPOB, COBMECTHO UCMOSb3YOLMX
obwyto Bl katanora. MmeHa gomeHoB Active Directory OO/mkHbI ObiTb YHMKANbHbLIMW.
Hanpumep, He MOXeT BbITb ABYX AOMEHOB microsoft.com, HO MOXeT ObITb POANTENBCKUN
aomeH  microsoft.com ¢ pgoyepHumnm  gomeHamm  seattle.microsoft.com un
my.microsoft.com. Ecnn gomeH aABRNseTca 4acTbio 3aKkpbITON CETU, UMS, NPUCBOEHHOE
HOBOMY AOMEHY, HE JOSMKHO KOHMNNKTOBATL HW C O4HMUM M3 CYLLIECTBYIOLLNX UMEH JOMEHOB
B aTon cetn. Ecnn gomeH — yacTtb rnobanbHon cetn NHTEPHET, TO ero MMSA He OOSMKHO
KOH(NIMKTOBaTb HU C OOHMM W3 CYLLECTBYIOLWNX MMEH OOMeHOB B WHTepHeTe. YTobbI
rapaHTMpoBaTb YHUKaNbHOCTb WMEH B VIHTepHeTe, uMsi POAUTENBLCKOrO OOMEHa
HeoOxoOMMO  3aperumctpypoBatb 4Yepe3 byt  MOMHOMOYHYIO  PErmcTpaunoHHYHO
opraHmsaumio.

B kaxgom [gomeHe OencTtBYKOT COOCTBEHHble MOAUTUKM ©Ge3onacHoOCTU U
AOBEpPUTENbHbIE OTHOLIEHUSA C APYrMMN AOMEHaMK. 3a4acTyo JOMEHbI pacnpeaensatTcs
NO HECKOSIbKMM (PU3NYECKMM PACMONOXKEHUAM, T. €. COCTOAT M3 HECKONbKMX CanToB, a
canTbl — 00bEeANHAT HeCKoNbKo noaceten. B B[l kaTtanora gomeHa XpaHATCA 0ObEKTHI,
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onpenensolmMe y4eTHble 3anucu Ansi norb3oBaTenen, rpynn U KOMMNbTEPOB, a Takke
obLme pecypcbl, Hanpumep NPUHTEPLI U Nanku.

®OYyHKUMM  OOMEHa  OrpaHuMyMBalOTCs U PEryNMpYHTCA  PEXMMOM  €ro
hYHKLUMOHMPOBAHMS.

Jleca u Oepeebs

Kaxgbin gomeH Active Directory obnagaet DNS-umeHem Tuna microsoft.com.
[loMeHbl, COBMECTHO MCMNoNb3ylLlmMe AaHHble kaTanora, obpasywT nec (forest). MUmeHa
AomeHoB neca B wuepapxum mmeH DNS 6biBatoT HecmexHbimMu (discontiguous) wunu
CMexHbIMuU (contiguous).

[omeHbl, obnagatoLime CMeXHON CTPYKTYPON MMEH, Ha3biBalOT JepeBOM AOMEHOB.
Ecnn y pomeHoB neca HecmexHble DNS-umeHa, oHM o6pasyloT OTAeSibHble LepeBbs
AOMEHOB B fiecy. B fiec MOXXHO BKMHOYNTL O4HO UM HECKONMbKO AepeBbeB. [Ana goctyna K
AOMEHHbIM CTPYKTypam npegHasHadeHa koHcornb Active Directory — gomeHbl n gosepue
(Active Directory Domains and Trusts).

CDyHKLl,I/II/I J1eCoOB OrpaHmnmymBaroTCcAaA U pPerysimpyroTca beHKLI,I/IOHaﬂbeIM peXnmom
Jieca.

Catimbl u nodcemu

Calim — 9TO rpynna KOMMbIOTEPOB B OOHOW WNU HecKonbkux IP-noaceTsx,
nucnosibdyemasa onga nriaHnpoBaHUA PU3MYEeCKOW CTPYKTypbl ceTu. [NnaHnpoBaHue caunTta
NPOUCXOOUT HE3aBMCMMO OT NIOrMYeckon CTpyKTypbl AoMeHa. Active Directory nossonseTt
co34aTb MHOXECTBO CanTOB B OAHOM AOMEHE UM OONH CanT, OXBaTbIBAKOLLMIA MHOXECTBO
AOMEHOB.

B otnnume ot cantoB, cNOCOOHLIX OXBaTbiBaTb MHOXECTBO obnacten |P-agpecos,
nogceTn obnagatot 3agaHHon obnactelo IP-agpecoB n ceteBor mackon. imeHa noaceTen
ykasblBaloTcs B ¢opmate cemb/6umoeasi macka, Hanpumep 192.168.19.0/24, rpe
ceteBon agpec 192.168.19.0 n ceteBass macka 255.255.255.0 ckomMBGMHMpPOBaHbI B MMS
noacetn 192.168.19.0/24.

KomnbloTepbl NpMNUCBLIBAOTCA K calnTam B 3aBUCUMOCTU OT MECTOMOSIOKEHMS B
noacetm wnu B Habope noaceten. Ecnn  kOMMblOTEPbl B NOACETAX CMNOCOOGHBI
B3aMMOLENCTBOBATb Ha [OCTATOYHO BbICOKMX CKOPOCTAX, WX Ha3biBalOT XOpPOWo
cesizaHHbIMU (well connected).

B naeane canTbl COCTOAT M3 XOPOLLO CBA3AHHbLIX NOACETEN U KOMMbIOTEPOB, €CMN
CKOpOCTb 0BMeHa Mexay noaceTsMuM UM KOMMbTepamMu Hu3Kka, MOXeT noTpeboBaTtbes
co34aTb HECKOSIbKO canToB. XopoLlasi CBA3b AaeT canTaM HEKOTopble NpenmMyLLecTBa.

. Korga knveHT BXOAWUT B OOMEH, B Mpouecce ayTeHTUdMKaumm cHavana
NPOMN3BOANTCHA NOWUCK JTOKANIbHOrO KOHTpOMfepa JOMEHa B CanTe KIUEHTa,
T. €. N0 BO3MOXXHOCTM NEepBbIMU ONpaLUMBaOTCS fIoKasbHbIE KOHTPOMNeps.I,
4YTO OrpaHMYMBaET CETEBOWN TpauK N ycKopsieT ayTEHTUMKALNIO.

. MHdopmauna kaTtanora pennuuumpyeTcs 4alle eHympu CauToB, YeM
Mexdy canTamu. OTO CHWXaeT MexceTeBoW TpadumK, Bbl3BaAHHbIN
pennukaunen, n rapaHTMpyeT, YTO JloKanbHble KOHTPONSEpbl LOMEHOB
ObICTPO nony4yat O6HOBNEHHYO MHPOPMaLINIO.
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MOXHO HacTpoUTb MOPAAOK pennMKaumm OaHHbIX Katanora, MCnonb3yss cesi3u
cauimoe (site links). Hanpumep, onpegenunte cepeep-nnaydapm (bridgehead) ansa
pennukaumm mexay cantamu.

OcHOBHas 4acTb Harpysksm OT pennuMkauum Mexay cantamu nskeT Ha 9ToT
crneunanusanpoBaHHbI cepBep, a He Ha Ntobon OoCTyNHbIM cepBep canTa. CanTbl M noaceTn
HacTpauBatoTcs B KoHconu Active Directory — cantbl 1 cnyx6bl (Active Directory Sites and
Services).

MNMpakTu4yeckasn paborta 4. Hactpounka 6e3onacHocTu areHta SQL. [lononHutenbHbIE
napameTpbl pa3BepTbiBaHMA U agMUHUCTpupoBaHua AD DS

Pa6ota c nomeHamu Active Directory

B cetn Windows Server cnyx6a Active Directory HacTpanBaeTcsi OAHOBPEMEHHO C
DNS. Tem He meHee y gomeHoB Active Directory n gpomeHos DNS pasHoe HasHayeHue.
HdomeHbl Active Directory nomoratoT ynpasnsiTb Y4YETHbIMW 3anucamMu, pecypcamm u
3alUMTON.

Nepapxms gomeHoB DNS npegHasHayeHa, rnmaBHbiM obpas3oMm, Ans paspeLleHus
UMEH.

Cuctema Windows Server qyHKUMOHUPYET KakK KOHTPOSep AOMEeHa Wnu Kak
psgoBou cepBep. PagoBble cepBepbl CTAHOBATCA KOHTPOSIepamMu nocne ycraHosku Active
Directory; KoHTponnepbl MOHWXaKTCA OO PALOBLIX cepBepoB nocne ypaneHna Active
Directory.

O6a npouecca BbinonHseT mactep yctaHoBku Active Directory. B gomeHe moxeTt
ObITb HECKONBKO KOHTponnepoB. OHWM pennuuupytoT Mexay cobon gaHHble Katanora no
MOAENN pennuKauunm C HECKOSNbKMMU  XO39eBamu, KOTopasi MO3BOSISET KaXKaoMy
KOHTponnepy obpabaTbiBaTb M3MEHEHUS KaTanora, a 3aTeM nepefaBaTb WX Ha gpyrue
KOHTponnepbl. bnarogapsi CTpyKType C HECKONbKMMM XO39€eBamMu BCE KOHTPOMEpbl Mo
ymMon4yaHmio obnagatT paBHOM OTBETCTBEHHOCTLIO. Brpoyem, MOXHO npenoCcTaBuUTb
HEeKOTOPbLIM KOHTpOSiepamM AOMEHa NpUOpUTET Ha4 OPYrMMU B ONpedeneHHbIX 3ajadax,
Hanpumep, co3faTtb cepBep-nnaugapM, KOTopbin obnagaeT NPUOPUTETOM Mpu pennmkaumm
AaHHbIX KaTarnora Ha gpyrne camThbl.

Kpome TOro, HekoTopble 3afaun fyylle BbINOMHATL Ha BblAENEHHOM cepBepe.
CepBep, obOpabaTtbiBalowmi cneumdunyeckin TN 3agad, HasblBaeTCs  XO3SUHOM
onepayuu (operations master).

Ona Bcex komnbtoTepoB ¢ Windows, NpUCOEOMHEHHbLIX K OOMEHY, COo3datoTcs
yyeTHble 3anucu, xpaHswuecs, nogobHo ApyrMm pecypcam, B Buae obbektoB Active
Directory. YyeTHble 3anMcu KOMMbLIOTEPOB CryXaT AN ynpasneHnsa 4OCTYNOM K CeTU U ee
pecypcawm, Npexae Yem KoMNbITEP NoslydaeT LOCTYN K JOMEHY MO CBOEW YYETHOW 3anuck,
OH B 0643aTensHOM nopsake NpoxoauT nNpoueaypy ayTeHTudmkaumm.

CtpykTypa Katanora

[aHHble KaTanora npedoCTaBNATCA MONb3oBaTeENSAM UM KOMMblOTEpPaAM 4epes
XpaHunuuwe OaHHbIx (data stores) n enobanbHbie kamanoau (global catalogs). Xots
6onblmHCcTBO GyHKUMn Active Directory 3aTparmBaloT XpaHuUnuLLE AaHHbIX, rnobanbHble
katanoru (I'K) He MeHee BaXHbl, MOCKOMbKY UCMOMb3YOTCA ANA BXO4A B CUCTEMY M NoUCKa
nHpopmauun. Ecnmn MK HegocTyneH, obbiyHbIE NOMb30BaTENN HE CMOrYT BOWTU B JOMEH.
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EovHcTBEHHbIN cnocob obonTu 31O ycrnosue — JoOKalibHOE KallMpoBaHUE 4HIIEHCTBA B
YHUBEPCaribHbIX rpynnax.

HocTtyn n pacnpocTtpaHeHue aaHHbIx Active Directory obecneunBarotcs cpegcrsamu
npomokosioe docmyna Kk kKamasioay (directory access protocols) n pennukayuu
(replication).

Pennukaums HyXHa anga pacnpocTtpaHeHmst 0GHOBMEHHbIX AaHHbIX HA KOHTPOSNEpbI.
MaBHbIM MeTOoA4 pacnpoCcTpaHeHUs OOHOBNEHUA — pennukauus C  HEeCKOMbKUMMU
X035ieBaMu, HO HEKOTOpPbIE N3MEHEHNA 06pabaThbiBaOTCA TOMNbKO Cneunanm3mpoBaHHbIMU
KOHTponnepamn — xo3sieeamu onepayut (operations masters).

Cnocob BbINONHEHUSA pennuKauum ¢ Heckornbkummn xossiesamm B Windows Server
Takke nameHuncs 6narogaps nosiBieHNo pasodesioe kamasio2a npunoxeHul (application
directory partitions). NocpeactBoM MX cUCTEMHbIE agMUHUCTPATOPbLI MOryT co3gaBaTb B
necy [OOMEHOB pasfgenbl pennukauuu, KOTopble MpeacTaBnsioT cobon  nornyeckue
CTPYKTYpbl, UCMNONb3yeMble OIS yrNpaBneHus pennuvkaumen B npegenax neca AOMEHOB.
Hanpumep, MOXHO co3aaTtb pasgern, KoTopbin OygeT BegaTb pennuvkaunen nHdopmaumm
DNS B npegenax gomeHa. [pyrum cuctemam gomeHa pennukaumsa uHdgpopmaumm DNS
3anpeuyeHa.

Pasgenbl katanora nNpuiioXXeHUn MoryT ObiTb [OYEPHMM 3MIEMEHTOM [OOMEHa,
AOYEPHUM IMEMEHTOM [pYyroro MNpuKNagHoro pasgena WM HOBbIM AEPEBOM B Jecy
AOMeHOB. Pennukn pasgenos paspeluaetcs pasmellaTtb Ha NloboM KOHTponnepe gomeHa
Active Directory, Bkntoyas rnobanbHble katanorn. XoTa pasgenbl Katanora npuiioxXeHun
nonesHbl B 60MblWNX AOMEHAX U flecax, OHU YBENUYMBAIOT U3LEPXKKM HA NraHMpoBaHue,
aAMUHUCTPUPOBAHNE M COMNPOBOXAEHME.

XpaHunuuwye 0aHHbIX

XpaHunuiie coaepXXnt CBeaeHus 0 BaXXHENLINX obbekTax cnyxbbl katanoros Active
Directory — y4eTHbIX 3anucax, obwmx pecypcax, Ol n rpynnosBbix nonutukax. NHorga
XpaHunuLLEe AaHHbIX Ha3blBalOT NPOCTO kamasioa2om (directory). Ha KoHTponnepe gomeHa
kaTtanor xpaHutcs B cavne NTDS.DIT, pacnonoxeHue KOTOPOro onpenenserca npwu
yctaHoBke Active Directory (310 o6si3aTtenbHO gormkeH 6biTb guck NTFS). HekoTtopble
AaHHble KaTanora MOXHO XpaHWTb W OTAENbHO OT OCHOBHOIO XpaHwunuuwia, Hanpumep,
rpynnoBble MOSIUTUKKW, CLeHapum W Apyrylo MHGOpMaLMio, 3anucaHHyio B obLliem
cucteMHom pecypce SYSVOL.

lMpepocTtaBneHne nHdopMaumm Katanora B COBMECTHOE MNOJSib30BaHME HasbliBalOT
ny6nukayueu (publish). Hanpumep, oTkpbiBasi NpUHTEP ANS UCMNONb30BaHUSA B CETU, €ro
nyonukytoT; nybnukyetca nHgopmaumns ob obuwen nanke n T. 4. KoHTponnepbl 4OMEHOB
pennnMuUpyoT OOMbLUMHCTBO M3MEHEHWUA B XPaHUNULWE MO CXeMe C HEeCKOSbKUMMU
xo3sieBaMu. AOMUHUCTPATOp HeOOMbLIOW WM CpedHero pasmepa opraHusauum penko
ynpasnseT pennkaumen XxpaHunuiia, nockosibKy OHa OCyLLLEeCTBNSETCA aBTOMaTUYECKUN, HO
€€ MOXXHO HaCTPOUTb COrnacHo cneuudunke ceTeBON apXUTEKTYpPbI.

PennuumpyloTcs He Bce AaHHble KaTanora, a TONbKO:

e [JaHHble gomeHa — nHdopmaumsa 06 obbekTax B JOMEHE, BKIOYas OObEKThI
YYETHbIX 3anucen, obwmux pecypcos, Ol 1 rpynnoBbIX NONUTUK;

e [aHHble KOHUrypauum — cBedeHuUs O TOMONOrMM KaTtamnora: ChMCOK BCeX
AOMEHOB, AEPEBLEB W NECOB, a TaKkKe pPacrofioXeHNe KOHTPONIEepoB U
cepsepos K;
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e [aHHble cxeMbl — WHpopMauma ob6o Bcex obbekTax M Tunax AaHHbIX,
KOTopble MOryT XpaHUTbCA B KaTanore; ctaHgapTHas cxema Windows Server
onucbiBaeT 06BbEKTbI y4ETHbIX 3annucen, 06bekTbl 06LNX pecypcoB U ap., eé
MOXHO pacLMpUTb, ONpeaennB HOBble OOBLEKTLI U aTpubyThl unu fobasume
aTpubyThbl 4N CyLECTBYHOLNX OO HEKTOB.

rnob6anbHbIU Kamasio2

Ecnn nokanbHOe K3lWMpoOBaHWE 4SEeHCTBAa B YHMBepCasibHbIX rpynnax He
NPON3BOAUTCS, BXOL B CETb OCYLECTBNSAETCA Ha OCHOBE WH(opMauum O YreHCcTBe B
YHUBepcanbHou rpynne, npegocrtasneHHomn K.

OH Takke obecrneunBaeT NOUCK B KaTanore no BceM AoMeHaM neca. KoHTponnep,
BbINOMHSALWMIA ponb cepBepa K, XpaHWT NOrHyo pennmky Bcex 06 bEKTOB KaTarora CBOero
AOMeHa 1 YaCTUYHYH PEnnMKY 0OGBEKTOB OCTarnbHbIX JOMEHOB feca.

ﬂ,J'IFI BXo4a B CUCTEMY U MOUCKA HYXHbl NMAWb HEKOTOPble cBONCTBa OOBLEKTOB,
NO3TOMY BO3MOXHO UCIMOJSIb30OBaHNE HaCTUYHbIX pEenJinkK. ﬂ,J'IFI CbOpMI/lpOBaHVIFI YaCTUYHOW
pennukn npu pennmkaunun Hy>KHO nepenatb MeHblle OaHHbIX, YTO CHWXaeT ceTeBOn

Tpaduk.

Mo ymonyaHuto cepsepoM 'K cTaHOBUTCA NepBbi KOHTponnep AgoMeHa. [oatomy,
€eCcnn B JIOMEHE TONbLKO OAMH KOHTposnnep, To cepsep 'K n koHTponnep goMeHa — O4uH U
TOT e cepBep. MoxHo pacnonoxutb 'K Ha gpyrom KOHTponnepe, YTobbl COKpaTUTbL BPEMS
oXungaHua oTBeTa npu BXode B CUCTEMY M YCKOPUTb NOUCK. PekoMmeHnayeTca co3gatb no
ogHomy K B Kaxxgom cante goMeHa.

EcTb HeckonbKko cnocoboB pelleHns aTon npobnembl. PazymeeTcsi, MOXHO co3aaTth
cepsep K Ha ogHOM M3 KOHTPOSNNEPOB AOMEHa B yAaneHHOM oduce. HegoctaTok aTOro
cnocoba — yBenuyeHwe Harpyskm Ha cepBep [K, 4to moxeT noTtpeboBaTtb
AOMNOJSTHUTENbHbBIX PEecypcoB U TLATENbHOMO MNfaHUPOBaHNA BpPeEMEHU paboTbl 3TOro
cepBepa.

Opyron cnocob pelweHus NpobnemMbl — roKarbHOE K3LMPOBaHWE 4YfieHCTBa B
yHMBepcanbHbIX rpynnax. MNMpu atom nobon KoHTponnep AOMeHa MOXeT obcnyxuBaTb
3anpocbl Ha BXOA4 B CUCTEMY floKasnbHO, He obpawasck k cepBepy K. 310 yckopset
npouenypy Bxoda B cuctemy n obnerdyaeTt cuTyaumio B criydyae Bbixoga cepepa K u3
cTposi. Kpome TOro, npu 3TOM CHWKaeTCcs Tpauk pennukaunu.

BmecTo Toro 4tobbl nepunogmyeckn obHoBnATL Becb 'K no Bcen cetn, 4OCTaToOuHO
06HoBNATL MHGopmaumio B KOLLe o uneHcTBe B yHMBepcanbHow rpynne. Mo ymonyaHuto
OoBGHOBMEHNE NPOUCXOOMT Kaxdble BOCEMb 4aCOB Ha KakQOM KOHTpomnnepe AOMeHa, B
KOTOPOM MCNOSb3yeTCcs NoKanbHOe K3LWMPOBaHNE YNeHCTBa B YHMBEPCAlIbHOW rpynne.

UneHCTBO B YyHMBEpPCaAsribHOMW rpynne WHOMBMAOYyaNbHO [ONA  KaXgoro cawnTa.
HanoMHum, 4To cant — 3TO (pmnsnyeckasa CTPyKTypa, COCToALLasA U3 OQHOM UNU HECKOSTbKUX
nogceTen, MMeLWMX HANBMAYyanbHbi Habop IP-agpecoB 1 ceTeByto macky. KoHTponnepbl
pomeHa Windows Server n K, K koTopoMy OHM 06paLLaoTCcs, 4OMKHbI HAXOAUTLCSA B OOHOM
cante. Ecnn ecTb HECKOSbKO CanUTOB, NPUAETCA HAaCTPOUTb JIOKanbHOE K3luMpOBaHWE Ha
Kaxgom u3 Hux. Kpome Toro, nomnb3oBaTtenu, BXoAdWMe B CaWT, OOMKHbI ObiTb YacTbio
aomeHa Windows Server, paboTatowero B pexume neca Windows Server.

Pennukauusa B Active Directory

B kaTanore xpaHsiTcs CBeAEHUSI TPEX TUMOB: AaHHble AOMEHa, JaHHble CXEeMbl U
AaHHble KOHUrypaumn. [laHHble JOMeHa PEnnUUMPYIOTCS Ha BCe KOHTPONepbl AJOMeEHa.
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Bce KOHTpOJIJ1IEPbl AOMEHa paBHOMpPaBHbI, T.€. BCE€ BHOCUMbIE U3MEHEHUA C noboro
KOHTpOJIJ1IeEpa AgOMEHa 6yﬂ,yT pennnunpoBaHbl Ha BCE OCTalJlbHbl€ KOHTPOJIJ1€Pbl AOMEHAa.
Cxema n gaHHble KOH(bVIpraLl,I/II/I pennmunpyroTcAa Ha BCe JOMEHbI iepeBa Uiun neca. Kpome
TOro, BCe OOBLEKTHI nHonsuagyanbHOro gomMeHa W 4acTb CBONCTB OOBEKTOB rieca
pennmunpyroTcd B K. 3T0 03HauvaeT, 4TO KOHTpOJI1ep AOMEHa XpaHUT U pennuuunpyet
CXemy ana gepeBa wunu reca, I/IHd)OpMaLI,I/IPO 0] KOH(bMpraU,VII/I 04 BCeX JOMEHOB AepeBa
nnn neca n Bce 06bEKTLI KaTanora 1 CBOMCTBa ANnsi COGCTBEHHOrO AOMEHa.

KoHTponnep pomeHa, Ha koTtopoMm Xxpanutca [K, cogepxut v pennuuupyet
WMHOpMaUUIo CxeMbl AN neca, tHopMauunio 0 KOHUrypaumm ans Bcex JOMEHOB fneca u
orpaHu4eHHbIn Habop CBONCTB Ans BCex 0ObeKToB Katanora B riecy (OH pennuuupyeTcs
TOnbKO Mexay cepBepamu [K), a Takke BCce 0ObEKTbI KaTanora U CBOMCTBA ANsl CBOEro
AOMeHa.

UTo6bl NOHATL CyTb pennukaunm, paccMOTPUM TakKOW CLiEeHapui HACTPOMKM HOBOW
ceTu.

1. B npomeHe A yCcTaHOBMEH NepBbI KOHTPONep. OTOT cepBep — €AUHCTBEHHbIN
KOoHTponnep gomeHa. OH xe gaBndetca u cepsepoM K. Pennukauusa B Takon
CEeTN He NPOUCXOAMUT, MOCKOSTbKY HET APYrMX KOHTPOSIEPOB.

2. B pomeHe A ycTaHaBnuBaeTCs BTOPOW KOHTPOMSEP, U HAYMHAEeTCs pennnkaums.
MOXHO Ha3HauYUTb OOUH KOHTPOSINEP XO3SAMHOM MHAPACTPYKTYpbl, a Apyron —
cepepoM [K. Xo3sanH uvHpacTpykTypbl cnegut 3a obHoBneHusamun K un
3anpalwmBaeT uUx A5 M3MEHEHHbIX 06bekToB. Oba aTUX KOHTponsiepa Takke
pennUUMpYOT JaHHbIE CXEMbI U KOH(UTypauuu.

3. B oomeHe A yctaHaBnMBaeTcs TpeTUM KOHTponnep, Ha kotopoM HeT K. Xo3aunH
WHQPACTPYKTYpbl cnegut 3a obHoBneHusamu [K, 3anpawuvBaeTr wux Ans
M3MEHEHHbIX OOBLEKTOB, a 3aTeM pennMuupyeT W3MEHEHUsI Ha TpeTun
KOHTpoOsNnep agoMeHa. Bce Tpu KOHTponepa Takke pennnumpyoT AaHHbIE CXEMBbI
N KOHpurypaummu.

4. CospaeTtcsa HoBbIM AoMeH b, B Hero gobasnstoTca koHTponnepbl. Cepeepbl K B
nomeHe A n gomeHe b pennuumpyloT BCe OaHHble CXeMbl U KOHuUrypauum, a
Takke MOAMHOXECTBO [aHHbIX LOMEHa U3 Kaxgoro gomeHa. Pennukauma B
OOMeHe A npoJorkaeTcs, Kak OnucaHo Bbllle, MC HaYMHaeTca pennukaums
BHYTpU gomeHa b.

Active Directory u LDAP

YnpoweHHbIn NpoTokon goctyna Kk katanoram (Lightweight Directory Access
Protocol, LDAP) — craHgapTHbin npoTtokon WHTepHeT coeauHeHun B cetsax TCP/IP.
LDAP cnpoekTnpoBaH crneumansHo Ans goctyna K cnyxbam katanoros ¢ MUHUMasnbHbIMN
nsgepxkamu. B LDAP Takke onpepgeneHbl onepauum, ucnosnb3yemble ONS 3anpoca u
n3MeHeHus nHpopmauumn katanora.

Knnentol Active Directory npumensitotr LDAP gna cBssm ¢ KoMmnbloTepamu, Ha
KoTopbix paboTtaet Active Directory, npu kaxgom Bxoge B CE€Tb WM NOUCKE OOLLMX
pecypcoB. LDAP ynpouwaeT B3aMmocBA3b katanoroB v nepexon Ha Active Directory ¢
apyrux cnyx6 katanoroB. [nNa nNOBbILWEHUS COBMECTUMOCTM MOXHO WCMNOSb30BaThb
nHTepdenicol cnyxt Active Directory (Active Directory Service- Interfaces, ADSI).

Ponu xo3siMHa onepauun
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X03aMH onepaumn peluaeT 3agayvv, KOTopble HeyaoOHO BbINOMHATL B MOAENN
pennukaumm ¢ HecKonbkMMn xo3sieBamu. CyllecTByeT NATb POnen X03sinHa onepauuin,
KOTOpbl€ MOXXHO Ha3Ha4YMTb OQHOMY MM HECKOSbKUM KOHTponnepam gomeHoB. OgHu ponu
AOJIMKHbI OblTb YHMKAmNbHbI HA YPOBHE Nneca, Ana ApyrMx OOCTaTOYHO YPOBHS AomeHa. B
kaxxgom nece Active Directory AosmkHbI CyLeCcTBOBaTh crefyoLmne ponu:

e Xo3siuH cxembl (schema master) — ynpaBnsieT OGHOBMEHUSMU U U3MEHEHUSIMU
cxeMbl kKaTtanora. [Ins obHOBMNeHUs cxembl Katanora Heob6xoaMM OOCTYN K XO3AWHY
cxeMbl. YUTOBbI onpefenuTb, Kakon cepeBep B AaHHOE BpeMs SIBNSETCH XO3AWHOM
CXeMbl B JOMEHE, AOCTAaTOYHO OTKPbITb OKHO KOMaHAHOW CTPOKM U BBeCTU: dsquery
server — hasfsmo schema.

e Xo3fuH umeHoeaHusi OdomeHoe (domain naming master) — ynpasnset
pobasneHnem n yaaneHmem JOMEHOB B rnecy. Ytobbl 4o6aBUTb Unu yaanutb 4OMEH,
TpebyeTca OOCTYN K XO35MHY MMEHOBaHMS OOMeHoB. YToObl onpedenntb, Kakon
cepBep B AaHHOE BpeMs ABNSETCS XO39MHOM MMEHOBAHUSA AOMEHOB, JOCTAaTOYHO B
OKHe KOMaHAHOW CTpoKM BBeCTU: dsquery server —hasfsmo name.

91N ponu, obLwwue ans Bcero neca B LEnoM, A0MKHbI ObiTb B HEM YHUKanbHbIMU.

B kaxgom pomeHe Active Directory B 06si3aTenbHOM nopsigke CyLecTBYHOT
cnegytowime ponw.

e XO035MH OTHOCUTENbHbIX uAeHTUdUuKaTopoB (relative |ID master) — BblgenseT
OTHOCUTENbHbIE WMOEHTUAMKATOPLI KOHTposnepam AoMeHoB. Kaxabii pa3 npu
cosgaHnnm obbekta nonb3oBaTens, rpynnbl UM KOMMbOTEPA KOHTPOMMepbl
Ha3HavyalT OOBLEKTY YHUKANbHbLIN MaeHTUdUKaTop 6e30nacHOCTU, COCTOSLLNA K3
naeHTnukatopa 6e30nacHOCTN JOMEHA N YHUKANbHOro MAEHTUMUKaTOpa, KOTOPbIN
ObIn BblAenNeH X03AMHOM OTHOCUTENbHbIX MAeHTMdUKaTopoB. YTobbl onpeaennTsb,
Kakon cepBep B [daHHOE BpeMs SBNAETCA XO3MHOM  OTHOCUTESbHbIX
NOeHTUPUKATOPOB B AOMEHe, A0CTaTOMHO B OKHE KOMaHOHOW CTPOKW BBECTWU:
dsquery server —hasfsmo rid.

e IOmynsmop PDC (PDC emulator) — B CMeLUAHHOM U MPOMEXYTOYHOM peEXUME
AOMeHa [encTByeT Kak rnaBHbli KoHTponnep pgomeHa Windows NT. OH
ayteHTuduumpyet Bxog B Windows NT, obpabaTbiBaeT M3MEHeHUsi naponst u
pennuunpyeTt obHoBneHnss Ha PDC. Ytobbl onpeaenuTb, Kakon cepsep B AaHHOE
Bpems siBnsietca amynsatopom PDC B gomeHe, OOCTaTOMHO B OKHE KOMaHOHOW
CTPOKM BBeCTU dsquery server —hasfsmo pdc.

e Xo3auH uHppacmpykmypsbl (infrastructure master) — OOHOBMSIET CCbINKK
00beKTOB, CpaBHMBAs OaHHble CBOEro karanora ¢ gaHHbiMm K. Ecnn gaHHble
ycTapenu, oH 3anpawwmsaeT u3 K obHOBNeHMa 1 pennuumupyeT ux Ha ocTasibHble
KOHTponnepbl B AOMeHe. YTobObl onpefenuTb, Kakow cepBep B AaHHOE BpeMs
ABNAETCA XO3ANMHOM MHGPACTPYKTYpbl B AOMEHE, AOCTAaTOYHO B OKHE KOMaHAHOW
CTPOKM 1 BBeCcTu dsqueryserver —hasfsmo infr.

OTn ponun, obwme Ang BCcero JOMeHa, JOMKHbI ObiTb B HEM YHUKanbHbIMU. HbIMK
CrnoBamm, MOXXHO HAaCTPOUTb TONbKO OAMH XO3AMH OTHOCUTESNbHbIX MOEHTUUKATOPOB, OA4MH
amynaTop PDC 1 0guH X03a1H NMHAPPaCTPYKTYpPbI ANs KaX40ro AOMEHa.

OO6bI4HO ponM Xx03sMHa onepauur HasHa4vyalTCs aBTOMATUYECKM, HO UX MOXHO
nepeHasHauunTb. [1pn ycTaHOBKE HOBOW CETU BCE POJSIY XO3SEB onepauum nonyyaeT nepsbln
KOHTponnep nepsoro gomeHa. Ecnn nosgHee 6yaeT co3gaH HOBLINM JOYEPHUIN OOMEH UM
KOpHEBOW [OOMEH B HOBOM [epeBe, Pofin XO3AMHa onepaumin TakkKe aBTOMaTU4YECKU
Has3Ha4alTCA MNepBOMY KOHTPONNepy AOMeHa. B HOBOM necy [QOMEHOB KOHTpOSnepy

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx




KMPK BIrAP® ®I'bOY BO «KI'TY»
MO-09 02 07- MAK.07.02.T13

CepTudmkaumns MHPOPMaLIMOHHBIX CUCTEM C. 19/45

AOMeHa Ha3Ha4valTCs BCe ponn Xo3sivHa onepauui. Ecnn HoBbIM IOMEH co3gaeTcsa B TOM
Xe necy, ero KOHTPOMSIepy HasHa4alwTCsa  posiv  XO03aAMHa  OTHOCUTESbHbIX
naeHtTngukatopos, amynsatopa PDC 1 xo3aunHa nHgpacTpykTypbl. Ponm xo3smMHa cxemb! 1
X035IMHAa UMEHOBaHNA JOMEHOB OCTalOTCA Yy NepBOro AOMeHa neca.

Ecnn B OgomMeHe TONMbKO OAMH KOHTPONMEp, OH BbLIMNOMHSAET BCE PONMN XO3SieB
onepauuii. Ecnn B cetTm oouH canT, CTaHOapTHOE pachofioXeHWe XO03sieB ornepauuii
onTMManbHo. Ho no mepe [OobGaBneHUss KOHTPOMNEpPOB AOMEeHa M [OMEHOB WHoraa
TpebyeTcs NepemMecTUTb PONN XO3sIEB onepauuini Ha Apyrne KOHTPOosepbl AOMEHOB.

Ecnn B fomeHe aBa unu 6onee KOHTPONNEPOB, PEKOMEHAYETCA CKOHpUIrypnpoBaThb
[ABa KOHTponrepa AOMeHa AN BbINONHEHUSI pornen xossaunHa onepauui. Hanpumep,
HasHa4UTb OAMH KOHTPONMEP [OOMEHA OCHOBHbIM XO3SIMHOM onepauuin, a gpyron —
3anacHbIM, KOTOPbI NOHAA0BUTCSA NPU OTKa3e OCHOBHOTO.

ApmunHuctpupoBaHue Active Directory

C nomowbto cnyx6bl Active Directory cosgatotcs ydeTHble 3anMcu KOMMNbOTEPOB,
NPOBOANTCA MOAKITOYEHNE WX K AOMEHY, MPOM3BOAMTCS YrNpaBfieHNe KOMMboTepamu,
KOHTponnepamm JOMeHa 1 opraHusaumoHHbiMn nogpasgenexmsamm (Ol).

Ona ynpaenenus Active Directory npegHasHadeHbl cpeactBa agMUHUCTPUPOBAHUSA U
noaaepxku. NepeuncneHHble HXKEe NHCTPYMEHTbI peann3oBaHbl M BUAE OCHAaCTOK KOHCOMK
MMC (Microsoft Management Console):

e Active Directory — nonb3oeamenu u komnbromepsbi (Active Directory Users
and Computers) nosBonset ynpaeBnsaTb  Mofb3oBaTensMu,  rpynnamu,
KOMMbOTEPAMMN N OpraHM3aumoHHbIMK noapasaeneHnsamm (Or);

e Active Directory — domeHbI u doeepue (Active Directory Domains and Trusts)
CNY>XUT Ans paboTbl C AOMeHaMK, AepeBbsiMU JOMEHOB U fiecaMu JOMEHOB;

e Active Directory — cauimsbl u cnyx6bi (Active Directory Sites and Services)
Nno3BOMSEeT yNpaBnaTb canTamu U NOACETAMMU;

e Pesynbmupyrowass nonumuka (Resultant Set of Policy) wcnonb3yetcsa nnsg
nNpocMoTpa TeKyLen NONUTUKMA NoMb3oBaTens UM CUCTEMbl U ANA NNaHNPOBaHMUSA
N3MEHEHUN B NOJSIUTUKE.

Ymunumbi komaHOHOU cmpoku Active Directory

Ons ynpasneHuss obbektammn Active Directory cyliecTByoT cpeactBa KOMaHOHOM
CTPOKU, KOTOPbl€ NO3BOMSAIT OCYLLECTBNATL LUMPOKUIA CNEKTP aAMUHUCTPATUBHbIX 3a4au:

o DSADD — pnob6asnsiet B Active Directory komnbtoTepbl, KOHTaKTbl, rpynnbl, Ol n
nonb3oBaTenen.

o DSGET — otobpaxaeT CBOWCTBA KOMMbKTEPOB, KOHTakToB, rpynn, O,
nonb3oBaTenen, canTos, NoaceTen U cepBepoB, 3aperncTpupoBaHHblx B Active
Directory.

o DSMOD — w3MeHsleT CBOMCTBA KOMMbKOTEPOB, KOHTaktoB, rpynn, O,
nonb3oBaTenen n cepBepoB, 3aperncTpmpoBaHHbix B Active Directory.

o DSMOVE — nepemewjaeTr OAMHOYHbIN OOBLEKT B HOBOE pPacrofioXeHue B
npegenax goMeHa unu nepenmeHoBbiBaeT 06bekT 6e3 nepemeLLeHus.

o DSQXJERY — ocyLlecTBnsieT MOUCK KOMMbKTEPOB, KOHTakToB, rpynn, OIfl,
nonb3oBaTenen, cantos, nogceten n cepsepos B Active Directory no 3agaHHbIM
KpUTepusim.

o DSRM — ynansiet o6bekT u3 Active Directory.
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o NTDSUTIL — no3sonseT npocMmatpuBatb MHOPMaLMIO O canTe, JOMEHe Unu
cepBepe, YynpaBnAaTb Xxo3s:eeamMu ornepayuu (operations masters) w
obcnyxumBaTb 6a3y gaHHbIX Active Directory.

Bonpochkl no Teme: OcHoBHbIe noHATUA Active Directory

1.  Kakon KomnbioTep Ha3blBaeTCs KOHTPONNepoM JoMeHa?

2. Kakasa cuctema nmeH ucnosnbdyetcs B Active Directory?

3. Yrto coctaBnsieT oyHaameHT nepapxmm DNS?

4. [lepeuncnurte NpUHLKUNLI OpPraHn3aLmm JOMEHOB BEPXHErO YPOBHA?
5.  Yt0 oTHOCUTCH K fiormdeckoun cTpyktype AD?

6. YTO0 popmMmpyeTcHa Ha OCHOBaHUU bU3NYeCKknx cTpykTyp AD?

7. Kakune anemeHTbl OTHOCATCS K hunandeckon cTpyktype AD?

8. UYto npeacrtaBndaloT cobom opraHM3auMoHHbIe NoapasaeneHnsa?

9. Kakue ob6bekTbl paspeluaeTcs nomellaTb B OpraHn3aumoHHble nogpasaeneHna?
10. Yto nogpasymeBaetca nog noHAaTneM gomeH Active Directory?

11. Kakas ocobeHHOCTb JomKHa ObITb Y MMeH gomeHoB Active Directory?
12. Yto XpanuTtca B B[] katanora gomeHa?

13. Kakune 6biBatOT MMeHa JOMEHOB neca B nepapxum nmeH DNS?

14. YT0 Ha3bIBalOT 4EPEBOM JOMEHOB?

15. [lanTe onpeneneHve canra.

16. Kak nponcxogut nnaHupoBaHue canta?

17. Yem obnapatoT noaceTtn?

18. Kakne KomnboTEPLI HA3bIBAOT XOPOLLIO CBSA3aHHBbIMUN?

19. [1ns yero ncnonb3yrTCHa CBA3N CanToB?

20. Kak HacTpauBaeTca cnyxba Active Directory?

21. B yem nposiBnaeTca pasHoe HasHayeHune y foMmeHoB Active Directory n nomeHoB
DNS?
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22. Yto npoucxogumt ¢ komnstoTepamm npu nomowm Active Directory?

23. YT0 HasbIBaeTCs XO35iMHOM orepaunmn?

24. 1ns yero cnyxat y4YeTHble 3anncu KOMNbTEPOB?

25. Yepes kakne 0b6beKTbl AaHHbIe KaTanora npeaoCcTaBnsoTCa Nonb3oBaTenisam u
KoMmnboTEpPamM?

26. [1nsa yero ucnonb3yroTcs rnobanbHble kaTanorn?

27. Yem obecneunBaroTcst 4OCTYN U pacnpocTpaHeHue gaHHbix Active Directory?

28. [Ins 4Yero Hy)XHa pennmkaums?

29. YTo coaepXnT XpaHuUnuwie AaHHbIX?

30. YTo HasbiBalOT nybnukaumen?

31. Kakne gaHHble kaTanora pennuumpyrTcs?

32. Kakue ponu osmkHbl cylecTsoBaTth B Kaxaom nece Active Directory?

MNMpakTnyeckasn pabota 5. Ceptudunkatbl 6€3onacHOCTU: BUAbI, PYHKLUN, CPOK
aeuncteus. NMpoBepka Hannuna ceptudmkaTa 6e3onacHoOCTH

CUCTEMbI CEPTU®UKALINN

Cepmudpukayusi npoepaMMHO20 obecreyeHuss - 3TO NOATBEPXKAEHNE COOTBETCTBUS
nokasaTenen HageXHoCTU, MOBUNBLHOCTU, 3FEKTUBHOCTIN, KOPPEKTHOCTU U OPYIUX €ro
XapakTepPUCTUK, a Tarke 3asiBNEHHbIX CBONCTB TpeboBaHMAM HOPMATUBHbLIX JAOKYMEHTOB
(Hanpumep,B cootBeTcTBMM ¢ TOCT 28195-89 unn TOCT P MCO/M3K 9126-93).

OcHoeHOU uyenbro cepmugukayuu nporpaMMHbIX CPeacTB U CUCTEM KadecTsa,
obecneyumBaOLLMX UX XU3HEHHbIN LUK, ABMASIETCA KOHTPOSb 1 YAOCTOBEPEHME KayecTBa
TEXHOMOMI 1 NPOAYKUNW, rapaHTUPOBaHUE UX BbICOKNX NOTPEOUTENBCKUX CBONCTB.

Llenbto cepTndukaumnm aBnseTcs NOAroToBKa U NPUHSATUE peLLeHns O LienecoobpasHocTu
Bblaaun 3asBUTENO cepTudunkaTa CooTBETCTBUSI C Y4ETOM CrieAyoLnX (akTopoB:

NOSIHOTbI, TOYHOCTU U LOCTOBEPHOCTM WMCXOAHOIO0 TEXHWYECKOro 3ajaHus n
cneundukaumin TpeboBaHU, NpencTaBMneHHbIX B AOKymMeHTaumm Ha [1C, a
TaKKe Ha TEXHONOMMIO NOAAEPXKKM €ro XN3HEHHOTO LMKNa;

[AOCTOBEPHOCTM W TOYHOCTM U3MepeHusi U 0006LieHns pes3ynbTaToB
CePTUMUKALMOHHBIX MCNbITAHWA W MNOJyYeHuUst afekBaTHbIX MokasaTenen
KayecTBa KOHEYHbIX MPOrpaMMHbIX MPOAYKTOB W/MNN  TEXHOMOMMYECKMX
NPOLLECCOB MX CO3[aHWS;
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e MeTodoJIorlMn 1N KadectBa UHTepnpeTaunn OaHHbIX 06 obObekTe ucnbITaHWU
n/vnn TexHonormm c ydqyeToM OOCTOBEPHOCTUN OUEHOK, KBaJ'II/ICbI/IKaLI,VIVI n
0OBbEKTUBHOCTU MUCNbITaTENEN, 3aKa34nNKoB U Nonb3oBaTENEN.

O6wue npaBoBbIe OCHOBbLI cepTudurKaumm npoaykunmn n yenyr B Poccunckon ®egepauunm
ycTaHoBneHbl 3akoHoM "O cepTudukaumm npoaykumm n yenyr", ®egepanbHbiM 3aKOHOM
oT 27.12.2002 Ne 184-9®3 «O TexHU4YecKkoM perynupoBaHun» rae onpegenieHbl npasa u
OTBETCTBEHHOCTb B 0b6nactu cepTudurKkaumm opraHoB rocy4apCTBEHHOIO ynpaBrieHus, a
TaKKeunsrotoBuTenemn (NpogaBLUoOB, UCMOMNHUTENEN) U OPYTMX YH4AaCTHUKOB cepTuukaLnm.

PesynbTatomM NonoXmntesbHbIX UCMbITAHUW ABNAETCS cepmughukam coomeemcmeus -
AOKYMEHT, BblAaHHbIA MO MpasBuiaM CUCTEMbl cepTuduKkaumm Ans nogTBepXaeHus
COOTBETCTBUSA  CEpPTUOMUMPOBAHHON  MPOAYKUMM  YCTAHOBIEHHbIM  TpeboBaHUAM.
CepTudukauma nporpaMMHbIX CPeACTB M CUCTEM ABNSIETCSA 31eEMEHTOM 06Len cuctTemsl
cepTudukaymm npoaykumm B Poccuickon ®egepaunu.

Cucmema cepmucpuxauuu — CuUcTema, pacnonararoas COBCTBEHHBLIMN npasuiiamMmm
npoueaypbl 1 ynpasneHna ana nposeneHunsd cemechKau,mm.

OpzaH no cepmugbukayuu — opraH, NPoBOAALLMIA cepTUdukauuio cooTseTcTemsA. OpraH
nocepTUdUKaLIMN MOXET caM NMPOBOAUTL UCMbITAHUA UMK Xe OCYLLECTBNATL HAaA30p 3a
3TOW AeATEeNbHOCTLI0, MPOBOAMMON MO €ro Nopy4YeHuo ApYrMMmn opraHamu.

OpraHusaLmoHHas CTPYKTypa CMCTeMbI cepTudmKkaumm B Poccumn BKoYaeT:

1. rocygapCTBEHHbIN (HauMOHarbHbIN) opraH No cepTudunkaumm,

2. BEJOMCTBEHHbIE OpraHbl MO YMNpaBNeHuK cepTudukaunen npoayKLnm
onpeaeneHHbIXKNaccos,

3. ucnblTatenbHble LLEHTPLI (MabopaTopun).

HauunoHarnbHbIM opraHom no ceptudumkaumm npoaykumm B Poccuiickon denepaumm
asnaetca N'occtangapT Poccumn, KOTOpLIN OCYLLECTBRSET crneayroLwmne yHKyUU:

e oOpraHusyeT BegeHue obsizaTenbHOM cepTudMKaumMm  NpoaykuumM no
NOpYyYEHUI0 OpraHoB 3aKOHOAATENbHOWM UM UCMIONTHUTENbBHON BRacTy;

opraHusyeT UK  uHaHcupyeT pas3paboTky, a Takke YyTBepxaaeT
OCHOBOMOaralLMe HOPMaTUBHO-TEXHUYECKME N METOAMYECKME OOKYMEHTbI
CUCTEMbI cepTUdUKaLnK;

yTBEPXXOAAET [AOKYMEHTbI, YyCTaHaBnuBawliMe MOpsAoK —cepTudmkalmm
KOHKPETHbIX BUAOB MPOAYKLMU;

NPOBOAMT aKKpeanTaLumio UcnbiTaTenbHbIX LEHTPOB (nabopaTopuin) COBMECTHO
C BEOOMCTBEHHbIMW OpraHamuM no cepTudpmkauum u BblgaeT aTTectar
aKkkpeguTauum;

e Mpu3HaeT WHOCTpPaHHble cepTUmMKaTbl COOTBETCTBUSI, OCYLLECTBRSET
B3aMMOZENCTBME C COOTBETCTBYHOLLUMMM YNONTHOMOYEHHBLIMM OpraHamm pyrmx

CTpaH 1 MeXayHapodHbIX OpraHM3aumninno BonpocamMm ceptTudukauuu;
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e peructpupyet n aHHynmpyeT cepTUdUKaThbl COOTBETCTBUA "
cepTUUKaLMOHHbIE  NULUEH3UN, paccMaTpuBaeT  CMOPHble  BOMPOCHI,
BO3HMKaloLWMe B npolecce cepTudukaumm;

e  OpraHu3yeT nepuoamyeckyto nybnukaumo MHPopMaLmmn no ceptTudmkaumn.

OcHoBoun cepTudumkaumm npogykumum B Poccuinckon Pepepauum aensetca Cucrema
ceptudukaumm OCT P NocctaHpapTta Poccun.

Buabl cepTudmkaumum

CepTudukaumsi npoBoANTCSA A5 NOATBEPXKAEHUS COOTBETCTBUA NPOrpaMMHOro npoaykTa
rocygapCTBEHHbIM CTaHgaptam B obnactM MHMOPMAaUMOHHLIX TexHonornn (Habop
CTaHOapToOB, Ha COOTBETCTBME KOTOpbiM Oyaetr nposepsatbca [1C, cornacyetca c
3aKa3ynkom), TpeboBaHNAM TEXHUYECKUX YCNOBUN, TEXHUYECKOTO 3aaHus.

BbligensaioT ABa Buaa ceptuduKkaLum:

1) Ob6s3amesnibHas cepmugukayuss — NOATBEPXKAEHUE YNONTHOMOYEHHbIM Ha TO
OpraHoM COOTBETCTBUSA MpoAaykumm obsi3atenbHbiM TpeboBaHUSAM, YCTaHOBMEHHbIM
3aKkoHoOaTenbLCTBOM. Ob64aszaTtenbHas cepTudukaums ABNseTcH dopmonm
rocy4apCTBEHHOro KOHTpons 3a 6Ge3onacHoCTbi npoaykumn. [loaToMy OHa MOXeT
OCYLLECTBNATLCS MNULLb B CriyYasaXx, NpegyCMOTPEHHbIX 3akoHoAaTenbHbiMU aktamu PO.

2) HobposonbHas cepmugbukayusi NpOBOANTCSA B COOTBETCTBMM ¢ 3akOHOM PO no
UHUUMaTMBE 3adBuTeENnen (M3roToBUTENEN, NPOLABLIOB, WCMOMHUTENEN) B Lensx
NoaATBEPXOEHUS COOTBETCTBUS  npoaykuum  (ycnyr) TpeboBaHMsM CTaHOapToB,
TEXHUYECKMX YCNOBUIN, peLenTyp U ApYyrux JOKYMEHTOB, onpeaensemMbiX 3aaBUTENEM.

B 3aBucumocTn OoT obnactv npMMeHeHust cucTembl, OT HasHayeHus u knacca INC, wnx
cepTudukaumnsa moxeT ObiTb 06513amesnibHOlU NN 06pP08OJILHOU.

B cooTBeTCTBUM C AEVCTBYIOLWMMIN 3aKOHOAATENbHBIMU U HOPMAaTUBHBLIMW JOKYMEHTaMu
cepTudmkauma cpeacts mHgopmaTtmsaumm nposoautcs B Poccuiickon depepaumn B
crneyrowmx OCHOBHbIX HanpaBneHnax:

e 0b6s13amernbHas cepmugukauyusi cpedcme uHghopMamu3ayuu Ha COOTBETCTBME
TpeOOoBaHUAM 3NEKTPOMArHUTHOM COBMECTUMOCTM, a Takke TpeboBaHuSM,
obecneunBaroLnmM 6€30NaCHOCTb XMU3HW, 300POBbLS, UMYLLECTBA NOTpebuTenemn
N OXpaHy cpeabl 00uUTaHus;

e 0bsizameribHas cepmucgbukayusi cpedcme 3awumsl UHGhopMayuu;

e (JobposoribHas cepmucbukayusi PYHKUMNOHANbHbLIX MapaMeTpoB CPeAcTB U
CUCTEM  WHOpMaTU3aUMKM, MO  HOMEHKNaType W  XapakTepucTukam,
yCTaHaBNMBaeMbiM  oTpacneBbiMM  ((PUPMEHHbIMKW)  CTaHgapTamu, U
YYMTbIBAKOLIMM  pasfMyHble  acnekTbl  NPUMEHeHus  annapaTtypbl WU
nporpaMmmHoro obecrnedeHus.
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HobpoBonbHas cepTudukaums npuMeHsieTca ana cpeacts  MHdopmatMsaumm, He
nognexawux B COOTBETCTBUM C 3aKkoHoAaTenbHbIMM akTamu Poccuinckon depepaumm
obsi3aTensHoncepTUdUKaLmm, n NpoBoagMTCA No TpeboBaHNAM, Ha COOTBETCTBUE KOTOPbLIM
3akoHoaTeNbHbIMKM akTamn Poccuinckon ®defepauumn He npedycMOTpPeHO npoBefeHue
obszatenbHon cepTudukauuun. [JobpoBonbHaa cepTudukaums npoBoauTcs  Ans
yOOCTOBEPEHUSA KavyeCcTBa CPeACTB U CUCTEM UHGOpMATU3aLMK C LieSbio NOBbLIWEHUS UX
KOHKYPEHTOCMNOCOOHOCTK,  paclwmpeHus  cepbl  UCMOMNb30BaHUA U MNOSTyYEHUS
AOMNOSTHUTENBHbBIX 9KOHOMUYECKUX NPEUMYLLLECTB.

B cihepe nHdopmaTunsaymm cosgaH aPeKTUBHbBIN MHCTPYMEHT OLEHKN YPOBHS KayecTBa
npuobpetaembix cpeacts  uHdopmatusaumm B Buage Cuctembl O06pOBOSIbLHON
cepTudumkaumm cpeactB U cucteMm  uHgopmatmsaumm  "PocuHpocepT”. Cuctema
ceptudmkaumm "PocnHpocepT” cosgaHa B 1994 rogy Komutetom npu [pesungeHTte
Poccunckon ®epepaumm no nonutuke wuHpopmatmsauumn (POCKOMWHPOPMOM) wu
BHeceHa B [ocygapCTBEHHbI peecTp CUCTEM cepTudukauuu, LEWCTBYHOWMX B
Poccuinckon ®egepaunn.

B cooTteBeTcTBMM C AencTeyloWMM  3akoHogaTensctBoM  Poccuiickon Pepepauyuu
cepTudukaumm nporpammHoro obecneyeHusi NPOBOAUTCS MOJIbKO 8 006poe8osIbHOU
cucmeme cepmucgbukayuu npoaykumun. Npoaykumsa, Ha KOTOPYHO NoMyYeH cepTudukaT Ha
nporpaMmmHoe obecneyeHne nonb3yeTca OOMNbLIMM JOBEPUEM, TaK KaK AAaHHbIN AOKYMEHT
NnoaTBepXOaeT BbICOKOE KayeCTBO MpOAYyKTa, €ro HaAeXHOCTb W COOTBETCTBUE
TpeboBaHUAM rocyaapCTBEHHbIX CTaHAAPTOB.

Cepmudbukayus npoepamm Moxxem 6bimb npoeedeHa OJ1s1 makKux eudoe npoodyKyuu:
e ceTeBOe nporpaMmHoe obecneyveHue;
e CUCTEMbI ynpaBreHns 6a3on gaHHbIX;
e OnepauUnoHHbIE CUCTEMbI N CPeaCcTBa pacLUMPEHNS;
e nporpammHoe obecneyeHne ans MoaenMpoBaHUS;
e nporpammHoe obecneyeHne ans aNeKkTPOHHbIX CAENoK;
e nporpammHoe obecneyeHme ans o6paboTkm JOKYMEHTOB;

e nporpammHoe obecnevyeHne 4ns aBTOMaTU3aLUKn ynpaBrneHnss oobeguHeHUs 1
oTpacnamu;

e NHOPMALMOHHO-CNPABOYHbIE CUCTEMBI N Ba3bl JaHHbIX;

e nporpammMHoe obecneyeHmne ans Nnpes3eHTauMoHHON rpaduku;
e YTUMAUTbI U CUCTEMbI MPOrPaMMNPOBAHUS;

e CUCTEMbl aBTOMaTM3MPOBAHHOIO NPOEKTUPOBAHWS;

e AYKUMOHbI, NIOTEPEN, UrPbl, pasBreyeHns n ap.;

® DJJIEKTPOHHbIE N30AHUA,
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® TPUNOXeHnd MmyrnbTtnmMenna;
e [legarorn4yeckoe nporpamMmmHoe obecneyeHue;

e [IporpaMmHoe obecneyeHne ans TEXHONOMMYECKON NOArOTOBKN npon3sBoacTtBea
n MHOruegpyrue.

Mpoueaypa cepTucpukaumum

D,J'IFI YAOOCTOBEPEHUA KadeCTBa KOHEeYHOro npoAykta — rnporpaMmMHbIiX cpeacts U Ux
KOMIMNOHEHTOB, cnegyert CepTI/I(*)I/ILI,I/IpOBaTb TeXHonorm4eckme npouecchl,
obecneumBaloMX WX KUBHEHHbIA  LINKII. I'IoeTomy Heobxoaumo paccmaTpuBaTtb
COBMECTHO 3auaq|/|cepmcbvu<aumm KOHeYHbIX 06 beKmoes — rnpocpamMmMHbIX npodykmoe,
a Takke mexHosioauli u cucmemM Kayecmea, obecneumBalOLMX WX CO3QaHME U
coBepLlieHCcTBOBaHMe.

B n“cxoaHbiIX HOPMAaTUBHBLIX JOKYMEHTaxX U TpeboBaHUSAX AOMKHbI ObiTb COCPEAOTOUEHbI
ece OyHKUUOHanbHbIe U 3KCrnyamayuoHHble Xxapakmepucmuku, obecneynsaioLume
3aKasunky " nonb3oBaTensam BO3MOXXHOCTb KOPPEKTHOro NPUMEHeHNs
cepTUULMPOBaAHHOIO OObekTa W/MNU  TEXHOMNMOrMYeckoro npolecca BO BCEM
MHOroo6pasun ero yHKLMIN 1 XapakTEPUCTUK KavecTBa.

CepTndUKauNOHHbIE UCMbITAHUST SIBNSIOTCA Havbonee copmannsoBaHHbIM 1
pernamMeHTMpoBaHHbLIM 3TanoM TECTUPOBaHWS, kak 06bekmoe [1 NporpaMMHbIX
NPOOYKTOB, TaKu Mpoyeccoe ux Co3faHusi, NoaaepKXMBaeMbIM 3HAYUTENbHLIM YACIIOM
cTaHZapToB M AokymeHToB. [lpu cepTudukauum obblMHO pykoeodcmeyromcs
credyroujuMu OCHOBHbIMU UCXOOHbLIMU OOKYMeHmamMu:

e [ENCTBYOLWMMM MeXOYHAPOAHLIMU, rOCYAapPCTBEHHLIMU U BEAOMCTBEHHbLIMM
CTaHOapTaMy Ha MPOEKTUpPOBaHME M UCMbITAHWUS KOMMMEKCOB Nporpamm, Ha
XM3HeHHbI umkn MC, cuctembl obecneyeHnst N xapakTepUCTUKM UX KayecTBa,
a TaKke Ha TEXHOMOrMYeCcKyo JOKYMEHTaLUMIO;

e YTBEPXOEHHbBIM 3aKa34MKOM U COrnacoBaHHbIM C pa3paboTyMKOM TEXHUYECKUM
3agaHuem n/unu cneumdurkaumen TpedoBaHW, YTBEPXKOEHHLIM KOMMIIEKTOM
aKcnnyaTaumMoHHON AokymeHTaumm Ha [C n ero KOMMOHEHTbI, a Takke Ha
cuctemy obecnevyeHnsa nx KayecTBa;

e [lporpammori CcepTUMUKALUMOHHBLIX WUCMNbITAHUA MO BCeM TpeboBaHUAM
TEXHNYECKOro3aaaHusi U NOSIOXEeHUAM 3KCMyaTaunoHHOW JOKYMeHTauuu;

e MeToAMKaMW WCMbITAHUA MO KaxaoMy pasgeny TpebGoBaHWiA TeXHUYECKOro
3aaHusl LOOKyMEHTaUuN.

CepTudukaums COCTOMT M3 psifa OpraHM3auMOHHbIX MPOLIECCOB, COCTaBMSOLLMX
Cucmemy cepmudgbukayuu, KoOTOpble MOAAEPKMBAKOTCA perfnamMeHTUPOBaHHbIMU
npoueaypamMv W LOOKYMEHTAMU W [OMKHbI  BbINMOMHATLCA  KBaNM@PUUMPOBaHHbLIMMU,
aTTeCTOBaHHbLIMWN 3KCMepTaMm — MHCMNEKTOPaMM.
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Mpouecc cepmudgbukayuu nNpozpaMMHbIX NMPOOYKMOoe U cucmemM Kavyecmea
npeonpusmusi éKJIro4aem:

1.

aHanu3 K BbIOOpP paspaboTyMKOM UMM  3aKas3vyMKoM (3adBUTENEM),
KOMMNETEHTHbIX B 4aHHOW obnacTn opraHa U aTTectoBaHHOW niabopatopumn
AnNs BbINONTHEHUS cepPTUMKALNOHHBIX UCTbITAHUR,

nogayy 3asBUTENEM 3asiBKM Ha UCMbITaHWA B opraH cepTudukauum u
NpUHATUE cepTUMKaTopaMyM peLleHns Mo 3asiBke, BbIOOP CXeMbl
cepTudUKaLnn, 3aKnYeHne 4OroBopa Ha cepTudmkaumio;

I/I,D,eHTI/I(bI/IKaLI,I/IPO Tpe6OBaHI/IIZ K CuctemMme KadectBa npeanpuatTmnd n/vinn K
Bepcun nporpaMmMHOro npoaykra, noanexawmx NCcnblTaHUAM,

BbIMNONHEHNE  CEePTUMUKALNOHHBLIX  UCMbITAHUA  CUCTEMbI  KayecTBa
npeanpusaTMs UnuM Bepcun NpPorpaMMHOro npogykra cepTUdUKaLMOHHON
nabopaTopuen;

aHanM3 Mnony4YeHHbIX pe3ynbTaToB U NPUHATUE pelleHust nabopaTopueit
n/vnn opraHom cepTuduMKauMm O BO3MOXHOCTU Bblgaun 3asBUTENHO
cepTudmkaTa cCooTBETCTBUS;

Bblaa4y opraHoM cepTudurkaLmmn 3asBUTenNo — cepTuduKkaTa n NMUEH3NN Ha
NPMMEHEeHNe 3Haka COOTBETCTBMS W Ha BbINyCK cepTudULMPOBaHHOM
NPoAYyKLUMM — BEPCUIA NPOrPaMMHOIO NPOAYKTa;

OCYLLEeCTBINEHNE WHCMNEKLUMOHHOIO KOHTPONS OpraHoM cepTudukalmm
cepTUMLUMPOBAHHON CUCTEMBbI KaYeCcTBa NpeanpusaTUs U/mnm NpoayKunm;

npoBeAeHNe 3asBUTENEM KOPPEKTUPYIOLLNX MEPONPUSITUIA NPU HapyLLEHUN
COOTBETCTBUS  MPOLECCOB CUCTEMbI  KayecTBa W/MnM  NpoayKumm
yCTaHOBMEHHbIM TpeboBaHMAM M NpU HenpaBWIbHOM MPUMEHEHUN 3HaKa
COOTBETCTBUS.

Ha cepTudukauuto npMHMMatoTcs Tonbko paboyne Bepcum NnporpaMMHbIX NPOAYKTOB (T.e.,
BEPCUU, HE coaepKaLlme orpaHMYeHUn No BpeMeHN paboTbl U APYrMX napaMeTpoB).

BmecTe ¢ 3aaBko HeobxoaMmo NpenocTaBuUTb B OpraH no ceptudukaumm cnegyrowme
obs13aTenbHble AOKYMEHTBI U MaTepuansbl:

e NMUCbMEHHOEe NOATBEPXAEHME cornacus C npoueaypon cepTudukauum,
nognucaHHoe pykoBOAMTENEeM opraHn3auun-3assuTens (3assutenem);

e NUCbMEHHOE cornacue OT opraHnsaunn, paspaboTasLuern NPorpaMMHbIN NPOAYKT
(B cnyyae,ecnu 3asBKa nogaHa OT UMEHU OpraHM3auuu SKChnyaTupyloLwen unm
npogaroLLen NPOrpaMmMHbIN NPOLYKT);

e «TexHuyeckoe 3apaHmne» no NOCT 19.201-78;

e «Cneumndmkauma» no NOCT 19.202-78;

¢ «OnucaHue nporpammbl» no NOCT 19.402-78;
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«Onucanue npumeHeHnsa» no FOCT 19.502-78;

«PykoBoacTtBo nonb3osatens» no P 50-34.698-90;

«lMporpamma n metoguka ncnoitanmim» no NOCT 19.301-79;

aKT npoBeaeHnA NCNbITaHUN;

ase ,D,I/ICTpI/I6yTMBHbIe Konuu nporpamMmmHOro cpenctsa. ,D,I/ICTpI/I6yTI/IBbI OOJKHbI

conpoBoXgaTtbCs oTrevyaTaHHbIM CMNCKOM
cba|7|nos, 3alnMCaHHbIX HaauckeTax U KOMMNaKT AUCKaX,

B CrMUCKe AO0SKHbI ObITb YKa3aHbl obbem (*)aIZJ'IOB, Jata n BpeMAnx co3gaHus,;

KOnuna OOKyMeHTa (J'II/ILI,GH3I/II/I), noAareepXaawuwero JreraribHOCTb MOKYIMKU

dupmon- pa3paboTynkom WHCTPYMEHTarnbHbIX U 0OBLWECUCTEMHBIX
nporpaMmHbix  cpeacts  (OC, CYB[, 43blkn nporpamMmmumpoBaHus),
NCMNONb30BaHHbIX ans pa3paboTku NporpaMmMHbIX NpOaYKTOB,

npenocrtaBsieHHbIX Ha CepTMCbI/IKaLI,IMO.
CepTI/leI/IKaLI,I/IOHHbIe ncnbitTanus NC OCYyLUEeCTBIIAETCA B ABa 3Tana.

1. TexHonormyeckne  wmucnbiTaHus.  poBogsatcss € UCNOSMIb30BaHUEM
COBPEMEHHbLIXMETOA0B U CPeacTB No oopmanm3oBaHHbIM NpaBuniam, yaoCcToBepsitoLLmnum
COOTBETCTBUE pearnbHbIX KONMMYECTBEHHbIX U KAYEeCTBEHHbIX Noka3aTenen Tem, KotTopble
3adpukcmposaHbl B HT1 unn nporpaMmHON JOKYMeHTauuu;

2. OueHka, npoBoaMMas akcnepTamun.B xoae ucnbiTaHUin BbINONHAETCS:

e VlneHTndpumkauna obbekta UCNbITAHUW MNyTEM MNPOBEPKM  XapaKTEPUCTUK
naeHTuukauum nporpammMHoro cpeacrtsa (nonHoe Hassadue [1C, Bepcust m
paTta Bbinycka NC, ceegeHus o paspabotumke NC, cBeaeHus 0 BXogsawmx B
COCTaB  KOMMOHEHTax, OCHOBHble BbINOSIHAEMblE  (DPYHKUMM, COCTaB
NPOrpaMmMHON AOKYMEHTaLNN);

e NIHCTannsuus nyteM yCTaHOBKM MPOrpaMMHOro npoaykTta Ha KOMMboTepbl, Ha
KOTOpble AO3TOro AaHHbIN NPOrpaMMHbIA NPOAYKT He Obln YCTaHOBIEH;

e JKCnepTM3a NporpaMMHON OOKYMEHTaUUM Ha COOTBETCTBME TpeboBaHWUSIM
NocypapctBeHHbix ctaHgapToB [OCT P MCO/M3BK 12119-2000 (n. 3.2), TOCT
P NCO 9127-94 (n.n. 5, 6.1, 6.3-6.5);

e [poBepka M OLEeHKa KayecTBa CepTUPULMPYEMOro MPOrpaMMHOrO NpoaykTa B
COOTBETCTBUM C TpebOoBaHMAMW  HOPMAaTUMBHbLIX  [JOKYMEHTOB  (CMMCOK
AOKYMEHTOB onpefensieTcs B npouecce pa3paboTkM MeToauku), npoBepka
NporpaMMHOro MpoaykTa Ha COOTBETCTBME BbINOMHSAEMbIX (YHKUMIA MO
PYKOBOACTBY MoNib3oBaTens u TpeboBaHnsM TEXHUYECKOrO 3a4aHusl.

Ha ocHoBaHWM MCMbITaHUA OLIEHUBAIOTCS MONyYeHHble pe3ynbTaTbl U 06OCHOBLIBAKOTCS
BbIBOAbl O COOTBETCTBMMN MM HECOOTBETCTBUM MPOAYKLUMM UM NPOLIECCOB TpeboBaHMAM
HOPMaTMBHbIX [OKYMEHTOB. [pOTOKOMbl MCMbITaHWA NPeAcTaBNSATCA B oOpraH no
cepTuduKauum, a Takke 3asBuTENto Mo ero TpebosaHuio. [MpoToKoNbl MCNbITAHWNA
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noanexartr XpaHeHNnro B Te4YeHne CpPOKOB, YCTAHOBJIEHHbIX B TpaBuliiax CUCTEM
CepTl/l(bVIKaLWII/I npoaykumn n B AOKyMEHTax ncnblTaTenNbHON na6opaTop|/||/|, HO HE MeHee
Tpex ner.

npOMOKOﬂbI ucnbimaHull npegcrtaBiArOTCA 3adBUTESIIO WU B OpraH Tno
CepTM(bMKaU,VII/I.3aFIBI/ITeJ'Ib MOXeT npeacrtaBmuTb B opraH no CepTI/I(*)I/IKaLI,I/II/I MPOTOKO/JbI
ncnbITaHUn C y4eTOM CPOKOBUX nencTeuns, nposeaeHHbIX Mnpu paspa60TKe M NOCTaHOBKe
npoaykumMn Ha npoun3soAacTBO, WKW  OOKYMEHTbI 06 ucnbITaHUAX, BbIMNOMHEHHbIX
oTe4yeCTBeHHbIMU nnn Sapy6e)KHbIMI/I ncrnblTaTesribHbIMA na6opaTop|/|;|M|/|,
akkpeanToBaHHbIMK WM NPU3HAHHbIMKA B Cucteme CepTI/Id)I/IKaLI,I/II/I. Ha ocHoBaHuu
MPOTOKOJ10B CepTI/ICbI/IKaLI,I/IOHHbIX NCNbITaHUM OLLEHMBAOTCS noNlydyeHHble pe3ylbTaTbl U
060CHOBbIBAOTCA CAefiaHHble BbIBOAbI O COOTBETCTBUN UM HECOOTBETCTBUN npoaykuunm
TDGGOBaHMFIM HOPMaTUBHbIX JOKYMEHTOB.

3aknroyeHue no pe3ynbmamam cepmupuKayuUOHHbIX ucnbimaHul
paspabartbiBaeTca cepTudmnkaTopamm n Coaepxmt o000bLLEHHbIE CBEAEHUS O pesyrbTaTax
ucnblTaHMn M obocHoBaHME LenecoobpasHOCTU Bblgayn cepTudukaTta. B cnyyae
nosly4eHnsa oTpuuaTenbHbIX pe3ynbTaToB CePTUDUKALMOHHBIX UCMbITAHUI NPUHUMaETCH
peweHne o6 oOTka3e B Bblgadye cepTugukata cooTtBeTcTBUSA. [locne popaboTku
cepTuduumpyeMon npoaykuunm WA CUCTEMbI KadecTBa WUCMNbITaHMS MOryT ObITb
NnoBTOpPeHbl. PesynbTaTtbl aHanm3a COCTOSHUA TEXHOMOMMW WM KadecTBa NpoAyKuMu
ogpopmMissroMCcsi akmomM, B KOTOPOM [AlOTCA OLEHKM MO BCeM no3uumam lMporpammebl
UCMbITaHUA W CcoOepXaTCa BbIBOAbl, BKNOYawuwme o0yl OUeHKY COCTOSIHUS
NPoOn3BOACTBA M NPOAYKUUN, HEOBXOAMMOCTb KOPPEKTUPYIOLLUMX MEPONPUSATUA. AKT
NCnonb3yeTcsl OpraHoM nocepTuduKaumm Hapsagy C NpoTOKONamMu UCMbITaHWUA, 3asiBKOW
ANS Bbldayn 1 onpeaenieHnst cpoka AencTBus ceptudurkaTa Ha NPorpaMMHbIA MPOAYKT,
NepuoanYHOCTUN MHCMNEKLNMOHHOIO KOHTPOSSA, a Takke ANsl COCTaBNEHUS KOPPEKTUPYIOLLINX
MEpPONPUATUN.

Mo pesynbtatam CcepTUGUKALMOHHBIX WCMbITAHUA W 3KCNEepTU3bl AOKyMeHTauuu
NPpUHMUMaeTcs peweHue O e6blida4e cepmugukama. B cnyyae nonyyeHus
oTpuuaTenbHbIX Pe3yrbTaToB CepTUMUKALMOHHbBIX MUCMbITAHWUIA NPUHUMAETCS peweHue
06 omkasze e ebida4e cepmugbukama cooTBeTCTBUS. Kpome ToOro, npepnpustuio-
3asiBUTEN0 MOryT ObiTb HamnpaBfieHbl NPEANOXeHUs MO YCTpaHeHWIo npeanonaraeMbixX
MPUYMH OTpuULUATENbHBLIX Pe3ynbTaToB MUCMbITaHWUIA, Nocne AOpaboTkM cepTUmumpyemon
NpoayKUMM UCNbITaHMS MOTYT BbiTb NOBTOPEHbI.

OpraH no ceptudmkaumm nocre aHanunsa npoTOKOSIOB UCMbITAHWUIA, OLIEHKM NPOU3BOACTBA,
cepTUdUKaLUM CUCTEMbI KayecTBa, aHanm3a AOKyMEHTaLuK, ykazaHHOW B peLueHun Mo
3asiBKe, OCYLLECTBIISIET OLEHKY COOTBETCTBUS NPOAYKLMN YCTAHOBIEHHbLIM TpeboBaHNSM,
oghopmsisiem cepmughukam Ha OCHOBaHMM 3aKIIOYEHWUsI SKCTIEPTOB U peaucmpupyem
e2o. [lpy BHECEHMM W3MEHEHUA B KOHCTPYKTOPCKYHD WM  3KCMiyaTaLMOHHYH
AOKYMEHTaLM0, KOTOpble MOryT MOBMAMSATb Ha KayeCTBO CUCTEMbl UINU MPOrpaMMHbIi
npoayKT, yAOCTOBEPSieMble MpU cepTUdUKaLMK, 3asiBUTENb AOIMKEH M3BECTUTL 06 3TOM
opraH no cepTuduKaumn, ANs NPUHATUS PELLeHUs O HEeOoBXOAMMOCTU MNPOBEAEHMUS
AONOSNHUTENbHbIX UCNbiTaHW. [ocne perucTpaumn ceptudmkat BCTynaet B Cuny u
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HaripasndeTcda npeanpuaTuio-3adBUTESIO. Oﬂ,HOBpeMeHHO C BblOayen CepTVId)I/IKaTa
npeanpuaTnio-3adBUTESNIO MOXET BblaBaTbCA JIUUEH3UsA Ha npaBo MNpUMEHEHUA 3HaKa
cOoOoTBEeTCTBUA.

3a cepTUMUMPOBAHHBIMKA  MPOrPaMMHbIMKM  MpoAykTaMuM B Mpouecce  Uux
aKCnnyaTauMmMB TEYEHME BCEro Cpoka OEWCTBUSI cepTudmKaTa COOTBETCTBUS OOSIKEH
OCYLLECTBNATLCH UHCMEKYUOHHbIU KOHMPOJIb. IHCNEKLUMOHHbIA KOHTPOSb NPOBOAMTCS
B hopMe NepuroanYecknx 1 BHEMMAHOBLIX NPOBEPOK CobMntoAeHMs TpeboBaHUiM Kk Ka4ecTBy
TEXHOOMN 1 cepTUdULMPOBaAHHON NpoayKuun. O6bekTaMm KOHTPOIS, B 3aBUCUMOCTM OT
CXeMbl cepTudUKaummn, ABNSeTCs cepTudUUMPOBaHHas NPOAYKUUS, cUCTEMa KayecTea
unn cTabunbHOCTb MpPOU3BOACTBA nNpeanpusaTusi-paspaboTynka. [lMpu onpeaeneHun
NepuoanyYHOCTM M 06 beMa MHCMEKLMOHHON NPOBEPKN YYUTBLIBAKOTCS crneaytoLime akTopbl:
CTeneHb MOTeHUManbHOW OMacHOCTM  MPOrpaMMHOr0  npoaykTa, CTabUNbHOCTb
npoussoacTBa, o6bem BbiNycka, HanmuuMe U NPUMEHEHWe CUCTEMbl KayecTBa npwu
paspaboTke, MHOpMaUMs O pesynbTaTax MCNbiTaHWIA NPOAyKTa U ero Npov3BOACTBa,
NPOBeAEHHbIX N3roTOBUTENEM, OpraHaMu rocy4apCTBEHHOIO KOHTPOSS U Haa3opa.

PesynbTaTbl MHCMEKLMOHHOIO KOHTPONS OGhOpMI/ISSFOMCS akKmoM, B KOTOPOM [OaeTcs
OoLieHKa pe3ynbTaToB MUCMNbiTaHM 006pasLoB M ApyrMx NPOBepoK, AenaeTcs obliee
3aKMYeHMe O COCTOSIHUM MPOM3BOACTBA  CEPTUUUMPOBAHHOW  MpoAyKUMM U
BO3MOXHOCTU COXpaHEHUS1 IENCTBMABbLIAAHHOIO cepTudukaTa. AKT XpaHUTCS B opraHe no
cepTMduKaLuun, a ero Komnuv HanpaBnalTcs pas3paboTyMky U B opraHvsauumm,
NPUHUMAaBLLME Y4YacTue B MHCMEKLMOHHOM KoHTpore. o pesynbTatam MHCMNEKLMOHHOIO
KOHTpONA op2aH fno cepmudbukayuu MoXKem npuUOCMaHoO8UMb UJIU OMMeHUMb
delicmeue cepmugbukama v aHHYNMPOBaTb NULIEH3NIO HA NPaBO NPUMEHEHUs 3Haka
COOTBETCTBUSI B CIlydae HECOOTBETCTBMA Npoaykuum TpeboBaHMAM HOPMATUBHBIX
[IOKYMEHTOB, KOHTPONMPYEMbIX NPY cepTUdUKALINK, a TaKKe B CNy4Yasx:

e NMPUHUMNMANbHBLIX W3MEHEHU MoAenu 3penoctv, npoduns CraHOgapToB,
HOPMaTUBHbLIXAOKYMEHTOB Ha NPOAYKLMIO UM MeToAa UCMbITaHWUIA;

e N3MEHEHMS KOHCTPYKLMK (COCTaBa), KOMMMEKTHOCTU NPOAYKLMU;
e 3MEHEHMS opraHM3aummn M TexXHoNornm paspaboTkn U NPON3BOACTBA;

e HEBbINOMHEHMS TpeboBaHW TEXHOMOrMM, MeTOAOB KOHTPONSA U MUCMbITaHURA,
CUCTEMbI Ka4yecTBa, €Cnu MepeyvnUcrieHHble W3MEeHeHWa MOryT Bbl3BaTb
HecoOTBETCTBME  MpoayKuum  TpeboBaHWUSM,  KOHTPONMpPYEMbIM  NpU
cepTudumkaumn.

PelueHne o NpMocTaHOBNEHUN OENCTBUSI cepTUdMKaTa U NIMLLEH3UN Ha NPaBO NPUMEHEHUS!
3HaKa COOTBETCTBMS He MPUHMMAaeTCcs B TOM Clny4vae, €ecrnv MnyTeM KOpPPEKTUPYHOLLNX
MEpONPUATUA, COrMacoBaHHbIX C OpraHoM Mo cepTudUKauuW, €ero BblOaBLUMM,
3asiBUTENb MOXET YCTPaHUTb 0BHapy>KEHHbIE NMPUYMHbI HECOOTBETCTBUSI U NOATBEPAUTD
6e3 NOBTOPHLIX MUCNbITAHWUIA B aKKpeaUTOBaHHOW nabopaTopumn, COOTBETCTBME MpoaykTa
UM NPOLLECCOB HOPMATUBHbLIM JOKYMeHTaM. Ecnn aToro caenatb Henb3s, TO AecTBue
cepTuduKkaTa OTMEHSIETCS, M NMMUEH3US Ha NpaBO NPUMEHEHWs 3HaKa COOTBETCTBUS
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aHHynupyeTcs. VIHpopmaumsa o npnocTtaHoOBNEHUM UM OTMEHe OeUCTBUA cepTudumkarta
A0BOOMTCA OpraHoM Mo cepTuguKkauun, ero BblAaBLIMM, OO0 CBeAEHUA 3aaBUTENS,
notpedbutenen n Opyrnx 3amMHTEpPeCOBaHHbLIX opraHu3auun. [encteue ceptudukata u
npaBo MapKUpPOBaHMUS NPOAYKLUM 3HAKOM COOTBETCTBUA MOryT ObiTb BO30OHOBMEHBLI MpuU
BbINONIHEHUM NpeanpuUATUEM-pa3padoTyMKOM CrieayroLmMX YCIOBUIA:

® BblABJIEHUA NMPUYHNH HECOOTBETCTBUA N NX YCTPAHEHUA;

e NpeACcTaBneHns B opraH no cepTudmkaumum otyetTa o npoaenaHHon paboTe no
yrydLleHnon obecnedyeHms kayectsa NPOAYKLNN;

e NPOBEAEHNs MO MeToaMKaM U Mof KOHTPOSIEM opraHa Mo cepTuduKaunm
[AOMONHUTENbHBIX MCMbITaHUA  NPOAYKUUM U MONyYEHMST NONOXUTENbHBLIX
pe3ynbTaTos.

3agaHue.
CoctaBbTe no matepmanam nekumm 15 - 20 BONpocoB ¢ 0OTBETaMU U NepeLunnTe
npenogasaTtento

MNMpakTu4yeckasn pabota Ne6. PaspaboTka nonntukm 6€3o0nacHOCTU KOpnopaTuBHOMN
ceTn
Llenb 3aHsmus: MNo3HakoMUTb OByYaloLWMXCA C OCHOBHbIMM MpuemMammn paboTbl C
nonuTnkamm 6e3onacHOCTN KOpNopaTUBHOM CETU;
CodepxxaHue u rnopsi0oK 8bINMOSIHEHUS 3a0aHUs:
TeopeTuvyeckmn matepuan

MHPOPMALIMOHHAA BE3OMNACHOCTb BA3 JAHHbIX

MHdopmaumoHHaa 6Ge3onacHOCTb -  3alUUWEHHOCTb  MHdoOpMauMn u
noaaepXuBaroLennHPacTpyKTypbl OT CrydarHbIX UK NpeAHaMepeHHbIX BO34EeNCTBUM
€CTECTBEHHOr0 WM  WUCKYCCTBEHHOr0  XapakTepa, KoTopble  MOryT  HaHecTu
Hernpuemnembil yuepb cybbekmam UHPOPMaUUOHHbIX OMHOWEeHUU, B TOM 4ucne
Bnagernbuam v nonb3oBaTtenam UHopmauumn n nogaepxuearoLLen MHPPacTpyKTypbl.

FOCT "Sawuma uHgpopmauuu. OCHOBHblE TEPMUHBLI U onpeaeneHns” BBoaUT
NoHATME WH(pOPMALMOHHOM 6e30MacHOCTU KaK COCTOSIHME  3alUMLLEHHOCTU
MHpopMauuK, Npu KOTOPOM obecneyeHbl ee KOHghudeHUuarnbHOCMb, AOCTYMHOCTb W
Uesr1ocCmHoOCMeb.

. KoHghudeHyuanbHOoCmMb — COCTOSIHME MHpOPMaLLMK, NPU KOTOPOM AOCTY
K HEel OCYLLEeCTBNSAT TONbKO CYOBEKTLI, UMEIOLME Ha HEro Npaso.

. LjenocmHocmb — cocTogHWe WHAOPMaUWUK, NPU KOTOPOM OTCYTCTBYET
noboe ee u3MeHeHMe nMBO M3MEHEHWE OCYLLECTBMSETCS TOMbKO MNpeaHaMepeHHo
cybbekTaMu, MMEKLLNMIN Ha HEro Npaso;

. HocmynHocmb — cOCTOSiHME WHGOPMaUUK, MNPU KOTOPOM CYOBEKTHI,
nmMeroLme npaso A0CTyna, MOryT peann3oBbiBaTbh €ro 6ecnpensaTCcTBEHHO.

Yrpo3bl MWH(pOPMALMOHHOM ©6e30MacHOCTUM — COBOKYMHOCTb YCMNOBUN W
hakToOpOoB, CO3JaKOLMX MOTEHUMAanbHYIO WM peanbHO CYLLECTBYIOLWYIO OMacHOCTb
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HapyLweHuna BGesonacHocTu I/IH(*)OpMaLI,VIl/I. Amakou HasblBaeTcs nonbiTka peann3aumnm

yrposbl,

a TOT, KTO npeanpuHMMaeT TakKyo nNonbiTKy, - 3JIOYMbIWI/T€HHUKOM.

MoTeHunanbHblE 3N1I0YMbILWWJTEHHUKN Ha3bIBalOTCA UCMOYHUKamMUu yepOo3hbl.

erosbl MOXHO KJ'IaCCI/ICbI/ILI,I/IpOBaTb NO HECKOJTIbKUM KPpUTEPUAM!

no ceolcmeam UHghopmayuu (BocTynHoCTb, LLeNIOCTHOCTb,
KOH(MAEHUMANbHOCTL), NPOTMB KOTOPbIX Yrpo3bl HanpaBfieHbl B MNEPBYHO
oyepenb;

No KOMMOHEHTaM MHAOPMALMOHHbIX CUCTEM, Ha KOTOpble Yrpo3bl HaLEeneHbl
(OaHHbIE, MporpamMMebl, annapartypa, noddepxusarowas UHbpacmpykmypa);

no cnocoby ocywecTeneHus (cnyyanHble/npegHamMepeHHble  OenCTBUA
NPUPOAHOro/TEXHOrEeHHOro Xapakrepa);

Mo pacrnosioXeHU NCTOYHMNKA yrpo3 (BHYyTpu/BHe paccmaTtpuaemon NC).

Yeposa siBnsieTcss cnegctBMEM  HanMuvs YA3BUMbIX MeECT MUITMYSI3BUMOCTEWN
BMH(OpPMaLMOHHOW CUCTEME.

an/I‘-II/IHaMI/I BO3HUKHOBEHUA yFI3BI/IMOCTeIZ B obem crny4vae ABJATCA:

1. owwmbkn npu paspaboTke NporpamMMHOro obecneyeHus;

2. npegHamMepeHHble W3MEHeHWs nporpammMHoro obecnevyeHnss C  Lenbio
BHECEHUSAYSA3BMMOCTEWN;

HenpaBWUIbHbIE HACTPOWKN NPOrpamMMHOro obecneyvyeHus;

HeCaHKLMOHUPOBaHHOE BHEAPEHNE BPEAOHOCHbIX Nporpamm;

o &> o

HeyMbILLUNEeHHbIe AeNCTBUSA Nofb3oBaTenen;

6. cbou B paboTe NporpaMMHOro 1 annapaTHoOro obecnevyeHus.

YA3BUMOCTM MOXHO KnaccuuumpoBaTb No pasnmyHbIM NpU3Hakam:

1. no tnny MO — cuctemHoe unu NpuknagHoe.

2. lo atany wu3HeHHoro uukna MO, Ha KOTOPOM BO3HWKNA YS3BMMOCTb —
NPOEKTMPOBaHNe, aKCNyaTauns v np.

3. Mo npuyvHe BO3HWKHOBEHUSI YA3BMMOCTM, Hanpumep, HepocTaTku
MEeXaHU3MOB ayTeHTUMKaLN CeTEBbLIX NMPOTOKOSIOB.

4. nNo xapakTepy MOCMEeACTBMI OT peanusauum aTtak — WU3MEHEeHWe npas
AocTtyna, nogbopnapons, BbIBO4 U3 CTPOSi CUCTEMbI B LLENOM M Mp.

Mpexae 4Yem npuctynaTb K MOCTPOEHUID CUCTEMbI 3alMTbl MHOpMauun Heobxoammo
npoBecTn aHanus ysssumocmel NC n nonbiTaTbCA COKPATUTbL MX KONMYECTBO, TO €CTb
NCNonb30BaTb METO NPEBEHTUBHOCTMU.

BaxxHenwme yrposbl 6e3onacHocTn 6a3 gaHHbIX:

1. YUpe3mepHbIie U Heucnonb3yeMble NoNib3oBaTeNbCKMe NpUBUIerm
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Korga kTo-nmbo nosiydaeT npmusuriernu, 00beMb KOTOpPbIX npeBbIWatoT HeobxoauMmble aAns
BbIMNONMHEHUS OOIMKHOCTHbLIX 006513aHHOCTEN, BO3HUKaET BEPOATHOCTb 3noyn0Tpe6neH|/|ﬂ
STUMU NpUBUNErMAMNA. bonee Toro, korga kakoro-nmbo pa60TH|/||<a nepesogAdaT Ha Apyryro
OOJDKHOCTb UIMM  OH YBOJIbHAETCA, YPOBEHb e€ero pAocrtyna K KOHC*)I/ID,GHLI,I/IaJ'IbHOIZ
I/IHCbOpMaU,VIVI 4aCTO OCTaeTCA HEN3MEHHbIM.

2. 3noynompebsieHue npususie2usimu

CYLLI,eCTByeT BEPOATHOCTb WMCNOJIb30OBAHUA NOJIb3OBaTESIAMUA CBOUX JIETUTUMHBLIX MpaB
OOCTynaB NPOTUBOMNPAaBHbIX LEeNnAX.

3. Input-uHbekyuu (UHbeKyuu e nosie esoda)

CyuwiecTByeT ABa OCHOBHbIX criocoba Banoma 6a3 gaHHbIX NPy NOMOLLM MHBEKLUIA
koga:

. SQL-MHbeKUUK, NpuMeHdaeMble Ans B3fnoMa TpaaumuuoHHbix CYB[. SQL-
WHbEKUMM OObIYHO npeactaBnalT cobor  BHeapeHuMe  (MHBbEKLMIO)
HepaspeLLUeHHOro N BpeaoHOCHOro Koaa B Nonsi BBoAa BEO-MPUNOXEHUIA.

. NoSQL-MHbeKLMN, KOTOpble MCNONb3ylTca AN B3noma nnatgopm Big
Data. UHbekumn tnna NoSQL nogpasymeBaloT BHeApPeEHUE BPeOHOCHOrO
Koda B KOMMoHeHThI Big Data (Hanpumep, B Hive unn MapReduce).

4. Xakepckue rnpo2paMmbI

KnbepnpecTtynHuku, npodeccroHarnbHble Xakepbl NPUMEHSIIOT NepeaoBble MeTOAb! aTaky,
coyeTalowme B cebe pasnuyHble TakKTUYECKMe MNPUEMbl, TakMe Kak (ULLMHIOBbIE
9NEKTPOHHbIE MWUCbMa M Xakepckne nporpaMMbl, C LENbH MNPOHMKHOBEHUSI B CeTb
opraHusauun 1 nonyyveHnst KoHduaeHUnanbHbIX AaHHbIX. JIerMTMMHbIE Nonb3oBaTeENN, He
3Hass 06 UHMUMPOBAHUKN CBOMX KOMMbIOTEPOB Xakepckum MO, MoryT ctaTb HEBOSbHbLIMM
nocpeaHvkamun, npu MoMOLLM KOTOPbIX Xakepbl Mony4arT AOCTYMN K CETSAM U BaXHbIM
AaHHbIM.

5. HeOdocmamoy4Hble Mmepbi Mo ayoumy OaHHbIX.

KopnopatneBHas uvHdoOpMauMoHHas cucteMa [OoSbkHa BKyaTb B cebs cpencrtBa ans
aBTOMaTU4YeCKOW  pernctpauumn  TpaH3akumn 6asbl  JaHHbIX, B TOM  4uUcrne
NPOTOKONMPOBaHNA onepauuni ¢ KoHpuaeHumanoHon uHdopmaumen. OTkas oT cbopa
AeTanbHblX AaHHbIX ayauTa BefeT K BO3HUMKHOBEHMIO CEpPbe3HbIX YrpO3 Ha MHOXECTBEe
YPOBHEWN.

MHorne opraHmsauum Mcnonb3yoT BCTpoeHHble B CYB[ cpeactesa ayguTa, nonaratoTcs
Ha y3KocneumanuampoBaHHbIE peLleHNs Unn NPOBOAAT ayaAnuT B py4YHOM pexnme. OgHako
BO3MOXHOCTM TaKMX WHCTPYMEHTOB OrpaHU4YeHbl — OHW He MO3BOMSKT NPOBOAUTb
NMOSNMHOLUEHHbIV ayauT, BbISIBMATL NOMbITKM B3flOMa U NPOBOAUTb paccriefoBaHus. bornee
Toro, BCTpoeHHble B CYB[l cpeactBa 4acTO OKa3biBAlOT M3NULLHIOW Harpysky Ha
NpoLLeCcCop M XeCTKUIN AUCK cepBepa, NO3ITOMY BO MHOMMXCIy4YasX (oyHKUMS ayauTa npocTo
oTkntovaeTcd. HakoHeu, 60MbLUMHCTBO BCTPOEHHbIX peLLEeHU paboTatoT N1Lb Ha OAHOW,
npegHasHavyeHHon ang Hux, nnatdgopme. Tak, norm Oracle otnnyatotces ot noros MS-SQL,
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a norm MS-SQL otnuyatotca ot noroe DB2. 3TO 3HAYUTENBLHO OCMOXHAET BHeOpeHue
OLHOPOAHOro, mMacwTabupyemoro mexaHumama aygurta B opraHvM3aumsix, onepupyroLmnx
CYB[ pasnuyHoro Tuna.

BOSbWNHCTBO BCTPOEHHbBIX UHCTPYMEHTOB ayauTa He CnocObHbI onpeaenuTb KOHEYHOro
nosib3oBaTensi, MOCKOMbKY accouuMupyoT akTMBHOCTb Bl ¢ y4eTHbIMM 3anucsamu
KNUeHTCKNX npunoxeHun. OTCyTCTBME CBSA3M C MOMb3oBaTenieM, COBEPLUMBLUMM Ty UMK
WHYIO ornepauunto, NpenaTcTByeT BeOeHMI0 OTYETHOCTU, BO3MOXHOCTM HabnogeHus u
nposefeHno paccrnegosaHun. K Tomy >xe, nonb3oBatenu, obnagawowume npaBamu
agMuHuctpaTopa B[l (nerMTMMHbIMKM MK NOSTyYEeHHbIMW B pe3ynbTaTe B3fiomMa), MoryT
OTKITHOYMUTb BCTPOEHHbIN ayauT, YTOObI CKPbITb CBOK BPEAOHOCHYHO aKTUBHOCTb. IMEHHO
noaToMy HeobXoOuMMO  pasrpaHuyuBaTb  (PYHKUMW  ynpaBreHus  aygutoMm U
agMuHucTpupoBaHune B[ wn cepBepHOM nnatopmbl, 4YTOObl A0BUTLCS YETKOro
pasgerieHns 30H OTBETCTBEHHOCTH.

6. HezawjuweHHocmb Hocumersneu uHghopmayuu.

Hocutenn uHdopmaummn, npeaHasHayYeHHble ONS XpaHeHUs1 Pe3epBHbIX KOMWUA, 4acTo
ocTalTcA6e3 kakon-nMbo 3aLnTbl. Pe3ynbTaToM 3TOro CTAHOBSATCS MOXMLLEHUS AUCKOB U
MMEeHOK, coaepKalumnxpe3epBHble Konumn 6a3 AaHHbIX.

7. 3KkcnnyaTaumsa ya3BUMbIX, HeBEePHO CKOH(UIYpUPOBaHHbIX 6a3 AaHHbIX

Ha npakTuke 4yacto BcTpevarTcsa ycTtapeslune Bepcumn 6a3 aaHHbIXx 1 Bl ¢ HacTponkamm
«no ymon4yaHumo». K coxaneHuto, obHoBneHne 6a3 gaHHbIX YacTO UrHOPUpPYeTCs axe B
Tex crny4vasx, Korga BbiMycKarTCa natym 1 OOHOBMNEHUS.

8. Heynpaensiemasi KoHhuOeHyuanbHasi UHghopmayus

HeyuteHHble B MoryT cogepkaTb BaXkHYt0 MHOpMaLMIO, MOTYT NOSABNATLCA HOBbIE 6a3bl
AaHHbIX (HanpyMmep, B npouecce TeCcTUPOBAHWSA CUCTEMbI) — M BCe 3TO NPOXOAUT
He3ameudeHHbIM cnyxbon 6e3onacHoCcTU KomnaHun. Ecnv BoBpemsa He BHEAPUTb CUCTEMY
pasrpaHuyeHnsa npas [OCTyna, KOHUAeHUManbHble OaHHble, coAaepXalimecs B 3TUX
6asax gaHHbIX, MOryT CTaTb YA3BUMbIMU K B3IOMY U yTeYKaMm.

9. Omka3s e o6cnyxueaHuu (DoS).

DoS — 3710 cnocob aTtakn MHGOpPMaLMOHHOM CUCTEMbI, B pe3yrbTaTe KOTOPON NErMTUMHbIE
nonb3oBaTenu TepSAT JOCTYN K CETEBbIM NPUMNOXEHNAM NN nHopmaummn. CyLectsytoT
pasnuyHble cnocobbl co3gaHus DoS-ycnosui. Hambonee nonynapHbiM cnocobom
npoBeaeHns DoS-atakn Ha 6asyaaHHbIX SBRSeTCA NpOoBOKaUUSA neperpyskn annapaTHbIX
pecypcoB cepBepa, TakMx Kak namMaTb W npoueccop, nyteMm ero 6ombapanpoBku
Ype3mepHO 60MNbLUINM KONMYECTBOM 3anpoCOoB MUY MEHbLLMM MO KONMYECTBY 3anpocoB, HO
Ha 00paboTKy KOTOpLIX TpebyeTca HENpPONopLMOHaNbHO MHOFO CUCTEMHbLIX pecypcoB. B
oboux cnyyasx DoS-ataka npuBoauT K OOQHOMY pe3ynbTaTy: cepBep, CTOSKHYBLUUCL C
HeJOCTaTKOM CUCTEMHbIX PeCypCOB, OTKa3blBaeT CBOMM MOSib30BaTensiM B 06Cny>KuBaHum
N B HEKOTOPbIX Cry4Yasx aaxe «nagaet».

10.Hedocmamok 3HaHuli u onbima 8 cgepe UHGPOPMaAYUOHHOU

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx




KMPK BIrAP® ®I'bOY BO «KI'TY»
MO-09 02 07- MAK.07.02.T13

Ceptudmkauma MHPOPMaLIMOHHBIX CUCTEM C. 34/45

6e3onacHocmu.

PasBuTre cpeacTts BHyTpeHHeNn 6e30nacHOCTU He yCneBaeT 3a POCTOM 06BbEMOB AaHHbIX,
npy 9TOM MHOrME OpraHM3auuMuM CIIMWKOM MNSI0OXO OCHALlEeHbl M NoAroTOBMEHbI ANA
NpOTUBOAENCTBMSA Yyrpo3aM. [puymMHOM 3TOro 4Yacto SABNSETCA HEeOOCTaTOK onbiTa W
KBanudumkaumm COTPYOAHWKOB B MPUMEHEHUN pPELUEHUN, YNyYlWeHUNn MOAUTUK WUnn
pearMpoBaHMM Ha MHUMAEHTLI B cdhepe 6e3onacHoCTU.

B cesi3u ¢ noecemecmHbiM pazsumuemM HMHmMmepHema Haubosiee 4Yacmo
amaku npou3e00sImcsic UCMoJIb308aHUEM ysi3aumMocmell MPOMOKOJI08 Cemeso20
e3aumodelicmeausi.

Haunbonee pacnpocTtpaHeHHble aTaku:
1. AHanus ceteBoro Tpacuka

[aHHbIn BUO aTakM HanpaefeH B MNepByl o4yepedb Ha MonyyYyeHMe napons u
naeHTudukaTopa nonb3oBaTensa nytem "npocnywmBaHua ceTtu”. PeanudyeTtcs 3T0 C
nomMoLlbto sniffer — cneymanbHas nporpaMmma-aHanu3aTop, KoTopasa nepexeaTbiBaeT BCe
naketbl, naywme no cetn. 1 ecnn nportokon, Hanpumep, FTP nnn TELNET, nepepaet
ayTeHTUMPUKALMOHHYIO WHGOPMALMIO B OTKPLITOM BuAe, TO 3MOYMbLILIEHHUK J1erko
nony4yaeT JOCTYM K y4eTHOM 3anucu norb3oBaTens.

& —P

Hoer 1

&

Hner 2

—4p

Koar M

Hoer 1

KoerN

Puc. - Cxema peanusauyuu y2po3bl “AHanu3 cemegoco mpaguka”
2. CkaHupoBaHue ceTu

CyTb gaHHOW aTakm coctouT B cbope mHopmaumm o Tononormm cetu, 06 OTKPbITbIX
nopTax, MCMonb3yembiXx NPOTOKoMnax u T.n. Kak npaBuno, peanusauus OaHHOW Yrpos3bl
npeawecTByeT AanbHENWMM  OEWCTBMAM  3IIOYMbIWSIEHHMKA C  MCMOSIb30BaHUEM
MOMyYEHHbIX B pe3yrnbTaTe CKaHNPOBaHWS OAHHbIX.

Yrpo3sa BbisiIBNeHUsi napons

Llenbro amaku siBNsieTCcs NpeogonieHne naposibHom 3awwmTtbl 1 nonyveHnn HCL Kk vyxon
MHopMauun. MeToooB AONsi KpaXu Naponsd OYeHb MHOro: npoctonm nepebop Bcex
BO3MOXHbIX 3Ha4YeHu napons, nepebop C NOMOLLbBI cneumanbHbiX NporpaMmm (amaka
criosapsi), nepexsaT Napons C NOMOLLIO NPorpamMmMbl-aHann3aTopa ceTeBoro Tpadgumka.

3. NoameHa noBepeHHOro o6bLEKTa ceTu U nepeadaya No KaHanam CBSA3U
COOOLEHNNOT ero MMeHU C NPUCBOEHUEM ero npas gocTyna. [JoBepeHHbI 06bEKT —
9TO 3NIEMEHT CETU, NeranbHO NOAKMYEHHbIN K CEPBEPY.
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Takas yrposa 3pdeKTUBHO peanusyetcsl B cCUCTEMax, roe NPUMEHSIIOTCS HeCTOMKMe
anropuTMbinaeHTUUKaLUN 1 ayTeHTUdMKALUN XOCTOB, NoNb3oBaTernen u T.4.

MOFyT ObITb BblAeneHbl ABe pa3HOBMOHOCTU npouecca pearnn3aunm yKa3aHHOVI yrposbl: C
yCTaHOBJIEHUEM U oes yCTaHOBJ1€HUNA BUPTYyalribHOro COeaAnHEHUA.

Mpouecc peanu3aumMm C YCTaAHOBMIEHMEM BUPTYyarbHOrO COEOUHEHUS COCTOMT B
NpUCBOEHMN npaB 008epeHHO20 Ccybbekma B3aMMOLEWCTBMS, YTO MO3BOMSET
HapyLIMTENO BECTU ceaHC paboTbl C O6BLEKTOM CEeTU OT UMeHU 008epeHHO20 cybbekma.
Peanusauus yrposbl 4aHHOro Tuna TpebyeT npeofoneHust CUCTeEMbl aeHTUdNKaumm v
ayTeHTMdukaummn coobLieHnn (Hanpumep, ataka rsh- cnyxobel UNIX-xocTa).

Mpouecc peanu3aumm yrposbl 6e3 YCTaHOBMNEHMSI BUPTYyarnbHOrO COEAUHEHUSI MOXET
UMEeTb MECTO B CETsIX, OCYLLECTBMAILMX NASHTUDUKALMNIO NepedaBaeMblX COOBLLEHWIA
TONbKO MO ceTeBoMy agpecy otnpasutens. CyLIHOCTb 3akno4yaeTcs B nepeaade
CNye0OHbIX COODOLLEHNA OT WMMEHU CETEBLIX YNPaBRsOWMX YCTPOWUCTB (Hanpumep, OT
MMEHM MapLUPYTU3aTOPOB) 06 M3MEHEHUN MapLLPYTHO-aAPECHbIX AaHHbIX.

B pesynbTate peanusauuMu  yrposbl HapywwuTeNnb nofnyYyaeT npaBa  [OCTyna,
YCTaHOBIEHHbIE €ro Mnonb3oBaTenieM [Ans OOBEpPeHHOro aGoHeHTa, K TeXHUYeckomy
cpeancTey NC — uenm yrpos.

4. HaBsiabiBaHMe NOXHOro MapLupyTa ceTu

[aHHas aTtaka ctana BO3MOXHOM U3-3a HeAOCTaTKOB NPOTOKONOB MapwpyTtusaumm (RIP,
OSPF, LSP) n ynpaBneHus cetbto (ICMP, SNMP), Taknx kak cnabas ayteHTUduKaums
MapwpyTtnsatopoB. CyTb aTakm COCTOMT B TOM, YTO 3MOYMbILWSEHHMK, MCMNOSb3ys
YA3BMMOCTU MNPOTOKOSNOB, BHOCUT HECAHKUMOHUPOBAHHbIE W3MEHEHWA B MapLUpPYyTHO-
agpecHble Tabnuubl.

5. BHeapeHue NoOXHOro o6bLekTa ceTu

Korga wuaHavanbHO OObEKTbl CeTM He 3HalT WHGOpMauui Apyr o apyre, 1o 4N
NOCTPOEHNA afpecHbIXx Tabnuy n nocnegyrowero B3aUMOAEWCTBUS, WUCNOSb3yeTcs
MexaHUu3M 3arpoc (Kak NpaBuIo, LUMpOKoBeLLaTENbHbIN) - OTBET C UCKOMOW MHGOpMaLMEN.
Mpn aTOM ecnun HapyLMTEeNb NepexBaTusi Takon 3anpoc, TO OH MOXET BblaTb JTOXHbIN
OTBET, UBMEHUTb Tabnuuy mapLupyTmMsaummM Bcen ceTu, U BblaaTb cebda 3a neranbHOro
cybbekta cetn. B ganbHenwem Bce NakeTbl, HanpasfieHHble K NerasibHOMY CyObekTy,
OyayT NPOXOoAnTb Yepes 3M0yMbILLSIEHHUKA.

6. OT1Ka3 B o6cnyxXmBaHum

OTOT TMN aTak SBNSieTCs OOHWM M3 caMblX PacnpOCTPaHEHHbLIX B HAcTOsILLee BpPeEMs.
Llenbto Takon aTaku siBNsieTcst 0Tka3 B 06CnyXnBaHUM, To eCTb HapyLUeHWe AOCTYNHOCTU
NHGOPMaLMKN NS 3aKOHHbLIX CyObEKTOB MHGOPMaLMOHHOTO 06MeHa.

MoryT ObITb BblAENeHbl HECKOMbKO Pa3HOBUAHOCTEW TaKMX Yrpos3:

e CKpbITbI OTKa3 B 06CNyXMBaHUW, BbI3BaHHbIV NpuBneYeHnem 4actu pecypcos MC
Ha 00paboTKy nakeToB, nepedaBaeMblX 3IOYMbILLIIEHHUKOM CO CHMXEHUEM

I'IpOI'IYCKHOVI CMOCOBHOCTN  KaHamnoB CBA3W, npon3BOANTESNIbHOCTU CeTEBbIX
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YCTPONCTB, HapyweHuem TpeboBaHUM KO BpemMeHu 06paboTkm 3anpocos.
Mpumepamun peanusaumm yrpo3 nogobHOro poga MOryT CRy>XUTb: HanpaBreHHbIN
LTOPM 3axo-3anpocoB no rpomokosly ICMP (Ping flooding), wTopmM 3anpocoB Ha
yctaHoBneHune TCP-coeguHennn (SYN-flooding), wtopm 3anpocoB k FTP-cepsepy;

e SBHbIN OTKa3 B 0OCNyXnBaHWK, BbI3BaHHbLIN ncyepnaHnem pecypcos VCMOH npwu
obpaboTke nakeToB, nepefaBaeMblX 370YMbILLEHHUKOM (3aHATUE BCEW NOocChl
NponyckaHUa KaHaroB CBA3W, MepenosiHeHne oyepedel  3arpoco8 Ha
obcnyxuBaHue), Npu KOTOPOM JierarnbHble 3anpocbl He MOryT ObiTb nepeaaHsbl
yepe3 ceTb M3-3a HeOOCTYNHOCTW cpefdbl nepedadn nvbo nonyyarT OTKas B
obcnyxuMBaHuM  BBUOY MepernoriHeHus oyYepedeld  3arnpocos,  OUCKOBOIO
npocTtpaHcTBa namatnm T.4. [pumepamu yrpo3 AaHHOro Tuna MOryT CRYXWUTb
LWTOPM WmnpokoBeLaTenbHblx ICMP-axo-3anpocos (Smurf), HanpaBneHHbIN LUTOPM
(SYN-flooding), wtopm coobuieHnn no4ToBOMY cepBepy (Spam);

e SBHbIN OTKa3 B OOCMY>XMBaHWMW, BbI3BaHHbIA HapYLUEHNEM JIOrMYECKOW CBS3HOCTMU
Mexagy TexHumdeckummn  cpegctBamm  MC  npu  nepepjadve  HapywmTenem
ynpaBnsoLwmx CcoobleHnn OT WUMEHW CeTeBbIX YCTPOWCTB, MNPUBOOSALIMX K
N3MEHEHUIO MapLLPYTHO-aapecHbIX AaHHbIX (Hanpumep, ICMP Redirect Host, DNS-
flooding) nnn noeHTMUKaLUMOHHON N ayTEHTU(PUKALNOHHON NHOopMaLmK;

e SBHbIN OTKa3d B OOCNyXWBaHWMW, BbI3BAHHbIA Mepefaden 3noyMbILLNIEHHUKOM
nakeToB C HECTaHAAPTHbIMK aTpubyTamm (yrpoabl Tmna "Land", "TearDrop", "Bonk",
"Nuke", "UDP-bomb") wnun umelowmx ANUHY, NPeBbILAoLWy MakCUManbHO
aonyctumbln pasmep (yrposa tuna "Ping Death"), yto mMoxeT npuBectn Kk cboro
CeTeBbIX YCTPOMWCTB, y4acTBYOLWMX B 06paboTke 3anpocoB, Npu YCrOBMM HanNMuus
OLWKNBOK B NporpaMmmax, peanuayoLmnx NpoTOKONbl ceTeBOro obmeHa.

KoHmpornbHbie eonpocsl
1. Kakne cobbiTns 6e3onacHoOCTM AOMKHbI (OMKCUMPOBATLCS B XKypHane ayauta?
2. Kakvne napameTpbl onpegenstoT NonmMTuky ayguTta?

3. LlenecoobpasHo nn ¢ TOYkM 3peHusi 6e30MacHOCTU KOMMbOTEPHOW CUCTEMbI
ob6begnHeHne B OOHOM nuue YHKUMIN agMUHUCTpaTopa 1 aygutopa?

4.llenecoobpas3Ho NN C TOYKM 3peHust 6e30NacHOCTU KOMMbITEPHOW CUCTEMBI
paspeLuaTb aHOHUMHbIA JOCTYN K ee MHPOPMaLMOHHBIM pecypcam?

5.Kak pormkeH nepegaBatbCA NO ceTM (C TOYKM 3peHUa BesonacHoCTu
KOMMbIOTEPHOM cUcTeMbl) naponb nonb3oBartens (nnn apyras
ayTeHTudunympyowas nHgpopmaums)?

6. HyxHO nu orpaHn4mBaTb NpaBa MNofb3oBaTesien Mo 3anycky npuknagHbIxX
nporpaMmm u noyemy?

7.Kakoe 13 JOMOMHUTENBbHbIX MPaBWUil OrPaHMYEHHOIO UCMOMb30BAHUSA NPOrpamm
KaxxeTcs Bam Hanbonee agpekTUBHbIM 1 NoYeMy?

8.M3 Kakmx 3TanoB COCTOMT MOCTPOEHME nonMTMKM 6GesonacHocTn ans
KOMMbIOTEPHOM CUCTEMbI?
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9.K 4yemy mMoxeT npuBecTn owmboyHoe onpedeneHne NonuTukM 6e3onacHoOCTM
(NnpuBeguTe npumepsbl)?

10. lMoyemy, Ha Baw B3rMMA4, MHOMME CUCTEMHbIE aAMUHUCTPATOPLI
npeHebperaoT UCnosib3oBaHNEM 60MbLUMHCTBA M3 PACCMOTPEHHbIX B OaHHOWM
paboTe napameTpoB NOANTUKM Be30nacHOCTN?

MNMpakTnyeckas pabota Ne7. Nony4vyeHune cepTuchukara
Llenb 3aHsmusi: O3HakOMUTb OBYYalOLNXCHA C OCHOBHbIMU MOHATMAMM paboThbl B
TabnnyHom pegakrope, pabote ¢ Bl B 9neKkTpoHHbIX Tabnmuyax

CodepxxaHue u rnopsi0oK 8bINMOSIHEHUS 3a0aHUs:
TeopeTuyeckun matepman

Y10 Takoe SSL-cepTuchmukar?

SSL-cepTudgukat — 310 UMppoBON cepTUMKaT, YAOCTOBEPSAOLWMA NOLAMHHOCTb
Beb-carnTa 1 No3BONSLWMA NCNONb30BaTb 3alimdpoBaHHoOe coeamHeHne. AbbpesmaTtypa
SSL o3HavaeT Secure Sockets Layer — npotokon 6e3onacHOCTH, CO34aloLUN
3awmdpoBaHHOE coeamHeHne mexay Beb-cepsepoM n Beb-6paysepom.

KomnaHmam n opraHusaumnsam Heobxogmmo aobaenatb SSL-cepTudukaTel Ha BeO-
canTbl AN 3aWuTbl OHMAWH-TPaH3aKkumn u obecneyeHnss KOHPUAEHUNANBHOCTU WU
©e30MacHOCTU KNUEHTCKNX JaHHbIX.

SSL obecneymBaeTr 6e30MacHOCTb WHTEPHET-COEOUHEHUA W He NOo3BONsSEeT
3M10YMbILLSIEHHUKAM CUYMTbIBaTb UMM U3MEHSITb MHGOPMauMio, nepedaBaemMylo Mexay
ABymMms cuctemamu. Ecnv B agpecHon cTpoke psiaom ¢ Be6-agpecom oTobpaxkaeTcsi 3Ha4okK
3aMKa, 3Ha4YuT 9TOT Beb-canT 3awmileH ¢ noMmoLbo SSL.

C momeHTa co3gaHusa npotokona SSL okono 25 neTt Hasad, oH Obin JOCTYNEH B
HecKorbkux Bepcusax. Npu Mcnonb3oBaHUM KaXagon U3 3TUX Bepcur B onpenesieHHbIN
MOMEHT BO3HUKanuM npobnembl 6GesonacHocTU. 3atem nosiBuNacb O6GHOBMEHHAas
nepeMMmeHoBaHHasa Bepcusa npotokona — TLS (Transport Layer Security), koTopas
ncnonb3yeTcs oo cux nop. OgHako abbpesmatypa SSL npmxunacb, NO3TOMY HOBasi BEpCUs
NpOTOKOMa MNO-NpeXHeMy YacTo Ha3bIBAaeTCs CTapblM UMEHEM.

Kak paboTtatoT SSL-cepTucpmkarbi?

Wcnonb3oBaHne SSL rapaHTUpyeT, 4TO [aHHble, NepedaBaeMble Mexay
nonb3oBaTtensmu n Beb-cantamm nunvm mexay ABymMs cMCTeMaMu, HEBO3MOXHO NMpoYnTaTh
CTOPOHHMM nMuam unum cuctemam. SSL umcnonb3yeT anropuTMmbl NS LWMdpoBaHUs
nepegaBaeMblX AaHHbIX, YTO He MO3BOSISIET 3M0YMbILUNIEHHMKAM CYMTaTb MX NpY Nepegaye

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx




KMPK BIrAP® ®I'bOY BO «KI'TY»
MO-09 02 07- MAK.07.02.T13

CepTudukaums MHHOPMAaLMOHHBIX CUCTEM C. 38/45

yepes 3a|.|Jl/|(prBaHHOG coeanHeHne. JOTU [aHHble BKOYAKT  MNOTeHunanbHO
KOH(bl/I,D,eHLWIaJ'IbHle VIH(bOpMaLl,I/II-O, TaKyrlo Kak UMeHa, agpeca, HOMepa KpeaQUTHbIX KapT U
apyrue (bI/IHaHCOBbIe OaHHblE.

lMpouecc paboTtaeT crneayowmm obpasom:

1. bpaysep wnu cepBep nNblTaeTca nNOAKMYUTLCA K Beb-canTy (Beb-cepsepy),
3awmueHHomy ¢ nomoLubto SSL.

2. Bpaysep unu cepeep 3anpalumBaeT naeHTUdmKaumo y Beb-cepaepa.

3. B otBeT BebG-cepep oTnpasnseTr 6Gpaysepy unuv cepBepy Konuw cBoero SSL-
cepTudukara.

4. Bpaysep nnu cepeep npoBepsieT, ABNAeTCs M 3TOT SSL-cepTudukaT 4OBEPEHHDLIM.
Ecnn ato Tak, oH cooblaet 06 atom Beb-cepsepy.

5. 3atem BebG-cepBep BO3BpawaeT MOATBEPXAEHME C UMGpPOBOM MNOANUCBID W
HayMHaeT ceaHc, 3andpPoBaHHbIN C UCNONb3oBaHNEM SSL.

6. 3awundpoBaHHble AaHHble UCNOMb3YITCA COBMECTHO Opay3epom unm cepBepom U
BeO-cepBepoM.

OTOT npouecc vMHorga HasbiBalT noaTBepxaeHvem SSL-coeguHeHusa. XoTa no
ONUCaHMIO JTOT MPOLIECC BbIMSAUT ONUTENbHbIM, B peanbHOCTU OH 3aHumaeT
MUIIUCEKYHAObI.

Ecnu BeG-cant 3awmweH SSL-ceptudukatom, B Beb-agpece NoOSABMSETCS
abbpesnaTtypa HTTPS (6e3onacHbin NpoToKON nepeaayn runeptekcrta). [na cantoB 6e3
SSL-cepTudukaTta otobpaxaetcs abbpesmatypa HTTP, 6e3 6ykBbl S, COOTBETCTBYIOLLEN
Secure (6esonacHbln). Takke B agpecHOn CTpoke Beb-agpeca byaet otobpaxaTbCs 3HAa4YOK
3aMKa. OTo cBMAETENbCTBYET 0 6e3onacHOCTM U obecneynBaeT yBEPEHHOCTb NOCETUTENAM
Beb-canTa.

Utobbl npocMmoTpeTb cBeaeHus o6 SSL-cepTudumkate, MOXHO LENKHYTb 3HA4OoK
3aMKa, pacrosfioXeHHbI Ha naHenu b6paysepa. [daHHble, Bxoaswme B SSL-ceptudumkar,
0ObIYHO BKNIOYAIOT:

e [lomeHHOe ums, Ana KOTOPOro BbiNyLLEeH cepTudgukar.

e Jlnuo, opraHmnsauma unm ycTpomcTBo, 4S8 KOTOPOro BbiMyLeH cepTugukar.
e LleHTp cepTndukaumn, BoligaBLumin ceptudmkar.

e Llndpposasa nognunck LeHTpa cepTumkaumn.

e (CBs3aHHble NOAOOMEHDI.

e [laTa Bblgauum ceptucukaTa.

e Cpok gencrteus ceptudukara.

e  OTKpbITbIV KoY (3aKPbITbIN KINKOY HE packpbiBaeTcs).

3ayem HyxeH SSL-cepTtudukar

SSL-ceptudmkatbl cantoB TpebyroTca ona obecnedeHns 6e30nNacHOCTU OaHHbIX
nonb3oBaTenen, nNOATBEPXAEHUS MpaB COOCTBEHHOCTM Ha CalT, NpeaoTBpaLLEHUSN
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co3gaHue noanenbHou Bepcunun canta 3N10yMbILWWITIEHHUKaMN " obecneveHuns goBepund co
CTOPOHDbI nonb3oBaTternen.

Ecnn ucnonb3oBaHne Beb-canTa npeagnonaraeT BXO4 B CUCTEMY, BBO[ JIMYHbLIX
AaHHbIX, TaKMX Kak HOMepa KpeauTHbIX KapT, WM MPOCMOTP KOHMUAEHUManbLHOM
nHcopMauum, TakoM KakK [daHHble MeEeOUUMHCKOW CTpaxoBKW, WM  ¢OMHAHCOBOW
WHGOPMaUUK, TO BaXHO COXPaHUTb KOHMUAEHUMaNbHOCTb 3dTUX [AaHHbIX. SSL-
cepTudumkaTbl MNOMOralT COXpPaHUTb KOHOMAEHUMANbHOCTb OHMAWH-TPaH3akumMm U
rapaHTMpylT nosib3oBaTenisaM, 4YTo Beb-canT aBnseTca NoasiMHHbIM U Ge3onacHbIM Ans
BBOAA JINYHbIX JAHHbIX.

[ns 6unsHeca Gonee akTtyaneH TOT bakT, 4TO0 SSL-cepTudukaTbl TpebyoTca ons
Beb-agpecoB HTTPS. HTTPS — ato 6e3onacHasa gopma HTTP, To ecTb Tpaduk Beb-cantoB
HTTPS 3awundposaH ¢ nomowbio SSL. bonblumMHCTBO Bpay3epoB nomeyaroT cantbl HTTP,
He nmerowmne SSL-ceptTndunkaToB, kak HebesonacHble. OTO curHan nonb3oBaTensmM O TOM,
4YTO canT MOXeT BbITb Hebe3onacHbIM, a ANst KOMNAHUIA 3TO CTUMY” nepenTtn Ha HTTPS.

SSL-cepTudukaT nomMoraeT 3alUMTUTb Takyl MHOpMaLNIO, Kak:

e YYyeTHble AaHHble A5 BXO4aA B CUCTEMY.

e Onepaunn No KPeaNUTHOM KapTe 1 MHGopMaumMo 0 6aHKOBCKOM cYeTe.

e JInyHyto nHdoOpmaLmIo: NONHOE UMS, agpec, AaTy poXaeHUs, HoMep TenedoHa.
e HOpungunyeckne AOKYMEHTbI N KOHTPAKThI.

e MeguumHCKne OKYMEHTHI.

e KoHuaeHumanbHyo MHGOopMaLuio.

Tunbl SSL-cepTucpukatos

CywecTBylOT pasHble Tunbl SSL-cepTUmKaTtoB C pasHbIMU YPOBHAMU MPOBEPKN.
LLlecTb OCHOBHbIX TMMOB:

1. CepTudukaThbl € pacwmpeHHon nposepkon (EV SSL)
CepTudukaTtsl, nogTeepxagatowme opraHmsaumo (OV SSL)
CepTudukaTtsl, nogreepxagatowme gomeH (DV SSL)
Wildcard-ceptundgukaTsl

MynbTuaomeHHble cepTudukaTsl (MDC)

2 U

CepTudukaTbl YHUPULMPOBaHHbIX KOMMYHUKaunn (UCC)
Ceptudukartbl ¢ pacwmpeHHon nposepkon (EV SSL)

OTO cambli BbICOKOPENTUMHIOBLIN U Hanbonee goporon Tun SSL-ceptudmkaTos. Kak
npaBumo, OH MCNoNb3yeTcsa ANs NONynsapHbIX BeO-canToB, KOTOpble COOMPaloT AaHHbIE U
NCNonNb3ylT OHManH-nnatexu. Nocne ycraHoBkM 3aToro SSL-cepTudpmkaTta B agpecHon
CTpoke Opaysepa oTobpaxaetca 3amok, HTTPS, HasBaHMe K CTpaHa KOMMNaHWUW.
OTtobpaxeHne wuHdopMauun o Bragenbue Beb-canWTa B agpecHOW CTPOKE MomoraeT
OTNMYNTL CaWT OT BPEOOHOCHbIX. YTOObI HACTPOUTbL cepTUMKaT C pacLUMPEHHON
npoBepkon, Bnageney BebG-canTa [JOMKEH MNPOUTU CTaHOAPTU3MPOBAHHBIA MpoLecc
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npoBepkn noariMHHOCTM 1 noarBepanTb, 4YTO OH Ha 3aKOHHbIX OCHOBaAHUAX WMeEET
UCKITIOYUTESbHbIE MNMpaBa Ha JOMEH.

Ceptudukatbl, noareepxaarowme opraHusauymto (OV SSL)

OT10T TUN SSL-cepTUMKaTOB UMeEeT TakoM >Xe YpPOBEHb [OOBEPUs, 4YTO W
cepTuduKkaTbl C paclUMpeHHOM NPOBEPKON, MNOCKOMbKY AN ero nonyyvyeHus snageney seb-
calta [OSDKEH MNPOWTU OCHOBaTeslbHYK npoBepky. [Ons aTtoro Tuna cepTudukaTos
nHcdopmMmauus o Bnagenbue Beb-canTa Takke oTobpaxaeTca B adpecHOW CTPOKe, YTo
No3BOSISIET OT/NINYNTL €ro OT BPEAOHOCHbIX canToB. SSL-cepTudukaTthl, NnogTBEPXAAOLNE
opraHusaumio, obbl4HO ABNAOTCS BTOPbLIMM MO CTOMMOCTU (nocne SSL-cepTudukaToB C
pacluMpeHHoOn npoBepkon). VX OCHoBHada uenb — 3awmdpoBaTb KOHUAEHUMANbHbIE
AaHHble nonb3oBaTtenen npu TpaH3akumax. Kommepyeckne unm obuienocTtynHble Beb-
canTbl OOMMKHbI yCTaHaBnmMBaTb cepTuduKaTbl, NMOATBEPXKOAKOLME OpraHM3aumio, YToobl
rapaHTMpoBaTb KOH(PUAEHUMANBHOCTL MHAOPMALIUKU O KIUEHTAX.

Ceptudukarbl, noareepxaarowme aomeH (DV SSL)

Mpouecc npoBepkn Ans nonyveHuss SSL-cepTudmnkaTa 3TOro TMNa MMHUManeH. B
pesynbtate SSL-cepTudukatbl, nogTBepxpawolmne aOomMeH, obecrneynmBaltdT MeEHbLUYHO
HaOEXHOCTb N MUHMMasbHbIA YPOBEHb LWMGPOBaHNA. Takme cepTUdUKaTbl, kKak NpaBuo,
ncnonb3yrTcs Ana 6noros MnM MHMOOPMaUMOHHbLIX Beb-canToB, T. €. ANA CalToB, He
CBA3aHHbIX CO COOPOM AaHHbIX UM OHNaWH-NnaTexamu. IToT TMn SSL-cepTudmkaToB
SABNSETCA OOHMM M3 CaMblX AelleBblX U caMblX ObICTPbIX Ana nonyyeHus. [lpouecc
nposepkun TpebyeT TonbkKo, YTObbI BNageney, seb-canta noarsepamnn npaBo CO6CTBEHHOCTH
Ha AOMEH, OTBETUB Ha 3JIEKTPOHHOE NMUCbMO U TenedOHHbIN 3BOHOK. B agpecHom cTpoke
Opayaepa otobpaxaetca Tonbko HTTPS 1 3amok 6e3 Ha3BaHUsA KOMMaHuu.

Wildcard-cepTtudunkartbl

Wildcard-ceptudmkaTtbl  (cepTudumkaTbl € NOACTAHOBOYHBIMW  CMMBOSaMM)
Nno3BONAT 3aWnTUTL 6a30BbIM JOMEH M HEOrpaHWYEHHOE KONMYEeCcTBO MNOAOOMEHOB C
NMOMOLLIbIO ofHOro cepTudukaTta. Ecnv umeeTtcss HECKONbKO NOAAOMEHOB, KOTOPbIE HY>XHO
3awmtntb, npuobpeteHne Wildcard-ceptnudmkata OyoeT HaMHOro Jelwesrie, 4Yem
npunobpeteHne otaenbHbix SSL-cepTudumkatoB ans kaxgoro nogaomeHa. Wildcard-
cepTudukaTbl cogepkaT 3Be3404KY (*) kak YacTb 06LLEro MeHN. 3Be3404ka ykasbiBaeTCA
BMeCTO Nboro onycTMMOoro nogaomMeHa B coctaBe ogHoro 6a3oBoro fomeHa. Hanpumep,
oavH Wildcard-cepTtudukaTt ans Beb6-canta MOXHO MCMNOSMb30BaTb ANSA 3aLUMTbl CeayoLwmnx
cTpaHuL:

. payments.yourdomain.com
. login.yourdomain.com

. mail.yourdomain.com

. download.yourdomain.com
. anything.yourdomain.com

MynbTuaomeHHsblie ceptudumkatbl (MDC)
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MynbTUOOMEHHbIE CepPTUMUKATbLI MOXHO WCNOMb30BaTb ANA 3aLUUTbl HECKOSTbKUX
AOMEHHbIX N NOAAOMEHHbBIX UMEH, BKIOYAA COMEeTaHUs NOSTHOCTBLIO YHUKaNbHbIX JOMEHOB
W NOAOOMEHOB C pasHbiMM AoMeHamu BepxHero ypoBHA (TLD), 3a wucknioyeHuem
noKanbHbIX / BHYTPEHHUX JOMEHOB.

Hanpumep:

. example.com

. org

. this-domain.net
. anything.com.au
. example.com

. example.org

Mo ymonyaHuio MynbTUAOMEHHbIE cepTudUKaTbl HE NOAAEPXMBAOT NOAOOMEHDI.
Ecnn TpebyeTca 3awmuTtnTb cantel www.example.com 1 example.com ¢ NOMOLLbI OAHOMO
MyNbTUOOMEHHOIO cepTudukaTa, To Npu nonyyYyeHun ceptudumkata crieqyeT ykasatb oba
NMEHWN XocTa.

CepTtudukarbl yHucuumpoBaHHbIX KOMMyHUKauun (UCC)

CepTudukatbl  YHUPUUMPOBAHHbLIX KOMMYyHMKauui (UCC) Takke cuuTaroTcA
MYIbTUOOMEHHbLIMU SSL-ceptudmkatamn. CepTtudukaTsl YHUPULMPOBAHHbIX
KOMMYHMKaLMA K3HadanbHO Obinv paspaboTaHbl ana 3awuTbl cepBepoB  Microsoft
Exchange u Live Communications. CerogHa nwobon Bnageney Beb-canTa MOXeT
NCNoNb30BaTh 3TU cepTUdUKaTbI, YTOOLI 06ecneynTb 3aLLMTy HECKONbKNX JOMEHHbIX UMEH
C nomowiblo ogHoro ceptudukaTta. Ceptudumkatbl YHUPUUMPOBAHHBIX KOMMYHUKALUIA
NpOBEPSIOTCH Ha YPOBHE opraHusaumu. [insg Hux B 6pay3epe oTobpaxaeTcs 3Ha4oK 3aMkKa.
CeptudukaTtbl YHUPULNPOBAHHBLIX KOMMYHUKaLMIA MOXHO WCMNOMNb3oBaTb B KayecTse
cepTuduKaToB C paclUMPEHHON NpPOBEpPKOKW, YTOObI obecneunTb noceTuTensm Beb-canTa
MakcumarbHyto 6€30MacHOCTb.

BaxHo pasnuyatb Tunbl SSL-cepTudumkaToB, YTOObI MOMNYyYUTb MNPaBUMbHLIA TUM
cepTudukata gns seb-canTta.

3apaHue.
CoctaBbTe no matepmanam nekumm 15 - 20 Bonpocos ¢ oTBETaMMn
Kak nonyuntb SSL-ceptudmkar

SSL-cepTudmnkat MOXHO NOMY4YUTb HEMOCPEACTBEHHO B LEHTpPE cepTuduKaumu.
LleHTpbl  cepTudumkauuu, WHOrAa  Takke  HasblBaeMble  cepTuuumpyroLMmMm
OopraHu3aunamn, exerogHo BblaaT MUNAnoHbl SSL-cepTudgmkatos. OHM UrpatoT BaXKHYHO
ponb B pabote MHTepHeTa U obecnevmBaloT NPO3payYHOe N HaeXHoe B3anMoLencTeue B
ceTu.
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CtoumocTb SSL-cepTudukaTa MOXeT 4OXOAUTb 4O COTEH 40NNapoB, B 3aBUCUMOCTH
oT Tpebyemoro ypoBHs Ge3onacHocTu. [Mocne Bbibopa Tuna cepTudmkata MOXHO HaANTU
nsgartenen ceptudukaTos, npegnaraowmnx SSL-cepTudmrkaTbl HYXKHOTO YPOBHS.

MonyyeHne SSL-cepTudpmkaTa BKIIOYaET cnegyoLmne waru:

o [logroToBka. HactpownTte cepsep, u ybeamtecs, 4to Bawa 3anmcbe WHOIS obHoBneHa
N COOTBETCTBYET OaHHbIM, OTNpPaBfsieMbiM B LEHTP cepTudumkaumm (oHa AoSmkHa
oToGpaxaTb NpaBUIIbHOE Ha3BaHWE N agpec KOMNaHum 1 T. 4.).

o CosgaHue 3anpoca Ha nognuck SSL-ceptudukaTta (CSR) Ha Bawem cepsepe. C
3TUM OENCTBMEM MOXET NOMOYb Balla XOCTUHIOBasi KOMMNaHWSI.

o OrtnpaBka 3anpoca B LeHTp cepTudmkaLmm 4ns NnpoBepkn AaHHbIX O BalleM JOMEHe
N KOMMNaHWW.

e YcTaHOBKa NOfy4YeHHOro cepTudukara nocne 3aBepLleHns npouecca.

Mocne nojsiydeHua CepTVI(bVIKaTa ero Heobxogumo HaCTpOuUTb Ha Ballem Beb-xocTe
UIn cepsepax, ecrin Bbl obecneuvnBaeTe XOCTUHT BEDO-canTa cCaMOCTOATENBHO.

CKopoOCTb nonyyeHus ceptudukarta 3aBuCcUT OT TUNa cepTudukaTa M NoCTaBLLMKa
cepTudukaToB. [na 3aBepLUEHNSA KaXO0ro YyPOBHS NPOBEPKM TpebyeTcsa pasHoe BpeMms.
MpocTton SSL-cepTudumkat, nogTBEPKAAOLWNA JOMEH, MOXET ObiTb BbINyLEH B TeYEHUE
HECKOJTbKMX MUHYT nocne 3akasa, a rnony4vyeHue ceptudukara ¢ pacluMpeHHON NpoBepKOn
MOXET 3aHATb Lenyto Heaento.

MoxHo nu ncnonb3oBaTb SSL-cepTUUKaT Ha HECKONBLKUX cepBepax?

OauvH SSL-cepTudmkat MOXHO MCMONb30BaTb ANA HECKONbKNX AOMEHOB Ha OQHOM
cepBepe. B 3aBucMMOCTM OT MOCTaBLUMKA, MOXHO Takke ucnonb3oBaTtb oauvH SSL-
cepTuduKaTt Ha HECKONbKMX cepBepax. JTO MO3BOMAAT MyNbTUAOMEHHble SSL-
cepTudukaTbl, ONUCaHHbIE BhILLE.

Kak cnegyeT u3 HasBaHuda, MynbTUOOMEHHble SSL-cepTudukatbl paboTatoT C
HEeCKOSNbKMMN JoMeHaMn. KonmyecTBO AOMEHOB OCTaeTCA Ha YCMOTPEHWE KOHKPETHOro
ueHtpa  cepTudukaumm.  MynbTMaoMeHHblin  SSL-cepTudpmkat  oTnuyaeTcs  OT
O4HOOOMEHHOro SSL-cepTudukaTta, KOTOpbIN, Kak cnegyeT U3 HasBaHus, npegHasHayveH
ANSA 3aWmMTbl OQHOro JOMEHA.

MynbTuaomeHHble SSL-cepTudmkatbel Takke HasbiBatoTca SAN-cepTudmkaTamu.
SAN o3HauvaeT anbTepHaTuBHOE MMSA cybbekTa. Kaxabli MynbTUAOMEHHbLIN cepTudumkaT
nMeeT AONONHUTENbHbIE NONs (Hanpumep, anbTepHaTUBHbIE MMEHA CYOBLEKTOB), KOTOPbIE
MOXHO WCMNONb30BaTb ANS NepeyvnucrieHns OOMNOMHUTENbHbIX LOMEHOB, YTOObl Ha HUX
pacnpocTpaHancs oguH ceptudukar.

CepTudukatbl yHUGPULMPOBaHHbIX koMMyHMKaunn (UCC) n Wildcard-ceptudukaTsl
TaKkke MOXHO MPUMEHSITb Ha HECKONbKUX [OOMEHax W, B MOCMEeAHEM criyyae, Ha
HEeOorpaHM4YeHHOM KONM4ecTBe NOAAOMEHOB.

Y10 npoucxoaunT no ncrteveHun cpoka gemcreua SSL-ceptudukara?

Cpok peunctBua SSL-cepTuduKaToB WCTEKAET, OH HEe ANUTcsA BeYHO. LleHTp
ceptudpukaumm / dopym 6pay3epoB, KOTOpbI [Oe-pakTO BbICTYNaeT B KayecTBe
perynupyrowero opraHa anst umHgyctpum SSL, 3asenser, 4to cpok pgeuncrBua SSL-
cepTudunKkaToB He AOOMKEH npeBbiwaTb 27 MmecsaueB. Mo cyTn, 310 o3HavaeTt, 4to SSL-
ceptTudukat MOXHO MCMNONb30OBaTb B TeYeHWe OBYX NeT, NC OO0 Tpex MecsaueB Ha
npoaneHne cpoka AencTeusa npeablayLwiero ceptudukaTa.
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Cpok gencteusa SSL-cepTUdUKaToOB UCTEKAET, NOCKOSbKY, Kak U npu nobon gpyrown
dopme ayTeHTUpMKaumMm, nHpopMmaunto HeobXxoanMO NEPUOAMNYECKN MEPEnpPoOBEPSTL U
ybexxgaTbCa B ee akTyanbHOCTU. B MHTepHeTe BCe o4eHb BbICTPO MEHSIETCS, NOKyNatTCs U
npogarwTca KOMNaHuum wun Beb-cantbl. [lpn cmeHe BnagenbueB Takke MeHsieTcs
MHgopMauus, oTHocswascs Kk SSL-ceptudgpukatam. OrpaHMYeHHbIN CPpoK aencTena SSL-
cepTudukaToB obecneunBaeT akTyasibHOCTb U TOYHOCTb MHGPOPMAaLUK, NCNOMb3yeMOKn ANA
ayTeHTUdUKaLum cepeepoB 1 opraHn3ayunim.

PaHblwe SSL-cepTudumkatbl MOrnmM BblAaBaTbCA Ha CPOK A0 MNATU NeT, KOTOpbIn
BnocneacTemn 6bin cokpalwleH A0 Tpex neT, a B nocrnegHee BpeMsa 00 ABYX feT Nnc
BO3MOXHOCTb MCMNOSib3oBaTh gononHuTenbHble Tpu Mecsua. B 2020 rogy Google, Apple n
Mozilla 06baBunun, 4To ByAyT NPUMEHATL rogosble SSL-cepTudukaTtbl, HECMOTPS Ha TO, YTO
3TO NpeanoxeHue 6bIno OTKNOHeHO LleHTpamu cepTudukaumm / dopymom 6paysepoB. 310
pelweHne BCTynusio B cuny B ceHTabpe 2020 roga. He uckntodeHo, 4To B Byayuwiem cpok
nencteus SSL-cepTudumkaTtoB CoKpaTUTCA eLle.

Korga cpok peuncteua SSL-cepTudukata wcTekaeT, COOTBETCTBYHOLWMW CaunT
CTaHOBUTCA HeJocTynHbIM. Korga nomnb3oBaTernb OTKpbiBaeT Beb-canT B Opaysepe, B
TeYeHMe HECKOSTbKNX MUMNITUCEKYHA NPOBepPSeTCa AeNCTBUTENbHOCTL SSL-cepTudumkaTa (B
pamMkax noarsepxaeHus SSL-coegmHenus). Ecnn cpok gencteusa SSL-cepTudumkaTta uctek,
noceTutenu camrta nofsiydat coobueHne: «3ITOT canT HebesonaceH. CyulecTByoT
BO3MOXHbIE PUCKNY.

Y nonb3oBaTefien ectb BO3MOXHOCTb npoaosKnTb, OAHAaKO HE peKoMeHOyeTCA
genartb 3TO, Y4UTbIBaA CBA3aHHbIE PUCKAU Km6ep6e30naCHocw|, B TOM 4ucClrne BEPOATHOCTb
CTOJIKHYTbCA C BPE€AOHOCHbIMK NporpamMmmvamMu. 3T10 CylWeCTBEHHO BJTIMAET Ha MNoKa3aTeslb
OTKa30B npwu noceLleHnn Beb-canTa, MOCKOJ1bKY NnoJib30BaTEN N 6bICTpO noknaarT ero.

OcBegoMnNeHHOCTb O Cpoke mncteveHnsa SSL-cepTudukaToB SBNSETCS Npodnemomn
ANSA KPYNHbIX Npeanpuatuid. B To Bpems Kak manbie u cpegHne npeanpusatus UMeT OOuH
nUnn Heckonbko SSL-cepTudumkaToB, KpynHble NpeanpusaTus, paboTarowme Ha pasnuyHbIX
PblHKaX U MMelLmMe MHOXECTBO BeDG-CalTOB U ceTel, UMEIT Takke MHOXeCTBO SSL-
cepTtudukaToB. [103TOMYy MNPUYMHOWM TOroO, YTO KOMMAHUS OO0MNycTUNna UCTeYeHue cpoka
aencteus cesoero SSL-cepTudumkaTa, 0ObIMHO SBRSETCA HELOCMOTP, a He OTCyTCTBME
KOMNeTeHTHOCTU.  Jlydwmin  cnocob  Ans  KpynHbIX  KOMAOAHWA  MOLAEPKMBATb
oCBeOOMIEHHOCTb 06 uctevyeHmn cpoka aencteust SSL-cepTudmkatoB — MCnonb3oBaThb
nrnatopmy ynpasneHus ceptudukatamu. Ha pblHKE npeactasBfieHbl  pasfnyHble
NpoAYyKTbl, KOTOPbIE MOXXHO HANTU C NMOMOLLbIO OHJTANH-NONCKA. OTO NO3BOSIUT KOMMAHUAM
npocMatpueatb UUGpPOBblE cepTUdUKaTbl U yNpaBnNATb UMMM B paMKax BCeEW
MHGpPacTpyKTypbl. [Mpn ncnonb3oBaHUN Takon NNaTdOpPMbl BaXXHO pPerynspHO BXOOAUTb B
CUCTEMY M NPOBEPATb, Koraa HeobxoaMMo nNpoanuTb 0BHOBNEHNS.

Ecnu cpok  pgeuctBua  cepTudmkata  UCTeyeT,  cepTudumkaT  cTaHeT
HeJencTBUTENbHbIM, M BbINOMHATL 6e3onacHble TpaH3akumMm Ha Beb-cante cTaHeT
HEBO3MOXHO. LleHTp cepTudunkaumm npeanoxmt obHoBnTb SSL-cepTudumkaT 40 NCTEYEHUS
CpokKa ero 4encTBuSI.

Bce ueHTpbl ceptudmnkaumm n cnyxbol SSL, ncnonbdyemble ansa nonyveHna SSL-
cepTudunkaToB, OTNPaBNAIOT YBEAOMIIEHNA 06 MCTEHYEHNN CPOKa AENCTBUSA cepTudumkarta c
3aaHHON NepPUOANYHOCTbIO, 0BbIYHO HavnHas ¢ 90 AHEN OO OKOHYAHWSA CPOKa AENCTBUS
ceptudukata. loctapantecb, 4YTOObI 3TU yBEOOMIIEHUS OTNPABMANMCL HA HECKOSbKO
aZlpecoB 9NeKTPOHHOW MOYTbl, @ HEe OAHOMY YeriOBEeKY, KOTOPbI K MOMEHTY OTNpaBKu
YBEAOMISIEHUS MOXKET NMOKMHYTb KOMMAaHWIO Ui NEPEnTU Ha OPYryto JOMMKHOCTb. YbeanTtecs,
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4YTO cooTBeTCTByrowne COTPYOAHUKM KOMMaHWKM BKIKOYEeHbl B CIUCOK paccCblyikn WU
CBOEBpPEMEHHO nortydaT yBegomMrieHne.

Kak y3HaTb, ecTb i y canta SSL-ceptucpumkar

Cambin npocTon cnocob y3HaTb, ecTb nNn y canta SSL-cepTudumkaTt — obpaTuTb
BHMMaHWE Ha crieytoLme afeMeHTbl B aapecHon cTpoke bpaysepa:

e Ecnu Beb-agpec HaunHaetca ¢ HTTPS, a He ¢ HTTP, 3HauuT OH 3awMLleH C
nomoubto SSL-cepTucmkarta.

e [1Nna 3ameHHbIX canToB oTOBpaXaeTcsa 3HAYOK 3aKpbITOro 3aMKa, KOTOPbIM MOXKHO
LLENKHYTb N NOCMOTPETb cBeAeHus 0 6e30nNacHOCTU. Y caMblX HaOeXHbIX CanToB
OyayT 3eneHble 3aMK/N U aapecHble CTPOKN.

o bpaysepbl Takke nokasbiBalOT NpeaynpexneHus, ecnu coegnHeHne HebesonacHo,
HanpuMep KpacHbIA 3aMOK, OTKPbITbIA 3aMOK, JIMHWIO, nepecekaroLlyo agpec Bed-
canTa, TpeyronbHUK-NpeaynpexaeHne Hag 3HaykomM 3amka.

Kak obecneunTtb 6e3onacHOCTb OHJTaH-CeaHca

JInyHble faHHbIEe N NNaTeXHble PeKBU3NTbI MOXXHO YKa3biBaTb TOJIbKO Ha BeO-
cauTax, 3alUWeHHbIX cepTucukaTamMm C pPacLUMPEHHON MNPOBEPKOU UK
ceptudmkatamu, noareepxaarowme opraHusaumro. Ceptudumkartbl, nogTeepxagatowme
AOMEH, He noaxoaaT ANnst CanuTOB 3feKTPOHHOM Kommepuuun. CanTbl, 3alUULLEHHble
ceptudumkataMmn C paclUMpeHHON MPOBEPKON MNK cepTudukatamu, noaTeBepXaatoLmnumMmm
opraHuMsaumio, MOXHO OnpeaenuTb, MOCMOTPEB Ha afpecHyk CTpoky. [Ons cawnTos,
3aWMLLEHHbIX cepTudumkatamm C pacluMpeHHOW MPOBEPKOW, HasBaHMe opraHusauum
oTobpaxaeTca B agpecHom cTpoke. [Ons canTtoB, 3aWMLIEHHbIX cepTudukaTamu,
noaTBEPXAarLWMMN OpraHn3aLmio, AaHHble O Ha3BaHWU OpraHu3aummn, otobpaxatoTcs no
LLenyKy Ha 3Hayke 3amka. [Jna cantoB C cepTudukatamu, NOATBEPXAAOLLMMU OOMEH,
oTobOpakaeTcH TONbKO 3HAYOK 3aMKa.

O3HakoMbTeCb C NONUTUKON KOHMAeHUMaNnbLHOCTU Beb6-canTa. 370 No3BonseT
MOHATb, Kak ByayT MCNONb30BaTbCA BalLM AaHHblE. 3aKOHOMOCNYLUHbIE KOMMaHUM OBbIYHO
Npo3payHo onuncbIBalT cbop 1 AENCTBUS C AAHHBIMN.

O6paTuTe BHUMaHME Ha CUrHanbl U MHOUKATOPbI, Bbi3biBalolue gosBepue K
Beb6-canTy.

Hapagy c¢ SSL-ceptudmkatamm, 3970 MOryT ObiTb NOroTUnbl WU 3HAYKM,
nokasblBaloLLMe penyTauuio U cooTBeTcTBME Beb-canTa onpefeneHHbIM CTaHgapTam
6esonacHocTu. [ipyrne npuaHaku, N0 KOTOPbIM MOXHO OLEHUTb CalT, BKIOYAKOT NPOBEPKY
domsnyeckoro agpeca n Homepa TeneoHa, 03HakoMIeHue ¢ NOSIMTUKON BO3BpaTa ToOBapoOB
1 cpencTB, NPOBEPKY NpaBAonogobHOCTH LeH — Beab 6ecnnaTHbIN Cbip MOXET OKa3aTbCs B
MbILLIEOBKE.

Ey.que BHUMaATEJIbHbI K q:)VILLIVIHI'OBbIM aTakKaMm.

MHorga 3noymbllNEHHUKN co3gatoT BeOG-CcanThl, UMUTUPYIOLLME CYLLECTBYHOLLME,
4TO6LI OOMaHOM 3acTaBUTb NoAen caenaTb NOKYMNKY UMK BbINOMHUTL BXOA HA (OULLMHIOBbLIN
cant. QOUWMHIOBBIA CaWT MOXeT nonyunte SSL-cepTudmkar u, cnegoBaTenbHO,
3awmpoBaTb BeCb TpaduK, NPOXOAALLMA MeXOY CauToM M nonb3oBartensamn. PacTywas
pons  uwmHroBbix atak npoucxogut Ha HTTPS-camtax. [Mpoucxogut obmaH
nonb3oBaTenemn, KOTOPbIX YCNOKanBaeT Hannumne 3Hadka 3amka.

UT106bI n36exatb NogobHbIX aTak:
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e Bcerga npoepsinte, YTO OOMEH canTa, HA KOTOPOM Bbl HaxoOMUTECb, HamnucaH
npaBunbHo. Beb-agpec noggoenbHOro camta MOXET OTNMYaTbCA TONMbKO OAHUM
CMMBOJSIOM, Hanpumep, amazOn.com BMecCTO amazon.com. B cnydyae comMHeHun
BBeAUTE OOMeH npsaAmo B OGpaysepe, 4Tobbl ybeamTbecsi, YTO Bbl NogkovaeTechb
WMEHHO K ToMy Beb-canTy, KOTOpbI cobupaeTechb NOCEeTUTD.

e Hukorga He BBOAMTE NOrMHbI, NAPOnK, GAHKOBCKME PEKBU3NTBI U OPYrYH NUYHYHO
WMHOpMaLMIO Ha canTe, ecnn Bbl HE yBEPEHbI B €70 MOANMHHOCTH.

e Bcerma oueHuBanTe, 4TO npeanaraeTcd Ha canTe, He BbIMMAAAT N OH
noao3puTeENbHbIM U AENCTBUTENBHO S BaM HY)XHO Ha HEM PEerMcTpmpoBaTbCA.

e Yb6egutecb, YTO BalLuM YCTPOWMCTBA 3allmLlieHbl Hagnexawmm obpasom: Kaspersky
Internet Security nposepsieT Beb-agpeca no 6ase QUWMHIOBBIX CanToB U
oBGHapyXunBaeT MOLUEHHWYECTBO HE3aBUCMMO OT TOro, HacKOnbKo 6Ge3onacHbIM
BbIrMSIANT pecypc.

Yrpo3bl knbepbesonacHOCTM NpoLoSKalT pacTh, HO MNOHUMaHMe TunoB SSL-
cepTudumkaToB, U TOro, Kak OTNMYMTb Ge3onacHbii CanT OT MOTEHLUManbHO OMacHOoro,
NOMOXET UHTEPHET-NOMb30BaTENAM N3beXaTb MOLLEHHMYECTBA U 3aLLUNTUTL CBOWU NINYHbIE
AaHHble OT KMBepnpecTynHMKOB.

3agaHue 2.

CosfaliTe npe3eHTauuMIo No MaTepuanam nexkumm

LokymeHm yripasnsiemcs npoepammHbiMu cpedcmeamu 1C: Konnedx
lMposepb akmyanbHOCMb 8epcuu No opuauHany, xpaHsauemycs e 1C: Konnedx



https://www.kaspersky.com/internet-security
https://www.kaspersky.com/internet-security

		2025-06-23T14:46:34+0200
	Колесниченко Андрей Игоревич
	Я утвердил этот документ




